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I. ♆ ᶙᴙ 

1. ᵖᾂ  ᶙ 

Ѿ⁄ Ợ↔Ӊ ᵙᾅבֿ Ѥ ̰Ͽ/Ω ͙ὥ ▫ᴮᵑ ḕ ╖ᴛ ▬ἛӇ‴ᾋѱѻ. AWS ṒΌ 

ʺ╪ӥג╬⁄Ἄ╥ ₅⁵╘ ́♬ ̕ᵙ(9ˌ ᶜ), ̾  ̕ᵙ(3ˌ ᶜ), ʺỮ ᵙἵᾅ ̕ᵙ(9ˌ ᶜ), ⇔₅ 

̕ᵙ(12ˌ ᶜ)╖ᴛ  4ˌ ₅⁵⁄Ἄ 33ˌ ᶜ╖ᴛ ̯Ἓ ₄ᾋѱѻ. 

 

[ ] 1. AWS ṏῶּשѻ ᵖᾂ  

₂⁮ ᶙ Ӣ ᶙᶕ ׂש⅔Ҳ 

́♬ ̕ᵙ 

1.1 Ợ↔▫ ́♬ ̕ᵙ ừ 

1.2 IAM Ợ↔▫ ́♬ ◑͙ʼ ẋ Ἓ  ̕ᵙ ừ 

1.3 IAM Ợ↔▫ ́♬ ᾏṊ ̕ᵙ ַא 

1.4 IAM ͎ᴹ Ợ↔▫ ́♬ ̕ᵙ ַא 

1.5 Key Pair ♪͐ ̕ᵙ ừ 

1.6 Admin Console  ̕ᵙ▫ ♬  ̕ᵙ ַא 

1.7 Admin Console  ́♬ Access Key Ἓ  ḓ Ợ↔͙ל ̕ᵙ ừ 

1.8 MFA (Multi -Factor Authentication)  ἒ♬ ַא 

1.9 AWS ́♬ ᾅ√ӥ ♬  ̕ᵙ ַא 

̾  ̕ᵙ 

2.1 ╬ᾅ ᾅ Ἄẋᾅ ♬  ̕ᵙ ừ 

2.2 Л √  Ἄẋᾅ ♬  ̕ᵙ ừ 

2.3 ͙  Ἄẋᾅ ♬  ̕ᵙ ừ 

ʺỮ ᵙἵᾅ 

̕ᵙ 

3.1 ṒΌ ͎ᴹ ╬/ῷ∕ḕ⇔ӥ PORT ANY ἒ♬ ̕ᵙ ừ 

3.2 ṒΌ ͎ᴹ ╬/ῷ∕ḕ⇔ӥ Ṭ ⅝ ♬  ̕ᵙ ừ 

3.3 Л √  ACL ╬/ῷ∕ḕ⇔ӥ מ  ♬  ̕ᵙ ַא 

↕ג 3.4  ╪ẇ ♬  ̕ᵙ ַא 

3.5 ╬ С ˭╪ ≢╪ ⁷˺ ̕ᵙ  

3.6 NAT ˭╪ ≢╪ ⁷˺ ̕ᵙ ַא 

3.7 S3 Ḳ /ˍ  ♪͐ ̕ᵙ ַא 

3.8 RDS ἌẄС ʺ↔ ₅⁵ ̕ᵙ ַא 

3.9 ELB(Elastic Load Balancing) ⁷˺ ̕ᵙ ַא 

⇔₅ ̕ᵙ 

4.1 EBS ḓ Ṗᵊ    ἒ♬ ַא 

4.2 RDS    ἒ♬ ַא 

4.3 S3    ἒ♬ ַא 

4.4 ᾐ̯ʼ    ἒ♬ ַא 

4.5 CloudTrail    ἒ♬ ַא 

4.6 AWS Ợ↔▫ ́♬ ᴛ͢ ἒ♬ ừ 

4.7 ╬ᾅ ᾅ ᴛ͢ ἒ♬ ַא 

4.8 RDS ᴛ͢ ἒ♬ ַא 

4.9 S3 Ḳ  ᴛ͢ ἒ♬ ַא 
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4.10 VPC ᴛ↕ ᴛ͢ ἒ♬ ַא 

4.11 ᴛ͎ Ṓ̕ ͙ʼ ἒ♬ ַא 

4.12 ḥ‰ Ợ↔ ⁴Ṩ ַא 
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2. AWS ṏῶ ʷ╧Ӣׇ╩/ CSPM(DataDog) ּ͈ק  ᵭ  

Cloud ṒΌʺ╪ӥ╥ ἝṨ ♩ˤ ᶜ╙ ͙ר╖ᴛ ⁴, ҿ▀  Ⱡ ᶜ♠╙ ҀἛ  ὡ ▓Ѥ DataDog 

CSPM ḓ Security Monitoring ͋ ╙ ἐṊ ̆ ᵰ ₄ᾋѱѻ. ŗ́ ♬ ḓ ♪͐ ⱠŘ, ŗҥ╪    Ř, 

ŗЛ √  ̕ᵙŘ, ŗᴛ͎ ḓ ᶛѱ ᵠŘ Ӯ╥ ᾔ Ⱡ ᶜ╙ DataDog╥ ▫ҿ ӈ ּת ͋ ̓ ͋ ╪ 

Ⱶ◓ ΏѤ ᶜ⁄ ҍ תּ ἌѤ Custom ͋ ╙ Ṋҵᴛ ỸἛ ⁴ ʺ╪ӥʺ ⅝̯ Ѥ ṒΌ ὡר╙ 

DataDog⁄Ἄ ͙ὥ♠╖ᴛ ˤּש  ὡ ▓ҵᴜ ̯Ἓ ₄ᾋѱѻ. 

 

[ ] 2. AWS ṏῶ ʷ╧Ӣׇ╩̐ DataDog ͈קּ   ᵭ  

₂⁮ 
ᶙ

Ӣ 
ᶙᶕ DataDog ּ͈ק  Ӣ 

́♬ ̕ᵙ 

1.1 Ợ↔▫ ́♬ ̕ᵙ 542-ddc -8ba (̎ᾌ ᶴἉ Link)  

1.2 IAM Ợ↔▫ ́♬ ◑͙ʼ ẋ Ἓ  ̕ᵙ 7h6-fp7 -pc3 (̎ᾌ ᶴἉ Link)  

1.3 IAM Ợ↔▫ ́♬ ᾏṊ ̕ᵙ Custom ͈  (͖Ṓ ͈  (╘‮ 

1.4 IAM ͎ᴹ Ợ↔▫ ́♬ ̕ᵙ 
def-000-ysz (̎ᾌ ᶴἉ Link)  

Custom ͈  (͖Ṓ ͈  (╘‮ 

1.5 Key Pair ♪͐ ̕ᵙ Custom ͈  (͖Ṓ ͈  (╘‮ 

1.6 Admin Console  ̕ᵙ▫ ♬  ̕ᵙ v9v-uhp -uk5  (̎ᾌ ᶴἉ Link)  

1.7 
Admin Console  ́♬ Access Key Ἓ  

ḓ Ợ↔͙ל ̕ᵙ 

ee4-ngx -bwr  (̎ᾌ ᶴἉ Link)  

bcz-prk -dr6  (̎ᾌ ᶴἉ Link)  

r1s-kud -79s (̎ᾌ ᶴἉ Link)  

1.8 MFA (Multi -Factor Authentication)  ἒ♬ 
8yh-cqk-qbn  (̎ᾌ ᶴἉ Link)  

hsh-y5w -hxe (̎ᾌ ᶴἉ Link)  

1.9 AWS ́♬ ᾅ√ӥ ♬  ̕ᵙ 

2mn -qgc -gka (̎ᾌ ᶴἉ Link)  

r88-a34-ppx  (̎ᾌ ᶴἉ Link)  

ziw-w2v -e6z (̎ᾌ ᶴἉ Link)  

z23-f9p -six (̎ᾌ ᶴἉ Link)  

ayr-n9s-q87  (̎ᾌ ᶴἉ Link)  

̾  ̕ᵙ 

2.1 ╬ᾅ ᾅ Ἄẋᾅ ♬  ̕ᵙ Custom ͈  (͖Ṓ ͈  (╘‮ 

2.2 Л √  Ἄẋᾅ ♬  ̕ᵙ Custom ͈  (͖Ṓ ͈  (╘‮ 

2.3 ͙  Ἄẋᾅ ♬  ̕ᵙ Custom ͈  (͖Ṓ ͈  (╘‮ 

ʺỮ ᵙἵᾅ 

̕ᵙ 

3.1 
ṒΌ ͎ᴹ ╬/ῷ∕ḕ⇔ӥ PORT ANY ἒ♬ 

̕ᵙ 
Custom ͈  (͖Ṓ ͈  (╘‮ 

3.2 
ṒΌ ͎ᴹ ╬/ῷ∕ḕ⇔ӥ Ṭ ⅝ ♬  

̕ᵙ 

tch -c9p-gh4  (̎ᾌ ᶴἉ Link)  

def -000-9mn  (̎ᾌ ᶴἉ Link)  

3.3 
Л √  ACL ╬/ῷ∕ḕ⇔ӥ מ  ♬  

̕ᵙ 
rx9 -tkr -e6b (̎ᾌ ᶴἉ Link)  

↕ג 3.4  ╪ẇ ♬  ̕ᵙ def-000-j0s (̎ᾌ ᶴἉ Link)  

3.5 ╬ С ˭╪ ≢╪ ⁷˺ ̕ᵙ def-000-k5x  (̎ᾌ ᶴἉ Link)  

3.6 NAT ˭╪ ≢╪ ⁷˺ ̕ᵙ def-000-k5x  (̎ᾌ ᶴἉ Link)  

https://docs.datadoghq.com/ko/security/default_rules/542-ddc-8ba/
https://docs.datadoghq.com/ko/security/default_rules/7h6-fp7-pc3/
https://docs.datadoghq.com/ko/security/default_rules/def-000-ysz/
https://docs.datadoghq.com/security/default_rules/v9v-uhp-uk5/
https://docs.datadoghq.com/security/default_rules/ee4-ngx-bwr/
https://docs.datadoghq.com/security/default_rules/bcz-prk-dr6/
https://docs.datadoghq.com/security/default_rules/r1s-kud-79s/
https://docs.datadoghq.com/security/default_rules/8yh-cqk-qbn/
https://docs.datadoghq.com/security/default_rules/hsh-y5w-hxe/
https://docs.datadoghq.com/security/default_rules/2mn-qgc-gka/
https://docs.datadoghq.com/security/default_rules/r88-a34-ppx/
https://docs.datadoghq.com/security/default_rules/ziw-w2v-e6z/
https://docs.datadoghq.com/security/default_rules/z23-f9p-six/
https://docs.datadoghq.com/security/default_rules/ayr-n9s-q87/
https://docs.datadoghq.com/security/default_rules/tch-c9p-gh4/
https://docs.datadoghq.com/security/default_rules/def-000-9mn/
https://docs.datadoghq.com/security/default_rules/rx9-tkr-e6b/
https://docs.datadoghq.com/security/default_rules/def-000-j0s/
https://docs.datadoghq.com/security/default_rules/def-000-k5x/
https://docs.datadoghq.com/security/default_rules/def-000-k5x/
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3.7 S3 Ḳ /ˍ  ♪͐ ̕ᵙ 

def-000-hb1  (̎ᾌ ᶴἉ Link)  

def -000-0f1  (̎ᾌ ᶴἉ Link)  

5yq -fi1 -8pn  (̎ᾌ ᶴἉ Link)  

hkp -p6b -f7w  (̎ᾌ ᶴἉ Link)  

3.8 RDS ἌẄС ʺ↔ ₅⁵ ̕ᵙ fu0 -rtv -2rb  (̎ᾌ ᶴἉ Link)  

3.9 ELS(Elastic Load Balancing) ⁷˺ ̕ᵙ 

def-000-khx  (̎ᾌ ᶴἉ Link)  

def -000-v6y (̎ᾌ ᶴἉ Link)  

def -000-v86 (̎ᾌ ᶴἉ Link)  

ix9-ih4 -ucg  (̎ᾌ ᶴἉ Link)  

⇔₅ ̕ᵙ 

4.1 EBS ḓ Ṗᵊ    ἒ♬ 
n68-nzh-pl8  (̎ᾌ ᶴἉ Link)  

146-kl4 -mas (̎ᾌ ᶴἉ Link)  

4.2 RDS    ἒ♬ 625-933-d8d  (̎ᾌ ᶴἉ Link)  

4.3 S3    ἒ♬ tcg -c9p-gh4  (̎ᾌ ᶴἉ Link)  

4.4 ᾐ̯ʼ    ἒ♬ 

def-000-e19 (̎ᾌ ᶴἉ Link)  

ix9-ih4 -ucg  (̎ᾌ ᶴἉ Link)  

def -000-oat  (̎ᾌ ᶴἉ Link)  

4.5 CloudTrail    ἒ♬ yg4 -3in -tkd  (̎ᾌ ᶴἉ Link)  

4.6 AWS Ợ↔▫ ́♬ ᴛ͢ ἒ♬ 
def-000-bop  (̎ᾌ ᶴἉ Link)  

6c6-101-b03 (̎ᾌ ᶴἉ Link)  

4.7 ╬ᾅ ᾅ ᴛ͢ ἒ♬ Custom ͈  (͖Ṓ ͈  (╘‮ 

4.8 RDS ᴛ͢ ἒ♬ 
def-000-3on  (̎ᾌ ᶴἉ Link)  

def -000-u7d  (̎ᾌ ᶴἉ Link)  

4.9 S3 Ḳ  ᴛ͢ ἒ♬ 
def-000-o7x  (̎ᾌ ᶴἉ Link)  

def -000-bf9  (̎ᾌ ᶴἉ Link)  

4.10 VPC ᴛ↕ ᴛ͢ ἒ♬ npt -kg2 -pv2  (̎ᾌ ᶴἉ Link)  

4.11 ᴛ͎ Ṓ̕ ͙ʼ ἒ♬ Custom ͈  (͖Ṓ ͈  (╘‮ 

4.12 ḥ‰ Ợ↔ ⁴Ṩ def-000-5q3 (̎ᾌ ᶴἉ Link)  

 

  

https://docs.datadoghq.com/security/default_rules/def-000-hb1/
https://docs.datadoghq.com/security/default_rules/def-000-0f1/
https://docs.datadoghq.com/security/default_rules/5yq-fi1-8pn/
https://docs.datadoghq.com/security/default_rules/hkp-p6b-f7w/
https://docs.datadoghq.com/security/default_rules/fu0-rtv-2rb/
https://docs.datadoghq.com/security/default_rules/def-000-khx/
https://docs.datadoghq.com/security/default_rules/def-000-v6y/
https://docs.datadoghq.com/security/default_rules/def-000-v86/
https://docs.datadoghq.com/security/default_rules/ix9-ih4-ucg/
https://docs.datadoghq.com/security/default_rules/n68-nzh-pl8/
https://docs.datadoghq.com/security/default_rules/146-kl4-mas/
https://docs.datadoghq.com/security/default_rules/625-933-d8d/
https://docs.datadoghq.com/security/default_rules/tcg-c9p-gh4/
https://docs.datadoghq.com/security/default_rules/def-000-e19/
https://docs.datadoghq.com/security/default_rules/ix9-ih4-ucg/
https://docs.datadoghq.com/security/default_rules/def-000-oat/
https://docs.datadoghq.com/security/default_rules/yg4-3in-tkd/
https://docs.datadoghq.com/ko/security/default_rules/def-000-bop
https://docs.datadoghq.com/security/default_rules/6c6-101-b03/
https://docs.datadoghq.com/ko/security/default_rules/def-000-3on
https://docs.datadoghq.com/security/default_rules/def-000-u7d/
https://docs.datadoghq.com/security/default_rules/def-000-o7x/
https://docs.datadoghq.com/security/default_rules/def-000-bf9/
https://docs.datadoghq.com/security/default_rules/npt-kg2-pv2/
https://docs.datadoghq.com/security/default_rules/def-000-5q3/
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3. ⌐ Ҳ ̬ṧ 

ʻ –♩╖ᴛ ╬  ḛỸ ʺѫ  ⁄ ҍ ⁴ ─ ҵ ụ♬╙  Ữ, ַ3  ,אѾ́ᴛ Ṫᵆ . 

 

[ ] 3. ⌐ Ҳ ̬ṧ 

⌐ Ҳ ϼ   ↑ Ɑ ͖ʹ Ẉ̃ 

ừ ̕ᵙ▫ ́♬ ḓ ל⅝♬Ṓ ┬ ᴛ ╬  ᶘ♠╬  ḛỸ Ѿ͙  

Я שׂ ӈ ♬Ṓᵑ  Ἄẋᾅ/ᾎᾅ  ̕ᴐ ʺ ♬Ṓ ┬  ḛỸ ↕ᴎ ַ͙א  

  –♩̓ ⁷́ ʺѫ  ○◓♠╬ ─  Ͽ◓ ◑͙  
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II. Ἒṥ ᶙ Ἇ♩ 

1. ˾♩ ̒ᵖ 

1.1 ở↑■ ˾♩ ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ Ợ↔▫ ́♬ ̕ᵙ 

ᶙ 

Ἇᶕ 

̾ ╪ ▓Ѥ IAM Ợ↔▫Ѥ ŗAdministratorAccess IAMŘ ̕ᵙ ♬ ╙  ᶛӧ AWS Ἄẋᾅ⁄ 

 Ἕᾅ ̆ ᵙἵᾅᵑ Ⱡ‡  ὡ ▓ᾋѱѻ.  Ἕᾅ ̾ ╪ Ṭ ⅝ ˭ ̕ᵙ▫  Ἕᾅ ̾ ╙ 

Ṓ┬ ̆ ▓Ѥ Ợ↔▫ʺ ▫ᾐҵ ᶛᵎ˭ ֞Ѥ ╥ҵ♠╖ᴛ ṒΌ ᶷⱠϮ ҥ╪  ┬ ╙ 

ḛỸᾎ  ὡ ▓ᾋѱѻ. 

 

(*) AWS ̒ᵖ  ♩  

Ἄẋᾅ Ͽ FULL ACCESS Ӯ̓ ˉ╪ ַא⅝ҵʺ и╘ AWS ̕ᵙ  ♬ ╘ EC2 Ἄẋᾅ 

̕ᵙ/⇔₅▫ ḓ ̕ᴐ ҅҉▫ Ω⁄ ѻᵐ IAM ́♬⁄ ῷמ₮ ˉ╘ ̾  ҉╪ Ӈּת Ώҵᴜ 

‒ ѱѻ. ַ͎א⁄Ἄҵ AWS Admin Console  ̕ᵙ▫(Administrator Access) ̾ ╘ ѻὡ╥ 

IAM ́♬⁄ ἒ♬Ӈּת Ώҵᴜ ̕ᵙ ⱳ ʺ ⅝ ѱѻ. 

 

(*)  ˾♩ ⸗ᵃ 

˾♩ ̬ṧ Description  ╩ ⅔ ở  

Console Admin  
̆ ̾  ▀Ѥ Ѿ▓ ̆תּʺ ╙

́♬ 
ʺ͕♠ Ợ↔╙ ּת‚ ‒  

IAM 
AWS IAM Ἄẋᾅᵑ  ỸἛӈ 

Ṋҵ ́♬ 

IAM ⁵  ḓ ̾ ⁄ ҍ  

╙ ╬ ‒  

AD(Active 

Directory) ⁷ҿ 

͙Ⱶ ϿṨ⁄Ἄ Ợ↔ַא╬ ADᵑ 

AWS Organizations Ἄẋᾅ⁄ 

⁷ҿ  ́♬ 

͙Ⱶ AD Ἄẋᾅ⁄Ἄ Ợ↔ַא╬ 

ʻ ́♬ ַא IAM ⁵  ḓ ̾ ╪ 

ἒ♬ӈ ╙ ╬ ‒  

Access Key 

CLI ˿╖ᴛ╥ ♪ἶ╙ ─  

Ѿ▀ ́♬ (Ợ↔ ͙ʼ⁄ ҍ  

⅝ ʺᶘᾎ ר͙ ) 

ḛ͕▀ ͙6 רˌ∩╙ ̓  

Access Key Ⱶ◓ ┬ᶴ 

 

(*) ṩ ⅔  ˾♩ ₆ᾋ 

1. ẋ ▐ֹו∟ ́♬ ( ᴏỢ ̑  ́♬) 

2. ᾅ  ́♬ (testuser, test01, test02....) 

3. ḈỢ↔ ́♬ (  (▫וֹ ḓ וֹ

Ἇ♩ 

ḟḶ 

ʷ. AWS IAM ở↑■ѡ "AdministratorAccess" ♩ ╖ ⁴˷ ᶑ ῶӇ (HIGH) 

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> Ợ↔▫ -> Ợ↔▫ ỸἛ 
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2) IAM Ợ↔▫ ỸἛ ᾎ "AdministratorAccess"  ♬  ⁷˺ 

 

 

3) Datadog Misconfiguration ּת ╬ 

 

 קּ

 כ͖
542-ddc -8ba : IAM Ợ↔▫ʺ 'AdministratorAccess' ♬  ↕˿ ӈ˺⁷ ♪וֹ ╪
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Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/ko/security/default_rules/542 -ddc-8ba/  
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1.2 IAM ở↑■ ˾♩ ◌͖ʹ Ẉ Ἐ  ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ IAM Ợ↔▫ ́♬ ◑͙ʼ ẋ Ἓ  ̕ᵙ 

ᶙ 

Ἇᶕ 

AWS IAM Ợ↔▫Ѥ ẋḌḴ ,  Ἕᾅ Ӯ ѻ‚  ┬ ↔ᶘ╙ Ợשּ ˶▫ ╥ ⁴ AWS 

ᵙἵᾅ⁄  Ἕᾅ  ὡ ▓ᾋѱѻ. Datadog╘ ṒΌ ˆ ᵑ ─  ŗ45▀Ř ╪Ữ Ợ↔Ӈּת ΏѤ 

ᶛӧ ▫˶ ּשᶘ╙ ẋ Ἓ ˞Ϯ Ⱡ˞  ˦╙ ̾◑ ᶒ, Ṭ ⅝  ╙ᶘשּ ˶▫ 

ẋ Ἓ ˞Ϯ Ⱡ˞ ᶔ ἸỮӇ˞Ϯ Ḳᴎֿב ́♬╪ Ὸ↔Ӊ ὡ ▓Ѥ ṒΌ ─  ὡ ▀ת ╙

▓ᾋѱѻ. 

 

1) ♅♇  IAM ˾♩ ở↑ 

- AWS IAM ́♬ ỸἛ ᾎ 1╬ 1́♬ ḛ͕╙ ∟ ╖ᴛ ᶒ, 1ᶘ╥ ҅҉▫ʺ ѻὡ╥ IAM 

́♬╙ Ṓ┬ Ѥ ˦╙ ּת‚ ‒ ѱѻ. Cloud Ἄẋᾅ ᵙἵᾅ Ợ↔╪ ⅝  ˿↕ ϿṨ 

♬ ̾ ˭ᴛ ᶜ♠⁄ ᵭ╖ר͙ ╙ ╪ Ṩ⁴Ӈ‡‒ ѱѻ. 

ɇ Cloud  ἉẈᾂ ṇ IAM ˾♩ ỵἘ Ḑ ̒ᵖ ּ͑ק 

 

2) ◌͖ʹ ḅở↑ ˾♩ ̒ᵖ 

- AWS IAM Ợ↔▫ ́♬ ỸἛ  ◑͙ʼ(45▀) ḈỢ↔ ́♬⁄ ҍ  IAM ▫˶ ּשᶘ╙ ̕ᵙ

̆ ẋ Ἓ  ‒ ѱѻ. ѻᵣ ỢϿ ͋♬(♬  ḓ ּת )⁄ ╥˞ ⁴ ḈỢ↔ ́♬⁄ ҍ  

⅝ ʺṊҵ ̕ᵙ ╘ר͙ ѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. 45╪ Ҽῶ ở↑ ᶕ╖ Ẉצּ ˳■ →˼ ╕Ὸ קּ Ἐ ˛ϫ ♫˛ ‎  (MEDIUM)  

ɇ ■˳ ּצᶕ ˡּצ ͖ʹ╕ ϼṥ ♩  Ḑ ṏῶ Ὕכ› Ӹׇ ᾂ ⁭ ở↑ ̻̃ 

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> Ợ↔▫ -> Ợ↔▫ ἐ  -> ṒΌ ▫˶ ּשᶘ 

-> Ἱ ⁞Ἕᾅ Ἓ /⁞Ἕᾅ  ᵣө͙ 
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2) Ἱ ᴛ͎╬ Ἓ  ╬ 

 

 

3) ⁞Ἕᾅ  ỸἛ ╬ 
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4) Datadog Misconfiguration ּת ╬ 

 

 קּ

 כ͖

7h6-fp7 -pc3  : IAM Ợ↔▫╥ Ἓ ӈ ẋḌḴ  ֞Ѥ Access key ʺ 45▀ ╪Ữ Ợ↔  תּ

Ώ╘ ˿↕ 

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/ko/security/default_rules/7h6 -fp7-pc3/  

 

1.3 IAM ở↑■ ˾♩ ᾌṇ ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ ַא 
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ᶙᶕ Ợ↔▫ ́♬ ᾏṊ ̕ᵙ 

ᶙ 

Ἇᶕ 

IAM Ợ↔▫ ́♬⁄Ѥ ͎ᵑ ʺ  ὡ ▓╖ᶒ, ҉ ͎ ἒ♬╘ Ợ↔▫ᵑ Ѥ ♬Ṓ 

ḓ ֹו ╥ Ͽ↔╙  ὡ ▓ᾋѱѻ. ╪ױ  ͎ Ợ↔╘ IAM Ợ↔▫⁄ ҍ   Ἕᾅ ̯

Ἓ, ♬ ֞Ѥ Ⱡ‡ʺ ʺѫ ѱѻ. 

 

˿ Ͽ╥ ᶷⱠᵑ ḛ˸ ̆ Ḹ─ᵑ ꜗ  ͐ṕ♠╬ ∟╬╙ ╙ ὡ ▓ҵᴜ Ợ↔▫ ́♬⁄ ҍ

 ͎ᵑ ἒ♬ ⁴ ҿ⁴Ṩᵑ ˁỢ ҵᴜ ♩ˤ ‒ ѱѻ. 

 

(*)  ˾♩ ⸗ᵃ 

˾♩ ̬ṧ Description  ╩ ⅔ ở  

Console Admin  
̆ ̾  ▀Ѥ Ѿ▓ ̆תּʺ ╙

́♬ 
ʺ͕♠ Ợ↔╙ ּת‚ ‒  

IAM 
AWS IAM Ἄẋᾅᵑ  ỸἛӈ 

Ṋҵ ́♬ 

IAM ⁵  ḓ ̾ ⁄ ҍ  

╙ ╬ ‒  

AD(Active 

Directory) ⁷ҿ 

͙Ⱶ ϿṨ⁄Ἄ Ợ↔ַא╬ ADᵑ 

AWS Organizations Ἄẋᾅ⁄ 

⁷ҿ  ́♬ 

͙Ⱶ AD Ἄẋᾅ⁄Ἄ Ợ↔ַא╬ 

ʻ ́♬ ַא IAM ⁵  ḓ ̾ ╪ 

ἒ♬ӈ ╙ ╬ ‒  

Access Key 

CLI ˿╖ᴛ╥ ♪ἶ╙ ─  

Ѿ▀ ́♬ (Ợ↔͙ʼ⁄ ҍ  

⅝ ʺᶘᾎ ר͙ ) 

ḛ͕▀ ͙6 רˌ∩╙ ̓  

Access Key Ⱶ◓ ┬ᶴ 

 

Ἇ♩ 

ḟḶ 

ʷ. AWS IAM ở↑■ ͋ ּק♩ ♩ Ὕ (MEDIUMכ  ) 

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> Ợ↔▫ -> Ợ↔▫ ỸἛ 

 

 

2) IAM Ợ↔▫ ỸἛ ᾎ ͎ ʺ 
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3) Datadog Detection Rule ʺ 

 

 

4) Datadog Detection Rule ּ⁴ תṨ ╬ 
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 קּ

 כ͖
ᾂ  : IAM Ợ↔▫╥ ὡ ͎ʺ ♬╥Ӈ‡ ▓ּת Ώ╘ ˿↕ 

Ẉ̃ ͙ὥ ̑ᾏ ᶷἌ : ′╛ 
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1.4 IAM  ͋ᴶ ở↑■ ˾♩ ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ IAM ͎ᴹ Ợ↔▫ ́♬ ̕ᵙ 

ᶙ 

Ἇᶕ 

IAM ͎ᴹ╘ IAM Ợ↔▫ө╥ ︡ ╖ᴛ AWS Ợ↔▫ө⁄ ҍ  ̾ ╙ ὺ˭ ̕ᵙ  ὡ 

▓ᾋѱѻ. ͎ᴹ⁄ ҍ  IAM ̾  ♠↔ ᾎ ͎ᴹ Ͽ Ợ↔▫ө⁄˭ ▀̖ ♠↔╪ Ӈ͙ ԅᶷ⁄ 

͎ᴹ Ṋ ♠♥  ̾ ╙ ҉ ⁴ Ợ↔ ‒ ѱѻ. 

 

̕ᵙ ̾ ╪ ▓Ѥ IAM ͎ᴹ╘ AWS ́♬╥ ᶛӧ Ἄẋᾅ₮ ᵙἵᾅ⁄  Ἕᾅ  ὡ ▓ᾋѱѻ. 

 Ἕᾅ ̾ ╪ ′Ѥ IAM Ợ↔▫ʺ ▓Ѥ ͎ᴹ╘ ▫ᾐҵ ᶛᵎ˭ ֞Ѥ ╥ҵ♠╖ᴛ ṒΌ ᶷⱠϮ 

ҥ╪  ┬ ╙ ┬ḛ  ὡ ▓ᾋѱѻ. 

 

IAM ͎ᴹ╘ ⁴ױ Ợ↔▫⁄˭ ҿᾎ⁄ ♠↔  ὡ ▓Ѥ ♬ ╙ ᶶ‡ Ợ↔▫ ̾ ╙ ̕ᵙ Ѥҥ 

ҵ∑╪ Ӌѱѻ. ּתᵣ җ ╪Ữ ⅝ ─ Ώ╘ IAM ͎ᴹ╪ ▓Ѥ ˿↕ ○◓♠ ṒΌ תּ ╙ 

Ḣּת ͙ ─  Ⱡ˞ Ѥ ˦╪ ʺ◑ ꜜᾋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. AWS IAM ͋ᴶ›ѡ ἲ  ᶕ╢ ở↑■ʷ ⁴˷ӄ„ ▐„‎  (LOW) 

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> Ợ↔▫ ͎ᴹ 

 

 

2) Datadog Misconfiguration ּת ╬ 

 

 

ϫ. IAM ở↑■ ͋ᴶ ʾở (MEDIUM ) 
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ɇ IAM ở↑■›˪ Ҕ╧ừ ⅔  ⅔ ╩ ṇˉ →˼ ╩שׂ↑Ὸ╕ ͋ᴶ╧ ở קּ

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> Ợ↔▫ ͎ᴹ -> Ợ↔▫ ἐ  

 

 

2) ͎ᴹ  Ͽ Ợ↔ַא╬ ͎ᴹ ╬ 

 

 

3) Datadog Detection Rule ʺ 

 

 

4) Datadog Detection Rule ּת ˺̓ ╬ 
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 קּ

 כ͖

def -000-ysz : AWS IAM ͎ᴹ⁄ Ợ↔▫ʺ ⁷˺Ӈ‡ ▓ּת Ώ╙ ˿↕ 

ᾂ  : AWS IAM ͎ᴹ⁄ ἵἶӈ ́♬╪ Ⱶ◓ Ѥ ˿↕ 

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/ko/security/default_rules/def -000-ysz/ 
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1.5 Key Pair  ♥͍ ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ Key Pair ♪͐ ̕ᵙ 

ᶙ 

Ἇᶕ 

EC2Ѥ (Key)ŋ  ╪↔     ͙ḹ╙ Ⱡ̑ ѱѻ. ҉ ͙ḹ╘ ẇᵚ/   Ẓ ᵑ╪ג

ʻʻ ҥ╪ ╥    ḓ Ҷ╙ Ѥ Ḣᾏ╖ᴛ ⁴͙⁄ Ợ↔ӇѤ ᵑ řKey PairŚ ̆ג ᶒ, 

҉    ͙ḹ╙ Ợ↔  ᾎ EC2╥ ṒΌἛ╙ Ữᾎ  ὡ ▓╖ḃᴛ EC2 ╬ᾅ ᾅ ỸἛ ᾎ 

Key Pair Ӯᴜ╙ ̾◑ ѱѻ. 

 

֞ , Amazon EC2⁄ Ợ↔ӇѤ Ѥ ř2048ẋ  SSH-2 RSA Ś╪ᶒ, Key PairѤ ᵙ♣҉ ҍ 

5 ┬Ṓ תּͥˌ   ὡ ▓ᾋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. KeyPairʷ ᾂ╩ 2CE ѡ‮ ᾂ (MEDIUM ) 

1) EC2 -> ╬ᾅ ᾅ ->  ╬ᾅ ᾅ -> ╬ᾅ ᾅ ᾎ▬ 

 

 

2)  ‡ ἒ♬ Ṩ◓ ╬ 

 

 

3) Datadog Detection Rule ʺ 
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4) Datadog Detection Rule ּת ˺̓ ╬ á 

 

 

5) Datadog Detection Rule ּת ˺̓ ╬ â 
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 קּ

 כ͖
ᾂ  : EC2 ╬ᾅ ᾅ⁄ ҉ӈ  ‡ʺ Ⱶ◓  ↕˿ ΏѤ תּ

Ẉ̃ ͙ὥ ̑ᾏ ᶷἌ : ′╛ 
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1.6 Admin Console ̒ᵖ■ ♩  ̒ᵖ 

ṧᵃ ̾  ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ Admin Console ̕ᵙ▫ ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

AWS Cloud Ợ↔╙ ─  ╛ ḛ͕  ́♬╘ IAM Ợ↔▫ ́♬̓ Ҁᵙ ᶛӧ Ἄẋᾅ⁄ ♪͐  

ὡ ▓Ѥ ̆ ̕ᵙ▫ ́♬░ѱѻ. Cloud Ἄẋᾅ Ἓ Ữ ╬ С ⁷˺╪ ʺѫ  ᵬ⁄Ἄ 

́♬♬Ṓᵑ ░ᴏ ⁴ WEB Console⁄ ♪͐ ˭ Ӌѱѻ. ╪Ѥ ̆ ̾ ╙ Ṓ┬ ̆ ▓Ѥ 

̕ᵙ▫ ́♬╪ ῷѳ ̾ ╪ ⱳ♬ӈ IAM Ợ↔▫ ́♬╙ ͙ṕ╖ᴛ Ợ↔ ‒ Ṓѻ Ό♣  

♪͐╪ ╪ᴼֿפ ὡ ▓ᾋѱѻ. 

 

AWS ́♬╙ ỸἛ ᶔ ẋ Ἓ ˞Ϯ ợⱠ  ὡ ′Ѥ ᴴ  Ợ↔▫ʺ ἒ♬Ӌѱѻ. ╪ 

Ợ↔▫Ѥ ́♬╥ ᶛӧ ᵙἵᾅ⁄ ҍ  ᶴⱠ   Ἕᾅ ḓ Ⱡ‡ ̾ ╙ ˇᾋѱѻ. ᴴ  

Ợ↔▫╥ ᶴⱠ  ♪͐ ̾ ╘ ἵ ̾  ḓ ‰ᶴ Ṫᵙ ∟ ⁄ ─ḤӇᶒ, ₡ᵆʺ ́♬ ᴛ 

╬  Ṭ ⅝  ᵑ מ  ὡ ▓ᾋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. ᴱ  ˾♩╖ ͖Ṓ ͖Ѩ╓ᴘ ở↑ Ὸῳ‎  (MEDIUM) קּ  

1) IAM -> Ṓ̆Ἄ ⁞Ἕᾅ -> ▫˶ ּשᶘ Ṓ̆Ἄ -> ṒΌ ╬ּש Ṓ̆Ἄ ѻ⇔ᴛӥ 

 

 

2) ᴴ  Ợ↔▫ Ợ↔ ͙ᴜ ╬ 

 

 

3) Datadog Misconfiguration ּת ╬ 
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 קּ

 כ͖
v9v-uhp -uk5 : ᴴ  ́♬╙ ẋḌḴ  ֞Ѥ Access Keyŋ   30▀ ╪Ͽ Ợ↔  ˿↕ 

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/v9v -uhp-uk5/  
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1.7 Admin Console  ˾♩ Access Key Ἐ  Ḑ ở↑͖ד ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ Admin Console  ́♬ Access Key Ἓ  ḓ Ợ↔͙ל ̕ᵙ 

ᶙ 

Ἇᶕ 

Access KeyѤ AWS╥ CLI ҵ̯Ϯ APIŋ  Ợ↔  ԅ ⅝ ὡѾ╖ᴛ ỸἛ Ợ↔▫⁄ ҍשּ╬   

˺Ⱡ♬Ṓᵑ  ᶛӧ AWS Ἄẋᾅ╥ ♣  ᵙἵᾅ⁄ ҍ  ̾ ╙ ˇ̆▓╖ḃᴛ ┬  ᾎ 

ᾔʻ  ʺ ḛỸ  ʺѫἛ╪ и͙⁄ AWS Admin Console  Account⁄ ҍ  Access Key 

ợⱠᵑ ̾◑ ѱѻ. 

 

ᴴ  ́♬╘ AWS ́♬⁄Ἄ ʺ◑ ̾ ╪ и╘ Ợ↔▫╪ᶒ, AWS Access KeyѤ ╪ ́♬⁄ ҍ  

ᴛ͎מḒ Ḣᾏ  Ἕᾅᵑ Ⱡ̑ ѱѻ. ṒΌˆ ᵑ ─  ᴴ  ́♬̓ ⁷˺ӈ ᶛӧ  Ἕᾅ 

ᵑ Ⱡ˞  ˦╙ ̾◑ ѱѻ. 

 

Access KeyѤ Access Key ID₮ ẋḌ Access Keyᴛ ̯ἛӇᶒ, AWS⁄ ҍ  ᴛ͎מḒ ⅝ ⁄ 

Ἄᶘ Ѥҥ Ợ↔Ӌѱѻ. AWS Ợ↔▫Ѥ AWS CLI, Windows PowerShell ҵ̯, AWS SDK ֞Ѥ 

ˌṊ AWS Ἄẋᾅ↔ APIŋ  Ợ↔ ↔HTTP ╙ Ợ ♪וֹ  ⁴ ▬‰╙ ὡ ᴎᶔ ▫  

Access Key̋  ⅝ ѱѻ. ṒΌ╙ ┬ּת ͙ ─ ἌѤ ᶛӧ Access Keyŋ  ♬͙♠╖ᴛ ̪ Ѥ 

⅝אַ ╪˦ ѱѻ. 

 

ɇ Access Key ̒ᵖ ͖ד 

Key ὡᶘ(60▀ ╪Ͽ), ẋḌḴ  ὡᶘ(60▀ ╪Ͽ), ᵡּתᵢ ҿ(30▀ ╪Ͽ) 

Ἇ♩ 

ḟḶ 

ʷ. ᴱ  ˾♩ ̻ ╖ ṥ⁭ ѡ Access Keyѡ Ỡ♫ӄ„‎  (HIGH)  

1) IAM -> Ṓ̆Ἄ ⁞Ἕᾅ -> ▫˶ ּשᶘ Ṓ̆Ἄ -> ṒΌ ╬ּש Ṓ̆Ἄ ѻ⇔ᴛӥ 

 

 

2) ᴴ  Ợ↔▫ Access Key Ἓ  ͙ᴜ ╬ 
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3) Datadog Misconfiguration ּת ╬ 

 

 

ϫ. Access Keyѡ 90╪ ╧ϼ› ̧ ӄ„‎  (MEDIUM) 

ɇ Access Keyѡ ϼṥ ♩  Ḑ ṏῶ Ὕכ› Ӹׇ ᾂ  ở↑ ̻̃ 

1) IAM -> Ṓ̆Ἄ ⁞Ἕᾅ -> ▫˶ ּשᶘ Ṓ̆Ἄ -> ṒΌ ╬ּש Ṓ̆Ἄ ѻ⇔ᴛӥ 

 

 

2) IAM Ợ↔▫ Access Key ◓ḛ͕ ͙ᴜ ╬ 
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3) Datadog Misconfiguration ּת ╬ 

 

 

Ѹ. ◌͖ ḅở↑Ӆ Access Keyѡ 365╪ ╧ϼ› ̧ ӄ„‎  (MEDIUM) 

ɇ Access Keyѡ ϼṥ ♩  Ḑ ṏῶ Ὕכ› Ӹׇ ᾂ  ở↑ ̻̃ 

1) IAM -> Ṓ̆Ἄ ⁞Ἕᾅ -> ▫˶ ּשᶘ Ṓ̆Ἄ -> ṒΌ ╬ּש Ṓ̆Ἄ ѻ⇔ᴛӥ 
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2) IAM Ợ↔▫ Access Key ◓ḛ͕ ͙ᴜ ╬ 

 

 

3) Datadog Misconfiguration ּת ╬ 

 

 קּ

 כ͖

ee4-ngx -bwr : ᴴ  ́♬⁄ Access Key̋  Ἓ Ӈ‡ ▓╙ ˿↕ 

bcz-prk -dr6 : ḛ͕ӈ Access Key̋  90▀╙ ̓ ̆ ▓╙ ˿↕ 

r1s-kud -79s : 30▀ ╪Ͽ Access Key̋  Ợ↔Ӈּת Ώ̆, ◓ḛ͕ ᾎ♩╪ 365▀╪ ˿̓  ˿↕ 

Ẉ̃ ͙ὥ ̑ᾏ ᶷἌ : 
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https://docs.datadoghq.com/security/default_rules/ee4 -ngx-bwr/  

https://docs.datadoghq.com/security/default_rules/bcz -prk-dr6/  

https://docs.datadoghq.com/security/default_rules/r1s -kud-79s/ 
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1.8 MFA (Multi -Factor Authentication)  Ἇ♩ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ MFA (Multi -Factor Authentication)  ἒ♬ 

ᶙ 

Ἇᶕ 

AWS Multi -Factor Authentication(MFA)╘ Ợ↔▫ ╪ᵒ̓    Ω⁄ ṒΌ╙  җ ˆ  ὡ 

▓Ѥ Ḣḹ╖ᴛ MFAᵑ Ἓ ᶔ Ợ↔▫ʺ AWS ⌠ Ợ╪ ⁄ ᴛ͎╬  ԅ Ợ↔▫ ╪ᵒ̓ 

  Ỏᵣ ῷѱג AWS MFA Ӱḕ╪ᾅ╥ ╬ּש ╞҆╙ ░ᴏ  .ᾎӋѱѻ ʺתѤ ᶉᾎּג

ױ╪  ѻַא ⅝ἵᵑ  AWS ́♬ ἒ♬ ḓ ᵙἵᾅ⁄ ҍ  ṒΌ╙ и▀ ὡ ▓ᾋѱѻ. 

 

ᴴ  ́♬╘ AWS ́♬⁄Ἄ ʺ◑ ̾ ╪ и╘ Ợ↔▫░ѱѻ. MFAѤ Ợ↔▫ ╪ᵒ̓ ẋḌḴ  

Ω⁄ ʺ♠╬ ṒΌ ́ ╙ Ⱡ̑ ѱѻ. MFAᵑ Ἓ ᶔ ╬ּל ש ʺ ᾎʼ Ⱡ  ᵑ 

ỸἛ Ѥ Ӱḕ╪ᾅᵑ ἵ┬  ╪ᶘ╙ ῼ̆ ▓‡‒ ḃᴛ Ἱ  Ἕᾅ ṒΌשּ ˶▫ ̆

ˆ Ӌѱѻ. ֞  AWS⁄Ἄ ַאַ︡  אᾏ ᴴ  ̕ᵙʺ Ἓ ӈ ˿↕ ᴴ  Ợ↔▫⁄ ҍ  

MFAʺ ♠↔Ӈּת Ώᾋѱѻ. 

 

(*) ˾♩ ⸗ᵃ 

˾♩ ̬ṧ Description  ╩ ⅔ ở  

Console Admin  
̆ ̾  ▀Ѥ Ѿ▓ ̆תּʺ ╙

́♬ 
ʺ͕♠ Ợ↔╙ ּת‚ ‒  

IAM 
AWS IAM Ἄẋᾅᵑ  ỸἛӈ 

Ṋҵ ́♬ 

IAM ⁵  ḓ ̾ ⁄ ҍ  

╙ ╬ ‒  

ɇ ͖Ⱳ ϼṥ AD(Active Directory) Ἁḯᵎ AWS Organizations  ἉẈᾂ₫ ⁴Ҽ Ἁ 

SSO(Single Sig n On)╖ Ἐ ⁭ ở↑  ˼→ ‗ ᴘ ᵖӆ Ὕ ▐╘ 

Ἇ♩ 

ḟḶ 

ʷ. 'ᴱ ' ˾♩› MFAᵎ Ἐ ‎  (HIGH) 

1) ṒΌ ▫˶ ּשᶘ 

 

 

2) ᶁ ẋ שּ╬   Ἓ  ╬ 
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3) Datadog Misconfiguration ּת ╬ 

 

 

ϫ. ἶ  Ἒᾂ ̻ ╧ ▐ѡ ᶘӤ IAM ở↑■› Ҋ  MFAᵎ Ἐ ‎  (HIGH) 

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> Ợ↔▫ -> Ợ↔▫ ἐ  

 

 

2) ṒΌ ▫˶ ּשᶘ Ͽ Ἱ ᴛ͎╬ Ἓ  ḓ ᶁ ẋ שּ╬   Ἓ  ╬ 
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3) Datadog Misconfiguration ּת ╬ 

 

 קּ

 כ͖

8yh-cqk-qbn : ᴴ  ́♬⁄ MFAʺ ẋ Ἓ Ӈ‡ ▓╙ ˿↕ 

hsh-y5w -hxe : Ἱ ᴛ͎╬╪ Ἓ ӈ IAM ́♬⁄ MFAʺ ẋ Ἓ Ӈ‡ ▓╙ ˿↕ 

Ẉ̃ 

͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/8yh -cqk-qbn/  

https://docs.datadoghq.com/security/default_rules/hsh -y5w-hxe/ 
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1.9 AWS ˾♩ ᾂ−Ӣ ♩  ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ AWS ́♬ ᾅ√ӥ ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

AWS Admin Console Account ́♬ ḓ IAM Ợ↔▫ ́♬╥    ἒ♬ ᾎ ▀ḙ♠╖ᴛ 

┬ ͙ ή⇔   ᵑ ἒ♬ Ѥ ˿↕ ẋ ╬ʺӈ Ợ↔▫ʺ ҉ ́♬╙ Ӧ ⁴ ♪͐ 

ʺѫἛ╪ Ⱶ◓ ѱѻ. 

 

< ᾂ−Ӣ Ἇ♩ ͖כ>  

1) ᾅ√ӥѤ ῷתּʺ4 ╥מ ᶷ▫ ꜙᵆ ַ2 אꜙᵆ ╪Ữ╙ ⱳ ⁴ ἵ 10▫ᵙ ╪Ữ ֞Ѥ 

3ꜙᵆ ╪Ữ╙ ⱳ ⁴ ἵ 8▫ᵙ ╪Ữ╥ ͝╪ᴛ ̯Ἓ 

 * ₅ᶷ ҍᶷ▫(26ˌ), ₅ᶷ ἵᶷ▫(26ˌ), Ὠ▫(10ˌ), ὡᶷ▫(32ˌ) 

 

< ᾂ−Ӣѡ Ẉ╩ʷ■› ╢  ╧ „ᴐҲᴙ Ѹ╘╢ ở ╖ Ḗ₂ ⁭ Ἇ˾ ‎ >  

1) Null ᾅ√ӥ Ợ↔ ּ͔ת 

2) ᶷ▫ ֞Ѥ Ὠ▫ᵣ╖ᴛ ̯Ἓ ּ͔ת 

3) Ợ↔▫ ID₮ ҿ▀  ᾅ√ӥ ּ͔ת 

4) ⁷ἶ♠╬ ᶷ▫ ḓ Ὠ▫ Ợ↔ ּ͔ת 

 תּ͔ ↔Ἓ ᾅ√ӥ Ợ͙ל (5

6) ♣ Ḵ , Ỹ▀, ́♬ᶘ, hostname̓ ˉ╪ ͙ ή⇔ ᾅ√ӥ Ợ↔ ּ͔ת 

 

1) ᾅ√ӥ ἵ͝╪ 

ᾅ√ӥ ̑˶╙ ͙ ─ ⁴ ᾅ√ӥ ἵ͝╪ʺ ἒ♬Ӈ‡ ▓Ѥּת ♩ˤ  

ᾅ√ӥ ἵ͝╪ʺ ἒ♬Ӈ‡ ▓ּת Ώ˞Ϯ ˭ ἒ♬Ӈ‡ ▓╙ ˿↕ –  ᾅ√ӥᵑ 

Ợ↔ ╖ᴛ ╬  Ὸ╥♠╬ Ợ↔▫ʺ ᾅ√ӥᵑ ὺ˭ ┬   ὡ ▓╛ 

 

2) ᾅ√ӥ ҍ Ợ↔͙ʼ 

ᾅ√ӥʺ ▐╥╥ ˿ᴛᵑ  ┬ Ӈ‴╙ ԅ, ▐╥ᴛ ♪ἶ  Ợ↔▫ʺ …Ⱡӧ ѻᾎ 

♪ἶ  ὡ ▓Ѥ ˿╙ Ḣּת ͙ ─  ᾅ√ӥ ϳ  Ⱡ ╙ ♩ˤ  

 

3) ᾅ√ӥ ἵ Ợ↔͙ʼ 

ᾅ√ӥʺ ▐╥╥ ˿ᴛᵑ  ┬ Ӈ‴╙ ԅ, ▐╥ᴛ ♪ἶ  Ợ↔▫ʺ …Ⱡӧ ѻᾎ 

♪ἶ  ὡ ▓Ѥ ˿╙ Ḣּת ͙ ─  ᾅ√ӥ ϳ  Ⱡ ╙ ♩ˤ  

 

4) ╪♣ ᾅ√ӥ ͙• 

╪♣⁄ Ợ↔ ₄Қ ᾅ√ӥᵑ ͙• ⁴ ᾅ√ӥ ṉ˿ ᾎ ͙Ⱶ⁄ Ợ↔ ₄Қ ᾅ√ӥ 

◓Ợ↔ ּ͔ת 

- ᾅ√ӥ ͝╪Ѥ 8▫ ╪Ữ ἒ♬ Ѥ ˦╙ ̾̆ 

- ᾅ√ӥ ҍ Ợ↔ ͙ʼ╙ 60▀ ╪ ᴛ ἒ♬  ˦╙ ̾̆ 

- ᾅ√ӥ ἵ Ợ↔ ͙ʼ╙ 1▀ ╪Ữ╖ᴛ ἒ♬  ˦╙ ̾̆ 
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5)    ᵣᴮ Ἓ  ḓ ◓Ợ↔ Ⱡ  

-    ᵣᴮ Ἓ ,    ᵣᴮ▀╘ 90▀ ╪ ⁴‒  

-    ◓Ợ↔ Ⱡ  ἵ 1ˌ ╪Ữ╪‡‒  
 

Ἇ♩ 

ḟḶ 

ʷ. IAM Ẉḉḱ  ♩ ╕ ὥ■ᵎ ϫ ╧ừ ⅔̬ ‎  (MEDIUM)  

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> ́♬ ἒ♬->    ♬  -> ︡ 

 

 

2)    ˆҵ ἒ♬ ╬ 

 

3) Datadog Misconfiguration ּת ╬ 
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ϫ. IAM Ẉḉḱ  ♩ ╕ ͖ ᵎ ϫ ╧ừ ⅔̬ ‎  (MEDIUM)  

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> ́♬ ἒ♬->    ♬  -> ︡ 

 

 

2)    ˆҵ ἒ♬ ╬ 

 

 

3) Datadog Misconfiguration ּת ╬ 
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Ѹ. IAM Ẉḉḱ  ♩ ╕ Ҋᶴ■ʷ ⅔  (MEDIUM)  

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> ́♬ ἒ♬->    ♬  -> ︡ 

 

 

2)    ˆҵ ἒ♬ ╬ 

 

 

3) Datadog Misconfiguration ּת ╬ 
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ׇ. IAM Ẉḉḱ  ♩ ╕ Ẉḉḱ  ◐ở↑╖ ḟּק ‎  (INFO) 

ɇ ´  ◐ở↑ ♫  Ὕѡ ϼṥ ♩  Ḑ ṏῶ Ὕכ› Ӹׇ ᾂ  ở↑ ̻̃ 

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> ́♬ ἒ♬->    ♬  -> ︡ 

 

 

2)    ˆҵ ἒ♬ ╬ 

 

 

3) Datadog Misconfiguration ּת ╬ 
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ᵞ. IAM Ẉḉḱ  ♩ ╧ ἲ 14■ ╧ừ╖ ⅔̬ ‎  (INFO) 

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> ́♬ ἒ♬->    ♬  -> ︡ 

 

 

2)    ˆҵ ἒ♬ ╬ 

 

 

3) Datadog Misconfiguration ּת ╬ 
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 קּ

 כ͖

2mn -qgc -gka : IAM    ♬ ⁄ ŗ1̩ ╪Ữ╥ Ὠ▫Ř ἒ♬╪ Ӈ‡ ▓ּת Ώ╘ ˿↕ 

r88-a34-ppx : IAM    ♬ ⁄ ŗ ὡᶷ▫ 1ˌ ╪ỮŘ ἒ♬╪ Ӈ‡ ▓ּת Ώ╘ ˿↕ 

ziw-w2v -e6z : IAM    ♬ ⁄ ŗ1ˌ ╪Ữ╥ ῼ Ṅ ҍᶷ▫Ř ἒ♬╪ Ӈ‡ ▓ּת Ώ╘ ˿↕ 

z23-f9p -six : IAM    ♬ שᾅ√ӥ Ợ↔╙ ˤּ ♣וֹ ⁄ ҵᴜ ἒ♬╪ Ӈ‡ ▓ּת Ώ╘ 

˿↕ 

ayr-n9s-q87 : IAM    ♬ ⁄ ŗ   ἵ ͝╪ 14▫ ╪ỮŘ ἒ♬╪ Ӈ‡ ▓ּת Ώ╘ ˿↕ 

Ẉ̃ 

͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/2mn -qgc-gka/  

https://docs.datadoghq.com/security/default_rules/r88 -a34-ppx/  

https://docs.datadoghq.com/security/default_rules/ziw -w2v-e6z/ 

https://docs.datadoghq.com/security/default_rules/z23 -f9p-six/ 

https://docs.datadoghq.com/security/default_rules/ayr -n9s-q87/  
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2. ̻  ̒ᵖ 

2.1 ╩ᾂ ᾂ ἉẈᾂ ♩  ̒ᵖ 

ṧᵃ ̾  ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ ╬ᾅ ᾅ Ἄẋᾅ ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

AWS ╬ᾅ ᾅ Ἄẋᾅ(EC2, RDS, S3 Ӯ)╥ ᵙἵᾅ ỸἛ ֞Ѥ  Ἕᾅ ̾ ╘ ̾  ♬ ⁄ ӻג 

˺♬Ӌѱѻ. ́♬ ̕ᵙ▫Ѥ IAM ▫˶ ּשᶘ(ּס, Ợ↔▫, ͎ᴹ, ⁵ )⁄ ̾  ♬ ╙ ⁷˺  ὡ 

▓╖ᶒ ♠♥  ̾ ╙  Ἄẋᾅ ̕ᵙʺ ╪ᴴ‡ⱨ‒ ѱѻ. 

 

EC2 ╬ᾅ ᾅѤ ̑˶▫⁄˭ ╬ С⁄Ἄ  Ἕᾅ ˿ᴛᵑ Ⱡ̑  ὡ ▓Ѥ ╬  Ͽ⁄ ▓Ѥ ג

˿↕ ̑ˌ♠╖ᴛ  Ἕᾅʺ ʺѫ ѱѻ. EC2 ╬ᾅ ᾅ ⁵ ╘ EC2 ╬ᾅ ᾅ⁄Ἄ ᾒ ӇѤ 

  ᵙ ╪Ἢ⁄ AWS API ♪͐ ̾ ╙ Ṩ⁴ Ѥҥ ̾ ӇѤ Ḣḹ░ѱѻ. ͎ױϮ ̾ ╪ ▓Ѥ 

IAM ⁵ ⁄ ⁷˺ӈ EC2 ╬ᾅ ᾅѤ ̑˶▫ʺ ╬ᾅ ᾅᵑ ἸỮᾎ  ˿↕ ♣  AWS ́♬╪ 

ἸỮӇѤ ─ ╪ ḛỸ  ὡ ▓ᾋѱѻ. 

 

1) ╩ᾂ ᾂ ἉẈᾂ ̬ṧ 

ἉẈᾂ ̬ṧ ἉẈᾂ ừἚ 

EC2 
ʺỮ  ˿╬ ╬ᾅ ᾅᵑ Ⱡ̑ ᶒ ṒΌ ḓ Л √  ̯Ἓ̓ 

ᾅ ᵙּת ̕ᵙʺ ʺѫ  

ECS 
Cluster⁄Ἄ ҵ  ╪Ўᵑ Ἰὺ˭ ᾒ  ˭▓ ḓ ̕ᵙ  ὡ תּאַ ,

Ѥ ╪Ў ̕ᵙʺ ʺѫל  

ECR 

╪Ў ╪Ḉּתᵑ ♇◑, ̕ᵙ ḓ Ḥ   ὡ ▓˭ ּת∟ Ѥ ̕ᵙ  

ҵ  ᴆּתᾅ ᵙ Ἄẋᾅ 

ᴆּתᾅ ᵙ(╪Ḉּת ᴆ תּ ᵙ ỸἛ  ᴆ תּ ᵙ⁄ ╪Ḉּת ♇◑), 

Ợ↔▫ ̾  (ECR ᴆּתᾅ ᵙ ╬ּש ᾎ Docker ג╪…  ↔) 

ᴆ תּ ᵙ ♬ (ᴆ תּ ᵙ ḓ ᴆ תּ ᵙ Ͽ ╪Ḉּת⁄ ҍ  

 Ἕᾅ Ⱡ‡) ̕ᵙʺ ʺѫ  

EKS 

Kubernetes Ⱡ‡ ᴆ╬╙ ἒ ̆ ⇔₅  ⅝ ′╪ AWS⁄Ἄ 

Kubernetesᵑ Ἰὺ˭ ᾒ ҵᴜ Ѥ ̕ᵙ  Ἄẋᾅ░ѱѻ. 

KubernetesѤ ╪Ў ӈ   ᵙ ╪Ἢ╥ Ḥ , ⱳ♬ ḓ ̕ᵙ 

▫ҿ ᵑ ─  ₡  ἵᾅ ᾎᾅ ▐ 

EFS 

AWS ג↕ӥ Ἄẋᾅ₮ ₣ ᴆḈᾅ ᵙἵᾅ⁄Ἄ Ợ↔  ὡ ▓Ѥ 

ʼѾ ̆ ◑ ʺѫ ᶒ ᴏ♠╬ ₰♣ ̕ᵙ  ᴏ♠ NFS ▀ 

ᾎᾅ  

RDS 

AWS ג↕ӥ⁄Ἄ ́̕  ҥ╪ ḽ╪ᾅᵑ җ ὺ˭ ἒ , ⇔₅ ḓ 

◑  ὡ ▓Ѥ ⌠ Ἄẋᾅ░ѱѻ. ╪ ἌẋᾅѤ ụ‰ ר ́̕  

ҥ╪ ḽ╪ᾅᵑ ─  ˿Ⱡ♠╪̆ ͙ ⱳ♥╪ ʺѫ  ╙װ↔ 

Ⱡ̑ ̆ ̑  ҥ╪ ḽ╪ᾅ ̕ᵙ ▬‰╪ ʺѫ  

S3 Amazon Simple Storage Service(Amazon S3)Ѥ ╬ С↔ 
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ᾅ ᵙּת░ѱѻ. Amazon S3╙ Ợ↔ ᶔ ⌠╙  …Ⱡ ‡ӰἌӧ 

∟ Ѥ ‚╥ ҥ╪ ᵑ ♇◑ ̆ ˤự  ὡ ▓ᾋѱѻ. ʼ ̆ 

╬ ⌠ ╬♠̕וֹ ╪ᾅ╬ AWS Management Ἱ╙ Ợ↔ ⁴ 

ױ╪  ▬‰╙ ὡ  ὡ ▓ᾋѱѻ. 

 

(*) IAM ̒ᵖ  ♩  ̻  ̒ᵖ List (₆ᾋ) 

⁮  
˾♩ ̒ᵖ 

(͎ᴹ ḓ ́♬ᶘ) 
AWS ̒ᵖ  ♩  

 ‏

┘/ᶱ 

AWS Admin Console  

̕ᵙ▫ 

Ex)EC2_Admin 

(admin_accout) 

Ex) EC2_Admin 

(AmazonC2FullAcces) 

N/A  

Infra ⇔₅/̕ᵙ▫  

ḓ ҅҉▫ 

  N/A  

Application 

⇔₅/̕ᵙ▫  

ḓ ҅҉▫ 

  N/A  

ˌḛ ̕ᵙ▫  

ḓ ҅҉▫ 

  N/A  

◓ᶴ / ẋ↔ ̕ᵙ▫ 

ḓ ҅҉▫ 

  N/A  

 

Ἇ♩ 

ḟḶ 

ʷ. IAM ͋ᴶ/ở↑■/⁮  ╩ᾂ ᾂ ̻  ♩  ̒ᵖ (HIGH) 

ɇ ╩ᾂ ᾂ ἉẈᾂ ↔₂/̒ᵖ› ⅔  IAMFullAccess ӫ╢ ̻ ̻ ╕Ҳʷ е⅔שׂ ╧ˆ ̐ ╕ Infra 

↔₂/̒ᵖ■ Ḑ ҂҆■›˪ᵠ ♩ ╧ ӄҲᴙ ‎ ᶏ ἲ ╢ ˾♩ Ὕʷ ┘ּקӄ„‎  

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> Ợ↔▫ -> ͎ᴹ ỸἛ 

 

 

2) IAM ͎ᴹ ỸἛ ᾎ "AmazoneEC2FullAccess" ♬  ⁷˺ 
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3) Datadog Detection Rule ʺ 

 

 

4) Datadog Detection Rule ּת ˺̓ ╬ 
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 קּ

 כ͖
ᾂ  : IAM ͎ᴹ/Ợ↔▫/⁵ ╥ ╬ᾅ ᾅ Ἄẋᾅ ̕ᵙ  ♬  תּ ˺⁷ 

Ẉ̃  
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2.2 И −  ἉẈᾂ ♩  ̒ᵖ 

ṧᵃ ̾  ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ Л √  Ἄẋᾅ ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

AWS Л √  Ἄẋᾅ(VPC, Route 53, Direct Connect  Ӯ)╥ ᵙἵᾅ ỸἛ ֞Ѥ  Ἕᾅ ̾ ╘ 

̾  ♬ ⁄ ӻג ˺♬Ӌѱѻ. ́♬ ̕ᵙ▫Ѥ IAM ▫˶ ּשᶘ(ּס, Ợ↔▫, ͎ᴹ, ⁵ )⁄ ̾  

♬ ╙ ⁷˺  ὡ ▓╖ᶒ ♠♥  ̾ ╙  Ἄẋᾅ ̕ᵙʺ ╪ᴴ‡ⱨ‒ ѱѻ. 

 

1) И −  ἉẈᾂ ̬ṧ 

ἉẈᾂ ̬ṧ ἉẈᾂ ừἚ 

VPC 

Ợ↔▫ʺ ♬╥  ʺỮ Л √ ᴛ AWS ᵙἵᾅᵑ ᾎ▬  ὡ 

▓ᾋѱѻ. ╪ ʺỮ Л √ Ѥ AWS╥ ◑ ʺѫ  ╬  ᵑג

Ợ↔ ѻѤ ╪♩̓ Ζ ̆ˍ╥ ▫  ҥ╪  ἡ ⁄Ἄ ⇔₅ Ѥ 

͙Ⱶ Л √ ₮ ᵰ↕ ┬Ợ ѱѻ. 

CloudFront 
.html, .css, .js ḓ ╪Ḉּת ▀̓ ˉ╘ ♬♠ ḓ ҿ♠ ⌠ ᵑ 

Ợ↔▫⁄˭ җ ẙᵙ Ḥ ҵᴜ ּת∟ Ѥ ⌠ Ἄẋᾅ 

Route 53 

ʺ↔Ἓ̓ ◑Ἓ╪ ↕ὡ  DNS(ҵᶉ╬ ╪ᵒ ᾎᾅ ) ⌠ 

Ἄẋᾅ░ѱѻ. Route 53╙ Ợ↔ ⁴ Ἕ ʺּל ת⅝ ͙ѫ, ּס ҵᶉ╬ 

Ӯᴜ, DNS ג↕ , Ữ  ╬╙ ⱳ ⁴ ᾒ  ὡ ▓Ѥ Ἄẋᾅ 

API Gateway 
͋ᶛ₮ Ữ̕′╪ REST ḓ WebSocket APIŋ  ỸἛ, ˭ᾎ, ┬ּת ̆ 

ᶛѱ ᵠ ḓ ṒΌ ͙ ─  AWS Ἄẋᾅ 

Direct Connect  

җС ̛ἕ┬ ╪ẇ╙  ϿṨ Л╪ ר √ ᵑ AWS Direct 

Connect ─ ⁄ ⁷˺  ὡ ▓ᾋѱѻ. ╪ẇ╥  ϥ╙ 

Ợ↔▫╥ ג↕ ⁄ ⁷˺ ̆ ѻᵐ  ϥ╙ AWS Direct Connect 

↕ג ⁄ ⁷˺ Ѥ Ἄẋᾅ 

AppMesh 
  ᵙ ╪Ἢ╥ ᶛӧ Ἄẋᾅ⁄ ҍ  ▀̕ӈ ʺᾎἛ̓ Л √  

מ  Ⱡ‡ᵑ Ⱡ̑ Ѥ Ἄẋᾅ 

CloudMap  

AWS Cloud Mapᵑ Ợ↔ ⁴ Amazon API Gateway⁄ Ḥ ӈ API, 

Amazon EC2 ╬ᾅ ᾅ, Amazon DynamoDB ╪ẇ, Amazon S3 

Ḳ , Amazon Simple Queue Service(Amazon SQS) ҍ͙⁸ Ӯ̓ 

ˉ╘ ᶛӧ ג↕ӥ ᵙἵᾅᵑ Ӯᴜ  ╙ ὡ ▓Ѥ Ἄẋᾅ 

 

2) И −  ἉẈᾂ ṇ ̒ᵖ  ♩  (₆ᾋ) 

ἉẈᾂ ̬ṧ ♩ ᶕ ♩ Ἇᶕ 

VPC 

AmazonVPCFullAccess 
Amazon VPC⁄ ҍ  ♣   Ἕᾅ 

̾  

AmazonVPCCrossAccount 

NetworkInterfaceOperations  

Л √  ╬ ╪ᾅᵑ ỸἛ ̆ 

̪  ́♬ ᵙἵᾅ⁄ ⁷˺  ὡ 

▓Ѥ  Ἕᾅ ̾  
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AmazonVPCReadOnlyAccess 
Amazon VPC⁄ ҍ  ▄͙ ♣↔ 

 Ἕᾅ ̾  

CloudFront 

CloudFrontFullAccess 

♣   Ἕᾅ ̾ ̓ AWS 

Management Ἱ╙  

Amazon S3 Ḳ ╙ Ϯ⁸ Ѥ ̾  

AWSCloudFrontLogger 
CloudFront Logger⁄ CloudWatch 

Logs⁄ ҍ  ῠ͙ ̾  

CloudFrontReadOnlyAccess 
CloudFront Ḥ  ̯Ἓ ♬Ṓ ḓ 

ᶜᴜ Ḥ ⁄ ҍ   Ἕᾅ ̾  

Route 53 

AmazonRoute53FullAccess 
Amazon Route 53⁄ ҍ  ♣  

 Ἕᾅ ̾  

AmazonRoute53DomainsFullAccess 

ᶛӧ Route 53 ҵᶉ╬ ▬‰ ḓ 

ᾅ  ₅⁵ ỸἛ⁄ ҍ  ♣  

 Ἕᾅ ̾  

AmazonRoute53ReadOnlyAccess 
Amazon Route 53⁄ ҍ  ▄͙ 

♣↔  Ἕᾅ ̾  

API Gateway 

AmazonAPIGatewayAdministrator  

Amazon API Gateway⁄Ἄ API 

ỸἛ/ ︡/ợⱠ⁄ ҍ  ♣  

 Ἕᾅ ̾  

APIGatewayServiceRolePolicy 

API Gateway̋  ̆ˍ╙ ҍᾐ ⁴ 

⁷˺ӈ AWS ᵙἵᾅᵑ ̕ᵙ Ѥ 

̾  

AmazonAPIGatewayInvokeFullAccess 
Amazon API Gateway⁄Ἄ APIŋ  

 ὡ ▓Ѥ ♣   Ἕᾅ ̾  

Direct 

Connect 

AWSDirectConnectFullAccess 
AWS Direct Connect⁄ ҍ  ♣  

 Ἕᾅ ̾  

AWSDirectConnectServiceRolePolicy 
ᵙἵᾅᵑ ỸἛ ̆ ̕ᵙ  ὡ ▓Ѥ 

AWS Direct Connect ̾  

AWSDirectConnectReadOnlyAccess 
AWS Direct Connect⁄ ҍ  ▄͙ 

♣↔  Ἕᾅ ̾  

AppMesh 

AWSAppMeshFullAccess 
AWS App Mesh API ḓ ̕ᵙ 

Ἱ⁄ ҍ  ♣   Ἕᾅ ̾  

AWSAppMeshServiceRolePolicy 

AWS App Mesh⁄Ἄ Ợ↔ ˞Ϯ 

̕ᵙ Ѥ AWS Ἄẋᾅ ḓ 

ᵙἵᾅ⁄ ҍ   Ἕᾅ ̾  

AWSAppMeshReadOnly 

AWS App Mesh API ḓ ̕ᵙ 

Ἱ⁄ ҍ  ▄͙ ♣↔  Ἕᾅ 

̾  

CloudMap  AWSCloudMapFullAccess ᶛӧ AWS Cloud Map ▬‰⁄ ҍ  
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♣   Ἕᾅ ̾  

AWSCloudMapRegisterInstanceAcces

s 

AWS Cloud Map ▬‰⁄ ҍ  

Ӯᴜ▫ ὡר  Ἕᾅ ̾  

AWSCloudMapReadOnlyAccess 
ᶛӧ AWS Cloud Map ▬‰⁄ ҍ  

▄͙ ♣↔  Ἕᾅ ̾  

 

3) IAM ̒ᵖ  ♩  ̻  ̒ᵖ List (₆ᾋ) 

⁮  
˾♩ ̒ᵖ 

(͎ᴹ ḓ ́♬ᶘ) 
AWS ̒ᵖ  ♩  

 ‏

┘/ᶱ 

AWS Root ̕ᵙ▫ 
Ex)RDS_Admin 

(admin_accout) 

Ex) RDS_Admin 

(AmazonRDSFullAccess) 

 

Infra ⇔₅/̕ᵙ▫  

ḓ ҅҉▫ 

   

Application 

⇔₅/̕ᵙ▫  

ḓ ҅҉▫ 

   

ˌḛ ̕ᵙ▫  

ḓ ҅҉▫ 

   

◓ᶴ / ẋ↔ ̕ᵙ▫ 

ḓ ҅҉▫ 

   

 

Ἇ♩ 

ḟḶ 

ʷ. IAM ͋ᴶ/ở↑■ И −  ̻  ♩  ̒ᵖ (HIGH) 

ɇ И −  ἉẈᾂ ↔₂/̒ᵖ› ⅔  IAMFullAccess ӫ╢ ̻ ̻ ╕Ҳʷ е⅔שׂ ╧ˆ ̐ ╕ Infra 

↔₂/̒ᵖ■ Ḑ ҂҆■›˪ᵠ ♩ ╧ ӄҲᴙ ‎ ᶏ ἲ ╢ ˾♩ Ὕʷ ┘ּקӄ„‎  

1) IAM -> ⁞Ἕᾅ ̕ᵙ -> Ợ↔▫ -> ͎ᴹ ỸἛ 

 

 

2) IAM ͎ᴹ ỸἛ ᾎ "CloudFrontFullAccess" ♬  ⁷˺ 
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3) Datadog Detection Rule ʺ 

 

 

4) Datadog Detection Rule ּת ˺̓ ╬ 
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 ѻשּ

 כ͖
ᾂ  : IAM ͎ᴹ/Ợ↔▫╥ Л √  Ἄẋᾅ ̕ᵙ  ♬  תּ ˺⁷ 

Ẉ̃  
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2.3 ͖  ἉẈᾂ ♩  ̒ᵖ 

ṧᵃ ̾  ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ ͙  Ἄẋᾅ ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

AWS ͙  Ἄẋᾅ(CloudWatch, CloudTrail, KMS Ӯ)╥ ᵙἵᾅ ỸἛ ֞Ѥ  Ἕᾅ ̾ ╘ ̾  

♬ ⁄ ӻג ˺♬Ӌѱѻ. ́♬ ̕ᵙ▫Ѥ IAM ▫˶ ּשᶘ(ּס, Ợ↔▫, ͎ᴹ, ⁵ )⁄ ̾  

♬ ╙ ⁷˺  ὡ ▓╖ᶒ ♠♥  ̾ ╙  Ἄẋᾅ ̕ᵙʺ ╪ᴴ‡ⱨ‒ ѱѻ. 

 

1) ͖  ἉẈᾂ ̬ṧ 

ἉẈᾂ ̬ṧ ἉẈᾂ ừἚ 

Organizations 
AWS OrganizationsѤ Ợ↔▫ʺ ỸἛ Ἄ ̕ᵙ⁄ אַ  Ѥ 

ⱳֹו╖ᴛ ⁴ױ AWS ́♬╙  ὡ ▓Ѥ ́♬ ̕ᵙ Ἄẋᾅ 

CloudWatch 
Amazon Web Services(AWS) ᵙἵᾅ₮ AWS⁄Ἄ ᾒᾎʼ╖ᴛ ᾒ  

  ╬אַ ᵙ ╪Ἢ╙ ᶛѱ ᵠ Ѥ Ἄẋᾅ 

Auto Scaling  
AWS Auto Scaling Ἱ╘ Ѿ▀ Ợ↔▫ ╬ ╪ᾅʺ ⁴ױ AWS 

Ἄẋᾅ╥ ▫ҿ ⱳ♬ ͙ѫ Ợ↔ Ѥ Ἄẋᾅ 

CloudFormation  

Amazon Web Services ᵙἵᾅᵑ ᶛҨᵠ ̆ ἒ♬ ⁴ ᵙἵᾅ ̕ᵙ 

ᾎʼ╙ ת╪̆ AWS⁄Ἄ ᾒ ӇѤ   ᵙ ╪Ἢ⁄ җ ᵤ╘ ᾎʼ╙ 

Ợ↔ ҵᴜ  לѤ Ἄẋᾅ 

CloudTrail 
́♬╥ ˞ḲБᾅ, ͋♬ רὡ, ⇔₅ ḓ ─  ˁỢᵑ Ἓ ҵᴜ 

ҵ₮לѤ Ἄẋᾅ 

Config 

AWS ́♬⁄ ▓Ѥ AWS ᵙἵᾅ╥ ̯Ἓ╙ ▫Ἕ  Ṓ⁴ ּׁשѱѻ. 

ױ╪  Ṓ͙⁄Ѥ ᵙἵᾅ ʼ⁄ ‡Ԑ ́̕ʺ ▓Ѥּת₮ ᵙἵᾅʺ 

̓˞⁄ ‡֒˭ ̯ἛӇ‴Ѥּתҵ Ӈḃᴛ, ᾎʼ╪ ּתϮᶔἌ 

̯Ἓ̓ ́̕ʺ ‡֒˭ ṉ Ѥּת ╬  ὡ ▓Ѥ Ἄẋᾅ 

Systems Manager 

Systems Manager Ἱ╙ Ợ↔  AWS Ἄẋᾅ╥ ⇔₅ ױ⁴ ,⁴

ҥ╪ ᵑ Ṗ ὡ ▓̆ AWS ᵙἵᾅ ♣ ⁄ ˢ  ⇔₅ ▬‰╙ 

▫ҿ  ὡ ▓Ѥ Ἄẋᾅ 

GuardDuty 
VPC ᵒ ᴛ͎, AWS CloudTrail ╪ḿ  ᴛ͎, DNS ᴛ͎ ˉ╘ 

ҥ╪  ∟ṕ╙ ṪἍ ̆ ᵙ Ѥ ּתἶ♠ ṒΌ ᶛѱ ᵠ Ἄẋᾅ 

Inspector 

Amazon EC2 instances╥ Л √   Ἕᾅ ʺѫἛ ḓ ҉ 

╬ᾅ ᾅ⁄Ἄ ᾒ ӇѤ   ᵙ ╪Ἢ╥ ṒΌ Ữ ᵑ ╬  ὡ 

▓Ѥ Ἄẋᾅ 

Single Sign-On 

ᶛӧ AWS ́♬ ḓ ג↕ӥ   ᵙ ╪Ἢ⁄ ҍ  SSO  Ἕᾅᵑ 

 ӥ ͙ḙ ᾗ͒ Ợ╬₣ (SSO)↕ג Ἄ ὺ˭ ̕ᵙ  ὡ▓Ѥ⁄ אַ

Ἄẋᾅ 

Certificate Manager  
AWS ͙ḙ ⌠ Ợ╪  ḓ   ᵙ ╪Ἢ⁄ ҍ  ̑╬ SSL/TLS 

Ἄᵑ ỸἛ ḓ ̕ᵙשּ╬ Ѥ Ἄẋᾅ 

KMS 
ҥ╪    ⁄ Ợ↔ Ѥ    ᵑ ὺ˭ ỸἛ ̆ Ⱡ‡  ὡ 

Ѥ ̕ᵙל ˭▓  Ἄẋᾅ 
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WAF 

Amazon CloudFront Ḥ , Amazon API Gateway API ֞Ѥ 

Application Load Balancer⁄ ♣ҀӇѤ HTTP(S) ⅝ ╙ ᶛѱ ᵠ  

ὡ ▓˭ לѤ ⌠   ᵙ ╪Ἢ Ḣ Ṉ Ἄẋᾅ 

Shield 

Amazon Elastic Compute Cloud ╬ᾅ ᾅ, Elastic Load Balancing 

ᴛӥ ḧ׳Ἄ, Amazon CloudFront Ḥ  ḓ Amazon Route 53 ᾅ  

₅⁵ ḓ AWS Global Accelerator⁄ ◑ DDoS ̑˶ Ṓ ᵑ 

Ⱡ̑ Ѥ Ἄẋᾅ 

Security Hub 

AWS ́♬, Ἄẋᾅ ḓ ּת∟ӇѤ Ợ Ў Ⱡ  ♣ḙ⁄ ˢ  

ṒΌ ҥ╪ ᵑ ὡ︡ ̆, ṒΌ ҿ ╙ ṪἍ ̆ ↕ἐ ὣ─ʺ ʺ◑ 

и╘ ṒΌ ᶷⱠᵑ ᾏṊ  ὡ ▓Ѥ Ἄẋᾅ 

Data Pipeline ҥ╪ ╥ ╪ҿ̓ ṉ ╙ ▫ҿ Ѥ ҥ Ợ↔  ὡ ▓Ѥ ⌠ Ἄẋᾅ 

Glue 

₰♣ ̕ᵙ  ETL( , ṉ , ᴛӥ) Ἄẋᾅᴛ, ═♠╬ ẋ↔╖ᴛ 

ʼѾ ╪ҥ ױ⁴ ˭  ᾅ ‡ ʼ⁄ ∟ Ѥ ҥ╪ ᵑ Ṫᵆ, ♬ᵙ, 

Ṓˆ, ╪ҿ  ὡ ▓Ѥ Ἄẋᾅ 

MSK 

Amazon Managed Streaming for Apache Kafka(Amazon MSK) Ѥ 

Apache Kafkaᵑ Ợ↔  ᾅ ᵙḒ ҥ╪ ᵑ ᵙ Ѥ 

  ᵙ ╪Ἢ╙ Ẏӥ ̆ ᾒ  ὡ ▓Ѥ ₰♣̕ᵙ  Ἄẋᾅ 

Backup 

₣ ӥ ḓ↕ג ᴆḈᾅ⁄Ἄ AWS Ἄẋᾅ ♣ḙ⁄ ˢ  ҥ╪  

ḥ‰╙ ַאַ︡  א ̆ ▫ҿ  ὡ ▓Ѥ ₰♣ ̕ᵙ  ḥ‰ 

Ἄẋᾅ 

 

2) IAM ̒ᵖ  ♩  ̻  ̒ᵖ List (₆ᾋ) 

⁮  
˾♩ ̒ᵖ 

(͎ᴹ ḓ ́♬ᶘ) 
AWS ̃ˊ̒ᵖ  ♩  

 ‏

┘/ᶱ 

AWS Root ̕ᵙ▫ 
Ex)S3_Admin 

(admin_accout) 

Ex) S3_Admin 

(CustomS3FullAccess) 

 

Infra ⇔₅/̕ᵙ▫  

ḓ ҅҉▫ 

   

Application 

⇔₅/̕ᵙ▫  

ḓ ҅҉▫ 

   

ˌḛ ̕ᵙ▫  

ḓ ҅҉▫ 

   

◓ᶴ / ẋ↔ ̕ᵙ▫ 

ḓ ҅҉▫ 

   

 

Ἇ♩ 

ḟḶ 

ʷ. IAM ͋ᴶ/ở↑■ ͖  ἉẈᾂ ̻  ♩  ̒ᵖ (HIGH) 

ɇ ͖  ἉẈᾂ ↔₂/̒ᵖ› ⅔  IAMFullAccess ӫ╢ ̻ ̻ ╕Ҳʷ е⅔שׂ ╧ˆ ̐ ╕ Infra 

↔₂/̒ᵖ■ Ḑ ҂҆■›˪ᵠ ♩ ╧ ӄҲᴙ ‎ ᶏ ἲ ╢ ˾♩ Ὕʷ ┘ּקӄ„‎  
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1) IAM -> ⁞Ἕᾅ ̕ᵙ -> Ợ↔▫ -> ͎ᴹ ỸἛ 

 

 

2) IAM ͎ᴹ ỸἛ ᾎ "CloudWatchFullAccess" ♬  ⁷˺ 

 

 

3) Datadog Detection Rule ʺ 

 

 

4) Datadog Detection Rule ּת ˺̓ ╬ 
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 ѻשּ

 כ͖
ᾂ  : IAM ͎ᴹ/Ợ↔▫╥ ͙  Ἄẋᾅ ̕ᵙ  ♬  תּ ˺⁷ 

Ẉ̃  
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3. ʷừ ᵖἲᾂ ̒ᵖ 

3.1 ṏῶ ͋ᴶ ╩/ῳ∏Ḓ↔Ӣ PORT ANY Ἇ♩ ̒ᵖ 

ṧᵃ ʺỮ ᵙἵᾅ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ ṒΌ ͎ᴹ ╬/ῷ∕ḕ⇔ӥ ANY ἒ♬ ̕ᵙ 

ᶙ 

Ἇᶕ 

VPC⁄Ἄ╥ ṒΌ ͎ᴹ╘ EC2 ╬ᾅ ᾅ⁄ ҍ  ╬/ῷ∕ḕ⇔ӥ מ ╙ Ⱡ‡ Ѥ ʺỮ Ḣ Ṉ 

⁵ ╙ ѱѻ. VPC⁄Ἄ EC2 ╬ᾅ ᾅᵑ ᾎ▬  ԅ ҍ 5ˌ╥ ṒΌ ͎ᴹ⁄ ╬ᾅ ᾅᵑ 

҉  ὡ ▓ᾋѱѻ. ṒΌ ͎ᴹ╘ ἌẄС ὡר╪ ῷѱג ╬ᾅ ᾅ ὡר⁄Ἄ ▬ҿ ḃᴛ 

VPC⁄ ▓Ѥ ἌẄС╥ ʻ ╬ᾅ ᾅᵑ Ἄᴛ ѻᵐ ṒΌ ͎ᴹ Ἕ ⁄ ҉  ὡ ▓ᾋѱѻ. 

 

ṒΌ ͎ᴹ╘ ╬/ῷ∕ḕ⇔ӥ╥ ͋  ︡╙  ♬ ἵᾅ( ḛּת)⁄Ἄ╥ ᾐ╪ ʺѫ ҵᴜ 

┬ (Л √  ᴛ ) ḓ Ѿ▀/Ḹ─ ᵑ ἒ♬  ὡ ▓ᾋѱѻ. 

 

[Defualt Port ♬Ṓ] 

20,21(FTP) / 22(SSH) / 23(Telnet) / 25(SMTP) / 110(POP3) / 135(RPC) / 143(IMAP) /445(CIFS) / 

1433,1434(MSSQL) / 3000(Go, Node.js) / 3306(MySQL) / 3389(RDP) / 4333(ahsp) / 5000( Python 

web development) / 5432(postgresql) / 5500(fcp -addr-srvr1) / 5601(OpenSearch Dashboards) / 

8080(Proxy) / 8088(legacy HTTP) / 8888(alternative HTTP) / 9200,9300(OpenSearch) 

Ἇ♩ 

ḟḶ 

ʷ. ṏῶ ͋ᴶ╕ ⌐ Ҳʷ е╕ › Ҋ  ᶱ♫   Ἒᾂᵎ ♫ ‎  (MEDIUM)  

1) ṒΌ ͎ᴹ  ♪͐ -> ṒΌ ͎ᴹ ỸἛ 

 

 

2) ṒΌ ͎ᴹ ỸἛ ᾎ ╬ḕ⇔ӥ ͋  ʺ (Ṭ ⅝   ↔) 
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3) Datadog Detection Rule ʺ 

 

 

4) Datadog Detection Rule ּ⁴ תṨ ╬ 
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 קּ

 כ͖
ᾂ  : ṒΌ ͎ᴹ⁄ Default  Port Ω Port ANYᴛ ּתӉ ˿↕ 

Ẉ̃  
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3.2 ṏῶ ͋ᴶ ╩/ῳ∏Ḓ↔Ӣ ṩ ⅔ ♩  ̒ᵖ 

ṧᵃ ʺỮ ᵙἵᾅ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ ṒΌ ͎ᴹ ╬/ῷ∕ḕ⇔ӥ Ṭ ⅝ ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

VPC⁄Ἄ╥ ṒΌ ͎ᴹ╘ EC2 ╬ᾅ ᾅ⁄ ҍ  ╬/ῷ∕ḕ⇔ӥ מ ╙ Ⱡ‡ Ѥ ʺỮ Ḣ Ṉ 

⁵ ╙ ѱѻ. VPC⁄Ἄ EC2 ╬ᾅ ᾅᵑ ᾎ▬  ԅ ҍ 5ˌ╥ ṒΌ ͎ᴹ⁄ ╬ᾅ ᾅᵑ 

҉  ὡ ▓ᾋѱѻ. ṒΌ ͎ᴹ╘ ἌẄС ὡר╪ ῷѱג ╬ᾅ ᾅ ὡר⁄Ἄ ▬ҿ ḃᴛ 

VPC⁄ ▓Ѥ ἌẄС╥ ʻ ╬ᾅ ᾅᵑ Ἄᴛ ѻᵐ ṒΌ ͎ᴹ Ἕ ⁄ ҉  ὡ ▓ᾋѱѻ. 

 

ṒΌ ͎ᴹ╘ ╬/ῷ∕ḕ⇔ӥ╥ ͋  ︡╙  ♬ ἵᾅ( ḛּת)⁄Ἄ╥ ᾐ╪ ʺѫ ҵᴜ 

┬ (Л √  ᴛ ) ḓ Ѿ▀/Ḹ─ ♬ ╙ ἒ♬  ὡ ▓ᾋѱѻ. 

 

ṒΌ ͎ᴹ╘ AWS ᵙἵᾅ⁄ ҍ  ὡᾐ ḓ Ἶᾐ Л √ מ  ╥ Ữ  ͙ḙ ᵠ╙ 

Ⱡ̑ ѱѻ. SSH(Port 22) ḓ RDP(Port 3389)₮ ˉ╘ ∟˶ ἌḲ ̕ᵙ ⁄ ҍ  ᶴⱠ  

ὡᾐ  Ἕᾅᵑ ↔ ᶔ ᶔ ̑˶╪ ּשʺ ̆ ᵙἵᾅ ἸỮ ─ ╪ иῷ︡ѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. ṏῶ ͋ᴶ╕ ᾍᴤ  Ὕ ▐ѡ IPv4 דἲᴘ כ ╖ ♫ ‎  (MEDIUM)  

1) ṒΌ ͎ᴹ  ♪͐ -> ṒΌ ͎ᴹ ỸἛ 

 

 

2) ṒΌ ͎ᴹ ỸἛ ᾎ IPv4 ╬ḕ⇔ӥ ͋  ʺ 

 

 

3) Datadog Misconfiguration ּת ╬ 



 

 ě 2025, SK Shieldus Co., Ltd 58 

 

 

 

ϫ. ṏῶ ͋ᴶ╕ ᾍᴤ  Ὕ ▐ѡ IPv6 דἲᴘ כ ╖ ♫ ‎  (MEDIUM)  

1) ṒΌ ͎ᴹ  ♪͐ -> ṒΌ ͎ᴹ ỸἛ 

 

 

2) ṒΌ ͎ᴹ ỸἛ ᾎ IPv6 ╬ḕ⇔ӥ ͋  ʺ 

 

 

3) Datadog Misconfiguration ּת ╬ 
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 קּ

 כ͖

tch -c9p-gh4 : ṒΌ ͎ᴹ IPv4⁄ ҍ  SourceIP̋  ANYᴛ ּתӉ ˿↕ 

def-000-9mn : ṒΌ ͎ᴹ IPv6⁄ ҍ  SourceIP̋  ANYᴛ ּתӉ ˿↕ 

Ẉ̃ 

͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/tch -c9p-gh4/  

https://docs.datadoghq.com/security/default_rules/def -000-9mn/  
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3.3 И −  ACL ╩/ῳ∏Ḓ↔Ӣ כ  ♩  ̒ᵖ 

ṧᵃ ʺỮ ᵙἵᾅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ Л √  ACL ╬/ῷ∕ḕ⇔ӥ מ  ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

Л √  ACL(Access Control List)╘ 1ˌ ╪Ữ╥ ἌẄС ϿṨ₮ ΩṨ╥ מ ╙ Ⱡ‡ ͙ 

─  Ḣ Ṉ ⁵ ╙ Ѥ VPC╥ ἐ ♠ ṒΌ ́ ░ѱѻ. ṒΌ ͎ᴹ̓ ẋᾌ  ͋ ╖ᴛ 

Л √  ACL╙ ἒ♬ ⁴ VPC⁄ ṒΌ ́ ╙ җ ʺ  ὡ ▓ᾋѱѻ. ACL╘ VPC ἌẄС 

́ ⁄Ἄ ҿ▬ ᶒ VPC ἌẄС̓Ѥ 1:1ᴛ ҍ╞ ѱѻ. ♬ ╥ Ḣᾏ╘ ↔(Allow) ḓ 

˞Ṩ(deny) ♬ (WhiteList or BlackList) ͙ѫ╖ᴛ Stateless Ḣᾏ╖ᴛ Ợ↔╪ Ӌѱѻ. 

 

VPC⁄Ѥ ͙ṕ♠╖ᴛ ᶛӧ ╬ḕ⇔ӥ מ ╙ ˞Ṩ ̆, ᶛӧ ῷ∕ḕ⇔ מ  ╙ ↔ ᶒ, 

͎ᴹ Ͽ ╬ᾅ ᾅ ʼ╥ מ ╙ ↔ Ѥ ͙ṕ ṒΌ ͎ᴹ╪ ▓ᾋѱѻ. ᶛӧ מ ╙ 

Ⱡ ҵᴜ ͙ṕ ṒΌ ͎ᴹ╙ ἒ♬ ᶔ ᵙἵᾅ Я ╙ ἵ   ὡ ▓ᾋѱѻ. 

 

(*) ͖Ṓ И −  ACL ͈  

͙ṕ Л √  ACL╘ ⁷˺ӈ ἌẄС מ  ᵒ╙ ᶛӎ ↔ ҵᴜ ̯ἛӇ‡ ▓ᾋѱѻ. ʻ 

Л √  ACL⁄Ѥ ͋  Ḵ ʺ Ṋ ᴛ Ӈ‡ ▓Ѥ ͋ ҵ Ӈ‡ ▓ᾋѱѻ. ╪ ͋ ╘ 

╪ Ḵ ʺ ᵰ˵ֿב ѻᵐ ‡Ԑ ͋ ̓ҵ ▀  ‡Ώ╙ ˿↕⁄Ѥ ˞ṨӇҵᴜ Ӈ תּ

▓ᾋѱѻ. ╪ ͋ ╙ ὡ♬ ˞Ϯ Ⱡ˞  ὡ ′ᾋѱѻ. 

╩Ḓ↔Ӣ ♩  

͈  # ┘  ᴘ   ἲᾂ ↑/˛ṥ 

100 ᶛӧ IPv4 מ  ᶛӎ ᶛӎ 0.0.0.0/0 ALLOW 

* ᶛӧ IPv4 מ  ᶛӎ ᶛӎ 0.0.0.0/0 DENY 

 

ῳ∏Ḓ↔Ӣ ♩  

͈  # ┘  ᴘ   ἲᾂ ↑/˛ṥ 

100 ᶛӧ IPv4 מ  ᶛӎ ᶛӎ 0.0.0.0/0 ALLOW 

* ᶛӧ IPv4 מ  ᶛӎ ᶛӎ 0.0.0.0/0 DENY 
 

Ἇ♩ 

ḟḶ 

ʷ. ͖Ṓ VPC ṏῶ ͋ᴶ╕ ᶘӤ כ ╖ ♫ ‎  (MEDIUM)  

1) ṒΌ ͎ᴹ  ♪͐ -> default ṒΌ ͎ᴹ -> ╬ḕ⇔ӥ ͋  ╬ 
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2) ṒΌ ͎ᴹ  ♪͐ -> default ṒΌ ͎ᴹ -> ῷ∕ḕ⇔ӥ ͋  ╬ 

 

 

3) Datadog Misconfiguration ּת ╬ 

 

rx9 קּ -tkr -e6b : Default VPC ṒΌ ͎ᴹ⁄Ἄ ╬/ῷ∕ḕ⇔ӥ ͋ ╪ All Traffic/Protocol ╪ᶔ ּת 
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 כ͖

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/rx9 -tkr-e6b/  
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3.4 ׇ→  ╧Ẅ ♩  ̒ᵖ 

ṧᵃ ʺỮ ᵙἵᾅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ ג↕  ╪ẇ ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

↕ג  ╪ẇ⁄Ѥ Л √ מ  ╙ ♣Ҁ  ─  ˺♬ ᾎ Ợ↔ӇѤ ͋ ░ѱѻ. VPC╥ ʻ 

ἌẄС╙ ג↕  ╪ẇ⁄ ⁷˺ ‒ ᶒ, ╪ẇ⁄ἌѤ ἌẄС⁄ ҍ ↕ג  ╙ Ⱡ‡ ˭ 

Ӌѱѻ. ἌẄС╙  Ḵ⁄ Ϯ╥ ג↕  ╪ẇ⁄ᵣ ⁷˺  ὡ ▓ּתᵣ ⁴ױ ἌẄС╙ 

ҿ▀ ↕ג   ╪ẇ⁄ ⁷˺ Ѥ ˦╘ ʺѫ ѱѻ. 

 

↕ג  ╪ẇ ṉ˿ Ợ ⁄ ҍ  ᶉ ᵚ ₮ ῼז╙ CloudWatch ᴛ͎ᴛ ♣Ἶ ⁴ API 

╙ ᾒᾎʼ╖ᴛ ᶛѱ ᵠ  ὡ ▓ᾋѱѻ.  

Ἇ♩ 

ḟḶ 

ʷ. ׇ→  ╧Ẅ Ṇ˼ ở ╖ ᶘѮ ᵝ ‎  (MEDIUM ) 

↕ג (1  ╪ẇ  ♪͐ -> ג↕  ╪ẇ ỸἛ/ὡ♬/ợⱠ 

 

 

2) CloudTrail ╪ḿ  ͙ᴜ ╬ 

 

 

3) Datadog Misconfiguration ּת ╬ 
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 קּ

 כ͖
def -000-j0s : CloudTrail ╪ḿ ⁄Ἄ VPC Route Table ṉ˿╪ ˁּתӉ ˿↕ ּת 

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/def -000-j0s/ 
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3.5 ╩ О ˪╧ ≈╧ ⁴˷ ̒ᵖ 

ṧᵃ ʺỮ ᵙἵᾅ ̕ᵙ ׂש⅔Ҳ  

ᶙᶕ ╬ С ˭╪ ≢╪ ⁷˺ ̕ᵙ 

ᶙ 

Ἇᶕ 

╬ С ˭╪ ≢╪Ѥ ὡ  ◑Ӈ̆ ʺ↔Ἓ╪ и╘ ַאṓ VPC ̯Ἓ⅝ἵᴛ, VPC╥ ╬ᾅ ᾅ₮ 

╬ С ʼ⁄ ᾐ╪ ʺѫ  ὡ ▓˭ לѤ ͙ѫ╪ᶒ Л √ מ   ʺ↔Ἓ ─ ╪Ϯ 

ҍ⁵  Ⱡ–ⱳˠ╪ Ṋҵᴛ ḛỸ  .Ώᾋѱѻ בֿ

╬ С ˭╪ ≢╪⁄Ѥ ╬ С Route ʺѫ מ ⁄ ҍ  VPC ג↕  ╪ẇ⁄ ҍỮ╙ 

Ⱡ̑ ̆, ẇᵚ IPv4 לἵʺ ҉ӈ ╬ᾅ ᾅ⁄ ҍ  NAT(Л √ ἵ ṉל  )ᵑ ὡ Ѥ 

ӎ ʺּת ᶜ♠╪ ▓╖ᶒ, IPv4, IPv6 מ ╙ ᶛӎ ּת∟ ѱѻ. 

 

(*) ͖Ṓ VPC₫ ͖Ṓ╧ ῳѰ VPC› Ҋ  ╩ О  Ἒᾂ 

̬ṧ ͖Ⱳ VPC ͖Ṓ╧ ῳѰ VPC 

╬ С ˭╪ ≢╪ ₉ 

VPC ᵡḹỢ╥  Ḵ  ֞Ѥ ӎ Ḵ  

₪Ἢ╙ Ợ↔ ⁴ VPCŋ  ỸἛ  ˿↕.  

͎ᴅּת Ώ╘ ˿↕, ╬ С ˭╪ ≢╪ᵑ 

ὡҿ╖ᴛ ỸἛ ⁴ ⁷˺ ‒ ѱѻ. 

IPv4 מ ╙ ─  ╬ С 

˭╪ ≢╪ᴛ ʺѤ ˿ᴛʺ ▓Ѥ 

↕ג  ╪ẇ(0.0.0.0/0) 

₉ 

VPC ᵡḹỢ╥  Ḵ  ֞Ѥ ӎ Ḵ  

₪Ἢ╙ Ợ↔ ⁴ VPCŋ  ỸἛ  ˿↕.  

͎ᴅּת Ώ╘ ˿↕, ג↕  ╪ẇ╙ 

ὡҿ╖ᴛ ỸἛ ⁴ ˿ᴛᵑ ʺ ‒ 

ѱѻ. 

IPv6 מ ╙ ─  ╬ С 

˭╪ ≢╪ᴛ ʺѤ ˿ᴛʺ ▓Ѥ 

↕ג  ╪ẇ(::/0) 

ῷѱ⅝ 

VPC ᵡḹỢ╥  Ḵ  ֞Ѥ ӎ Ḵ  

₪Ἢ╙ Ợ↔ ⁴ VPCŋ  ỸἛ  ˿↕, 

͎ᵙ̆ IPv6 CIDR ẇᴜ╙ VPC₮ 

⁷˺ ͙ ─  ₪Ἢ╙ ּת♬  ˿↕. 

͎ᴅּת Ώ╘ ˿↕, ג↕  ╪ẇ╙ 

ὡҿ╖ᴛ ỸἛ ⁴ ˿ᴛᵑ ʺ ‒ 

ѱѻ. 

ἌẄС⁄Ἄ ᾎ▬ӈ ╬ᾅ ᾅ⁄ 

▫ҿ ҉ӈ ẇᵚ IPv4 לἵ 

₉ 

(͙ṕ ἌẄС) 
ῷѱ⅝(͙ṕ╪ ῷѳ ἌẄС) 

ἌẄС⁄Ἄ ᾎ▬ӈ ╬ᾅ ᾅ⁄ 

▫ҿ ҉ӈ IPv6 לἵ 

ῷѱ⅝ 

(͙ṕ ἌẄС) 
ῷѱ⅝(͙ṕ╪ ῷѳ ἌẄС) 

 

Ἇ♩ 

ḟḶ 

ʷ. И −  ˪╧ ≈╧ Ṇ˼ ở ╖ ᶘѮ ᵝ ‎  (MEDIUM ) 

1) ╬ С ˭╪ ≢╪  ♪͐ -> ╬ С ˭╪ ≢╪ ỸἛ/ὡ♬/ợⱠ 
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2) CloudTrail ╪ḿ  ͙ᴜ ╬ 

 

 

3) Datadog Misconfiguration ּת ╬ 

 

 קּ

 כ͖
def -000-k5x : ╬ С ˭╪ ≢╪⁄ ҍ  ỸἛ/ợⱠ/⁷˺ ṉ˿ ╪ḿ ʺ ˁּתӉ ˿↕ ּת 

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/def -000-k5x/ 
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3.6 NAT ˪╧ ≈╧ ⁴˷ ̒ᵖ 

ṧᵃ ʺỮ ᵙἵᾅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ NAT ˭╪ ≢╪ ⁷˺ ̕ᵙ 

ᶙ 

Ἇᶕ 

NAT ˭╪ ≢╪Ѥ NAT Ӱḕ╪ᾅᵑ Ợ↔ Ẓ ἌẄС╥ ╬ᾅ╪ג ⁴ ᾅᵑ ╬ С(₉: 

ἵ ≢‡ ‰ҥ╪ ↔) ֞Ѥ ͙  AWS Ἄẋᾅ⁄ ⁷˺ Ѥ , ╬ С⁄Ἄ ҉ 

╬ᾅ ᾅ₮╥ ⁷˺╙ ᾎ▬ ᶣ תּ ҵᴜ  ὡ ▓ᾋѱѻ.  

 

NAT Ӱḕ╪ᾅѤ ג╪Ẓ ἌẄС╥ ╬ᾅ ᾅ⁄Ἄ ╬ С ֞Ѥ ͙  AWS Ἄẋᾅᴛ מ ╙ 

♣Ҁ  ѻ╛ ╬ᾅ ᾅ⁄ ╞҆╙ ѻᾎ ṒЄѱѻ. מ ╪ ╬ С╖ᴛ ╪ҿ ᶔ ἵᾅ IPv4 

ἵᴛ ҍל ╥ἵʺ NAT Ӱḕ╪ᾅל Ӈ̆, ╪₮ ᵡ מ ҆╞ ᴛתּʺ ╪ ҉ ╬ᾅ ᾅᴛ 

╪ҿ ᶔ NAT Ӱḕ╪ᾅ⁄Ἄ לἵᵑ ҉ ╬ᾅ ᾅ╥ ג╪Ẓ IPv4 לἵᴛ ѻᾎ ṉ ѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. И −  ˪╧ ≈╧ Ṇ˼ ở ╖ ᶘѮ ᵝ ‎  (MEDIUM ) 

1) NAT ˭╪ ≢╪  ♪͐ -> NAT ˭╪ ≢╪ ỸἛ/ὡ♬/ợⱠ 

 

 

2) CloudTrail ╪ḿ  ͙ᴜ ╬ 

 

 

3) Datadog Misconfiguration ּת ╬ 
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 קּ

 כ͖
def -000-k5x : NAT ˭╪ ≢╪⁄ ҍ  ỸἛ/ợⱠ/⁷˺ ṉ˿ ╪ḿ ʺ ˁּתӉ ˿↕ ּת 

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/def -000-k5x/ 
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3.7 S3 ḯ /ˊ  ♥͍ ̒ᵖ 

ṧᵃ ʺỮ ᵙἵᾅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ S3 Ḳ /ˍ  ♪͐ ̕ᵙ 

ᶙ 

Ἇᶕ 

S3 Ḳ ╥ ˿↕ ᵙἵᾅ(Ḳ )ᵑ ỸἛ  ἵ┬▫⁄ ҍ  ᵙἵᾅ  Ἕᾅʺ ʺѫ ᶒ  Ἕᾅ 

♬ ╙ Ṋҵ(Ḳ , ˍ ) ἒ♬ ⁴ ѻᵐ Ợז⁄˭  Ἕᾅ ̾ ╙ Ṩ⁴  ὡ ▓ᾋѱѻ. ֞ , 

ẇᵚ  Ἕᾅ Ѿ ἒ♬╪ Ӈּת Ώ╙ ˿↕ ΩṨᴛṨ  Ḳ  ḓ ˍ ʺ Я Ӈḃᴛ Ό♣  

Ḳ /ˍ  ♪͐╙ ─  ᶜ♠⁄ ᵭѤ ♪͐ ἒ♬╙ ‒ ѱѻ. 

 

S3 Ḹ↔ Ḳ  ♬ ╪ ѻᵐ AWS ́♬╥ ṒΌ ל ʺ S3 Ḳ  Ͽ ᵙἵᾅ⁄ ҍ  ᶴѾ ▬‰╙ 

ᾒ Ѥ ˦╙ Ⱡ Ѥּ⁴ תṨᵑ ╬ ѱѻ. ἵ ̾  ∟ ╙ ♠↔ Ѥ ˦╘ ṒΌ ─ ╙ 

₰ ̆ ₡ᵆϮ Ὸ╥♠╬ ҿ╥ ₅ ╙ ἵ Ѥҥ ὡ♠░ѱѻ. S3 Ḳ  ♬ ╙  

ΩṨ ́♬╥  Ἕᾅᵑ ↔ ᶔ Ὸ╥♠╬ ϿṨ▫Ϯ ̑˶▫⁄ ╥  ҥ╪  ┬ ᴛ ╬  ṒΌ 

ʺ ḛỸ  ὡ ▓ᾋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. S3 ḯ  ♩ ╕ Ѹᵍ AWS ˾♩╢  Ἒᾂᵎ ♫ ‎  (HIGH) 

1) S3  ♪͐ -> Ḳ  ᵣө͙ 

 

 

2) ᾐ͋ Ḳ  ᵣө͙ 

 

 

3) ỸἛӈ S3 Ḳ  Ͽ ̾  ἒ♬ 
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4) ACL( Ἕᾅ Ⱡ‡ ᶜᴜ) ︡ 

 

 

5) ѻᵐ AWS ́♬⁄ ҍ   Ἕᾅ ἒ♬ ╬ 

 

 

6) Datadog Misconfiguration ּת ╬ 
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ϫ. S3 ḯ  ♩ ╕ ̎ˉ ῝͖  Ἒᾂᵎ ḟּק ‎  (HIGH) 

1) S3  ♪͐ -> Ḳ  ᵣө͙ 

 

 

2) ᾐ͋ Ḳ  ᵣө͙ 

 

 

3) ỸἛӈ S3 Ḳ  Ͽ ̾  ἒ♬ 



 

 ě 2025, SK Shieldus Co., Ltd 72 

 

 

 

4) Ḳ  ♬ (JSON) ἒ♬ ╬ 

 

 

5) Datadog Misconfiguration ּת ╬ 

 

 

Ѹ. S3 ḯ  ACL╕ ̎ˉ ῝͖ □‭╖ ѻ ‎  (HIGH) 

1) S3  ♪͐ -> Ḳ  ᵣө͙ 
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2) ᾐ͋ Ḳ  ᵣө͙ 

 

 

3) ỸἛӈ S3 Ḳ  Ͽ ̾  ἒ♬ 

 

 

4) ACL( Ἕᾅ Ⱡ‡ ᶜᴜ) ἒ♬ 



 

 ě 2025, SK Shieldus Co., Ltd 74 

 

 

 

5) ᶛӧ Ợז( ẇᵚ  Ἕᾅ) ῠ͙ ̾  ἒ♬ ╬ 

 

 

6) Datadog Misconfiguration ּת ╬ 

 

 

ׇ. S3 ḯ ›ѡ '̎ˉ  Ἒᾂ ѻ' ͖Ѩ╧ Ἐ ӄ„ ▐„‎  (MIDIUM)  

1) S3  ♪͐ -> Ḳ  ᵣө͙ 
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2) ᾐ͋ Ḳ  ᵣө͙ 

 

 

3) ỸἛӈ S3 Ḳ  Ͽ ̾  ἒ♬ 

 

 

4) ẇᵚ  Ἕᾅ Ѿ(Ḳ  ἒ♬) ἒ♬ 
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5) Datadog Misconfiguration ּת ╬ 

 

 קּ

 כ͖

def -000-hb1 : ΩṨ AWS ́♬╪ S3 Ḳ ̾ ⅝ל ╥ ╪ ↔Ӈ‡ ▓Ѥ ˿↕ ּת 

def-000-0f1 : Ḳ  ♬ (JSON)╪ ᶛӧ Ợ↔▫⁄˭ ῠ͙̾ ╪ ↔Ӈ‡ ▓Ѥ ˿↕ ּת 

5yq -fi1 -8pn  : Ḳ  ACL╪ ẇᵚ ͎ᴹ⁄ ῠ͙ ̾ ╪ Ṩ⁴Ӈ‡ ▓╖ᶔ ּת 

hkp -p6b -f7w  : Ḳ ⁄ ẇᵚ  Ἕᾅ Ѿ ͙ѫ╪ ẋ Ἓ Ӈ‡ ▓╖ᶔ ּת 

Ẉ̃ 

͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/def -000-hb1/  

https://docs.datadoghq.com/security/default_rules/def -000-0f1/  

https://docs.datadoghq.com/security/default_rules/5yq -fi1-8pn/  

https://docs.datadoghq.com/security/default_rules/hkp -p6b-f7w/  
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3.8 RDS ἉẁО ʷ↑ ₂⁮ ̒ᵖ 

ṧᵃ ʺỮ ᵙἵᾅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ RDS ἌẄС ʺ↔ ₅⁵ ̕ᵙ 

ᶙ 

Ἇᶕ 

ἌẄС╪ה Ϯ╥ IP Л √ ᴛ Ϯы‡ ╪ Ϯ╥ Л╖♠⁵תּ ἵᵑל  √  IP לἵʺ 

ᾒⱠᴛ ⁴ױ ˌ╥ Ἄᴛ ⁷˺ӈ ּ⁵ת Л √ ᴛ Ợ↔  ὡ ▓ҵᴜ Ѥ Ḣḹ╖ᴛ EC2 

╬ᾅ ᾅ₮ RDS Ữ  ᾐ ᾎ ⅝ Ϯ Ṭ ⅝  ἌẄС╪ Ӈ‡ ▓╙ ˿↕ ṒΌἛ 

─ ╙ ḛỸᾎ  ὡ ▓╖ḃᴛ Ṭ ⅝  ἌẄС╥ ┬ᶴᵑ ̕ᵙ ‒ ѱѻ. 

 

AWS ́♬⁄ ᴛẋ♇ѹ ӈ RDS ҥ╪ ḽ╪ᾅ ╬ᾅ ᾅ╥ ᶴѾ  Ἕᾅᵑ Ⱡ  ╙Ώ תּ

˿↕ ╬ СỮ╥ ы̯⁄˭Ϯ ҥ╪ ḽ╪ᾅᵑ Я ᾎ  ᶴ Ṋ ҍ░ ̑˶, SQL ╬ⱡἪ, 

DoS/DDos ̑˶̓ ˉ╘ Ὸ╥♠╬ ҿ╥ ─  .ᾎ͝ ὡ ▓ᾋѱѻʺשּ ╙

Ἇ♩ 

ḟḶ 

ʷ. RDS Ң╧ Ḻ╧ᾂѡ ̎ˉ♅╓ᴘ  Ἒᾂ  Ὕ (HGIH)  ‎„‮ 

1) RDS ҥ╪ ḽ╪ᾅ  ♪͐ -> ҥ╪ ḽ╪ᾅ ỸἛ 

 

 

2) ẇᵚ  Ἕᾅ ͙ṕ ἒ♬ 

 

 

3) Datadog Misconfiguration ּת ╬ 
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 קּ

 כ͖

fu0 -rtv -2rb : RDS ╬ᾅ ᾅ ἒ♬⁄Ἄ PublicAccessible╪ Trueᴛ ἒ♬Ӈ‡ ▓̆ ẇᵚ 

ἌẄС⁄ (IGW⁄ ⁷˺ӈ Ữ )Ӈ‡ ▓Ѥ ˿↕ ּת 

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/fu0 -rtv-2rb/  
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3.9 ELB(Elastic Load Balancing)  ⁴˷ ̒ᵖ 

ṧᵃ ʺỮ ᵙἵᾅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ ELB(Elastic Load Baclancing) ⁷˺ ̕ᵙ 

ᶙ 

Ἇᶕ 

Elastic Load Balancing╘ ӑ ╪Ữ╥ ʺ↔ ₅⁵⁄Ἄ EC2 ╬ᾅ ᾅ, ╪Ў, IP לἵ Ӯ ⁴ױ 

ҍỮ⁄ ˢ  ὡᾐӇѤ מ ╙ ▫ҿ╖ᴛ Ṫụ  .Ѥ Ἄẋᾅ ░ѱѻל

 

ELB╥ ꜙᵆᴛѤ Application Load Balancers, Network Load Balancers, Gateway Load Balancers 

ḓ Classic Load Balancer̋  ▓╖ᶒ ┬ Ṋᴛ ủ Ṓᶔ ALBѤ   ᵙ ╪Ἢ מ ╙ 

ᵙӰᴇἪ ͙ ─  HTTP җ ֞Ѥ SSL ἝἪ ID₮ ˉ╘ ⅝ ӈ  ˤỢ ᶜ♠╖ᴛ 

Ợ↔Ӈᶒ NLBѤ IP לἵ ḓ ͙  Л √  ♬Ṓᵑ ˤỢ מ  ╙ ♠╖ᴛ 

ᵙӰᴇἪ ҵᴜ ҵ₮ּׁשѱѻ. GLBѤ Л √  ˭╪ ≢╪(ᶛӧ מ ╥ Ѿ▀ ֿב░♩ ḓ 

ꜙᴮ♩) ⁵ ╙ ᶒ, מ ╙ Ṫụ Ѥ ҿᾎ⁄ ὡ⅝⁄ ӻג ʺỮ ‡  ᾅ╥ ͋ᶛᵑ…╪ג

ⱳ♬ Ѥ ᶜ♠╖ᴛ Ợ↔Ӌѱѻ. 

 

╪♩╖ᴛѤ ALB, NLB ḓ GLBѤ Л √  ᾐ╥ Ἄᴛ ѻᵐ ́ ⁄Ἄ ▬ҿ ѱѻ. ALBѤ 

OSI ́  7⁄Ἄ ▬ҿ ᶒ   ᵙ ╪Ἢ ὡמ ╥ר  ⱳ▬ ḓ ג↕ ∟תּ ╙ ѱѻ. NLBѤ 

́  4⁄Ἄ ▬ҿ ᶒ  ḓ IP לἵᵑ ͙ḙ╖ᴛ Ѥ Л √  ὡמ ר  ̕ᵙᵑ 

∟תּ ѱѻ. GLBѤ ́  3̓ 7⁄Ἄ ▬ҿ ᶒ ˭╪ ≢╪ ͙ѫ̓ Ζ Л √  ὡר⁄Ἄ 

ḧ׳ᾗ ḓ ג↕  Ἄẋᾅᵑ Ⱡ̑ ѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. SSL/HTTPS ᵖᾂЋʷ ▐ѡ כᵗ ᴘӢ ḤװἉѡ Certificate Manager ›Ἁ Ḙ͒  

↑Ἁᵎ ởצּ╩ ‎  (MEDIUM)  

1) ᴛӥḧ׳Ἄ  ♪͐ -> ᴛӥ ḧ׳Ἄ ỸἛ 

 

 

2) Classic Load Balancer ỸἛ 
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3) ᵙᾅЎ ἒ♬ 

 

 

4) IAM ╬ּשἌ ἐ   ỸἛ 

 

 

5) Datadog Misconfiguration ּת ╬ 
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ϫ. Ỡ♫ ṏ  ͖Ѩ╖ Ἐ ‎  (MEDIUM)  

1) ᴛӥḧ׳Ἄ  ♪͐ -> ᴛӥ ḧ׳Ἄ ỸἛ 

 

 

2) Application Load Balancer ỸἛ 

 

 

3) ͙ṕ ἒ♬╖ᴛ ᴛӥ ḧ׳Ἄ ỸἛ 
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4) ợⱠ Ḣּת ₪Ἢ ╬ 

 

 

5) Datadog Misconfiguration ּת ╬ 

 

 

Ѹ. ▲ᶠӅ Ҕ Ӣ Ỡ♫ Ἇ♩ ͖Ѩ╖ Ἐ ‎  (MEDIUM)  

1) ᴛӥḧ׳Ἄ  ♪͐ -> ᴛӥ ḧ׳Ἄ ỸἛ 
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2) Application Load Balancer ỸἛ 

 

 

3) ͙ṕ ἒ♬╖ᴛ ᴛӥ ḧ׳Ἄ ỸἛ 

 

 

4) ◄ᶣӈ җ ӥ ợⱠ ₪Ἢ ╬ 
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ׇ. HTTPS ᵖᾂЋᵎ ở↑ ‎  (LOW) 

1) ᴛӥḧ׳Ἄ  ♪͐ -> ᴛӥ ḧ׳Ἄ ỸἛ 

 

 

2) Application Load Balancer ỸἛ 

 

 

3) ͙ṕ ἒ♬╖ᴛ ᴛӥ ḧ׳Ἄ ỸἛ 
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4) Datadog Misconfiguration ּת ╬ 

 

 קּ

 כ͖

def -000-khx : HTTPS ᵙᾅЎ Ợ↔ ᾎ ╬ּשἌᵑ ACM⁄Ἄ ʺⱨ₡ּת Ώ╘ ˿↕ ּת 

def-000-v6y : ALB ợⱠ Ṓ  ͙ѫ╪ ẋ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 

def -000-v86 : Public ALB̋  ◄ᶣӈ җ ӥ ợⱠ ἒ♬╪ ẋ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 

ix9-ih4 -ucg : ỸἛӈ ALB ᵙᾅЎʺ HTTP╬ ˿↕ ּת 

Ẉ̃ 

͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/def -000-khx/  

https://docs.datadoghq.com/security/default_rules/def -000-v6y/  

https://docs.datadoghq.com/security/default_rules/def -000-v86/  

https://docs.datadoghq.com/security/default_rules/ix9 -ih4-ucg/  
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4. ↔₂ ̒ᵖ 

4.1 EBS Ḑ ṓᵇ ´  Ἇ♩ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ EBS ḓ Ṗᵊ    ἒ♬ 

ᶙ 

Ἇᶕ 

EBSѤ EC2 ╬ᾅ ᾅ ỸἛ ḓ ╪↔ ᾎ Ợ↔ӇѤ ẇᴜ ╥ ᾅ ᵙּת Ṗᵊ╪ᶒ ▀ᾎᾅ  

ỸἛ ḓ ẇᴜ Ӱḕ╪ᾅ Ợ↔ Ӯ╙  ὡ ▓ᾋѱѻ. ֞  EBSѤ AES-256 ῼ̆ᵙּצ╙ 

Ợ↔ ⁴ Ṗᵊ   ᵑ ּת∟ ᶒ ҥ╪  ḓ   ᵙ ╪Ἢ⁄ ҍ  ѻ‚  ♬Ṓᵑ Ό♣ ˭ 

♇◑  ὡ ▓˭ ּׁשѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. EBS ᾂЁἂ╕ ´ ‎  (MEDIUM)  

ɇ ᾂЁἂ ´ ╢ ˼→ ở↑ ᴋѡ ṓᵇ ֛ѡ ╩ᾂ ᾂ╢ ´  Ἇ♩╖ ͋Ҋᴘ Ӹᵏ ṇҲ ᾂ  

Ἇ♩╧ ṩʷѨ 

1) ᾅЄἅ   ᵑ ─  Ỵ  Ṗᵊ ỸἛ 

 

 

2) Ṗᵊ ỸἛ ᾎ    ἒ♬ 
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3) ỸἛӈ Ṗᵊ ╬ (   ἒ♬ ╬) 

 

 

4) ᾅЄἅ ỸἛ ᾎҵ 

 

 

5) ᾅЄἅ ỸἛ ᾎ ŗ1) ~ 3)Ř ̓♬⁄Ἄ ỸἛ     ἒ♬ӈ Ṗᵊ Ợ↔ 



 

 ě 2025, SK Shieldus Co., Ltd 88 

 

 

 

6) ᾅЄἅ    ♠↔ ╬ 

 

 

7) Datadog Ͽ ᾅЄἅ    ╬ תּ 
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ϫ. EBS ṓᵇ╕ ´ ‎  (LOW) 

1) EC2 > EBS > Ṗᵊ > Ṗᵊ ỸἛ 

 

 

2) Ṗᵊ ỸἛ ᶉќ Ͽ ŗ  Ř Ἓ   KMS  ˃╙ ʺ ⁴ ἒ♬ ‒  
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3) Datadog Ͽ Ṗᵊ    ╬ תּ 
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 קּ

 כ͖

n68-nzh-pl8 : ᾅЄἅ    ἒ♬╪ ẋ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 

146-kl4 -mas : EBS Ṗᵊ    ἒ♬╪ ẋ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 

Ẉ̃ 

͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/n68 -nzh-pl8/  

https://docs.datadoghq.com/security/default_rules/146 -kl4-mas/ 
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4.2 RDS ´  Ἇ♩ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ RDS    ἒ♬ 

ᶙ 

Ἇᶕ 

RDSѤ ҥ╪  Ṓ ᵑ ─  DB ╬ᾅ ᾅ⁄Ἄ    ₪Ἢ ͙ѫ╙ Ⱡ̑ ᶒ    ᾎ AES-

256    ῼ̆ᵙּצ╙ ╪↔ ⁴ DB ╬ᾅ ᾅ╥ ᶛӧ ᴛ͎, ḥ‰ ḓ ᾅЄἅ   ʺ 

ʺѫ ѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. RDS Ң╧ Ḻ╧ᾂ ╩ᾂ ᾂѡ ´ ‎  (LOW) 

ɇ Ң╧ Ḻ╧ᾂ ╩ᾂ ᾂʷ ỵἘӅ ╧ › ´  Ἇ♩ Ṇ˼ ṩʷ 

1) ҥ╪ ḽ╪ᾅ ỸἛ ᾎҵ 

 

 

2) DB ỸἛ ᾎ ╬ᾅ ᾅ    ἒ♬ ʺѫ 

 

 

3) ҥ╪ ḽ╪ᾅ ╬ᾅ ᾅ    ╬ (DB ╬ᾅ ᾅ > ̯Ἓ) 
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4) Datadog Ͽ ҥ╪ ḽ╪ᾅ    ╬ תּ 

 

 קּ

 כ͖
625-933-d8d : RDS ╬ᾅ ᾅ    ἒ♬╪ ẋ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/625 -933-d8d/  

 

4.3 S3 ´  Ἇ♩ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ S3    ἒ♬ 
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ᶙ 

Ἇᶕ 

Ḳ  ͙ṕ    ἒ♬╘ S3 Ḳ ⁄ ♇◑ӇѤ ᶛӧ ˍ ᵑ    Ӈҵᴜ Ѥ ἒ♬╪ᶒ 

Amazon S3 ̕ᵙ  (SSE-S3) ֞Ѥ AWS KMS ̕ᵙ  (SSE-KMS)ᴛ ἌḲ    ᵑ 

Ợ↔ ⁴ ˍ ᵑ   ѱѻ. 

 

ɇ S3 ḯ  ᾍ͈ ỵἘ ᾋ ͖Ṓ ´  (SSE-S3, SSE-KMS)ᵎ Ἇ♩  Ὕ ▐╓ᶏ, ḯ › ͖Ṓ 

´ ʷ ♅↑Ӆ ừ ›Ἁ ˊ ʷ ♄◌ӆ ˼→ ⌐ ˊ ´ Ҽ╓ᴘ■ קּ͢  Ἇ♩╧ 

ʷѨ  

Ἇ♩ 

ḟḶ 

ʷ. S3 ḯ ╕ ͖Ṓ ´ ᵎ Ἐ ‎  (LOW) 

ɇ ḯ  ϼ ´  Ἇ♩ ở↑╕ Ὕ╧ᶏ AWS ̒ᵖ   ♅↑ ̻̃ 

1) S3 Ḳ  ἐ  

 

 

2) S3 Ḳ  ỸἛ ᾎ ͙ṕ    ἒ♬ ╬ 
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3) S3 Ḳ  ἶἛ ╬ (͙ṕ    ἒ♬ ╬) 
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4) Datadog Ͽ S3 Ḳ     ╬ תּ 

 

 קּ

 כ͖
tcg -c9p-gh4 : S3 ͙ṕ    ┬  תּ 

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/tcg -c9p-gh4/  
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4.4 ᾍ̬ʹ ´  Ἇ♩ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ ᾐ̯ʼ    ἒ♬ 

ᶙ 

Ἇᶕ 

 ʺ▫˶̑ ʼ⁄Ἄאַ ↕˿ ӥ ᵙἵᾅᵑ  ҍ/ϿΩ Ἄẋᾅ⁄Ἄ ♬Ṓᵑ Ἶ, ὡᾐ Ѥ↕ג

╙ ʺᴛ ‡ ̑˶⁄ ↔  ὡ ′ҵᴜ ᾐ̯ʼ╙   ⁴ ἒ♬ ⁴‒ ѱѻ. 

 

CloudFront Ḥ ╪ Ợ↔▫ ּת♬ SSL/TLS ╬ּשἌᵑ Ợ↔ ̆ ▓╖ᶒ HTTPS ⅝  ᵙ⁄ 

ἌḲ ╪ᵒ ᾎ(SNI)ŋ  Ợ↔ ҵᴜ ἒ♬Ӈ‡ ▓Ѥּת ╬ ѱѻ. Ợ↔▫ ּת♬ SSL/TLS 

 ʺἵʺ ӈ ˿↕ ҉ ˤỢלḢᾏ⁄ ♣↔ IP ∟תּ ᵣ SSL/TLSתּ▓ ‡Ἄʺ ⁷˺Ӈשּ╬

ᾒ  ὡ ▓ᾋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. CloudFront ḡ  ᾋ SNIᵎ ở↑ ⁭ HTTPS ⅔ ╖ ᵖ ‎  (MEDIUM)  

1) HTTPS ♠↔╙ ─  Ḥ  ︡ 

 

 

2) HTTPS ♠↔╙ ─  Custom SSL ╬ּשἌ ἒ♬ 

ɇ HTTPS ⅔ ╖ ♅↑ ͖ ⌐ Ἁ ᾏ♫ ἲ┘̻╧ ╩Ӆ Ҳᶆ╩╧ Ⱳ◐ ‎  
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3) Datadog Ͽ CloudFront Ḥ  HTTPS ἒ♬ 

 

 

ϫ. ALB ᾍ ᾋ HTTPS ở↑ ‎  (LOW) 

1) HTTPS ἒ♬╙ ─  ALB ᵙᾅЎ ʺ 
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2)    ᴛ (HTTPS) ἒ♬ 

 

 

3) ᵙᾅЎ ʺ ╬ ḓ    ἒ♬ ╬ 
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4) Datadog Ͽ ᴛӥḧ׳Ἄ HTTPS ἒ♬ ּת 

 

 

Ѹ. S3 ḯ  ♩ ╕ HTTP ⅔ ╖ ˛ṥ ‎  (LOW) 

1) HTTPS ἒ♬╙ ─  S3 Ḳ  ♬  ὡ♬ ᾎҵ 
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2) Ḳ  ♬  ︡ - HTTP ⅝  ˞Ṩ ἒ♬ 

 

 

3) ♬  ︡ ₰ᴮ 
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4) Datadog Ͽ S3 HTTP ⅝  deny ♬  ♠↔ ╬ 

 

 קּ

 כ͖

def -000-e19 : CloudFront Ợ↔ ᾎ Ợ↔▫ ♬╥ ╬ּשἌ(SSL/TLS) Ợ↔ ⁴Ṩ ּת 

ix9-ih4 -ucg : ALB ᵙᾅЎ Rule⁄Ἄ HTTPS Ợ↔ ⁴Ṩ ּת 
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def-000-oat : S3 Ḳ  Ͽ HTTP ⅝  ˞Ṩ ♬  Ⱶ◓⁴Ṩ ּת 

Ẉ̃ 

͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/def -000-e19/ 

https://docs.datadoghq.com/security/default_rules/ix9 -ih4-ucg/  

https://docs.datadoghq.com/security/default_rules/def -000-oat/  
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4.5 CloudTrail ´  Ἇ♩ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ CloudTrail    ἒ♬ 

ᶙ 

Ἇᶕ 

CloudTrail╪ Ḳ ⁄ Ⱡ̑ Ѥ ᴛ͎ ▀╘ Amazon S3ʺ ̕ᵙ Ѥ    (SSE-S3)ŋ  

Ợ↔ Ѥ ἌḲ    ᵑ Ợ↔ ⁴   Ӌѱѻ. ֹו♪ ̕ᵙ  ὡ ▓Ѥ ṒΌ ́ ╙ 

Ⱡ̑ ᴎᶔ CloudTrail ᴛ͎ ▀⁄ ҍ  AWS KMS ̕ᵙ  (SSE-KMS)ŋ  Ợ↔ Ѥ ἌḲ  

  ᵑ ҍᾐ Ợ↔ ᶔ Ӌѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. CloudTrail ᴘ͋ѡ KMS CMKᵎ ở↑ ⁭ ♄◌ ᾋ ´ ‎  (MEDUIM)  

1) CloudTrail ♠ ỸἛ 

 

 

2) CloudTrail ♠ Ͽ ᴛ͎ ▀ SSE-KMS    ἒ♬ 

 

 

3) CloudTrail ♠ ỸἛ ₰ᴮ 
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4) CloudTrail    ἒ♬ ╬ 

 

 

5) Datadog Ͽ CloudTrail ᴛ͎ ♠    ╬ 

 
 

 קּ

 כ͖
yg4 -3in -tkd : CloudTrail ♠ Ͽ ŗᴛ͎ ▀ SSE-KMSŘ   ʺ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 
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Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/yg4 -3in-tkd/  
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4.6 AWS ở↑■ ˾♩ ᴘ͟ Ἇ♩ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ AWS Ợ↔▫ ́♬ ᴛ͢ ἒ♬ 

ᶙ 

Ἇᶕ 

AWS CloudTrail ╘ ́♬╥ ˞ḲБᾅ, ͋♬ רὡ, ⇔₅ ḓ ─  ˁỢᵑ Ἓ ҵᴜ ҵ₮ל

Ѥ ἌẋᾅᴛἌ Ợ↔▫, ⁵  ֞Ѥ AWS Ἄẋᾅʺ ὡ Ѥ ▬‰ө╥ ╪ḿ ʺ ͙ᴜӋѱѻ. 

֞  CloudTrail╘ ỸἛ ᾎ AWS ́♬⁄Ἄ Ἓ Ӌѱѻ. ҿ╪ AWS ́♬⁄Ἄ ╪ᴴ‡ּתᶔ 

҉ ҿ╪ CloudTrail ╪ḿ ⁄ ͙ᴜӋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. CloudTrail╕ CloudWatch ₫  Ἇ♩ ‎  (LOW) 

1) CloudTrail ҍᾎṒӥ ֿב░ ḓ ̕ᵙ ╪ḿ  ♠ ╬ 

 

 

2) CloudWatch Logs  ἶἛ ╬ ḓ ︡ ᾎҵ ( ◓: ẍ˃) 

 

 

3) CloudWatch Logs Ἓ  ḓ ᴛ͎ ͎ᴹ ἒ♬ 
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4) CloudTrail Ͽ CloudWatch Logs ἒ♬ ╬ 

 

 

5) Datadog Ͽ CloudTrail < > CloudWatch  ⁷˺ ּת ╬ 
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ϫ. AWS CloudTrail ϼ ͏ᴘḳ ἉẈᾂ ╧Ḽ  Ἐ ‎  (LOW) 

1) ͒ᴛḶ Ἄẋᾅ ╪ḿ  ᴛ͢╙ ─  us-east-1 ᵙ♣ Ͽ ♠ ỸἛ 

 

 

2) ♠ ỸἛ ᾎҵ 
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3) ♠ ỸἛ ₰ᴮ 

 

 

4) ͒ᴛḶ ╪ḿ ↔ ♠ ỸἛ ₰ᴮ ╬ 
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5) Datadog Ͽ CloudTrail ͒ᴛḶ ╪ḿ  ὡ︡ ♠ ּת ╬ 

 

 קּ

 כ͖

def -000-bop  : CloudTrail ♠ Ͽ CloudWatch Logsʺ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 

6c6-101-b03 : CloudTrail ♠ ̕ᵙ╪ḿ ʺ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 

Ẉ̃ 

͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/ko/security/default_rules/def -000-bop  

https://docs.datadoghq.com/security/default_rules/6c6 -101-b03/  
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4.7 ╩ᾂ ᾂ ᴘ͟ Ἇ♩ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ ╬ᾅ ᾅ ᴛ͢ ἒ♬ 

ᶙ 

Ἇᶕ 

Amazon CloudWatch Logs Ѥ Amazon Elastic Compute Cloud(Amazon EC2) ╬ᾅ ᾅ, AWS 

CloudTrail, Route 53 ḓ ͙  ἵᾅ⁄Ἄ ᴛ͎ ▀╙ ᶛѱ ᵠ, ♇◑ ḓ  Ἕᾅ  ὡ ▓ᾋѱѻ. 

֞ , ʺỮ ╬ᾅ ᾅ⁄ ⁄╪♣ ᵑ ἒ ⁴ ᴛ͎ ͎ᴹ⁄ Ӯᴜӈ ᴛ͎ ᾅ ᵝ╙  ̕ᴐ 

ᴛ͎ᵑ ╬  ὡ ▓ᾋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. CloudWatch ᴘ͋ ᾂ ᵚ Ἇ♩ ‎  (MEDIUM)  

1) EC2 ╬ᾅ ᾅ ᴛ͢╙ ─  ᴛ͎ ͎ᴹ ỸἛ ḓ ╬ 

ɇ ᴘ͋ ͋ᴶ ỵἘ ̐♩╕ ỵץ (EC2 ỵἘ ᾋ ῳכ ᴘ͋ ͋ᴶ╕ ■ҼỵἘ) 

 

 

2) ╬ᾅ ᾅ ᴛ͢ ͙ᴜ ╬╙ ─  DataDog Ͽ ᾅ  ♬  ỸἛ ᾎҵ 

 

3) CSP (Resource) ἐ  ḓ ᾏṊ ᴎѤ ᾅ  ӥ ▬Ἓ ( ͙ ӥѤ Ỵ  ӥ▐) 
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4) Custom Code Syntax ╬, ♬  Rule Test ḓ ♬  ♇◑ 

 

 קּ

 כ͖
ᾂ  : CloudWatch ᴛ͎ ᾅ ᵝ ἒ♬ ┬ᶴᵑ ╬  תּ ⁴
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Ẉ̃  
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4.8 RDS ᴘ͟ Ἇ♩ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ RDS ᴛ͢ ἒ♬ 

ᶙ 

Ἇᶕ 

Amazon CloudWatch Logs Ѥ Amazon Elastic Compute Cloud(Amazon EC2) ╬ᾅ ᾅ, AWS 

CloudTrail, Route 53 ḓ ͙  ἵᾅ⁄Ἄ ᴛ͎ ▀╙ ᶛѱ ᵠ, ♇◑ ḓ  Ἕᾅ  ὡ ▓ᾋѱѻ. 

֞ , ҥ╪ ḽ╪ᾅ ₪Ἢ(ᴛ͎ ϿṒϿ͙)╙ ὡ♬ ⁴ ᴛ͎ ͎ᴹ⁄ Ӯᴜӈ ᴛ͎ ᾅ ᵝ╙  

RDS ᴛ͎ᵑ ╬  ὡ ▓ᾋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. DocumentDB שᾂ  ϼ ʾởᴘ͋ᵎ Ἇ♩ ‎  (MEDIUM ) 

1) DocumentDB ױᾅ  ⱳ  

 

 

2) ˁỢᴛ͎ ἒ♬╙ ─  DocumentDB ױᾅ  ὡ♬ 

 

 

3) ᴛ͎ ϿṒϿ͙ > ˁỢᴛ͎ ἒ♬ 
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4) ᴛ͎ ἒ♬ ╬ 

 

 

5) Datadog Ͽ DocumentDB ˁỢᴛ͎ ♬  ╬ תּ 
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ϫ. RDS ╩ᾂ ᾂ CloudWatch Logs › ᴘ͋ ϼṏϼ͖ Ἇ♩ ‎  (MEDIUM ) 

1) RDS Ͽ ҥ╪ ḽ╪ᾅ ὡ♬ 

 

 

2) ҥ╪ ḽ╪ᾅ ὡ♬ ╪ּת ♪͐ 

 

 

3) ᴛ͎ ϿṒϿ͙ ₪Ἢ ἐ  



 

 ě 2025, SK Shieldus Co., Ltd 118 

 

 

 

4) CloudWatchᴛ╥ ᴛ͎ ἒ♬ ╬ 

 

 

5) Datadog Ͽ RDS ╬ᾅ ᾅ ˁỢᴛ͎ ♬  ╬ תּ 
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 קּ

 כ͖

def -000-3on : RDS Ͽ ᴛ͎ ἒ♬╪ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 

def-000-u7d : ױᾅ  ᴛ͎ ϿṒϿ͙ ἒ♬ Ͽ ˁỢᴛ͎ ἒ♬⁴Ṩ⁄ ӻתּ ג 

Ẉ̃ 

͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/ko/security/default_rules/def -000-3on 

https://docs.datadoghq.com/security/default_rules/def -000-u7d/  
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4.9 S3 ḯ  ᴘ͟ Ἇ♩ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ S3 Ḳ  ᴛ͢ ἒ♬ 

ᶙ 

Ἇᶕ 

S3(Simple Storage Service)Ѥ ͙ṕ♠╖ᴛ ἌḲ  Ἕᾅ ᴛ͎ᵑ ὡ︡  Ώ╖ᶒ, AWS תּ

Management Ἱ╙  S3 Ḳ ⁄ ҍ  ἌḲ  Ἕᾅ ᴛ͢╙ Ἓ ᾎ  ὡ ▓ᾋѱѻ. 

 

ᴛ͢╙ Ἓ ᶔ S3  Ἕᾅ ᴛ͎ᵑ Ợ↔▫ʺ ἐ  ҍỮ Ḳ ⁄ ♣ҀӇᶒ,  Ἕᾅ ᴛ͎ 

ᴆ ӥ⁄Ѥ ⅝  ┬ , ⅝ ⅝ ,ӈ ᵙἵᾅ♬תּ ⁄ ╙ ᵙ  ϳ  ḓ ᾎʼ Ӯ╪ Ӌѱѻ.  

 

ҍỮ Ḳ ╘ ∟ṕ Ḳ ̓ ҿ▀  AWS ᵙ♣⁄ Ⱶ◓ ‒ ᶒ, ἌḲ  Ἕᾅ ᴛ͢╙ Ἓ  ᾎ 

ἒ♬╪ ♠↔Ӊ ԅּͥת ᶙ ᾎʼ╪ ἵ⅝Ӊ ὡ ▓ᾋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. S3 Ң╧  ╧Ḽ  ╫͖/῝͖ ᴘ͟╖ Ἇ♩ ‎  (LOW) 

1) CloudTrail ҍᾎṒӥ ֿב░ ḓ ♠ ╬ 

 

 

2) CloudTrail > ♠ Ͽ ҥ╪  ╪ḿ  ╬ ḓ ︡ 

 

 

3) ҥ╪  ╪ḿ  > ᵙἵᾅ ἐ (S3) ḓ ▄͙/ῠ͙ ᴛ͢ ἒ♬ 
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4) ҥ╪  ╪ḿ  ᴛ͢ ἒ♬ ♠↔ ╬ 

 

 

5) Datadog Ͽ S3 ҥ╪  ╪ḿ  ♬  ╬ (▄͙ ŕ Read) 
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6) Datadog Ͽ S3 ҥ╪  ╪ḿ  ♬  ╬ (ῠ͙-Write) 
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 קּ

 כ͖

def -000-o7x : ♠ Ͽ ҥ╪  ῠ͙⁄ ҍ  ╪ḿ  ˃╪ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 

def-000-bf9 : ♠ Ͽ ҥ╪  ▄͙⁄ ҍ  ╪ḿ  ˃╪ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 

Ẉ̃ 

͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/def -000-o7x/  

https://docs.datadoghq.com/security/default_rules/def -000-bf9/  
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4.10 VPC ᴘ→ ᴘ͟ Ἇ♩ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ VPC ᴛ↕ ᴛ͢ ἒ♬ 

ᶙ 

Ἇᶕ 

VPC ᴛ↕ ᴛ͎Ѥ VPC╥ Л √  ╬ ╪ᾅ⁄Ἄ ἾɟὡᾐӇѤ IP מ ⁄ ҍ  ♬Ṓᵑ 

ὡ︡  ὡ ▓Ѥ ͙ѫ╖ᴛ VPC, ἌẄС ֞Ѥ Л √  ╬ ╪ᾅ⁄ ỸἛ  ὡ ▓ᾋѱѻ. 

ᴛ↕ ᴛ͎Ѥ AWS Management Ἱ╥ [VPC] - [ ᴛ↕ ᴛ͎] ᶜ⁄Ἄ ἒ♬ ʺѫ ᶒ, 

ὡ︡ӈ ᴛ͎ ҥ╪ Ѥ CloudWatch Logs ֞Ѥ S3ᴛ ♇◑  ὡ ▓ᾋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. VPC ᴘ→ ᴘ͋ᵎ Ἇ♩ ‎  (MEDIUM)  

1) VPC ᴛ↕ ᴛ͎ ἒ♬ ╬ 

 

 

2) VPC ᴛ↕ ᴛ͎ ỸἛ á 

 

 

3) VPC ᴛ↕ ᴛ͎ ỸἛ â 
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4) VPC ᴛ↕ ᴛ͎ ἒ♬ ḓ ♇◑ ╬ 
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5) Datadog Ͽ VPC ᴛ↕ ᴛ͎ ἒ♬ ּת ╬ 

 



 

 ě 2025, SK Shieldus Co., Ltd 127 

 

 

 קּ

 כ͖
npt -kg2 -pv2 : VPC ᴛ↕ ᴛ͎ʺ Ἓ Ӈ‡ ▓Ѥ ˿↕ ּת 

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/npt -kg2-pv2/  
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4.11 ᴘ͋ ṏ̒ ͖ʹ Ἇ♩ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ ᴛ͎ Ṓ̕ ͙ʼ ἒ♬ 

ᶙ 

Ἇᶕ 

CloudWatch Logs⁄ ♇◑ӇѤ ᴛ͎ ҥ╪ Ѥ ͙ṕ♠╖ᴛ ᶴ͙  ♇◑Ӈḃᴛ, ͙‰ ϿṨ ♬  

ḓ ג╪…ᾅ רὡ Ӯ⁄ Ṩ ҵᴜ ᴛ͎ ҥ╪  ♇◑ ͙ʼ╙ ἒ♬  ᶒ, AWS ‒‡ל

Management Ἱ╥ CloudWatch ᴛ͎ ͎ᴹ⁄Ἄ ♇◑ ͙ʼ ἒ♬╪ ʺѫ ѱѻ. 

 

̰Ͽ⁄Ἄ ᾎ  Ⱡ⁄Ἄ ṒΌˁỢ ᴛ͎(♪͙͐ᴜ Ӯ)Ѥ 1Ц ╪Ữשּ╬ӥ ṒΌ↕ג ╬אַ 

ṒⱵ ҵᴜ Ӈ‡ ▓╖ᶒ, ˌ╬♬Ṓ╥ Ό♣Ἓ Ṓ ⱳ  8ⱳ(19.6, ΌṨ)⁄Ἄҵ ר͙ 

ˌ╬♬Ṓ ͕▫ʺ ˌ╬♬Ṓ ᵙᾎᾅ ⁄ ♪ἶ  ͙ᴜ╙ 1Ц ╪Ữ Ṓ̕Ɩ̕ᵙ ҵᴜ ᶘᾎӇ‡ 

▓ᾋѱѻ. 

 

(*) ᴘ͋ ṧᵃ 

1) ˌ╬♬Ṓ ᵙᾎᾅ  ♪͐ ͙ᴜ 

 Ṓ Ӯ♬ ⅝ל ∟וֹ▐ ,Ṓ♬ ⅝ל ˍ̆

̕ᴐ Ἄẋᾅ: S3, RDS, EFS, EBS, FSX, DynamoDB Ӯ 

 

2) ṒΌ̕ᴐ ˁỢ ᴛ͎ 

Ợ↔▫ ♪ἶ ͙ᴜ, ╬ּש Ἓ̑/ᾒ , ́♬ ỸἛ/ợⱠ Ӯ 

̕ᴐ Ἄẋᾅ: CloudTrail, S3 Ӯ 

 

3) ᾎᾅ  ╪ḿ  ᴛ͎ 

⇔₅ Ⱡ ̯Ἓ⅝ἵ⁄ ╥  ḛỸӇѤ ᴛ͎(ᾎᾅ  ᾎ▬, ꜙᴮ, Ữ ױ⁄ , ӥ Ӯ) 

ἌḲ, Л ⅝ל √ , ṒΌ ◑ẋ Ӯ╥ ᴛ͎(♪͙͐ᴜ ḓ ╪ḿ  ᴛ͎ Ӯ) 

̕ᴐ Ἄẋᾅ: S3, CloudWatch Ӯ 

 

ɇ Ḷ♅ ͍˛ 

̭ʷ♩ṏṏῶ͖Ṓּק  ♫55Ɑ(ᴘ͖͋ᴙ ┘ּק) - 2019/03  

ˉ╩♩ṏ╢ ῶ♆Ἐ ṏⱭ 8Ɑ(♥ἳ ͖ᴙ╢ ṏ̒ Ḑ ♣ˡ) - 2019/06♫ כ͖   

Ἇ♩ 

ḟḶ 

ʷ. CloudWatch ᴘ͋ ṏⱲ ͖ʹ Ἇ♩ ‎  (MEDIUM)  

1) CloudWatch  Ͽ ᴛ͎͎ᴹ ḓ ṒⱵ͙ʼ ╬ 
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2) ᴛ͎ ͎ᴹ Ͽ ṒⱵ ͙ʼ ἒ♬ ᾎҵ 

 

 

3) ṒⱵ ͙ʼ ἒ♬ (1Ц ╪Ữ) 
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4) CloudTrail ṒⱵ ἒ♬ ͙ʼ ἒ♬ 

 

 

5) DataDog Ͽ ᾅ  ἒ♬ ỸἛ 

 

 

6) CSP (Resource) ḓ ᾏṊ ᴎѤ ᾅ  ӥ ▬Ἓ 
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7) Custom Code Syntax ╬, ♬  Rule Test ḓ ♬  ♇◑ 
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 קּ

 כ͖
ᾂ  : ᴛ͎ Ṓ̕ ͙ʼ ἒ♬ ┬ᶴᵑ ╬  תּ ⁴

Ẉ̃  
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4.12 Ḣ‭ ở↑ ⁭ṥ 

ṧᵃ ⇔₅ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ ḥ‰ Ợ↔ ⁴Ṩ 

ᶙ 

Ἇᶕ 

ӥ ᵙἵᾅ⁄ ҍ↕ג ╬א₅ַ⇔  ᾎᾅ  ҹ, ◑  ḛỸ, ╬♠ ◓  Ӯ ͙‰╥ Ợ‰ 

⁷ἶἛ╙ Ѥ ᶛӧ Ữ ⁄ ҍẋ ͙ ─  ḥ‰ Ἄẋᾅᵑ ̯Ἓ ‒ ҥ╪ ᵑ Ό♣ ˭ 

Ṓ̕  ὡ ▓ᾋѱѻ. ╪⁄ ṒΌ ҅҉▫ ḓ ̕ᵙ▫Ѥ ג↕ӥ ᵙἵᾅ⁄ ҍ  ḥ‰╙ 

ἒ♬ ⁴ ҥ╪  Ἰᾒ╙ Ḣּת  ὡ ▓ҵᴜ ♬ ╙ ὡᵞ ̆ ̕ᵙ ⁴‒ ѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. DocumentDB שᾂ ›ѡ ♅♇  Ḣ‭ ṏⱲ ͖ʹ╧ Ἇ♩ӄ„‎  (MEDIUM)  

1) DocumentDB ױᾅ  ╬ 

 

 

2) DocumentDB ױᾅ  Ͽ ḥ‰ ♬  ╬ 

ɇ שᾂ  ỵἘ ᾋ ͖Ṓ Ḣ‭ Ἇ♩ (Default) Ř ἲ 1╪ 

 

 

3) DocumentDB ױᾅ  Ͽ ḥ‰ ṒⱵ͙ʼ ἒ♬ ╬ 
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4) Datadog Ͽ DocumentDB ḥ‰ ♬  ╬ תּ 
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 קּ

 כ͖
def -000-5q3 : ױᾅ  Ͽ ḥ‰ Ṓ͙̕ʼ⁄ ӻתּ ג 

Ẉ̃ 
͙ὥ ̑ᾏ ᶷἌ : 

https://docs.datadoghq.com/security/default_rules/def -000-5q3/  
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