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xinetd.com /_ tepd
# Enable SSH service # ete/hosts.allow

0.10.10.0(512 IP)

$SH Service ssh Sshd: 1
(TCP 22) {
Disable = no

Socket_type = stream
Wait = on # ete/h
User = root

Server = fust/shin/sshd
Log_on_success += DURATION
USERID

Log_on fallure += USERID

# Disable Telnet service
Service telnet

TELNET

(T¢p 23) {
Knisable =yes

{ J

Sshel: ALL:ALL

osts.deny
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tcat fetcfesh.login =, #cat fetc/csh.cshro
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SELECT SELECT @3t 501 GRANT SELECT ON mydatabase.mytable TO '#8t £0] D,
INSERT INSERT @3t 501 GRANT INSERT ON mydatabase.mytable 7O ‘#H8t £0] 1D
UPDATE UPDATE @3t 0] GRANT UPDATE ON mydatabase mytable TO ‘#t £0f ID;
DELETE DELETE 3t £0f GRANT DELETE ON mydatabase.mytable TO '#3t 501 ID;
ALL PRIVILEGES RE A% £0 GRANT ALL PRIVILEGES ON mydatabase.mytable TO ‘&%t £0f D'
CREATE CREATE 3%t 501 GRANT CREATE ON mydatabase * TO ‘33t £0{ D"
DROP DROP 23t £0{ GRANT DROP ON mydatabase.* TO 'H3t 20f D'
INDEX INDEX 3+ 01 GRANT INDEX ON mydatabase mytable TO 2%t £ 1D
REFERENCES REFERENCES 3t £0{ GRANT REFERENCES ON mydatabase mytable TO "2t 01 1D
ALTER ALTER #3t 501 GRANT ALTER ON mydatabase.mytable TO ‘23t £0f D'
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> HEQ3 0|5 (SSID, Service Set Identifier) EZ2EI|AE FX|

> FHO| 0|2 ST SSID AL
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> MAC =& 3 1p 2HE 47, DHCP AHE =X| RADIUS (Remote Authentication

o
Dial-In User Service)21Z At
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% (Remote Authentication Dial-In User Service)
RADIUS MH 2Y& F4 APO| &ojg 5= U= ALEXIO| Ofst HEE EEE

2ot o7t ALEXOAT FHH MES HE

—

{_t__:‘i:\:_ii_j r
FH 7 F4 AP Radius At
---------------------------------------------------------------------------------------------------------- >

EAP | EAPOL EAP RADIUS | a | UDP

Access Request

EAPoL EAP UDP | a | RADIUS EAP Success

Access Accept
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A 12|S: SHA-256/384/512
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O SRFEMo mat ¥R X IR PHo MY, S, HE M Y=AE
ES

1]

o
SEXMEALE MF

B S 2HtE 717 MF

oIgE S SRFEE NME, S, TE

siive  Disolay fiker < 338 Find Cancel

Source Port: 56595

[Stream index: 11]
[

Sequence Number: 2!
Sequence Number (r:
[Hext Sequence Nun
Acknowledgment Nunl

Destination Port: 443

[Conversation completeness: Incomplete (12)]
TSI T TR

515 (relative sequence numl

aw): 108658395

ber: 2669  (relative sequent
ber: 65  (relative ack numbe
Acknowledoment numher (raw): 15A734906

No, Time Source Degtination Protocol  Length  Info
202353.767094  172.16.7.34 172.16.7.1 Tcp 5456851 + 53 [ACK] Seq=1 Ach
2024 53.767121 172.16.7.34 172.16.7.1 TP 5456852 + 53 [ACK] Seg=1 Acl
200553767185 172.16.7.34 172.16.7.1 TcP 5656852 + 53 [PSH, ACK] Seq
2026 53.767239 172.16.7.34 172.16.7.1 DNS 96 Standard query @x97ad HTTE
202753.767279  172.16.7.34 172.16.7.1 TcP 5656851 + 53 [PSH, ACK] Seq:
2028 53.767294 172.16.7.34 172.16.7.1 DNS 96 Standard query @x3b27 A w
202953.769407  142.250.207.186 172.16.7.34 e 67 443 + 51797 Len=25
203053.769407  172.16.7.1 172.16.7.34 TP 5453 + 56852 [ACK] Seq=l Ack—
203153.760407  172.16.7.1 172.16.7.34 Tcp 5453 + 56852 [ACK] Seq=1 Ack
203253.760407  172.16.7.1 172.16.7.34 TP 5453 + 56851 [ACK] Seq=1 Ach gL
203353.760407  172.16.7.1 172.16.7.34 TP 5453 + 56851 [ACK] Seqe1 Ach
2034 53.772299 172.16.7.34 3.37.52.83 TLSv1.2 108 Application Data I
203553772414 172.16.7.34 3.37.52.83 TLSvi.2 104 Application Data =
A 82 TIRQ1T 17TV 1R T 1 171 1A 7 M LU 100 Ctandard anaru racnanca O
Header Checksum: 8x000@ [validation disabled] 8c fe 74 3f bb d1 c4 do e3 22 dc 97 @8 @9 45 o
[Header checksun status: Unverified] 80 5e cb 5e 40 00 80 06 00 00 ac 12 07 22 03 29
Source Address: 172.16.7.34 3453 dd 13 01 bb 96 79 fe db 15 43 58 de 50 19
Destination Address: 3.37.52.83 2030 00 fd ea fa 00 00 17 03 03 00 31 [TRCRRL]

ﬁrﬁmﬁcﬁoﬁlﬁtﬁl,‘i’rtﬁrﬂbﬁi I L ll 30 00 8d ef S5c df 58 ¢f 9 82 86 19 a2 d3 8a

G5 I05 be 22 61 38 4f 37 44 15 4b 18 72 99 23 92 9f
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Application
Modules

O/R
Mapper

JDBC
Interfaces

JDBC
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QEE A “#” J|== 0| 83t0] Mo|

DataSource

Configurat
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Persistence
Layer

Oracle
oS

2
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And more
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{/select)
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@D ZE AWM A&
>» srcip=SRCIP, srcport=any, dstip=DSTIP, dstport=[PORTGROUP], actuon=any

#EZ Z(port scan)

* id=firewall time="2004-02-28 19:37:24" fw=firew4 pri=6 proto=21/TCP
sre=102 168 .000.250 dst=158.216.666.]1 sent=2592 msg="ALLOW SESSION"

¢ id=firewall time="2004-02-28 19:39:24" fw=firew4 pri=6 proto=23/TCP
sre=102 168 .000.250 dst=158.216.666.1 sent=2592 msg="ALLOW SESSION"

¢ id=firewall time="2004-02-28 19:41:24" fw=firew4 pri=6 proto=135/UDF
sre=102 168 .000.250 dst=158.216.666.1 sent=2592 msg="ALLOW SESSION"

¢ id=firewall time="2004-02-28 19:43:24" fw=firew4 pri=6 proto=161/UDPF
sro=102 168 .000.250 det=158.216.666.1 sent=2592 mesg="ALLOW SESSION"

* id=firewall time="2004-02-28 19:44:24" fw=firew4 pri=6 proto=513/TCP
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S|HEHI0|E (GIAl £4)

Column Name Data Type Constraints Description
id INT :)S.I:E:;:::Y AUTO 29 ux
username VARCHAR(255) NOT NULL M2 0|E
email VARCHAR(255) NOT NULL, UNIQUE oY F4
password VARCHAR(255) NOT NULL H @S
age INT NOT NULL Lto|
agreement TINYINT NOT NULL MEY 0| 08 (0: HE, 1: B9)
method_of_agreement | VARCHAR(255) NOT NULL 9+t
amu::tolized,represema(we,aglee TINYINT NOT NULL ch2lol SO 0% (0: HE, 1: E2))
child_presence TINYINT NOT NULL O 5 (03,1218
created _at DATETIME NOT NULL YU
updated_at DATETIME NOT NULL YOO EYA
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