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Banking

Government

Manufacturing

Figure 1. The top three industries in terms of ransomware file detections in 2021 and 2020
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Source: Trend Micro Smart Protection Network
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Figure 2. The top three ransomware families that affected the top three affected industries in 2021

Source: Trend Micro Smart Protection Network
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Figure 3. A year-on-year comparison of the top three modern ransomware families

in terms of file detections in 2020 and 2021

Source: Trend Micro Smart Protection Network
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AHS AWFA O A= HZA?

Analysis Overview
Overall risk level

Detections VAN_RANSOMWARE.UMXX

Exploited vulnerabilities -

Analyzed objects ALZip ALZ File
Windows 32-bit EXE file

Windows 32-bit DLL file

1 - 0[8A9.alz

1.1 - 0|8 _220501(BHA

e

1.2 - A& AM,jpg

e ¢

Hide child objects

Analysis Environments

Anti-security, self-preservation

Autostart or other system reconfiguration
Deception, social engineering

File drop, download, sharing, or replication

Hijack, redirection, or data theft

Malformed, defective, or with known malware traits
Process, service, or memory object change

Rootkit, cloaking

Suspicious network or messaging activity

of 3 AR 0ff Lk ZHH[ A1

Win7_32bit

v

L« € L« <

AN

High risk The object exhibited highly suspicious characteristics that are commonly associated with malware.

E065F928308D7DB24607C73F590F82E57FA0D47B
72F846381E7B9F70AF61035BFEB221ECC2A55E10
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Win10
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Process Graph

0|2 M_220501(FHAHE = 20| 7| THotASLITH HEEULITHexe

OI24A_220501(Z A E & 20| 7| TSt Y SLICH ZLEE L Thexe :
= [FIER - SR - PID: 3088

013 M _220501(BHAZ = 20| 7| WBt RS LICH ZHEE UL Chexe

219) ofof it

cmd.exe

Created E] — JR—
PID: 2464 l I I I I
vssadmin.exe
Qe m PID: 3372

WMIC.exe
R =) PID: 1928

bededit.exe
Cresied PID: 3324

Created (=]

Created

bededitexe

PID: 3496

Created

® Process Graph Legend

MITRE ATT&CK™ Framework Tactics and Techniques (7

Tactics Techniques Notable Threat Characteristics

Execution Command-Line Interface a-m Characteristics: 1
Execution through API L Characteristics: 1, 2
Execution through Module Load L} Characteristics: 1

Persistence Registry Run Keys / Startup Fold am Characteristics: 1
i egistry Run Keys / Startup Folder i
Privilege Escalation Access Token Manipulation [ ] Characteristics: 1,2, 3 ( ) o o E o
Defense Evasion Software Packing [ ] Characteristics: 1 I O O I | M-

File Deletion @ Characteristics: 1,2, 3,4 O
Modity Registry B Characteitis 1 MITRE ATT&CK Framework
Access Token Manipulation ] Characteristics: 1,2, 3
Discovery Process Discovery @ Characteristics: 1 T . I T h . D * I
System Information Discovery L} Characteristics: 1, 2 a Ctl CS J— e C n I q u e O
Collection Data from Local System L Characteristics: 1
Command and Control Uncommonly Used Port L} Characteristics: 7.8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23,
, 30, 31, 37, 38, 39, 40, 41, 42, 43,
9, 50, 51, 57, 58, 59, 60, 61, 62, 63,
, 69, 70, 71, 76,77, 78, 80, 81, 82, 83,
, 89, 90, 91, 6, 97, 98, 99, 100, 101, 102,
103, 104, 105, 106, 107, 108, 109, 110, 111, 112, 113, 114, 115, 116, 117,
25 118, 119, 120, 121, 122, 123, 124, 125, 126, 127
Data Encr Impact mEm  Characteristics: 1

mark of The MITRE Corp
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¥ Hijack, redirection, or data theft (31)

C
L

S
|

E}

O
T- -

ol Daiail
Executes commands or uses API to obtain system ] Process ID: 3124

information Info: Searches files by API

Executes commands or uses AP to obtain system ] Process ID: 3124

information Info: Obtains system version from API result

Executes commands or uses AP to obtain system
information

Process ID: 3088
Info: Obtains system version from AP result

Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file
Accesses decoy file

Accesses decoy file

Accesses decoy file

¥ Malformed, defective, or with known malware traits (3)

C#documentstfcontact.pst
C:#documentstcontact.pab
C#documents¥contact.ost
C#documents¥contact.oab
C#documentsttagreement.docx
C:#documentsiagreement.doc
C#documentstaccount.xlsx
Cwdocumentsitaccount.xls
Fi#project.ppt
F#contact.pst
F:#contact.pab
F:¥contact.ost
F:¥contact.oab
F:#agreement.docx
F:#agreement.doc
F:#Wproject.pptx
F:¥#taccountxlsx
F:#accountxls
E:#fcontact.oab
E:#Wcontact.pst
E:¥contact.pab
Eraccountxlsx
E:#faccountxls
E:#¥project.pptx
E:¥project.ppt
E:¥contact.ost
E:¥agreementdocx

E:#agreement.doc

Image Path: 0|2 A _220501(FHAZ & Z0| 7|MstRSLICH 22

ol Daiail

I Exhibits behavior associated with ransomware EEE Encrypts Files
Causes process to crash L] rocess
Rare executable file [ ] Global Detections: 7

26

© 2022 Trend Micro Inc.
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¥ Process, service, or memory object change (13)

Characteristic Significance Details A | A E'” El E‘” E E_l O-Il
Creates process in system directory | Process ID: 3496 / - 1

Image Path: %windir%¥system32#bcdedit.exe bededit /set {default} recoveryenabled no _—
g owindir%eisy {default] y ”EA‘”AAHA_I
e — O O

Creates process in system directory ] Process ID: 3324
Image Path: %windir%¥system32#bcdedit.exe bededit /set {default} bootstatuspolicy ignoreallfailures

Creates process in system directory | Process ID: 1928
Image Path: %windir%#System32#%Wbem#WMIC.exe wmic shadowcopy delete

v

Shadowcopy A1 A

Creates process in system directory [} | Process ID: 3372
Image Path: %windir%¥system32#vssadmin.exe vssadmin delete shadows /all /quiet

Escalates process privileges to gain a higher level of access u Process 1D: 1928
Info: Obtains system level privileges

Escalates process privileges to gain a higher level of access u Process 1D: 3372
Info: Obtains system level privileges

Escalates pracess privileges to gain a higher level of access u Process 1D: 3088
Info: Obtains system level privileges

Creates command line process [} ] Process ID: 2464

Image Path: %windir%W$yst§m32Wcmfﬁi.exe /e vssadml'vin delete shadows /all /quiet & wmic shadowcopy delete & bededit /se D_" E El A I- p .- = O | _6|.

t {default} bootstatuspolicy ignoreallfailures & becdedit /set {default} recoveryenibled no [ —
—

Resides in memory to evade detection EEN Injecting Process 1D: 3088
Im'ectgd AP|: SetThreadContext . .

" Process 01| Injection

Target Image Path: %WorkingDir%#0l= M _220501(F 2{Aret = Z0| Z| A5t ASLICH HREI S LICh.exe

Resides in memory to evade detection EEN Injecting Process ID: 3088
Injected API: ZwMapViewOfSection
Target Process ID: 3124
Target Image Path: %WorkingDir%w0| 2 M 220501(Z AN Z0| 7| HEHESLICH HEEIE L T exe
Creates process ] Process ID: 3124
Image Path: %WorkingDir%#O0| 2 A _220501(Z 3Arat= Z0| 7| Mot S LICH HEEE /LI Chexe &
Creates process | ] Process ID: 3088
Image Path: %WorkingDir%w0| B M _220501(Z HAIZ = 20| 7| WSt R & LICH R E =R LICH.exe
Shell Command: i
Uses Windows module loader to load dropped DLLs and u Process 1D: 3088
execute code File: %6TEMP%#nsaE955.tmpiSystem.dll

¥ Suspicious network or messaging activity (254)

Charactarictic Significance Detail |:|| E _I 5_ _chl_ i';l"; E-l

Establishes uncommon connection | | 1.1.2.64:135 >

Establishes uncommon connection u 1.1.2.63:445 x-l _+_ A | E
Establishes uncommon connection u 1.1.2.63:135 = -1

Establishes uncommon connection | | 1.1.2.62:445
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account.x|

. changepk.u...
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castsrveurll... feurl.lockbit

certreq.url.... find.url.loc
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Microsoft
Edge

Acrobat
Reader DC

cidiag.urll..  Bandizip

)l
< N 4

. custorinst.. grpconv.ur.
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iisreset.url.|
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resource.tx

Restore-My... shrpubw.ur
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systemprop..

sethcurllo... taskhostw.
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Deep Discovery

Email Inspector - DDE

Deep Discovery Analyzer
- DDAN

Inspector - DDI AR
APT & Xl

e —-© -
ot si2| M - Sandbox &4

(22 : DDAN1200)

HESLZ oj2{2! &Alo| ekd AlO|E XX RS2 MUB/HE AEIC Oy
M olMI3IE CIREE, caC EA Y
ok S| EHX|
(2 : DDI520/1200/4200/9200
- 500Mbps/1Gbps/4Gbps/10Gbps)
TREND MICRO™
DEEP DISCOVERY

Deep Discovery
Apex One Agent

O|HEo HEE od HEod Endpoint L&

I} URLS B X|, 4, XICHstE

Email APT M8 SEM 22Tl 2 dIE X|E, Unknown Malware
Zd2| % Endpoint Network ZZ|

(2% : DDEI7200/9200)

) r
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Connected Threat Defense
BRI/ 2 7l 3%

: :

: :

: :

: :

: :

Cloud O
: : oud One
: :
P R PPPRFP R A SRR,

:

:

:

% i : @ Workload Security

Email APT(DDEI) A
(MsupA 18)) s0 : : :

(Deep Security)

: .
y . H
H : . H
* - . -
H * . -
: .
: S0 :
— H ' : S0 '
* = & .
. H
L [ | s+eeesssrsassarisanssrnsanssssnns P | L T P P
H : H . H
- -4 . - H
H

{ sandbox | P § :
Network APT(DDI) : %ZT E;!x : APEX Central : : v
A : : A

L 4 P W :

SO : : so: - :
: -(:)- : : SMS :
................... L @ vesvesdhrssssnsensassnnsesnasent : @

I

APEX One

: T|pp|an'0|nt§ (EPP+EDR)

AjCHEA EHAH H
(DDAN) T .

Suspicious Object(S0)

Sandbox 24 Q3
+ File
1P H : :

* URL : : : S0

* Domain : — Fesssasuenonasie » |IPS @

TippingPoint
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L= Vision One

Trend Micro Vision One(XDR)

79 32914
. S A|Z+S} C’%

o M el

HOHEA (SAE) + 9B QIR MA
Trend Micro XDR Data Lake

—

@9

Future
Email Endpoint  Cloud/Workload/ Tre:jd M'cr:’*
Cloud App Apex One SaaS/ Server &3 party
=EAIL Apex One Cloud One —

e bew Ly

Workload Security/
Deep Security

XDR ThS M| S Network

7|' E‘” Ol O‘i Ol EO|_ Deep Discovery

I-”EO| A1|A—| Q:Il'éé Inspector
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ncident2 ¢

Trend Micro Vision One™  workbencn (D 2022-02-03 0745 (UTc-08:00) M [l Trend Micro

foe Incident View 2 A

mated Respo!

[ Trend Micro Vision One™  workbench (© 2022-02-03 07:45 (UTC-08:00) M [H Trend Micro

Last30 days v Apply
- Score & ncident tnam ated a : Crea
Al s Last30 days v All ¥ Apply Al 88 Malicious Command an N e | LI 3 2022-01-24 16
Score 4 Workb: ) Mode M erity t scof reated ted ant
2022-02-0212:29:06 15 —
= 80 Lateral mavement through = 2 022-02-02 114
o) erability Exploitation =2 & &z
a > 86 Apache Log4j Vulnerability Exploitation H A 2022-01 .
2022-01-19 09:53:30 BN
M ) The adversary is trying to steal the credential. = Q02 &2 2022-01-17 11:56:13
»~> 86 Apache Logaj Vulnerability Exploitation =—EE § &
> a6 Apache Logd Vulnerability E = A
»> 86 Apache Log4j Vulnerability Exploitation =1 & 6:30:56
»~ Possible Mapping, Accessing, and Rem Ea A7 G 11:54:08
| od 69 Remote Execution 2 A
> 66 Remote Execution Or Malware Dropped By = A
P> e BloodHound Ingestor Execution 1 &1
P> e oodHound Ingestor Executior B &
lod 64 Demo - Credential Dumping via Registry (mERRY §I 202 19 09:53:20
ol 64 Credential Dumping via Mimikatz (=i ¥ 2022-01-17 11:18:07 R ..
«  Trend Micro Vision One™  warkbanch © 2022-02-03 07:45 (uTc-0800) & [l Trend Micro
4 63 o Mon ng Detec n for ilt-in Windc = 2
6 B Aonitoring e Built-ir = Incident View £ Automated Resr
od 58 [Threat Hunting] Suspicious WMI Executing Loc B 2 2022-02-02 11:54:04
5 ea ing] Su us ecuting F 3 Lot - o
[ T F B 1 2-0212:14
& 2 Score & ncident dent narm
lud 6 isabling of Antivirus Software =1 A . )
88 B N = a0 1-24 16:30:55
»~ € e Web Service Abuse =1 A 022-02-02 12:28 a
o 4 Cracking Kerberos Service Tickets via Rubeu =l 1 C )2 12:14:28 202202 &1
: ik Aimiiral 5 y 2 80 Lateral movement through W i N = = &2 2022-02-02 11:47:32
=3 46 Possible Disabling of Antiv (I
2022-01-19 09:53:30 b3
»~ 6 P e Web Service Abuse -l § 2022 )2 11:51:20 1 ) The adversary is trying to steal the credential. = 02 &2 2022-01-17 11:56:13
| od a Suspicious Internet Connection (m F] 1-17 11:56:1€
022-01-19 08:38:5: "
a1 Incident (3 alert(s), iy - =] 2022-01-19 0
»~ a Cybercrime Malware (m §]
> 2 Domain Trusts Discovery via Nitest = A 2022-02-02 11:49
| od 26 Domain Trusts Discovery via Nitest = F S 2-02 12:28
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High-91 (14 j Lateral Movement  Malicious Transfer  CAC Caliback

Trigger Object

L £ sam-PCO| A 2| 5 remotessa.coml.E M &

L 2
@

Pat-PC2} 192.168.1.201 2 5 E
servicebosterr.com2 2 C&CE A

* o
Sam-PCZ 5 E 3CH 2| HostZ Lateral

® Movement
(SMB, HTTP, HTTPS, Kerberos T2EE
AL8)

Indicators of Compromise

Ao 10Cs (Al 10)

B

http:/iremotessa.com/cur3 ¥

hitp//remotessa.com/cur3d
% High

C&C Callback

[DDI-4155]

Callback

Sam-PC (192.168.1.74) ~
122532177 ~
2020-11-19 06:49.00
2020-11-19 06:50:05

http://remotessa.com/wxyd =

http:/iservicesupdater.com/ [~

http://iserviceboosterr.com/ [*

192.168.1.74 [~

6FE724EB88EEE72BBE3EE00A1D0OB2E1C8310481C3EB3687

858EACB793140E4ECSE44028FF4E18C45EB132BD
http:/iremotessa.com/servicess.exe

2EBB280A7CICE8ADT773EC05552C08190E03371D07

Lateral Movement,
C&C &4 oM &,
7= 23} 0f 3=
IOC™HEE m}et
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Trend Micro Vision One™  petection Model Management

Detection Madels

- XDR H&/lM, Apex One, Cloud 5 .
One Workload Security 52 . ;
E %il E D |- O | 3. E X D R+1| A-I 7 |- * Early Indicator of AvosLocker Ransomware Attack Identified indicators that are found to be used by AvosLocker Camp: ble AntiVirus Apex One as a Se oud One - Workload Security, Endpoin

Software.

AE-l Xl El_l Olil E j_"_' Ol_l E O'” A-I ' Ransomware Behavior Detection Ran I s Apex One as a Service

EH A‘l O_” (@) '6” (@) | E I- x | E =l J_—Il- Identified Ransomware Traffic Detection Cloud One - Workload Security, Deep Security Software ; 28 21:44:39
— OT 0 | —l oTI O =

ol Xl E| ' -Cl)-H o | = E} x | Potential Locky Ransomware Encryption yption has been found. Apex One as a Service, Cloud One - Workload Security, Endpoint Sensor 20 1342:11
= — oOoTl= O

Ransom Note Detection (Real-time Scan) Ransom Note Detection found on the system by Real time Scan Apex One as a Service, Cloud One - Workload Security

BlackByte Ransom Note Creation BlackByte Ransom Note Created in the Sy Apex One as a Service, Cloud One - Workload

1 Ransomware Detection (Real-time Scan) Ransomware-related detections from real-ti ns ha Apex One as a Servi ud One - Workload Security, Deep
) EH A-I o I 9 o I O — 7 H I Inspector, Deep Security Software
O oC = A —
Early Indicator of REvil Ransomware Identified indicators that are uthfield group to ble Windows Defender and/or = Apex One as a Service, Cloud One - Workload Security, Endpoint Sensor
E |. X | malicious files that deliver REvil aka Sodinokibi Ransomware were found on an endpoint.

Sodinokibi Side Loading and Disabling of Window Defender DLL side loading and disabling of Wind Defender associated with Sodinokibi ransomware Apex One as a Service, Cloud One - Workload Security, Endpaint Sensor
were detected.

Ransomware Command and Control Communicati in Detection A network connection to a known ransomware command and control server was detected. Apex One as a Servi Cloud One - Workload Security, Deep Di e 2021-12-14 18:
Inspector, Endpoint Sensor, Deep

Y E I' x El O H‘” E _I— A I' __'|_|- __||_|- _E Early Indicator of Darkside Ransomware Attack Endpoint detections were found which is a potential indicator of being used by Darkside Apex One as a Service, Cloud One - Workload Security
d — _—— - O L— - = ransomware as delivery
I x (@) | @) "‘O:I -+ Ransomware Lateral Movement Detection An attempt to propagate by a ransomware was detecte Apex One as a Service, Cloud One - Workload Security, Deep Discovery
= - — -l:t — o Endpoint Sensor, Deep Security Software

W k b h O‘I A O F I. O I Early Indicators of Being Targeted by Ryuk Ranson vare Multiple endpoint or network detections were found which is a potential indicator of being used g Service, Cloud One - Workload S
by Ryuk omware as dell .
orkpenc =20 = y Ryuk ransomare 25 del

Ol Al E_I E E AH A-I Early Indicator of Egregor R: i3 c ctio ound which is a po cator of bein Cloud One - Workload
— LL—=2 O O -

Early Indicator of Ryuk Ransomware Attack <nown malware family detections that ai s entry vector of Ryuk ransomware Apex On
found on an endpoint. Inspe

Early Indicator of Lockbit Ransomware Attack E A'l o-" O_I E}' | -I-H o | E” E—I Lockbit ransomware was Apex One as a Service, Cloud One - Workload Security

y s Y
|_H O T [} N o Tl E =

C

C

_
Potential Darkside Ransomware No T IOC the system. Apex One as a Service, Cloud One - Workload Security, Endpoin

Early Indicator of Clop Ransomware Attack Multiple endpoint detections were found which is a potential indicator of being used by Clop Apex One as a Service, Cloud One - Workload Security
ransomware as delivery.

Early Indicator of Conti Ransomware Attack Multiple endpoint detections were found which is a potential indicator of being used by Conti Apex One as a Service, Cloud One - Workload Security, Deep Discovery

ransomware as delivery. -
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Trend Micro Vision One™ Observed Attack Techniques

B

& B oo

[l

L

b (182.253.19.202) Low Connect To Intermnet Facing RDP Server... Attacker uses RDP to connect t... TADOOS T1021.001 2021-06-01 11:20:47
b (45.86.162.174) Low Connect To Intermnet Facing RDP Server... Attacker uses RDP to connect t... TADOOS T1021.001 2021-06-01 11:20:42
A WIN1T0SAAS?2 (192.168.220.87) El Medium Virus Or Malware Triggers on all Malware Alerts 2021-06-01 11:20:34
Risk level As;sociated objects ( Detection filter Description Tactic Technique
*
Medium 5 Virus Or Malware Triggers on all Malware Alerts
Low 5 Unauthonzed File Encryption Detections for unauthorized file encryption
tags: XSAEF2777 \
XSAEF2140
productCode: 530 rLl.oel 0D|-§§|_ §3|-|_c|>_| Eljl-xl
filterRiskLevel: medium

EEEEEEEREER

actResult:
deviceGUID:

domamName:

dvchost:
endpointGUID:

endpointMacAddress:

endpointHostName:
endpointlp:
englype:

engVer:

eventld:
eventName:

eventSubMName:

ileMName]

filePath:

MISIALCE
firstActResult:
interested|p:

mDevice:

(Qurc+o000 A [ Trend Micro Korea

File quarantined
b17f3b44-5cad-4b27-a3e3-995e2f112b00
Workgroup

SEA-8071-2
5d9845ca-9aa7-4863-a984-d01632689f5d
00-50-56-BB-E3-04

WIN10SAAS2

192.168.220.87

Virus Scan Engine (Windows XP/Server 2003, x64)
12.500.1004

100100

MALWARE_DETECTION

Virus

MyCrypt.exe
CAUsers\Administrator\AppData\Local\Temp\
viove

File quarantined

192.168.220.87

10.0.0.4

LN OGN oA L A _ AL i



¢  Trend Micro Vision One™ search

a
@ Matched events: 5
<

=\

L

(© uTC+00:00

A B Trend Micro Korea |/

[ Export Result

® v

Last 24 hours w Q, Search

@ Endpoint Activity Data

@ Detections

Profile: Default ¥ | g8
DATA GROUPING Logged
processtilieHashvas 1439chicUcoUtb3tD4s 1 TEcTbIabad2a
ENDPOINT ACTIVITY DATA )
> dpt processkileHashShal 7c134bc03db5afd95cb27ad861dab471d4b2bfle
processFileHashSha256 c9bb8fe051ad255673397224d49e2572df6269072aa1decadadc905fd42d35a8
> asl processFileModified Time 1622546386000
» endpointGuid processFilePath c
» endpointHostName processFileSize 960512
processHashid 7057393800724633862
endeentn processLaunchTime 1622546392148
» hostName processName c\users\administrator\appdata\local\temp\mycrypt.exe
» objectHostName processPid 4e16
processSubTrueType 2
> objectlp process lruelype T
» objectlps processUser Administrator
b objectPort processUserDomain WIN105AAS2
pver 3.5.1201
> objectUser receivedTime 1622546437927
» spt timezone UTC+09:00
» e i userDomain WIN10SAAS2
uuid 14a35b5d-6f94-4c76-a75b-8b3c409418e3
o ELE version 1.0
> fiterRiskLevel » 2021-06-01 11:19:53 eventSourceType: 1 | version: 1.0 | customerld: 2579 1c9-c2f = i 10-922f-bdcc0264fcal | receivedTime: 1622546437927 | packagePath: s3://xdr-prod-ap-
DETECTIONS southeast-1-activity-log/x=4/year=2021/month= J/hou / -4863-a b 44 2021-C
» dpt 6-01T11:20: 7Z.pb | packageTraceld: es_5d9845ca-9aaT-4 ) 37 847157 3142 |..
» » dst » 2021-06-01 11:19:56 act: 1004 | aggregatedCount: 1 | behaviorCat: Policy Enforcement -d0163268




2H90] 8 Aol 4

Target endpoint First observed object (%) Matched object (1) m Noteworthy objects
Host name: ransomware v026.exe Process: mycrypLexe 4
; Chain 1
wini0saas2 ~ 2021-06-01 11:19:23
IP address:
192168 220 87
Matched criteria:
(Matched any of the following) ?_H )E,' -?—“ O‘I -?—| '5,;,’ I‘” O|_| )g_.ﬂ )g
undefined C\users\administratonappdatailocal
\temp
1 matched chain: | Chain 1: 2021-05-14 14:27:05 ~
. @® mycryptexe ¢
Profile Related Objects
Rating @ Suspicious
j Low global prevalence without signer
First seen 2021-06-01 11:19:52
Last seen 2021-06-01 11:19:52
A
»
Process D 4616
ransomware_v026.exe
ntegrity leve Medium
User WIN10SAAS2\Administrator
Signer MNone
b CLI command CAUsers\ADMINI~1\AppData'\Local\Temp
EA
Ko ™~

\MyCrypt.exe SampleDoc 9

~ .
e ‘ Path c\users\administrator\appdata\localiternp

\mycrypt.exe
mycrypL.exe

@ I+

SHA-1 7c134bc03db5afd95ch27ad861dab471d4b




Unknown THAIZ

1. | Chain 1: 2021-05-14 142705 v

ransomware_v0Z20.exe

SENERAL
mycrypt.  copy to Clipboard
SEARCH
MNew Search: match ProcessFullPath
RESPONSE
Add to Block List

Terminate

© 2022 Trend Micro Inc.

. mycrypt.exe e

Related Objects

@ Suspicious

Low global prevalence without signer
2021-06-01 11:19:52

2021-06-01 11:19:52

4616

Medium
WIN10SAAS2\Administrator
None

C:AUsers\ADMINI~1\AppData\Local\Temp
\MyCrypt.exe SampleDoc 9
c:\users\administrator\appdata\localitemp

\mycrypt.exe

7c134bc03dbbafd95cb27ad861dab471d4b

2bfle




- 10CE O|- 8¢ Sweeping

O| Start Sweeping A|Zt

Trend Micro Vision One™ intelligence Reports (@ 202112240040 (UTC+0900) M [ Trend Micro Korea
Curated  Custom
Trend Micro integrates up-to-the-minute intelligence reports from internal and external sources to help identify potential threats in your environment.
Last updated: All View: All reports source: Security researchers, Trend Micro, Secu... (3) v Apply ¥ Auto Sweeping
Matched sweeps G Report name Campaign G Affected country/region Affected platform Source @ Last updated ®

Ooutof7 @ Phishing page - 2021-12-23 20:00:11

0 outof 8 Phishing page - 2021-12-22 20:00:09

Ooutof2 I logdj 10Cs 2021-12-14 ~ 2021-12-21 - - Trer A 2021-12-22 17:00:15

Ooutof 1 Cluster25/feed/log4shell/dridex/ioc = Windows 2021-12-2 \\rE LIGENCE

Ooutof 1 I Dridex_logdj - T 1 2021-12-2  External reference [

0 outof 9 Phishing page 2021-12-2  Download STIX Intelligence Report

0 out of 2 I 2021-12-19_MiraiLog4ShellWorm - r 2021-12-2

O out of 2 loT Botnet exploiting Log4) CVE-2021-44228 Linux, loT 2021-12-21 14:00:12

0outof 2 istribution of Dridex 22203 on Windows via Log4j Log4 I - - T 2021-12-21 13:00:09
| Shell

Ooutof2 Phishing page - v P 12-21 13:00:09
0 out of 10 [Early Warning] LockBit 12-21 10:00:17
0 out of 10 Phishing page - - v B 12-20 20:00:15

Ooutof3 Downloaders Grabbed From Honeypot Logs (Week 50/20 - v 12-20 19:00:10
21)

Ooutof3 Specter Botnet is ‘taking over": Top Legit DNS Domains B v 12-20 14:00:14
y Using ClouDNS Service

0outof 3 Log4j Vulnerability: Attackers Shift Focus From LDAP to R A 12-20 13:00:09
M|

0 outof 3 StealthLoader Malware Leveraging Log4Shell - Windows 12-20 13:00:09

Ooutof4 Vulnerable version of log4j, which can possibly be exploit - Trend M 12-20 11:00:11
ed for future attacks

0out of 11 Phishing page - - v £ 12-19 20:00:11

Ooutof12 @ Phishing page = ty v 12-18 20:00:16

N mEan Cark s WWiarm:nnl CEDEEMAD B T a 14 99 18 AN-AN-1T
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re} E-
o1 Ol &l

7
e)

|IOC Sweeping Z1t

v Ooutof2 ® log4j 10Cs 2021-12-14 ~ 2021-12-21 - - = Trend Micro 2021-12-22 17:00:15 H

Matched: () | Total: 2 Start Sweeping

Created Type Status Matched indicators Associated entities Related links

2021-12-23 11:58:30 Manual Sweeping Not matched - - - -

2021-12-23 11:30:25 Auto Sweeping Not matched - - - -

v 0 out of 2 @ 2021-12-19_MiraiLog4ShellWorm - - - Trend Micro 2021-12-21 14:00:12
Matched: () | Total: 2 Start Sweeping

Created ¥ Type Status Matched indicators Associated entities Related links
2021-12-23 11:30:33 Auto Sweeping Not matched - - - -

2021-12-22 11:31:41 Auto Sweeping Not matched - - - -

v 1 out of 7 Patch Now: Apache Log4j Vulnerability Called Log4Shell Actively Exploited - - - Trend Micro

Matched: ] Total: 7

Created + Type Status Matched indicators Associated entities Related links
2021-12-20 21:10:45 Auto Sweeping Not matched - - -
2021-12-20 13:46:46 Auto Sweeping Not matched - - -
2021-12-19 21:10:42 Auto Sweeping Not matched - - -
2021-12-18 21:17:09 Auto Sweeping Not matched - (@) | = |_ -
Jason format2| 41
2021-12-17 21:17:36 Auto Sweeping Not matched =
2021-12-17 03:57:10 Auto Sweeping Not matched - -

2021-12-14 21:31:46 Auto Sweeping 8 2 ¥, Do




Security

Assessment 41t

Action required: Your Linux devices may be affected by the Samba vulnerability (CVE-2021-44142)

. .. o Download Report v @ Start New Assessment
o Trend Micro Vision One™  security / Log4Shell Vulnerability (CVE-2021 :
t ]
Summary
(2] \ttack Surfa
3 Attack Surface Total Servers Assessed amba Configuration Detected Fatcieqisred
A Assessed Endpoints ogdj Library Found N
az) ; ; !
o) 2 Eo 10
£
PN
H Action required: Your endpoints are affected by the Log4Shell vulnerability (CVE-2021- Apply patch on vulnerable assets Enable Real-Time Visibility on Affected Assets Review Company Risk Index
ols 30 1 e ot T e el Samba 4.13.17, 4.14.12 and 4.15.5 have been issued as security releases to correct the defect. Samba added a function that validates the Enable XDR Endpoint Sensor on endpoints to monitor vulnerable Zero Trust Risk Insights assesses your organization's overall risk
Based on Trend Micro threat intelligence, malware such as Mirai and Kinsing are actively attempting  Size of each entry when parsing the AppleDouble format. Samba also added a Netatalk extended attribute to the list of the private endpoints, identify attacks by threat actors, and how attacks index by categorizing risk factors to provide visibility into the risky
when message lookup substitution dpoints with Apache Logd4j versions 2.0 to 2.16 are  attribute name list. Since an attacker needs to set the malformed extended attribute on a file at the beginning stage of this exploit, this continue to affect other assets in your organization users, devices, and cloud app usage on your network. You can
Aoty atch change effectively blocks any user attempting to set any Netatalk extended attribute. Samba administrators are advised to upgrade to investigate at-risk users/devices and take recommended mitigation
atcl
RRyE these releases or apply the patch as soon as possible Enable XDR Endpoint Sensor actions to reduce the organization-wide risk index
Apache has released Logdj 2.17.0, which addresses the Log4Shell vulnerability. This on
a5 t ava Na g a face (JN an oves th age looky D " A %
(fﬂ ' rl—s he Java Namir e (JNDI) by default and removes the e looku load Latest Patch Try Virtual P!(d\lng Improve Your Risk Visibility
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Trend Micro Vision One™ workbench » Automated Response

Condition

A detection model was matched

Step 1

Trend Micro Vision One triggers a Workbench alert
for the matched detection model.

Step 2

Automated th

Trend Micro Vi
detected by th
as "highly susq
analysis results.

Step 3
Automated response

If enabled, Trend Micro Vision One automatically
creates response tasks to perform on each category
of highlighted objects.

Suspicious
Applies one or more of the following actions to

“suspicious" objects or events:

* Collect File
* Quarantine Message

Optional action:
~/ Submit to Sandbox Analysis @

Highly Suspicious
Applies one or more of the following actions to

"highly suspicious” objects or events:

* Add to Block List

* Collect File

* |solate Endpoint

* Quarantine Message

Optional action:
~ Submit to Sandbox Analysis @

No automation

Generates a Workbench alert without
creating response tasks

® 2022-05-09 23:20 (UTC+09:00)

Semi-automation

Automatically creates response tasks, but
requires your approval in the Response
Management app before task execution

A [ Trend Micro Korea

Full automation

Immediately creates and executes response
tasks based on the applicable response

actions
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Hidden threats proactively discovered and remediated
by Trend Micro threat experts. Created with real data
by artist Brendan Dawes.
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YOUR FILES ARE ENCRYPTED
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# AMAHst/7|HetEl Adversary GROUP (Threat Actor)

Hacker Selling Ransomware, DDoS botnet, RDP logins
And Credit Card Details in Underground

“Cybercrime as a Service”
"Ransom as a Service"

What is a hacking Threat actor?
Aé Cyber Threat Actor (CTA) is a participant (person or group) in an action or process that is characterized by malice or
hostile action (intending harm) using computers, devices, systems, or networks.
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How much visibility do you have
into ongoing threats?

Research Demonstrates®
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This executive summary is

just the tip of the iceberg. The
full Is the detail
EAEEl Z220| Mut 0]AH(53%)0] |:||EI- report reveals the details

of how, despite the growing
number of threats and attacks,

o ' many organizations still
*EIE— —?— EOI' %0'" 9.|-6H %I'xl EI_ -'0—74 o 26% | . incorrectly assume that they

are protected.

' o
%E% Hl‘AH*l;l %74% C} 9% \ Ao :__‘{\ 53 /OOFattacks

"Enl-xlg_xl- Elxl ?‘61 %% Ll E_I-" | % ~ g%ofat:acks
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Toyota stoppage highlights
supply chain vulnerabilities

Cyberattacks on key links can shut down any manufacturer

Toyota's Takaoka plant, which halted production on March 1. (Photo by Yuki Nakao)
It is still unclear who targeted the company and why.

Prior to the cyberattack, security experts had noted suspicious
activity. According to one, attempts had been made to breach
Kojima's mail servers since February using the powerful Emotet
malware and user name "toyota." It is believed that Emotet is

directly responsible for the breach.

©2022 Mandiant
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INTELLIGENCE(Indicators)E 0| &7l

THREAT INTELLIGENCE

M EMOTET

Details MITRE ATT&CK

erE 2l 14 LS

Reports & Analysis ~ Explore ¥ Research Tools  File Analysis  Settings Q, search

& {2

Indicators YARA

Validation Graph Indicators YARA Rules

THREAT INTELLIGENCE Reports & Analysis ~ Explore v File Analysis  Settings Q Search
¥ EMOTET &
Indicators YARA
Details MITRE ATT&CK Validation Graph Indicators YARA Rules

Indicator Value Indicator Type Associations First Seen v Last Seen
34cB4e2cab2a64d31e01f8b59c5a90fc Hash 4% EMOTET March 6, 2022 March 6, 2022
40edd0032b7925e030c7042921c7ad2dbb28%a6b Hash ¥ EMOTET March 6, 2022 March 6. 2022
€935567f743200139641ea93c3c057c6fc70c307173c7b... Hash % EMOTET March 6, 2022 March 6, 2022
8df0fb279dbf8a2071a0d5f4a2e50981 Hash % EMOTET March 6, 2022 March 6. 2022
c06ab9e96704d30505d60b0ad765906ac273d467 Hash % EMOTET March 6, 2022 March 6, 2022
720cedee5f6f25009160e02456dabda024c94349f2f901. . Hash % EMOTET March 6, 2022 March 6, 2022
19235608df1cBacca352e165df50dfca Hash #% EMOTET March 6, 2022 March 6. 2022
4180dc0e72aff450ad28845816ce5494e86b80a8 Hash ¥ EMOTET March 6, 2022 March 6. 2022
eec680719ac4e5b63609f09224403dfecedfd44f0f819e... Hash ¥ EMOTET March 6, 2022 March 6, 2022
6db66cca21037fc845f28403eb8d81c8 Hash 4% EMOTET March 6, 2022 March 6, 2022
0Oabab8ba0c1de11db47a4c573664cc0b50626007 Hash % EMOTET March 6, 2022 March 6. 2022

IP, URL, Hash Code, Malware

' ©2022 Mandiant

FE PDF Phishing Emotet1
FE_Loader Win32_Emotet_2
FE_Trojan_Win32_Emotet 1
FE_Trojan_Emotet

FE Loader Win32 Emotet_1

FE_PDF_Phishing_Emotet1 © &

rule FE_PDF _Phishing Emotet1
{
meta:
author ="FireEye, inc"
hash = "fc0d8d65e2935f6a23221470a8274596"
rev=2

strings:
$header = "%PDF-1.3"
$p1 = /VCreationDate W(D\:2019[0-9H101A+03V00\\V
$p2 = /VModDate \(D\:2019[0-9]{107+03V00\\)/
$url = AVURI (hetp eV W\ {5, 80PV 1,400 1.8 a-zA-Z0-9H 1.1 2\-[a-zA-Z0-91{ 1.1 2}\-\_1[a-zA-Z0-9H 1.1 2H\-{a-
ZA-Z0-9H1. 1207/

condition:
$header at 0 and any of ($p*) and $url

FE Loader Win32 Emotet 2 0 &

HOIEE2EM RULE HO|0|E

(QHEHQIE Signature, IPS and WAF &)

77



INTELLIGENCE(TTPs)E 0| &%t HOQtEl9| 2X} LS

¥ EMOTET & {1}

Indicators YARA

Details MITRE ATT&CK Validation Graph Indicators YARA Rules

MITRE ATT&CK (@

~ Dirvaley Capabibitias. = Phishisg  Camimand and Seripting Inbirprite + Bk or Lagen Autsdlint Esscution ‘ At Teskoan Masi palition Actuii Takan Masipulation = Cradistials b Piddward Shar | Aseaunt Distery | Arehiva Collactind Dutd - Liryir Progacal
= T1566 e 1547 T4 T34 TISES LY ] ]
o Obtain Capabilitios ‘ o Sysewrn Service v Crasts or Modily Systam Procesy o oot or Lagon Autentrt Exmsutien Pl o | = imput Capturs | Application Window Distovary | Cliphrd Data ieggrass Teol Trarder
TisE 1568 1543 1547 T TS T ns 105
v Crdts of Madify Syibinm Praca + Hidhs Artillacti | O Crunfiit il Duffging | Fili ard Dirdcksry Diléonary | el Collistion Msn-Apgliciion Linper Protoss]
1543 1554 ] TIE3 14 1M
= Procs gection  indicater Bameval on Het Mutwirl Shars Disteneery * Ingut Captary Proxy
Execution 1055 Tiam s e 1080
= Procass Seraen Capture
ni i) ma
w Obfuscassd Filles or information Quary Rugistry
Tida? Telnid
v Command and Scripting Interpreter - |
P Injaction Sealtriars Doy
T1 [559 TidEs Ti5d

® H2y 9l AS2E OIE|Z2|E (T1059) *

v System Services

1569 BARE B9 U ATUE AIE=AIES Y510l U, ADEE T Hlo|dalg AN <= ULICE 0|23 JEIHO|AR Sloj HEE LS A= A W
S AB5i0] Crefst SAE0H SEx101 7|5 ULk O 20| ALAH0lE HHS IEHOLARL AT EE 7150| LIFEI0] ULICE 01 50| macos & Linux HEE
0= unix Shell 2] 287} =ste|of 9l= HHH windows 4 X|0ll= windows Command Shell 8L Powershell 0] =&+ EL|CE

Python 1t 22 Z8iE 7t PIH=2|H = 22 Javascript/|Script Y Visual Basic 1t 282 S210|2E o Z2|#|o| Mt 2EtE o = clZ = clE=2|E T Lt

S3AE gelel ggs

2Eths FHo 2 o[ V|& S LSt WAL 2 HES 5 IS UL J8u AT EHEE LfAoA 72 242 HEEALLZIE 204 CH2
2L EX Ho|l2E= H E

ohe
1ol = 7] M|~ Ho|2E of ZehE o= QEUCH. S A CiokE HOjEr2s Sl ¥gs 48 = WaUrh
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FIQ INTELLIGENCE (YU E-S) &% HotE 2| WX|H CHE

§¢ EMOTET & {7

Indicators YARA

Details MITRE ATT&CK Validation Graph Indicatars YARA Rules
Malware Details Indicators @
Description EMOTET is a downloader written in C/C++ that communicates via HTTP. EMOTET retrieves two types of payloads: plugins that

extend its own functionality and additional malware. Downloaded plugins are mapped directly into memory and executed

but additional malware payloads are written to disk prior to execution. Plugins include a credential stealer that targets web

HOEIS O|C|HE] A|ZsH{of E0tR?

D, B 6 g
g, 5
L ey B2
8 g g K
o il ol @
=D o
@ L
Infrastructure
Administrator
" HESHH "ol ofet AF Ul ‘33 EHl
Capture keyboard layout Capture keyboard layout Capture memory status Multiple Automotive Manufacturers Infected with Emotet '

| ©2022 Mandiant 79
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¥ EMOTET

Details

MITRE ATTR.CK Validation Graph Indicators YARA Rules

(0] 3
L. =
&

=
T

{1}

Indicators YARA

Validation

59 Actions Available

(CANCANCRNCENCANCANCERCANCENCENCENCRNCENCANS)

Name

Copy of Phishing Email - Malicious Attachment, EMOTET Downloader, Variant #4
Phishing Email - Malicious Attachment, EMOTET Downloader, Variant #2
Malicious File Transfer - EMOTET, Second Stage, Download

Command and Cantrol - EMOTET, DNS Query, Variant #10

Malicious File Transfer - EMOTET, Download, Variant #6

Command and Control - EMOTET, DNS Query, Variant #16.

Command and Control - EMOTET, DNS Query, Variant #17

Malicious File Transfer - EMOTET Malware, Download, Variant #11
Phishing Email - Malidious Attachment, EMOTET, Download, Variant #5
Command and Cantrol - EMOTET, DNS Query, Variant #15

Host CLI - EMOTET, Fake Word Message Error

Malicious File Transfer - EMOTET Related Ma

us Macro Enabled Doc, Download
Phishing Email - Malidious Attachment, EMOTET Downloader, Variant #1
Malicious File Transfer - TRICKBOT, Download, Variant #8

Malicious File Transfer - EMOTET, Download, Variant #16

' ©2022 Mandiant

Qe 00 B e B e E BB & B e e B 6 e . e e

Protected Theater - EMOTET Retrieval, Encoded Powershell Command

Phishing Email - Malidious Link, EMOTET, Incorrect Invoice Lure

Protected Theater - EMOTET Downloader, Encoded PowerShell Download Command

Mal

us File Transfer - EMOTET, Download, Variant #15

Mal

us File Transfer - EMOTET, Download, Variant #13

Mal

us File Transfer - EMOTET, Download, Variant #7

Mal

jous File Transfer - EMOTET Malware, Download, Yariant #2

Malicious File Transfer - EMOTET, Download, Variant #3

Malicious File Transfer - EMOTET, Download, Variant #2

Command and Control - EMOTET, DNS Query, Variant #3

Command and Control - EMOTET, Beacon, Variant #1

ious File Transfer - EMOTET, Download, Variant #14

ious File Transfer - EMOTET, Downloader, Variant #12
Command and Control - EMOTET, DNS Query

Command and Control - EMOTET, DNS Query, Variant #14
Command and Control - EMOTET, DNS Query, Variant #8
Command and Control - EMOTET, DNS Query, Variant #5

Phishing Email - Malidious Attachment, EMOTET, Downloader, Variant #6

Mal us File Transfer - EMOTET Malware, Download, Variant #7

Mal

us File Transfer - EMOTET, Download, Variant #5

Command and Control - EMOTET Malware, C2 Check-in, Variant #2

Q O e 0 @ e @ 6 0 0| e e e e e e e e e elae e

Validate

viD
Command and Control - EMOTET, Data Exfil
Malicious Activity - EMOTET, Initial Infection
Malicious File Transfer - EMOTET Malware, Download, Variant #8
Command and Control - EMOTET, GET DLL Payload
Command and Contral - EMOTET, Encrypted Check-in
Command and Control - EMOTET Malware, C2 Check-in
Command and Control - EMOTET, DNS Query, Variant #2
Phishing Email - Malicious Attachment, EMOTET
Phishing Email - Malicious Attachment, EMOTET Downloader, Variant #4
Malicious File Transfer - EMOTET, Download, Variant #1
Malicious File Transfer - EMOTET, Download, Variant #4
Malicious File Transfer - EMOTET Malware, Download, Variant #9
Phishing Email - Malicious Attachment, EMOTET Downloader, Variant #3
Phishing Email - Malicious Attachment, EMOTET Drapper Delivery
Malicious File Transfer - EMOTET Malware, Download, Variant #10
Command and Control - EMOTET, Beacon, Variant #2
Command and Cantrol - EMOTET, DNS Query, Variant #13
Command and Control - EMOTET, DNS Query, Variant #9
Command and Control - EMOTET, DNS Query, Variant #4
Command and Cantrol - EMOTET, DNS Query, Variant #12
Command and Contral - EMOTET, Check-in and Response
Command and Control - EMOTET, DNS Query, Variant #11

Command and Control - EMOTET, TRICKBOT, Download

N

L

=]
o

=
T

-

=
()

A101.450
A100-510
A100-059
A101-473
A100-303
A100-600
A100-045
A150-179
A100-079
A100-591
A150-441
A100-070
A100-078
A100-560
A100-052
A102-363
A102-316
A101-454
A100-047
A101-451
A150-015
A101.452

A150-125
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MA-SV (Mandiant Security Validation) O}7|ElX

HOot ’E“Eﬁe 4 8 =0 Ciot ™MIOIE IsHA AX| FAXPP AR A= 324 AlLt2|2 2|Hte] 3 H|0O|EE
Sk BA

- O 1

S(Breach and Attack Simulation) E21ZQlL|C},

MASV Eot 51} 2% ZaH= LEFFECTIVENESS |
(BAS, Breach and Attack Simulation) m

 HOlSEM EH (£X|2D SIEM NGFW  IDS/IPS  DLP EDR

. HotEEN B e——E@—0C@—m—@— -

« HOIG MM NETWORK ENDPOINT EMAIL  CLOUD ] H” @ MANAGE
@—E——O— 'Ww

IMPROVE

ALERTS
EVENT FLOW
DETECTION
PREVENTION
VISIBILITY
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Director, 4
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SIEM
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Integration

MALWARE
IDS / IPS
WAF
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S E
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SOURCEf ire
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* Segmentation & Policy Validation
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- C284

- HoIH /=

ENDPOINT ACTOR

SAE J|gto| 9| 37
* Mimikatz

+ Key logger

- HohS

- Oo|H {=

* Power shell, CMD, bash
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Validated Threat Contents update

tAND

YOUR CYBERSECURI

tAND

YOUR CYBERSECUR

tAND

YOUR CYBERSECUR

tAND

YOUR CYBERSECUR

tAND

YOUR CYBERSECURI

tAND

YOUR CYBERSECURI

tANDIANT

YOUR CYBERSECURITY ADVANTAGE

Validation Cont

The Mandiant Advantag
pleased to announce tr
premium and standard
eligible premium cont
release. For all other ¢
will be introduced as |
content pack requires [

If you've enabled the C¢
and be applied to your
Otherwise, you can dov
Content page of the Val

Summary of Change

« 5Files added

« 5Sequences add
« 5 Evaluations ad¢
« 25 Actions retirec
5 Files retired

« 4454 Actions upc
« 3345 Actions upc
« 4 Sequences upd
« 5 Evaluations upt
« 28 Sequences up
« 26 Evaluations uj
« 2231 Files updat¢
« 1739 Actions hav

Validation Cont

The Mandiant Advant
has published VHR20
on CVE-2022-22965 (:
contains 106 new Acti
newer.

If you've enabled the
and be applied to you
Otherwise, you can dt
Content page of the v

Summary of Chang

e 106 Actions adt
e 74 Files Added
e 4 Actions updal
s 83 Actions have

Release Highlights

o New Action for
that exists with
earlier that, wh
code.

* New Action for
R3000. The wip
enumerates an

e New Actions foi
Ukrainian Gove
confidence the

e New Actions foi

Validation Con

The Mandiant Advanta
has published VHR202
on DCSync technique
associated Threat Gr
requires Director versi

If you've enabled the C
and be applied to your
Otherwise, you can do
Content page of the Vz

Summary of Chang

« 74 Actions adde
« 44 Files added
« 61 Actions have

Release Highlights

« New content co\
the compromise
« New Actions cov
cluster of activit
« New Actions cov

o INDUSTF
o IRONGA]
o JRITON
o PEACEPII
« New Actions cov
o Koala Tei

Validation Con'

The Mandiant Advantz
has published VHR202
on TEMP.Hex, LONE)C
contains 61 new Actior

If you've enabled the C
and be applied to your
Otherwise, you can do
Content page of the V:

Summary of Chang

« 61 Actions adde
« 26 Files added

« 123 Actions upd
« 1 Evaluation up¢
« 68 Actions have

Release Highlights

« New Actions for
targets political,
China and the U

« New Actions for
Intelligence has
BITBOOK to targ

« Updated Evalual
techniques.

« New Actions for
of Secret Dump:

= TEMP.Armageddon (aka Gamarec

Validation Cont

The Mandiant Advantag
has published VHR202:
on FIN7 and APT18. Th
Director version 4.7.0.0

If you've enabled the Cc
and be applied to your
Otherwise, you can dov
Content page of the Val

Summary of Change

» 74 Actions added
« 39 Files added
» 4 Actions updated
« 4 Files updated
« 53 Actions have b«

Release Highlights

« New Actions for A
been active since
intrusions. This gr
including intellect:
organization comy

« New Actions for F(
been used to dow
back system data

Malware families have veen assuuateu vy v : o
financially motivated intrusion set that selectively targets victims and uses spear

Validation Cont

The Mandiant Advantag
has published VHR202:
on DPRK Threat Actor.
requires Director versic

If you've enabled the Ct
and be applied to your
Otherwise, you can dov
Content page of the Val

Summary of Change

« 97 Actions added
« 59 Files added

« 3 Actions updated
« 74 Actions have bi

Release Highlights

« New Actions for D
Cyber Threat Grot
on the following A

o APT38

o UNC2410

o APT37

o TEMP.Hermit
o UNC1130

phishing to distribute its malware.

Validation Content Update - May 11,2022

The Mandiant Advantage Security Validation (MA-SV) Behavior Research Team (BRT)
has published VHR20220511 - Content Expansion, a Security Content Pack focusing
on CVE-2022-1388 and FIN7. This content pack requires Director version 4.7.0.0-0 or
newer.

If you've enabled the Content Service, this content pack will automatically download
and be applied to your Director (see the MA-SV Validation User Guide for full details).
Otherwise, you can download the security content pack and release notes from the
Content page of the Validation Customer Portal.

Summary of Changes

« 20 Actions added

« 15 Files added

« 69 Actions updated

« 23 Actions have been updated to reflect Common Detection Alert changes

Release Highlights

« New Actions for CVE-2022-1388, an authentication vulnerability within the
iControl REST in F5 BIG-IP 16.1.2 and earlier that, when exploited, allows an
attacker to remotely execute arbitrary system commands.

« New Actions focusing on malware used by FIN7, a financially motivated group.

Mandiant Threat Intelligence has observed this group attempt to compromise
diverse organizations for malicious operations involving the deployment of
point-of-sale (POS) malware.

o POWERPLANT

o POWERTRASH

TEWOrK

entity. o Turla Team
* New Actions fol ° APFI28
Ukrainian government and military entities.
» New Actions for APT18, a cyber espionage Actor with a Chinese nexus that
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Leveling up your Cyber Threat Intelligence
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L1 South Korea (1), 0%

5S2W  Copyright © 2022, S2W Inc.

L] Canada (29), 6%

Germany (29), 6%

Italy (33), 6%

United States (222), 42%

Ll United Kingdom (35), 7%

B United States

 United Kingdom

o Italy
Germany

H Canada

M France

M Spain

M Australia

B Switzerland

B Argentina

M Brazil

H Netherlands

H India

m China
Sweden
Lebanon

 Turkey

1 New Zealand

W Mexico

M Portugal

M Japan

M Thailand
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Manufacturing (117), 24%

Energy, Utilities & Waste
Treatment (17), 3%

Transportation (20), 4%

Consumer Services (21), 4%

Finance (22), 4%
Software (26), 5%

Organizations (28), 6%

Construction (39), 8%
Education (29), 6%

Retail (37), 7%

Business Services (68), 14%

B Manufacturing

M Business Services

W Construction
Retail

B Education

B Organizations

W Software

M Finance

B Consumer Services

M Transportation

H Energy, Utilities & Waste Treatment

H Real Estate

M Insurance
Hospitality
Metals & Mining
Healthcare

H Media & Internet

= Cultural

H Cities, Towns & Municipalities
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quaxar

¥ quaxar Alerts Report

Intelligence Vault

Security Intelligence for Last 1 Week 2022050~ 20220515
e

01 Conti >

02 grrrem >

03 ppr2s >

04 emotet >

05 Remote Access >

17,434 733

™ PHISHING DOMAIN VOICE PHISHING

Security News Reports > Open IoC Reports >

130 67

<
.III III

Identifie 441K 389K 10.8K Indicator of Compromise

Recommended

Cyber Threat Intelligence
Weekly Digest (220513)

TALON REPORT > WEEKLY DIGEST

Analysis of Yashma ransomware

builder: The paid version of
Chaos ransomware builder
TALON REPORT > MALWARE ANALYSIS

Search Quaxar

9.93K

491 1

LOOK ALIKE DOMAIN

Vulnerability Reports >

4,821

UNAPPROVED APPLICATION

5.72K 339K 30K

Weekly highlighted posts on
Deep & Dark Web (May 02W)

TALON REPORT > DDW INTELLIGENCE

902

@) o

]
MALICIOUS ACTIVITY

36.235.227.157

Taiwan Voice Phishing

T14.43.220.208
Taiwan Voice Phishing

ns.a7o.61.n7
Taiwan Voice Phishing

Tn8.J70.61.m7
Taiwan Voice Phishing

114.43.220.208
Taiwan Voice Phishing

Ransomuware Activity >

492

Industry 6

Retail 69
© Manufacturing 49
@ Softwareand _ 29

258 70 &5 Reload

A Stealer Campaign to target the
German Car industry disguised
as Hyundai

TALON REPORT > MALWARE ANALYSIS

=
2| £ X
lolE| XY Hal a8t 5
-t L —h
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External Remote Exploit Public-Facing Valid Accounts

Phishing
Services Application

Initial Access | VPN | VPN Credential Attachment
-— — Stuffing
| RDP | RDP
| VDI VDI
Microsoft
VNC Exchange
— Exposed API — Web

] 3
L . Confluence
—  Sharepoint
WebLogic
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| Active Threat and Vulnerability Management - attack surface monitoring

QuaxarE 5ol 7|¢ge| A FHE =
- 7|0l AtR F01 22}RE KAto| £|okA

Attack Surface Monitoring

Internal sensitive assets exposed by companies. Exposed assets include servers, code repositories, cloud critical keys, etc.

Source

Daily Statistics of Attack Surface Exposure

ML 2 RLIER gLCt LR SHIE
R L= 524 EHO|| ot £

Service

\

@ 52Winc 116K @ GOOGLE 2 @ HTTPS 136K @ MysaL 4.2K

Marionette 373 @ CLOUDENUM 1 HTTP 121K @ RDP 2.99K

GITHUB 251 SSH 914K @ IMAP 2.51K

@ URLSCAN 251 ® SMTP 679K @ POP3 2.45K

04-05 04-07 04-08 04-11 04-13 04-15 04-17 04-18 04-21 04-23 04-25 04-27 GITEE 3 FTP 5.3K @ NTP 1.79K

All Brands L4 All Sources v All Services A Target, Service Q
Total 116,942 m 10 Rows - € < 10f11695 > »
[[+] Discovered ~ Source Target # of Services
10750 2022.04.26 S2W Inc 214169 2

2ot dEo| 52 2t |THL|Ct.

amga

o S2W Q) TALON

it Aheh S LS MH| A e F

Last Modified : 2022.01.13.

[ASM]

Executive Summary

. O LY Ao Z B Ol &AL At 2 FHE[E MH|A LRI IEZ
=38 742 20l310) B4 A
e O] 2|, F{At2} 2HA| 7} =Rl | X| 242 Attack Surface2 Appendix0i|
=JlHoz 7| Wt
HZ MHNoa fEs
1 VMware Horizon A|H 2|8 =& A
2 | Citrix Gateway H|O|X| 2|5 =& o
3 Ate] H&AMH W o Ci22E HUH s
4 210 HolX| |8 =& g
5 | (Appendix) Private Repository MH|A QI8 & E
6 | (Appendix) HO|X| Bl &A F=H 53 AERX| QB & Bl
7 | (Appendix) AD Password Self Service 2|8 =& s}

of Sfe g 2l 2T

PR - 4TC AL Z2HE SRz YHE ZTHsta oo MH|£0| 7H8 40| EX 7t
°  EREE

OnLE | J¥ >
L
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| Active Threat and Vulnerability Management - attack surface Monitoring

Ct3 ¢ 23 L AuctionsOflA Access?t Hall HIS 2 o 72%E AFX|EL|Ct,

I 6% 219 Y EQ3 Access Azl

AuctionsOf| A EHO{E|= Access el H| &
(M W A He2HE : 2,876)

110.75

2IZE =2 Access el =

Auctions — RDP 36%

VPN 27.82%

etc
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Digital Risk Protection: Account Take-over Monitoring

Quaxarg &l 2|50 F=F =&

Intelligence Vault

X ALEX} APPYol Chet OtA g S =HEgLCt.

Search Quaxar

Intelligence Vault >

Account Take-Over Monitoring

Accounts exposed by database leaks from website hacks and stealer malware.

Daily Statistics of Account Take-Over

03-30 04-01 04-03 04-05 04-07

All Sites - All Sources v

Total 17,195,755

Site

ac mn

04-09 04-11 04-13
Date Exposed
Victim
34.191

04-15

04-17 04-19 04-21 04-23 04-25

™ Site, Victim, Account

Country

South Korea

Site

o~

4.06M

@ rez_out
Result 1.22M
Yanolja.com 480k .. 771K

@ tourtips.com {825... 627K

381K

04-27 MotFound

Account

® www.nolhsk.cokr..
@ Hacker.co.kr 1.4kk

@® [DumpMailpass]-[...
. account. samsung....

® Chegg.com 29kk

207K @ Redline

186K Raccoon
182K Vidar
147K @ Azorult
146K Cryptbot
4 Export 10 Rows

Date Exposed

1ail.com

2022.04.27

Source

Ly

189K
61.2K
53.4K
36.3K
25.9K

@ Ficker 8.75K
® Taurus 7.91K
@ Predator The Thief  2.16K
@ KPOT 1.5K
@ Oski 336
hd € < 10f1,719,576
Source

> 2
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| Digital Risk Protection: Account Take-over Monitoring

AN SHXE2 Stealer AY DL 2f8H HF 2 I2[AES Sl 719 R 2 &+ ASLICE

raccoonstealer
We steal, you deal
(1111}

Raccoon Stealer. We steal, You deal!

Hawa KoMaHAa ¢ ropAocTso NPeACTaBASEeT BaM pPe3ynbTaT CBORH MHOrOMEeCsYHON paboTsi.

Ewe Hukoraa npouecc Aobblun noros He 6bin Tak nerok u WHTYUTUBHO NOHATEH. A COPTUPOBKA HacTONLKO GBICTDOﬂ n YROGHO“. Mbl B383/M Ha cebs

Ct3 oM Tl El =

MaaS

Raccoon stealer [,
i

Redline stealer

METH0|E

52 MEstAAeUnh

_v

Seller BCE PYTUHHbIE paboune MOMEHTbI, KOTOpble TPaTUAW Balle AParoLeHHoe BPeMS U HepBbl, NO3BONNB CKOHLEHTPUPOBATLCA HA CAMOM FMaBHOM, - Ha
‘0 7 ‘ yBENUYEHUM Ballei Npubbinu.
2 rJo}n%d 9171¢ MoxHo 3abbiTe Npo 6ecyncneHHoe NOAHATHE CEPBEPOB U NPOKNagokK, c6opky BUNAOB U BCe CBA3aHHbIE C 3TUM X10NOThI. Tenepb npouecc Fl C ker Steal er Hl %EE e M @
Activity NONHOCTBIO aBTOMATU3UPOBAH: HYXHO NUWb CAeNnaTe HECKONbKO KNKOB MbILWKOW. _
Halwm cneunanucTsl Benu napannenbHylo paspaboTKy no TpeM HanpaeneHusm: Software, Front-end, Back-end. 3To NPeaoCTaBUAO BO3MOXHOCTL J METH 2=
ChOKYCMPOBATLCH HA KOHKPETHBIX 3aA4adax v NonyyYuTb Ha GUHMLLE BCECTOPOHHE NpopaboTaHHblil NPOAYKT. -
Autofills 2022-01-15 2% 11:20:52 [-) —
Cookies 2022-01-15 2% 11:20:52 -EI! E El‘ﬂo_x-l 0" x-l x°|'E| O-I S?AI: ID / PW
Discord 2022-01-15 2% 11:20:52
FileGrabber 2022-01-15 2% 11:20:52
Steam 2022-01-15 2% 11:20:52
| DomainDetects.txt 143 244 EHAE 2N 2022-01-15 2= 11:20:52 URL: https://cc. krfadmin/ login. html
I; ImportantAutofills.txt 440 1,323 HIAE 2N 2022-01-15 2% 11:20:52 Username: _‘-_,fE/x/ ).771'-/
= InstalledBrowsers.txt 350 840 HIAE B M 2022-01-15 £= 11:20:52 . = o
] InstalledSoftware txt v 885 2568 EIAE 2N 2022-01-15 £= 11:20:52 Paﬂﬁ‘:"md . ofo/C] gfA g
| Passwords.txt 1,289 7,805 EIAE 24 |—sess-prs5b= 112052 | ADPLicatil = UE ]_DE
|&] Screenshot.jpg 132,197 163,180 JPG I+ 2022-01-15 2= 11:20:52
5] Userlnformation.ixt 675 1,193 HA~E Z M 2022-01-15 2% 11:20:52
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| Digital Risk Protection:

20210 Mg e 2

y O

Stealer0f] Zrd=

Stored Path

User data in the
Browser

Crypto Wallet

Wallet Extension
on Browser

FTP software

VPN software

Messenger

Others

Qutlook

42,2

Password
AutoFill

TOX

TOX

Steam

FileZilla

-q

ProtonVPN

Account Take-over Monitoring

TUZ HjofE] 3 3 2[AE0] FHFE LI

Target ltems
! History
| Downloads cc
wallet.dat
Q ' BETAR
Edge Edge Beta
B W
WinSCP Total Commander
OpenVPN NordVPN
& 0
Element Signal Proxifier
Discord Telegram Pidgin
o
Files Outlook

=5 +3 FHe
- Username - Language - HW Serial
g 717| e - Monitor Size - Malware File Location - Time zone
- 0S version - Process - |Pvd
- Processor
E5o e - Graphic
- Memory
[Browser] [SW] [Anti-Virus]
- Name - Mame - Mame
x| HE , .
- Version - Version
- Path
- *wallet* file
ik sl
- wallet.dat file
[FTP] [Browser] [VPN]
- Port - Name = Autofill - URL
Y Y
- Username - Profile - CC - Username
- Password - Login - Cookie - Password
[Telegram] [Discord] [Steam]
User Data HE - All files in tdata folder - Token.txt file - *ssfn* files
- *ndf files
_ - Files in Desktop / Documents
27 Ty e P/

(keyword extension: *.txt, *.doc* *key*, *wallet* *seed®)
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Digital Risk Protection: Ransomware Activity Monitoring
QuaxarZ Ssil 2-490foll E2SHs CiiA| 2, A 8 E =0l st A4S ShagiL|c

Intelligence Vault
Ransomuware Activity Monitoring

Leak status of various ransomware groups

Daily Statistics of Ransomware Activities Target Country Target Sector

A\
4

@ United States 0. 278 @ haly 15 @ Retail 69 @ Technology 20
Canada 28 @ India 9 Manufacturing 49 @ Legal consulting 20
United Kingdom 24 @ Australia 8 Software and Se.. 29 @ Metal 18
N @ France 23 @ Japan 7 @ Healthcare 26 @ Transport 17
B 18 O 24 04-26 04-28 04-30 0502 O5-04 0506 0508 0510 0512 05 05-16 Germarny 17 @ Brazil [} Construction 26 @ Real Estate 16
Al Operators - All Target Countri.. 1Target Sectors =
Total 23 Victim, File, URL, Ransomwara Operator Q, 10 Rows - 10f3 > »
Victim Status Leaked Files Leaked Date -~ Screenshot Ransomware Operator
United States Published N/A 2021.08.08
Consumer Services
United States Published N/A 2021.08.06 —

Commercial and Professional Servi
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| Digital Risk Protection: Brand Abusing Sites

QuaxarE Soi HUC AY U ot AIOIE 5 T QRO HE| HAME I}K|S HSBHLICE

W quaxar Search QUAXAR Q y 2 4 QUAXARE -‘E %-E 2QI-I 7" ol%l-g'
EOQ B HEE 2At0] of2et 22
Brand Abusing Sites Monitoring 01510 EFrl s

fgs Xt
v HHlE O{H¥d & I| 4 ALO|E EHX|
Daily Statistics of Brand Abusing Sites Brand Abusing Type IP Country ol
\ v HE Y oY N B
P
> 0|8 A ALO|E FFHO 2 BX|
>HAZH T, dEE A EA
- - -
- | > | 7% ALO|E /g3 HEf M5
@ Phishing Dom... 121K @ Credential Phishing 8 @ Taiwan 18.2K @ Germany 207
Voice Phishing 19.2K ® Ecommerce Fraud 5 United States 2.4K @ China 193 > e
LuokALikeDg 4.77K @ Affiliate Fraud 5 Hong Kong 87 @ Indonesia 170 ) ""-I E1 EO'I EE E%ﬂ E 01 %xol 19|' °°i HE:. -?-I oﬁi
@ Unapproved Ap.. 336 ® Korea 315 @ Vietnam 166
Brand Abusing a5 Singapore 262 @ Japan 98 AI_OI E §F|°_I 7}%
——
All Brands A\ All Types v All Risklevels A4 All Status v
Total 144,987 Brand, URL, Threatactor, IP/Domain/APK info Q 10 Rows - € < 10f14499 > » \/ E%l'l E (2!-% AI‘OI E/%‘I E‘" OI 5_ EI‘—S—
Detected Type Brand URL Risklevel @ Screenshot (que down)
2022.04.06 Phishing Domain JCOM https://www jcom.nzrtjve.cn/ PARKING Not Available = x| E Ol oH A
e~ > |5 ALO|E ! X 2| [HIAH MH|A
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Digital Risk Protection: Brand Abusing Sites

—

OK

Government email access fresh

Ll

AX=2 Cta oA 22t 0|y PHE 2800 ol 71Y

Intelligence Vault

¥ quaxar Alerts Report

> Government email access frash

Government Webmail
https://login.justhost.com/hosting/webmail
Ei ana.hermande

Password: $Correo547225

Government Webmail
sthost.com/hosting/webmail
g.gob.hn

Pass changed, ignore this post ill post more soon

\ 4 quaxar Alerts Report Intelligence Vault

[EEIINE] 4.8 MILLIONS FINANCE PROFESSIONALS EMAIL IDs ( CFO/ FIN-CONTROLLER /HEAD-FINANCE )

GOD User

We have processed 329 GB Gzip Compressed file with 710 million records in the latest Linkedin Data Leak
The following data set is compiled for ready made use
Total Finance Professionals Records : 4,825,424

Total Finance Professionals Records with eMail : 2,141,318

2
=

Aol AT OY AHQlS 8T &~ UgLICH

Search Quaxar

Search Quaxar

10
¥
H

A 8=

S8 YL, 71 M S

elxM 7

5= A%H

MIH AT HYRIZRIYLICh

==

oHastAl

CHEO| OfL|2t XY ArE SO OIoTATS AT A= e oA

222 WX 5| 0|X|= 0|o|X| 2t opduct

£ 2712 =0t B4 78956)2p | Ol& 28 37

HEARY W85

o4l O[DX| H2|et Lh8 exe®
810 2 U S S Chjpg®

2010-01-19

= i 0Y: 2 61, 9% MY 371 1.61M8
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| Talon Report: (Quick) Overview of Ransomware Group
90 M2 24310} MBH= REPORTES Sofl 3449lo] 15 22 £7 U 2 52 2OI% 2 QlBLCt

T

A quaxar Alerts Report Intelligence Vault

Related
2022.02.07
Who Is Behind the BlackCat Ransomware? EAES
TALON REPORT > DDW INTELLIGENCE
* POF Report
[FwecAsyne]
N &6 S8 MEF BlackCat HHHHE OIF, F, RIS Z&E 03 2712 22 SHE AT 20, 0|20] 22 2Us H0/H |& AHOIE (Leak site)ofl 274 [Pimikatz] #Alph]
mal Z1e JAAHE] (2022, 02, 07) 28707t HoI=|gich 0182 Do 7|Y 92 gy AMIEE H3610 MY U gy 39 X288 2+16H=0, Bitcoin £ MoneroE S8
$400,000~$3,000,0002| 8318 278H= 222 Ye(H Ck R =
elation Graph
BlackCat g4t SHMTIX 7|E RaaS MK IE0M AEF 0120| gl Rust HHE ZE=|RI20f, Windows % Linux #E HHIE 25 XI@sta Rich. £5, ChaCha20 %
AES Y=3 LU2SE RF N0, YR Rog £E £2 £Y U HUME0 SHE Bl ARAHE SEE £ 20k BlackCat® {7 Afo| | ZHM AEME
S|S0 HEAR} Tls7 |2 2te| i 292| 80-90%E IR 4+ =S High So|ch
A
Z|Z2ME TheRecord2ts DHAIE S8 HRE 2YH20, QIR HEA RE #4971 S0 2184 BlackCat #E UM S247H=0] Darkside®t BlackMatter2| 2|2e1=2t0 <0
S| HA|CH SAIIE| OIS SILEY 4 e SHE THER @2 AEo|ct QIER HoiM SHAHSE AHAIS0| GandCrab/REvil 18, BlackMatter/DarkSide 18, Maze/Egregor v CVE 20180059
1, Lockbit TS0 HEEH 2ICta ¢igsieich & G
. | = explots
Conclusion ¥ ndcsies 581
HUHH 2F2| T, Raas #Y 2 UM HLD 22 =2 B WS 4F JIEu oif SHE P8l HHMES TS, HEMES] F2 oY I50 SN 32 GOSTIGO Sample Tunnel
F2E 20, YAHe2 DEE Hejo|7] Mo L2 28| A0[2kn B oEch 27| 2| 2|2 (Rebranding) 012} 812, RaaSE HEHo 2 REsiE #yl AiE0] o foratat
Rl E2| MEHOIE MEA M, MEE B2Xt LS Vel S0 gizat Hapr} dojucin g 4 /e, 01F ZHM #1 S8 Sol MER YEAIE 1ots 20| F712 o
ggsjct.
e
BlackCat e#I0] 27} QIEf ROl M 2igEt T2 JEnjo| HEE WA = S M7} of, S D F0 8 L3 HSMES nEHc oM MEH e R FHEC - LaZzgne r
uses PsExec
7| BlackCat 2% 2t 22| ¥ 1M 2D: [DDW][MAL] BlackCat : New Rust based ransomware borrowing BlackMatter’s configuration -
wes
MEGAsyNC uses
s Alphy 5 attack-pattemn
s ==
wses
Cobalt Strike
USES
Filestredder
Momkatr
Connectiwise

m



| Talon Report: Detailed Analysis of Ransomware, Botn

H90] HE 249717} M ZoHe A4l 24 REPORTE Soif 3-49j0f 3 241 ¥ F0 HQIS oIt 4+ 9

e

A 4 quaxar Alerts Report Intelligence Vault Search Quaxar

2022.05.15
Analysis of Yashma ransomware builder: The paid version of Chaos ransomware builder
TALON REPORT > MALWARE AMALYSIS

* PDF Report

20219 6%, 03 Y 22| X "chaos_exe"{= AMO| BHE Chaos Ransomware Builder® ©J2=6101, X1410] 213 {2 Ransomware Builder2is X S04 Tl=9E
23

£7| 72| Builderi= THYE YE5HE| Y0, CJ0[EE HOMPE YW oft! 2fojz] 7|5e] HEE +HsIgien, 55 EE MR s

0|% Ciret RS0 L=E AM T =3, CSHE R, 253 55 2, WY e~ S5 52| gubsel sasoels Fists 7|5 i) 730| 2=sls
20221 48, Chaos Ransomware Builder v5.28 HEXo= T LK S881EE

0|% Chaos2Hs 0|BHM Yashma 2ts 0IF 22 HE0| Builder T2IUS S8 FOhE 200(0f, H{old ZHy 2541 2 2ioj2tn HI3E

AIE| 2 Yashma Ransomware Builder HZZH|A| 71245 20}, Yashma Ransomware E|41 F{F2I v28 §170] TH| S0 ALY S H0I61ES

Yashmat= 7|% Chaos Ransomware 2Ct @S35} 7} 2D, 7} g2 9 71X 2150] £71E%0HD &

0] # MM = Yashma Ransomware Builderdil Ci#t Builder Program % Buildert] 2ja %! & #H90] 7|50l cis) Lxs] #AE ZotE dysta 9l

s s s s s

.
ol

Relation Graph
~
T indicates
w
rypky 57158482 35ekkndvdS2dgbkm5sdgd
- lcateg authored-by
¥
Yashma ransemware drops
chaos_exe-xss
NACa'83537 20ad096594¢5059abeT 0503715760
Yashma ransomware bulder
- authored-by
related-10
indcates
drops

Chaos ransomware

Chaos ransomware buiider

£d267bb62435707ble69727d37da179d

Related
TAGS
#8agll

#Yashma ransomware builder

Indicator of Compromise 4

Indicator Types
® MDS 2 ® SHAZSE 1

Cryptocurrency 1

Type Indicator
MD5 13eB78ed7e547523cffc5728f6bad190
MD5 cd2e7bb62435707bfe69727d37da379d

f9aba72ead096594c5d5%be706e3716f6000c3bdebd7690f2eb11

SHAZS8 4a37d1a7db

Cryptocurrency belagjrypkyfex7t6848jz3 Sekkndvd5zdgkmSsdgl

Yara Rules

rule CyberCrime_Yashma_Malware_Ransomware : Yashma Ransomware {
meta:
description = "Detection rule for Yashma Ransomware”
author = "hypen@s2w.inc"
created_at = "2022-05-15"
version = 'v1.0"
reference = "n/a’
threal_actor = "chaos_exe-xss”
catagory = "malware’
malware_name = "Yashma Ransomware”

Target of Indicators

3 Download loCs

Yashma ranso... 3 @ chaos_exexss

Related Tags

12
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| Active Threat and Vulnerability Management - Threat actors

7|& APT 1.5 £t OtL|2} Deep & DarkwebOjA &E5t= AOIH HZE|XH Z3t 100017t e £ 25 YES S LI

Intelligence Vault

Threat actors

Total 182  sipawzm v | mauM v

° Jak4kas-xss >

o known as

Krypton / Malwares / Snake / Uroboros +3

txle §E 2021.04.29

filter: xss

@ Turla >

nown as

Krypton / Malwares / Snake / Uroboros +3

opxle B 2021.04.29
(<] ] [ |}
] ] an a
um =e ae ] @
& - a s ] L1}
Ll B

e Jak4kas-xss >

Also known a

Krypton / Malwares / Snake / Uroboros +3

txlel §E 2021.04.29
@ | ] @ -
| | ] | B ]
=Em 0. L B | | ] &
«@ L ] | B ] - -e
sem -

_—

° Clop >

Krypton / Malwares / Snake / Uroboros +3

Jak4kas-xss

Overview  Reports

Also known as

Krypton / Malwares / Snake / Uroboros

Activity within One Year

Last Active Date 2021.04.29 Most Active Date  2021.04.29

Jan Feb Mar Apr May Jun July Aug

] ae ] I | [
Mon are ] a
[ ] |om ] | |8
wed [ [ ] B
am ] I a O |

i @EOE " 8OEe [ .

| ] ] o | ]

Activity within One Year

. 2H 2H% P UNKNOWN

2. M| 2™ P

16 ( Leak page )

° AgainstTheWest-Raidforums >

s0 known as Also known a

Krypton / Malwares / Snake / Uroboros +3

5. 7|Ef S} 2rad WE

65 ( Negotiate page)

Copyright © 2022, S2W Inc.

e EvilQuest >

Krypton / Malwares / Snake / Uroboros +3

Sep Oct Nov Dec
O a

] a

| e ]

| [

[ |

o
Less BB B More B Most

a. oo @gmail.com

b.HIERQI XY F2
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| Active Threat and Vulnerability Management - 7hreat actors

J|ZAPT IE %

Cerber
Lockbit
BitPaymer
Vasa Locker
WastedLocker
Darkside
Prometheus
SynAck
ThunderCrypt
HERMES
MountLocker
Haron
Nemty

Maze

0F OfL|2} Deep & DarkwebOj|A| &5 5H= AIO|H

vV V VvV VvV vV V V V VvV V V V V V

GandCrab
Lockbit 2.0
DoppelPaymer
Babuk
Hades
BlackMatter
Spook
El_Cometa
Lorenz
RYUK
Astro Team
MIDAS
Nefilim

Sekhmet

>

v V VvV V

Sodinokibi/REvil

Grief
Payload.bin
Phoenix

BlackCat (Weak)

Conti

XING Locker

Karma

Egregor

HZ[XF 28 10009717t Hi= 34 15 BEE NS ELIC

Entropy (Weak)
RAMP

Macaw

Quantum Team

WhiteRabbit (Weak)
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| Active Threat and Vulnerability Management - Threat actors

2|& APT 1.5 £t OtL|2} Deep & DarkwebOjA &E5t= AOIH HZE|XL Z3t 1000917t e £ 25 YES MS LI

( 3\ ( 3\ ( 3
TA505 (FIN11) > FlawedAmmyy, Get2 > CLOP
\ J \ J \ J
Own p \ ) . ) .
Doppel Spider > DoppelDridex > DoppelSpider/Grief
\ J \ J \ J
( 3\ ( 3\ ( A
Indrik Spider > WastedLoader, SocGholish > WastedLocker
\ J \ J \ J
"""" - - - - - -
FIN7 > Zloader > Darkside
| J " J | J
( ) ( ) ( A
Wizard Spider > TrickBot, IcedID, BazarLoader > Ryuk, Conti
|\ J " J | J
( ) ( ) ( A
Raa$ Twisted Spider (FIN8) > Qbot, IcedID > Egregor
|\ J | J |\ J
( ) ( ) ( )
Cuba > Hancitor > Cuba
& J | J |\ J
( ) ( ) ( A
Pinchy Spider > Qbot, IcedID > REvil
| J " J | J
DEV-0500 » StrifeWater > MosesStaff
APT
APT35/Charming Kitten > PowerLess > Memento
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| Active Threat and Vulnerability Management - /OC Navigator

Creh o F 2Rl Chieh R2lofet XS S5k M RiLItt.

Intelligence Vault >
iNVI: IoC Navigator

loCs (Indicators of Compromise) provided through Quaxar at a glance. Quickly find loCs through various filters and searches.

Daily Statistics of loCs Type Actor >

12,000
10,000 ar Score ) Related Tags Lifetime
8,000
Level 5 30/30
6,000
4,000 ® URL 623K @ Domain 311K ® Gamaredon 2.6K @ Transparent.. 1.66K Level 5 30 /30
® IPv4 395K @ Hostname 7.58K @ Kimsuky 227K ® SMVoice 1.27K
2,000 SHAZ256 162K @® Email 870 KKVoice 2.18K @ UNC1878 1.11K
Level 5 30/30
N ® MD5 98.4K ® IPvb 43 @ Lazarus 1.89K @ TA551 904
04-18 04-20 04-22 04-24 04-26 04-28 04-30 05-02 05-04 05-06 05-08 05-10 05-12 05-14 05-16 ® SHA1 38.9K @ Mutex 16 @ Dark Herring 1.81K @ APTH 893
Level 5 30/30
o 5d517ff8488e88a58b10805294d72e90697aa9
:
2022-04-15 SHA256 P STRS T ——— S2ZW Inc. Level 5 #Makop 30/30
2022-04-15 MD5 aaBab4616d872f6e3024b75057fd0782 S2W Inc. Level 5 30/30
2022-0415 MD5 1ba7523c76e971353d27e9eabecBc524 S2W Inc. Level 5 30/30
7594bf1d87d35b4895456283ef1785bb2e0463
20220413 SHA256 S ——— S2W Inc. Level 3 | #Gwisin| 30/30
4587e7dBe56a7694aa1881443312¢1774da55 ) »
2022-04-12 SHA256 4500384831 5acd00604bef8Ta0 [External] https://github.com/rivitna/Malware... Level 5 | #hive| 30/30
2022-04-12 SHA256 €1b559fc/842194fded24272808d0cdBADICE |-\ -1 pitps://github.com/rivitna/Malware... Level 5 Em 30/30

5093fec4a03152bbd56d0eall
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| Active Threat and Vulnerability Management - Signature Vault

AYIAE S S =0 Ciet HXISS Sl Il dNH2= LS LIt

Intelligence Vault >
Signature Vault

Various detection rules (Yara, Snort, Sigma, etc.) provided through Quaxar at a glance.

Daily Statistics of Signatures 4 Malware Author >

3 @ Cobalt Strike 47 @ STEADYPULSE 15 @® S2Winc 142 @ NCSC 27
2 © Cobalt Strike-S.. 30 @ SLOWPULSE 15 ® The DFIR Report 56 @ FireEye 25
: cyclops blink 16 @ SLIGHTPULSE 15 Mandiant 44 @ FBI 25
N ® VPNFilter 16 @ RADIALPULSE 15 @ Alienvault 34 @ threatintel@vole.. 20

04-18 04-20 04-22 04-24 04-26 04-28 04-30 05-02 05-04 05-06 05-08 05-10 05-12 05-14 05-16 @ THINBLOOD 15 @ QUIETPULSE 15 @ Florian Roth 33 @ FR/ANSSI/SDO 18

All Types - All Threat Acto... w All Malware -
Total 741 Rule Name, Threat Actors, Malware, Deseription Q, 10 Rows v 10f75 > »
Created Last Updated ~ Type Targets Rule Name Author

20220515 20220515 YARA CyberCrime_Yashma_Malwar.. S2W Inc. @

'SB S 2W Copyright © 2022, S2W Inc. N7



| Active Threat and Vulnerability Management - Signature Vault

Crot AH|O[X[0fA 2t GRS 2Hle = UEE o S/ Xl A|2LXZ MS LTt

|

ATT&CK

ATT&CK Matrix for Enterprise

layouts ~ show sub-techniques  hide sub-techniques

Reconnaissance Resource Development Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Command and Control Exfiltration Impact
10 techniques 7 techniques. 9 techniques 12 techniques 19 techniques 13 techniques 39 techniques 15 techniques 27 techniques 9 techniques 17 techniques 16 techniques 9 techniques 13 techniques
ning (2 Acquire Infrastructure g, Command Contral Brute Force (4) ion of Remate Archive Collected D ayer Prot n Automated Exfiltration n Account Access Removal
Gather Victim Host Information (g Compromise Accounts Credentials from Passwort Audio Capture mmunication Through Data Transfer Size Limits Data Destruction
Manipulation g nternal Spe hing Media
Autostart Autor ollection pted for Impact

Gather Victim Identity In npromise Infrastructure (5
Lateral Tool Transfer Data Er

Exfiltration Over Alternative Data Encrypt
Protocal

Data Manipulatio

Exploitation for Credential
Access
Build Image on Host Remo
Cloud ce Dashboard Hijackis

Gather Victim Network clop Capabilities (4

Information (¢

Exfiltration Over C2

Exfiltration Over Other H
Matuinrke kadism n

Data Obfuscation (3

Hardware Additions

Service Session
2 Data from Cloud Storage
ject Dynamic Resolution

Gather Victim Org Information

Deobfuscate/Decode Files o

i Cluisd Sarvies Niernuans Ramnte Sariras

Yararule Snort rule Sigmarule

\

LOG
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Quaxarl| S &t

S2WE XM Ho[E £8 7|22 Sl 2F ?leS SYH2 = AXgLCt.

CIE0] 2 24 22z, D E3HEINLP 7|

ZHelet ZLE™ M2 U Ho[E
=2
KI of
S
1 2

=N=1
o=

(=]
0l

27 Hol=

Internal Threat External Threat Intelligence:

Intelligence Surface Web

Hir
blo

External Threat Intelligence:
Deep/Dark Web

FHSHE B IHTE S8 4B £

r

V¥ quaxar Search Quaxar Q a 2

Relation Graph

AtOE /% BH 240l
HE 20| TS AT U HAHOR B4 It

119
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Quaxar Advanced Search

Quaxare= STIX (Structured Threat Information Expression) 0| L2} 2
Jeiz el ety H e et ehy| 2 2EQl HA ZutE MSELICt.

ZEEEEE

3

Vidar Stealer Malware

Overview Reports

Relation Graph

~-
A Query Registry [T1012]
& @
\s
(4]

‘ Credentials in Files [T1081]

+ Credentials in Registry [T1552.002] @

| System Information Di [T1082]
A\ ystem Information Discovery o nvos Loc ke r Malware

System Time Discovery [T1124] Credentials from Web Browsers [T1503] Overview Reports

Relation Graph
Local Email Collection [T1114.001] Windows Command Shell [T1 ~ — Lses argers
cate/Decode Files or Information IT1 1401; Ayl};;!:ocker Ransomware Linux Version Targets VM Argentins Servers targets targets
%) targets
Indicator of Compromise 481 e uees targets Austria
£ [ targets targels
® Switzerland
[ Brazil targets targets
Indicator Types d [I @ 9 targets AvosLocker
[ uses
o targets Australia
® IPv4 3 ® URL 4‘32 - Mexico N
indicates;, ;.10 targets AvPs Lock ly accesses boxes, even running in Safe Mode
® MDs 8 @ sHA256 8 @ instance-ol
® Domain 2 Ma\aysia
Spain uses
uses Belgium
R . )
United States of America 0
57 file

451lle . cap95 EeBaRON559d3096101e3810c158b87d07b0C7hI708d07802bI209460

inAdiratacindiratas

Indicator of Compromise 188

:1][}' S 2 W Copyright © 2022, S2W Inc. 120




| Monitoring Rule

AMEAHE Quaxar?| ZLEY 2 Sl 20| e £ 2y B2 E Fuoti LE0H 2ol & = USLICt

Add Monitoring Rule Marked with * fields are required. Search Result N
= = = =7 =+
a4 501 BLIEZ £0] 93 Quaxar L HEHIXE 0]2] 2oishy
A =} o =20 Ol A o/A
Rule Name* EE/ é’lﬂofﬂ XI‘E-Q/LEIEL/E{%/ == I_'LE T ME= L'/E/-
Lockbit r
Add Monitoring Rule Marked with * fields are required. Search Result
K d *
eywor 2022.05.15
asibi ) Aoy Type v Fule Name* CybertechA on Twitter: "The FBI...
Lockbit TWITTER @ https:/twitter.com/i/web/status/152...
LockBit The FBI released an alert containing technical details and
L . Keyword * 10Cs associated with LockBit ransomware to restrict its...
ockBit
Cl LockbitS Threat Actor v
LockbitSupp CckblIS PP "
prev lockbit DATA SOURCE or v LockBit Threat Actor v
Match Lockbit on Any Type or - LockBit Malware - (<] EDS 15

itsecru on Twitter: "T'pynna Lock...

TWITTER @ https://twitter.com/i/web/status/152...

lpynna Lockbit atakosana kaHaackylo KoMNaHWIg,

Source All IULYIOCH MO W wcTpeGuTenei...
#LockBit
ARTICLE & REPORT ATTACK TYPE & ATTRIBUTION DATA SOURCE -
Security News Account Take-Over Twitter
Open loCs Attack Surface Telegram —
2022.05.15
Talon Reports Brand Abuse Site Deep Dark Web = ol - 3
g 4 gtbarry on Twitter: "Canadian fi...
Vulnerabilities Ransomware Activity TWITTER @ https://twitter.com/i/web/status/152...
T Canadian fighter jet training company investigating a
( Search ] #ransomware attack. The companv's contract with the U...

'SB S 2W Copyright © 2022, S2W Inc. 121



| Advanced Search

Quaxars 2E X0 X2| 7|22t DESHE GIO[E] B 7|42 So AHSHEl 2 ZatE Tt

—_

About 1,648 results for spring45heu

TAGS
Data Source RESET
#Spring4Shell | Vulnerability | #spring4shell-tor-ip-list | Infrastructure
Account Takeover 0
Attack Surface ; ;
Reports Actionables Relation Graph
Brand Abuse Site 0
Deep and Dark Web 8 All Risk Levels - Entire Period - Sort -

Grouping 0 Total 8 10 Rows v, & < 1of1 > »
Open 10C 3 N

2022.0412
Security News 3 rae . . "

Y Hackers Exploiting Spring4Shell Vulnerability to Deploy Mirai Botnet Malware

Talon Report 1 DEEP AND DARKWEB @) https://breached.co/Thread-Hackers-Exploiting-Spring4Shell-Vulnerability-to-Deploy-Mir...

The recently disclosed critical Spring4Shell vulnerability is being actively exploited by threat actors to execute the Mirai botnet malware, particularlyand Infrastructure Security Agency (CISA) earlier this week added the
Twitter 18 Spring4Shell vulnerability to its Known Exploited Vulnerabilities Catalog based on

#TEMP.Reaper #Phishing ] #Phishing for Information | #Spear Phishing | #Phishing #Targeted social media phishing || #Spear phishing messages with malicious links
Vulnerability 1615

Wabsare 2022.04.12

Mirai 173 Invicti Standard 6.4.3.35616 - 4th April 2022

DEEP AND DARKWEB @ https://breached.co/Thread-Invicti-Standard-6-4-3-35616-4th-April-2022
ransomware 24

SECURITY CHECKS - Added Remote Code Execution (CVE-2022-22965) a.k.a. Spring4Shell detection support. Download: Hidden Content You must register or login
WebShell 11

#Spring4Shell

'SB S 2W Copyright © 2022, S2W Inc. 122



Cyclone 24

Clop gHad9l|0f B2 2

L
{8 v | Q

INTERPOL deployed Operation Cyclone with the
assistance of information provided by its private
partners Trend Micro, CDI, Kaspersky Lab, Palo
Alto Networks, Fortinet and Group-IB through
INTERPOL's Gateway project.

Gateway boosts law enforcement and private
industry partnerships to generate threat data from
multiple sources and enable police authorities to
prevent attacks.

Further illustrating the power of private sector
cooperation in cybercrime investigations, two
Korea-based cyber threat companies — S2\W LAB
and KFSI - also provided INTERPOL with valuable
dark web data analysis throughout the operation.

Quicksand 2t
Gandcrab & Revil Sodinokibi Z47{ 24

HRE B EA AR
2718 Bl 4% A3
ok
S M : /\ p—
] my | Q| =
INTERPOI

Bitdefender supported operations by releasing
tailor-made decryption tools to unlock ransomware
and enable victims to recover files. These
innovative tools enabled more than 1,400
companies to decrypt their networks, saving them
almost EUR 475 million in potential losses.

KPN, McAfee, S2\W helped investigations by

5S2W  Copyright © 2022, S2W Inc.

providing cyber and malware technical expertise to
INTERPOL and its member countries.

Operation Quicksand continues to supply evidence
that is feeding into further cybercrime investigations
and enabling the international police community to
disrupt numerous channels used by cybercriminals
to launder cryptocurrency and commit ransomware

crime.

22|19l ojm2|3}
HZ| X221 2 M
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—

(OFef, ULloHof, 2= 8)
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INTERX

ANALYTICAL REPORT

Y
o,
enact ;.

N

Online African organized crime
from surface to dark web

OIE|E L B4

Iary

v S2WZH AR B4 g o2 Wyl

Crime-specific keywords in dark web
dumains, cther thas ‘pom’

bt

oy, 20

.twy

Figase 3R Gark web scanwwaat ol 3 vnadar e
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Quaxar =82 AlH|A

Digital Risk
Protection

— o a
© 1Y ARE R Ol ALO|E B
- HIFYH 2HE A EX
« BIE o}8 AtO|E/Y Ef|0| 2CH2(Take down)

Active Threat and

Vulnerability
Management

Creh o F 2l&dofl tit |-ofn|et
CH3A S 55| M S -iLICt.

- CI3Y0M &3 32 M 2LIEZ
« Z|2F™/|oC/Detection Rules

+ Attack Surface Monitoring

¢ 9E IS Y UMD A ol HA

Data Breach
Detection

5S2W  Copyright © 2022, S2W Inc.
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Quaxar =82 AlH|A

RFI (Request for
Information)
Report

Take-down

Incident

Response Service

1 ZHALO] °*°|’5'.'._| bl
AFO|E (=M@l 5)0il Ehe
AR / (BHHE Ol) X A 2
ZISHSHL|C}.

125
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Beyond Security,

Beyond Tailored

Security Intelligence
7|29] 4 XAt BB S Hof 7| 29| ATBIEl 29 TAS LYo
X401 S QIBt HIXILIA 2JAf HZSp n2E 2B oldlalHag

ZYo| =28 LIk, AZELICE,

Quaxar

Reframing Threat
Response Process
|E -8 T2 M A0 Quaxarg

23} O AlaStD BapEol 93
CHS0| 2+sEiLICt.
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Safe and Secure World
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info@s2w.inc

WWW.S2w.inc
I A 2T a2 192 Z 12, Tl O[2{ O MME{ 35 | +8207 5066 5277

The information contained in this document is proprietary and confidential.

If you are not the intended recipient, please note that any use or circulation of this document may be cause for legal action.
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COMPREHENSIVE,
MULTI-LAYERED RANSOMWARE RESILIENCY

Veritas Korea
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Veeam= target2 2 S}= Conti Ransomware
AE 290l 27 Hef= VILPTLY WETIK E B AXIE 4 YLt

Cobalt Strike Backup Removal Sequence

EtX|SHAD M S 0| 2810] &1 ¢
stzo AHMO 2 Log-In H

Targeted Social Engineering

STEP 1 - Initiati g
e phishing + Cobalt Strike H_I oﬁ-l E" OI E'I Aﬂ"X‘"
STEP 2 - Persistence & ' Leveraging agent Atera, Ngrok for
Exfiltration Persistence & rclone for data exfiltration
- ol
_ , XA © = S}7d o
g:s:e;;;g‘:c: "')"p:;“::tfb‘;’_sh SharpView.exe Get-NetLoggedon = XH L _E b B YO - O
up user; i b~ -
SR S\ = QHof| X+ 9
STEP 4 - Exfiltration Veeam Backups via Rclone
: rm D:\VeeamBackup\VICTIMORG = OF M X H (=] (@)
STEP 5 - Manual removal of Veeam Backups .vbk : backup\ V!CTIMORG DATE vk 7| —I'_— E |_|- (o) _|'|| J__Il' - El El_l = E_l
- TR RN o} HHO1 O] T o Ol oC
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