SK 22

2023 SR EO* 7 POI =

-GCP -
ﬁ/




2023 22}2C HOJJO|C HHZHA}

QrFokaiLi7r? SKEHARLICE

Aih 213 SKEIHAL| HOFHUHE R "SR E HOHII0|E - AWS, Azure, GCP' 3&:
LRUELICE

A On-Premise 2tH0|A 22t E FE L = Bkt LY, 510|H2| = HEf = Metolll
U= 71YS0| 0L UCH, CSP(S2tRE AMH|A AlSEA|) E UIO|E|E AfB| ALk
e Yo H2 Hetz Qlof 2oryal 4y X BlE 2y S HSotlAt et YA R
HefAts B2 OgEs Al USH

HEO, 18 S 22t2E E2VI0| = 0] B2 AlZhit =2s SAfE HES0

LS 11—
HAL| QIAE EFLICE

HAFRILIE.

ICTAIE 1S 2|eFMZICHE] EIZf




L B ...ttt et s s e bbb s s e e b e s s e e e s bR seseneseasesesesesene 4
AT < 1 =t - =TT 4
2. GCP HOF TIO|E/ISMS THE ZIZ BHE o ooeeeeeeeoeoeeeeeeseeooseseseeeeeeeee s ssessmssssesssse s sssemmssssssesees s 6
B R e A et 10

[ | B = s b TR 11
12 2478 TR e e 11
11 AFEEE T8 TR oot teeveeeeeee e sssssssssee e sssmsssssssssee s 11
1.2 Cloud ID AFEEE A BER] oo seeeee s ssess e sesess st ssesees s 17
1.3 Cloud ID AFERF THARE THE BED| e eeeeeeeseeee e semmsssessee e 24
1.4 Identity PIatform AFERE BER| ..o ssssssssssssssssssssssssessssssssesssssssesssssssoess 27
1.5 APE ZHEBE T AFE FET] BER] oo eeeeeeeeeeeee e esemssseseses e smmssssssssee e 30
1.6 SSH  Z| AFE BER| e eeeeeeeeee e semeesssesees s messssssesee e eemessssssssee e 34
1.7 THEFTHOTE] EER] oo eceeeeeeeee e esmesesesses e smesssssseses et esmssssssssses e 38
1.8 SQL AT CEEE A Y S .......................ocooooiqhecoonrieess B e sssssnnisis 42
1.9 MFA (Multi-Factor AUtNENtICATION) AT ... oot eeessess s ssess s seseseessest s sses e s seese s sessesnes 45
2. {2 ... SN R .. B W W 50
2.1 QLA A AH| A | I e eeessssssssssssssssssssssssssssssssin 50
22 LIERT MHIZA T BER] ..o eeeesesesesstsmsssssssese s sssssssssssssesssssssssssssssmssssssseeessessssss 70
2.3 ZIER MBI THEU BER| oo esssss e ssssse s oo ssssss s sssss s 88
30 TEAE BIZNA BRB| oo seee e 115
3TID T AP M e seessseeee s 115
32 VM QUAEIA FREI BL B O e 120
3.3 OHZEIAHIOIM BEBEE e smmsssssse s ssssssssssssssee s snsssssssseeeeo 125
34 HESD St Q/OFRHFRE ANY AT BEE| oo 128
35 HEQA Wt Ol /0t RHMR T B A B R| e 130
3.6 VPC HIE QT MEL BER| oooooooeeeeeeeeeeeeeeeeeeeeeseeeeee s sseeeeeeeseessssmeesseesssseeseeesseessssseeeesees oo 132
37 VPC HEEHZ MEU HIZTH L2 M AT e eeeeeeeseeeeseessesesseessesssnssesesseessssssnene 137
3.8 BSE VPC TER| oo eeesoeseesee e sesssssese e eesneseseeeee e eernreeeeeee e 140
3.9 VPN BIZ TEE| oo eeeseesseee e sessssssseee s sessesssessse e seermeeseseeeee 147
310 StOrage B ACL R .oooooooeecoeeeeeceeseeeeesssseessssseesssssseessssssssss s sssssessssssssessssssssssssssssesssssssssssnes 157
317 StOrage HIO] BER| oo 162
3.12 Storage E|AA T Bl ACCESS TR oo 166
B, R BER] et e e 170
4.1 Compute Engine CIAT QB AT ...oooooviiveeieiesssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 170
4.2 Compute Engine O|O[X| EZBE AT ......ooovvovivveeirverrerierieisesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 178
4.3 SQL YD HT ...ooooevvvvvevvvsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssseoes 185
4.4 StOrage ZETBE AT oo 192
SK’P © 2023, SK shieldus Co., Ltd 2



45 Storage OIOIE] EZE T TR ..o eseseeee e sssseese s ssssseee e 198

4.6 SQL SSL B BEE|.....ooooeeevvvvvvevesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssseoe 202
4.7 Load Balancing SSL A BEE[ .....oocevveeeeeeeeesssssssessese s ssssssssssssssse s sssssssssssssss s 206
4.8 App ENGINe SSL B TR oo ssissssssesss s ssssssssssss s 215
4.9 T FEZE LB BT e osssseeee e 223
470 ZAE BT TIE Bl BER] oo 224
411 ZAF 2 B AFEERE BRH OI5 e eeessseessee s sssssssssssees e 227
412 VPC HIERIT BE BT BT BEE| coooooeeeeeeeeeeeeeeeeeeseesesseeessee s sssssssssssesssesseses s 229
413 EBFE R T1 TR oo 231
414 2T EEE BT oo 234
4.15 Google AT AFBXE O[MTZ LB T e sssssss s sssssess s 238
416 Cloud ID I AFEXRF O AT B HH oo seeeeessseesessneeeees 241
417 7He Bl O[ATHZT LRI BT oo eeeseseessee et esmssssssesee e 245
418 BHR AFE Od B oo messeesese e 249
SK’P 3

© 2023, SK shieldus Co., Ltd



| M
1. §j3g|AE o=
ZICHo| AtEE MAZ|I2E= =W/l 7|8 ANEE HESE Id EJASLICH GCP HOH7HO|E0|AM Q|
goe AN a9 T2, HSH D@ T2, JtA glAA D127 TBER), P m2|(187H
ad:eE T 471 YoM 427 F=22 Y SHJASLICH
[E] 1. GCP HQt XIth H32[AE
=L g5 ac ek China
1.1 AEA AE e o
1.2 Cloud ID HH & Tz B
1.3 Cloud ID AE IfAS{E FX Zte2| =
14 Identity Platform A&X} 22| £
AE 2e 1.5 APl 23t Bl AR F7| 2| £
1.6 SSH 7| ALE &g o
1.7 O EFG[O B 2t2| &
1.8 sQL AE &te| -4
1.9 MFA (Multi-Factor Authentication) &% £
2.1 PIAEHA AH|X G =4
ok 2he| 2.2 HESIA MH|A F2 2o =1
2.3 7|El MH|A FHA e =1
3.1 ID % API A2 o
32 VM QIAEA ma| gl =ot St
33 OfZ2|AH 0| ot =
3.4 HESA Yot Ql/0t2H2E ANY 23 22 =1
35 HESA Yot Ql/0t2H2E SEQ FH 2t =1
Thab Blan 36 VPC HERT MEU 2z o
e 3.7 VPC HERA MEH HS/H #32 ML 273 £
3.8 37 VPC &2 £
3.9 VPN HZ& 22| £
3.10 Storage H{Zl ACL &2 £y
3.11 Storage A0 Zt2| B
3.12 Storage 2|22~ H{E2 Access 22 o
4.1 Compute Engine C|A3 =3t 47 £
42 Compute Engine O|O0|X| =3t A7 £
o 43 sQL Yot MY 3
4.4 Storage 2=t 47 &
45 Storage Ci|O|Ef HQt 2tg| B
46 SQL SSL A ztz| ‘-4
SK® © 2023, SK shieldus Co., Ltd 4




47 Load Balancing SSL H* 2tg| o
48 App Engine SSL g* 2tg| o
49 sA 7t Lz Y s
4.10 ZA 23 715 % e s
411 dAF 2O HH ALEX EX O F s
412 VPC HERA & 23 €73 &2 s
413 oty 21 &g s
4.14 21 23 439 £
415 Google A8 ALEX} O|&ET HE HF 3
416 Cloud ID A& ALEXF O]l T o8 4 St
417 7ty 2las o|dEe gy HdF £
418 M AR OfF £

SK»

© 2023, SK shieldus Co., Ltd




2. GCP B¢t 7lo|=E/1sMs Of% 7| &=
ISMS-P 9o 2. HSOiM QpAtE HA 647 &5 T 3170 =22 OfZ48%)SISLICE HA
gte T 98 A9 5ol g™ gl T Falv v=Hob Mo 9l mg T rZ2| Eo At ofjgh gl
FHUE M X" St 22 22RE HEFE0AMe Y =ol U JFX 0Or#Ho| 27tsst e
2870 UL|CE 0|t &2 TE2 A L W XHHFHoZ 2z Jes EME SHEZ CHKISHOOF
ehL|Ct,
[E] 2. GCP E Q70| =2} ISMS &= i
St=2
o 5= . ISI\fS
ac IEEE
221 =82 XA XF A e
225 E|Z 8 XEHF e
11 | Ar8R AN 2 = % AT ae
233 QEX EOF O3 g
251 AMEX AE e
2.1.3 EXA 2e|
12 | Cloud ID AF2 AL M2 23| 251 AFEXF AY el
252 AMEX} A4
13 | Cloud ID AFEA} THAHE HH 22| 254 HZHD Atz
262 MEAA"H A
14 | Identity Platform At2Xt 2tz : .
266 AA™Z EX|
254 HZHZ e
AE 2 15 | APl 283t 3 AR F7] 22 255 E AY 9 A |
272 Y7 B
262 HEA|AH HE
16 | SSH 7| AtE ztg| - -
266 HAFY2 SH|
2.1.3 EXAE 2e|
17 | oletglolg ael o
272 @=7| e
18 | saL A= ma 254 HZHS g
‘ = 255 £ AXE U HS 22|
253 AtEXL 21T
. o 2.54 HZHD 22|
1.9 | MFA (Multi-Factor Authentication) &%
262 JEAAH HZ2
266 HA¥-Z X
221 8 HNEX XE % 2z
222 HF 22
225 E|X ol 22HA Az
Hs HE | 21 | QAEHA HulA HA B > EA % AERe 24
233 QEX =HOoF o] 2tz
251 APEX AE e
255 E AF™ A Aok g
"
SK © 2023, SK shieldus Co, Ltd 6




262 SEA2E HI

221 Fo HEX X|F A e
222 HF &g

225 E|F 3 XEHZ e
22 | HEZ MHA FHA Ze 233 QA+ HOt o e
251 AR AE el

255 E AE A A e

262 JEA2HE HI

221 8 AEX} X[™ 9 a2z
x

222 HE 22|

225 €15 U HRWY B2

233 QIEXI HOt O[3 |
23 | 7IE Mul= ax 2| 251 ALSA Y 2l

255 S+ AY L e wel

262 YEAAH HZ
2H X

263 SEZ=20W I
285 AA T2 B3

[
262 JEALH HIZ

31 | ID 2 APl UMA 267 2IHY L X
2103 S7HMH 2ot

32 | VM QAEA Tzl 5l 2ot 2102 2EHRE Hot
26.1 HER3A 2

33 | OfZ2|A 0| M ol 26.6 ¥34H2 A

267 AHUA H& SH

HEQA distH QI/OFRHRE ANY A H 261 HEHI T
— oc2r5 o XHT=
34 " / = | 266 2HY2 X

2| °
267 QEHY H& EX
261 HEQZa M2
an HEQIS 3ty o/otRH2E 2ER

35 266 FA™Z =X

PSR I
267 AHY ML X

261 HERK3 2

. C HEYA MEY
36 | VPC HUIEHI MEd 22| 267 QEY BS A

VPC HERZ MEU HISI| F=2 HM2

37 | 267 QU XML& SX|
= O
38 | &% VPC 2| 261 HERA ™2

261 HERA ™2

39 | VPN ¢4 ze
g 22 267 QIEY H& EX|

26.1 HER3A 2
3.10 | Storage H{Zl ACL &2

262 EAAHY H2
3.11 | Storage A|Of 2| 262 HHEAAH I

© 2023, SK shieldus Co., Ltd




266 AA[Z
X

267 2AHY H

3.12

Storage 2|&2A I{EE Access &2

261 HEA M2
262 BEAAH M2
266 AA™ZE X
267 QIHY ML SH|

2.10.3 3 =t

41

2.7.1
2.7.2

ot
oz

2
ikl
ofo

fot
Al
AL

4.2

ot
o

2.7.1
2.7.2

1A
ofo

tot
A
o

43

2.7.1
2.7.2

tot
u
o

44

2.7.1
2.7.2

fot
oz

02 02|02 02|02 o2 |02 o
1A
Ofo

for
Al

o
o
rh 12 o e o e T
ik
0o

n

4.5

Storage Oi|O|Ef EQt 22|

2.64

)
o
=
o
[>
2]
ry

4.6

SQL SSL H* 2g|

o |
fot
o | m
12
il
ofo

2.7.1

1]

47

Load Balancing SSL H*f 22|

4.8

App Engine SSL H* ztz]

Ho
02
re
]

4.9

4.10

0
o o oA
P» o =2
NN
u

du

4.11

dAF 20 B AREA EX O &

N
(O]
[0}
il
ry
H
rot
oY
Hm

[\S I \V)
O O
[O2 BN N
H Hu
Wy
#0 %O
I3
I b
NN
Ju

412

VPC HE®Z =5 21 28 e

NS
©
rE
i
L]

[\
(Vo]
)
0x
1 or ox
L]
2
=}
i)

Ha
2 ox ox

J b
NN

N

)
o
N
Hu
d

N
©
Hu
|
%a

4.13

N
O
ox TE
e
i)

L or oy

2 ®e
o A oX
B b

N

2
=l
i)

N
©
~
Hu
d

N

(o]

(Oa}

HU

]

pas)
I
oz

oY

g
Lk

SK © 2023, SK shieldus Co., Ltd




7l
] ~
il 5
L . ok
u Mo o
S e T T
4r|{ oM IH S IH S
Al 5 5
K1 oF oF KO oF KO Tr ﬂm
o | % % ™ B B oK
A2 2 P _Jpes ®
W[ WC Wix © Wiz g <
B ST S N P N
. — H — u . ~— u . H (@V]
(e)) — — (e)) — (@)) (e)) —
Alad Hla Hlad & Hid & o
%0
0
_ |
m_ﬂ Bl
(o] 0
o iy
O R <
KO 1 %0 0
0 = B
o —te
o g_m {oF
K 0 KO
ol =z = =
K 0 1S pif s
K
1l K2
R E <] s
MR A 3 ojo
e —_ — —t—
iyl L5 m._ =<
M g | 3 ko 0 51
Ny U] o ~ i
< N O N~ 0]
< | < < < <

© 2023, SK shieldus Co., Ltd

SK’P



[E] 3. Rl &

g
o
~N
NININ(S
K | Ud| Ko | o0
Kq
m
oF
2
2|
ol | Khu
% | O
= | H
ol | RO
KRR
80| K| =
oo| | 7| B
jol | 7l | oF
ol _
= |
M| <] | &
%M/uxn
0
OF| 37|
H| T | o]
%0 X | Jo
o“_ﬂ.vuﬂu
KE o | =
KO H | ™=
.._Au.__A.om_”_
K| o
|| 5
M| H |
EI—l e
0| <0 |Ko| o
oF

10

© 2023, SK shieldus Co., Ltd

SK’P




I M2 e=s A4
1. A" e

1.1 A XL A 2|

AE 2 =95 A

0 | b

Ok

=
o
=8 | AFEA A e

GCP(Google Cloud Platform)oA& 3A F= AH
AZEE AHESIH MM &2 Ct3at Z&LICt

(=3

H, MH|A AHE, Cloud IDQ| 37}X| HE{O

T2 A™2 129 =22t MH[A0 M2 F1F §7IE MISts ALEA AFYLEAM OF
GCP(Google Cloud Platform) A{H|A Sl 7|E} ?L_;L ME 0|&0| 7tsg Lt

MHEIA AE2 JHE 2E AFEARZE ofH OiZ2[AH 0l £ 7t H{ulof Hot £2% Google
A YLICE OfZ2[AH0|M2 AMH|A AEE AHESI0] AH[29| Google APIE
AEXZE A 2OoHA| gL 0& S0, Compute Engine 7t T{ilS AfH|

At = Qo oy AFO Eost 2AA0 CHsE AMA AHTHE 2o = JAFLCH
O|EA ot MH|A AHE2 MH[AQ| D7t T MH|A AHFHO Hot2 MH|ATL HhAT £
Ues 2AAE HojgL

Cloud ID= GoogleO|A HX&3t= IDaaS(ldentity as a Service) H AEZZ}0 Dot

|=

Z2|(EMM) HZ2Z Google WorkspaceO|Af AF&0] 7t55t0 ID AH[A Sl JIEZQIE Zig|
7158 MILCh 2E2|Xt= Cloud IDE AFE3IY Google 2| E2E0AM ALEX}, o, 7|7|8
e|g = U2M, GCP(Google Cloud Platform) 2t2|At= Cloud ID AMH[AO| 7+SED Cloud
D AN % A R ZEXE THED Cloud IDQ EOQIS =QI5I0 Cloud ID MH|AES
AZEg = QELICE KB Cloud ID AMEAH AE T %[ AHshEDR2[XHES Google
Workspace Wl EE Z|AA 0| 7H58tE2 QIJE|X| &2 AFXHO|A Ol g X|
sfjoFgtL| Ct.

mx ook
of o

X GCP A8 /¥

Ad 88 ML

AR B2 MHIA AY Qo ZERMEO |AM FH L& GCP
L0 R X FIh MH[A Aol LEtE £ ASULCH o2ist

MHE|A AE2 Google OfM S AFELCH Y A¥2 CHE

Google &2

MH[A AE R
Google MH|AE LIEILHD Z} A0l GCP ZEHEQ AM2E =
UAe 1AM FZ0| Xt 2 FOoE Lt

AR Bl fHCj '—Iioﬂ*‘l :M = ff%&q iiﬂigi %L’Sje* T S?A'AE ﬁliii

MHE|A AH :—;H;E 71|-:-|O-llp EH('::FIA':'\Q EE TR s Aes
= o = =2o=2 T Mmd .

SK © 2023, SK shieldus Co., Ltd 1



https://ko.wikipedia.org/wiki/%EA%B5%AC%EA%B8%80

IDaaS(Identity as a Service) ¥ QMEIZZ0|= LZHFY 2| MHAE

Cloud ID Google Workspace OM AL += U= =EF D MH2x 8
ANEZQEE el = U= MH[AYLICE

7} IAM LH AMEX} FE7}
1) IAM AL XL =7 HE 28

Google Cloud Platform &

(s VR EL M [ast] e
o EHLEL 7| E
. S CEE
o R s T 2HE 0| A
\ Femszea 0/ 230/ 0| Tz8= U EeA=g BE 2jaad BYS UL, e 20t
1
B e sy
- WIBLNE 192 A2 [ coogleHiE ¥2 2022 @
T c=
- Tz X @ M
== #2487 0 JELEEEE
9 AHAAE i

2) Google AE ALEAL F=Ih (9 F0: 2R X}

0L nXx
IE o

oo ZEAEN FHE ST FN

ﬁlioll THES OO LT TYE ST Mg e a0 O B4 2T
EOTHE. (2 TEE YT = UsUIch 1A ZoE7|
A aa
1 pi001@gmailcom @ 7]
EE I3 _
287 v 5% [ ]

l QN2 BE
OO SEH L B L IR RS FHRNA 22 OH0 B0

%i

.

SK shieldus @ 2023, SK shieldus Co., Ltd 12




Google Cloud Platform &
© Da=H e T2 M E 0| St
A, FEERHHEET o[2{E 2otol 0| ZEME W =M =S| BE 2|20] FTS 0T LT 2P 5 Loz
7l
B EHEsR
— 271287% FHE 82 [] coogle 3 ST 20 22 @
W wes T Z X @ m
| ME~AF s
O s  #e24 olg =H) CRLEL
@ =t EXTeG
& 43 [ - 001@gmail.com =R A 7/
O a 32/ 4
¢ HUBEEEAEH £ R 13/
Ea 3409/36
& IAP(Identity-Aware Prox
y ¥) 0= 8/
= g X 13/
- 3366/36
4) Google A'Y AMEA 2|1 Hoh(aFAh 2SS flo O|HEY AT
= M Gmail Q mau ONCREN | |
« 0 0§ & 0 ¢ B PO THEVE ¢ D> [
|. HR| 7|
T=ME A[ =
O wesns © Google Developers Console T2 M E Z L & |
POEI T x
* EEEXF )
0 tggEs INE <noreply-cloud @google.com= SHIWSBOLEHE) Y
S suEn LA v o
‘ AN B ‘i001 @ymail.com’, 2HETHH 2
v gE7| Google Developers Console ZEEE )0l ECHELICH EOHE =
o2EOs Z2E 228 =4 A
N - +
for2 oy hitos://console.cloud.google com/invitation ?nrniect=main0-security&account=
11 @gmail com&memberEmail: ji001@gmail. com
Mg
A
B 9z
#or2
L + ¢ > Google Cloud Platform
Google| QIZ2E BE5I0f Y 75T = AUSLIC
XE A% B Android 52 Z2 Google API2) 7|52} S 55 B2 242 AtHs| LOtE7|
e
SK shieldus © 2023, SK shieldus Co., Ltd 13




6) =7t=l Al Google I AFXAF £E H3Bh 015 ol

Google Cloud Platform

O am I 2T} 1AM T
ve  1am Az AT 7|12
6 Dz=H s I 2 H E O W SH
A FWERHHEE=T ol #EHo| 0| ZEHE Y Z=HE0| OE 2|an FIHE O|FLICH K45 Lol
Zl
B T 2SR
. 271287 THE A€ [J coogle ME =g 204 =2 @
B =IIm
| A=A TE o2 BEY * @ "
Q@ s =
B Seg 4 o= ] sx55 A
FoSREE = o g
@ AoIHE B U mOt O & i001@gmail.com Bt © ra
S 1AP(Identity-Aware Proxy) O = Cloud SOL 22| %} (O} 7
Y=9i= e 2elxt
= a4y EN. 2
. loud SQL 22| X} ’
= Br=2 0= Elc;;;ﬂ_ra 2R @
[ =l 7 | FRES
Ll. Cloud ID &7 it
1) GCP 2&0{AM Cloud ID Off 7t&i35t7|
- GCP 2&0| =aQlghLct.
-HE R MH[A] OFOAM 1AM " 22|XH > [ID]E Ol &2 Lt
- ID oM [7t12 SEIL O
2) 22RE D AFE A A B 22Xt 2HE7
- L) E MMo|M Ol Yo d1t 0|52 FHETYLICH
- AR0 At2%tE FA| O|H Y T4 Yt ZR2EEY ZE2MEE UtE [ AHED

oS YHYLICL

- N SR MU0M slA Ee =T LHEO 2|A O|FS YHYLICH

SK shieldus © 2023, SK shieldus Co., Ltd

14



https://console.cloud.google.com/

- /A G YEEOAM = =7t B XNYs EC2 SF0A dELCH
- Chg2 28910 =0es S8

- 229E 1D =0 Qo ojo] Yot 2lAL EEHIO._'% F7retct
- 22PE D A TSV oM AHEAL O|F A HIEH

dFol AEStE M oY FiAE 7 F2LAER ASHLMO 57 OHY Fas
(=] ]
=

Ol2jof A Cloud ID o] #2|X} HHOZE AIRS}7| ¢

e
22| X Aol 2ol 2 THAoAM s

of Kt o

-~

Cloud ID & S8l M dE Gsuite A8 Cloud ID

oY FAet THatof stH, LU OZ admin@yourdomain.com 1} Z2 HA0=Z ALEX}
O|§2 YBSI= Aol E5LCL

¥ 2222 ID 2| =HQl =elo] et 2 URL HE

H= URL

https://support.google.com
/cloudidentity/answer/7331243?hl=ko&ref_topic=7390701

E2t2E D9 =il &9l

https://support.google.com
/cloudidentity/topic/7558382?hl=ko&ref_topic=7390701

TXT HREE ALESIY https://support.google.com

cojel =ol /cloudidentity/answer/183895?hl=ko&ref_topic=7390701
HTML Ot == OEt EfE | https://support.google.com

S 2L ID =02l /cloudidentity/answer/7334392?hl=ko&ref_topic=7390701
k=1 4]

A= https://support.google.com

a
elez Z2tRE ID 2% | /cloudidentity/answer/7331013?hl=ko&ref_topic=7390701
0 CNAME https://support.google.com

HI2E F7} /cloudidentity/answer/7334202?hl=ko&ref_topic=7390701

3) 2EHRE ID ALEA A" BE7I
- Google #2| 2&& 0|83I0] MABAIE /WEHo=z FIteH Lt
-CSV MYZE ALEX}F 0|52 YRESHO o ALEXIE SHA”O| F=7tgtL ot

Z%0| LDAP CIHE2|7} Y= B2

- Google AE22 7|E LDAP CIHEZ|0| U= AHEA HIOIH(ES7|2t A&, AN, =3
Zehg &7|2tst2{™ Google 22t2E ClHHE| 57|38 AM&gLCH

- Microsoft® Active Directory®2t #2 7|E LDAP CIHHZ[Q| HIO|HE AtEd) 2
9| AMEXE ZE2H|XY5t2{H Admin SDK Directory API & ARSRLICE O] API &
Google 222 E C|HE 2| S7|2tE0r FASHXA|Z Z2a2iY0] QoL Lt

EEE

- 2 Aol AHEXF O|F2 g ArEARSl 210 Ol o|H e Fa0f W #R £&0|

gLt =020] solarmora.com @ &% O[H&O| jsmith@solarmora.com ¢ AMEX}Q|

© 2023, SK shieldus Co. Ltd 15



https://support.google.com/cloudidentity/answer/33310
https://support.google.com/cloudidentity/answer/40057
https://support.google.com/cloudidentity/answer/106368
https://developers.google.com/admin-sdk/directory/

Xt O|§2 jsmith YILICE =%o| 2t ID AF1 AZE =0l 0|§0| o2 742l
8% 222E ID MEA AEE TE W Af%%’ =oel ol §E AIFEE L
7

- dM Jtstt G Suite CIZEZ|0] Ml AFEAF AEO| BA|Zl= O X 24 A|ZHO0] 22

2
7 UASLIL

- AEXZE = =02l O|F S AMEBHY 7i2l Google A¥E UE B2 = AZOI

Y = UFLCEL 7I1E 42 Google AEI SLT AER 0|22 ALAF A¥S

e ChE =HO| F715tE JiQ AZL S22 olH Y Fx9| ZERE ID A8S

ZERIA EUEL 2702 AS0] S2et AHEAL O|F& 7tE =+ SlELICh

4 GCP 2&S MgO0 8% B 22
- 2ESC D MHA 7ty U MW TS RS B2tec D ZH0| WYL

—

o
M 22| 2£9 Z22E ID A™Y2 GCP(Google Cloud Platform)0f D&, ZAX|

rto

:].E‘I = | ) Eltl
me| BXoz DE ZEMEES OEsiets O ALBELICE 018 S0 222C D ZES
ALESHH Z2HE AdM A Asts 2E2RE ID AFBAIZREE Hokd + UASU L

GCP(Google Cloud Platform) 2&0| AMASH: & Hm 1 BEIZIH =5 A
Agxtel ogtol AP A1 BARE X3 S Balod A4S $TOM FMS

X|XS & Q&L|C

X EE|Xt7} ofl GCP(Google Cloud Platform) AI'8ollA oz 1~3 THA|E tg8LICL Of
AMe Yutxoz 749l Gmail AIHEYL|CE

S22 E ID 22X AEOM 4~6 =
CBH ATEO| HMA oS RO ThL(C

1 = =
2. ZR2HEQ| WML HoHS ROTL|CL
3. 22t2E ID AF0 2050 TE2EME XL|E =L Ct
4. GCP 2 0| 3810 SE2E ID AHCZ 2I0Istn HMA FHshx APHTHL|CL
5. EEX‘HEE 0|X-|o|-|_||_'_|-
6. Hot2 AF™TL|Ct
Y I|&E
- cEe|Xp HotE 2Rt Ot AIFO| EXiSHA| A0 225t A™Eo| EXfSHA| AS 8%
Xx|lc
—
7|1E
FHE71=
CHE|R HetE ERT Ot A-a 225 A™O| EXfsts 4%
H 1 -
”»
SK © 2023, SK shieldus Co., Ltd 16



https://support.google.com/a/answer/1628008
https://support.google.com/cloudidentity/answer/7062710

1.2 Cloud ID AF2X HxH 2tz|

=5 [ A% e 8k £
d=H | Cloud ID AHEXL A 2t
Google WorkspaceE &3l Cloud ID AFEXIO|A  22[(Admin) 20 CHs{ 2tFe %2
AHEXRE AMNA HTHES HOSt= A HMTHE ZTE =Ashe He2|At IdES Y £
Ao AREXO| CHEH ZF A Aol Sh= ARSAL Mool H7E|ooF grLct ot Aot
QEHE0| YUK Y E HBEE A= LZAO ot =52 2N E z2|sioF LTt
OlE =0 ZeIXt7b AMEXIOA Gmail 88 Es = ola3 =Y (O AFBAL HEHD
AT Heste s 58512 dY 2R 7|22 N3kle #EA IS gotHL &HE
XE Adg 52 8 MHAE 0|8 sforgtLCt
X Google Workspace A8%t 7|2 g
A=y ML E
e 2 8 Admin API 9| 2E 7|50 AN £ AN = AFS 2=
ZHOIM 2helg = ASL O
CESh 2|0 #E|RHs BE AMEAS] HEiM W D L ME FEO| it
a5 A AMA HotS ERTLICH 0 22Xt HoES 20 22 AFEXIL
a9 A2l H32 AT = UM E2E Z[Cf 24 A|Zt0] 2 = UELICH
- Ee[R 9 MY Ee X
- 2|t HIYMS HHEF
H0 - AEXE AMSte S0 oY A7 o/
maxt | AHE ALEA S
- oA 2 e
- AH 47 R 2to|MdA el Ko
- AFEAZE 2 THA Q15 S ALBSHES 58
- Google Workspace Marketplace & %]
- Google ZEIH 2|aA MNA =F MO &2
- WA ClEEe 4 e
- OIOJE O™ MH|A ALE
- ZOQl HA 2{R/API SEI0[AE AM A 2| Ao 2O
- Google & SAML ID 3=5%H =2 4% X saML & F7l/+=H
K= © 2023, SK shieldus Co, Ltd 17




82 =Lt o

of ool 2= &

g

Google 1

231

A

1

=0

M4

A

—

—

LICt. Of 22[Xt

A

A
(=)

Sl

Admin API
H
2|
AFH|

t

pr
—

=x
x

=]
(<]
u]

~
&1712k 7t

=
=

=

o

Ad
Admin API
AR A4
o

A

u]
—
ES

A
ol

4

ey
=

of

= E
27 ObLl AL RO Chef &

=
—

t

- o 2E0AM M OE £

- 2E0AM 35 AH
- AFEAR AE

- AFEAF O|F & H
- AR AR JHRI9l B

|

ojn

AHol A 2 S E L O &2lXtE

2
[S)

2| Xt7F Ol At

.
o

*)

2|xt A8el 7|Et

t

pr
[

2|Xt7F otl ArgAte| H|E

+
At

i
il

Admin API £ Ed}

x

m]

==,
=

I

gl 2

3

ol =2 g

2
[S)

L o ZEXte

UAFLICE O] 2Xt= =

AFEALE 2 O

M s ArEAS

3

.
(=)
=

of xI'8

s

.
o
=

P

o
il

=1

s

wjr

AL

=

= At

- MH|A A}

ojn
Joll
ar

4

l2| xt
I2|
2| At

—

F

AHE AL

i

il
i

A
o

2| <t

F

423

prl

18

), Marketplace

=

=

2

1T

R

A

1|

prl
]

(G Suite A{H|

jrar
=

8712 7ts)

* AZol =7t EF H|
W, FZ Google AMH|A(O: Google+ X Bloggen0fl 2t M-&E LICt Google

- 250 BEAIZl Chrome % FC{7|7]

glELCth)
© 2023, SK shieldus Co., Ltd

SK’P



https://support.google.com/a/answer/1219251#API

Vault, 22t2E Z2E 5 92 HE X MHA0M= MH[A 22X

t
K| Bt k& LT

A

%6H R]OUZI7IE #2lg = ASHCEL Of #E|XH=

S2HY |- 7|7 Z2HIHY 2 52
R |- A s
- 7171 ®A™ Xt £ X7|3
- Android 7|7| H ios 7|7 M MY
- ZOjele] OF W ARSA 27|
Voice 2tO|MA EEEZ H Qs ZE Google Voice 87 & ZRH|XYS
ez = AFLCLL o] E[Xt= ChE TS +dY = ASHT
Google |- 21X =7t
Voice |- AMSZAHO|A F3ttz =
22Xt |- Bz oM
- MH[A T4 HY
-9 Mo Y
- XS ngh 43
2|2 | Google Workspace &9 2|42 X Google Workspace 3¢l 78Xt
2[R | @™ot 21 oA 2 HEEL T
el 222 MY 8T HOIXIE AEY = USLICH O &A2[Xt= O
e =AY = UASLICL
. XXlo| MAIREE AlR2t °H7
Xyg%%f == | _1ooo foogl
- MY B2 NEEYES A8 B2 ARBAI &% E2H0|E =l
22| X
S xyuez oe uy
- A8 EAM, AL8X CIHEHE|, 3/ E2H0jE 58 Z7|
Of I&2 HaM 3! Drive 270 CHEH TA MM Hotz FofgtLCt

SK’P

© 2023, SK shieldus Co., Ltd

19




7h. Cloud ID AFRX} Oi8F 3! HE XA

1) [Google Admin] > [Zz2|Z

o : - Ld
ull a
A2E M-SR as 717 2|
SO B3 EX 27 MERETEE BE dEUHgEAE 717|094 ZAHIOIEE
UE7| ==

2) [MEA > [M AHEAL F7H]

AY A
AMER
AF2AH| 2E AF2AF EA M AR =7 AtRAYZ H2E AL2AICIREE OET7| v
474
e =7
e + z P
oHd

3) Al"gxl' g o

(o]

A AFS R} ZEE

s
us

P

[
SK shieldus © 2023, SK shieldus Co., Ltd

20



AS R

ALEAH 2 E AFS A ZA MAISA E7F  AISRI B OZC  ASAICOEEC  HEY| v
+ =g =74

O oz ojoj 2 CE Rz =1 [
] g5 security-tes, T AT =) =0l54%] 2
O 24 282 X

O 24 72 ™

=l
g 23

security-test = =
24

OHR[% 219 2190517 &g
YT E92019.7.16.

F
Mt

gcpsecu

®
[us
1=
!
fot
=]
&
03

\'
of
-l
=)
ol
[ n

f

Sed

HELY,

B o Y A y
Z5EiA 2R EE S
A0| galtt
SEINES
i v
Google & I 2E2E ¢
N2 7tstt Google MH|ABI7 548 0] ZEQ| £7}5l [}2 S2t2C Ho
MWHLSLH M2 EEEU USL AL o FA o Ae /N2 FX
cL o

[
SK shieldus © 2023, SK shieldus Co., Ltd

21




= 2= ZHE| A gt 9 Aot

®
i
e
[
1]
|
0i

]
N
|
s
|H
)
|
=
T
v

t

2%} Ze[Ar g 3 Het

= 7
g 23

security-test,

ot

i
[
Ha
ol

158
st
il

s
[s(n]
o
=il
9

R g Google Apps Adm eed Role ST -
S — B23 BaR S
LY K~ B2 R -

s
™
SK shieldus © 2023, SK shieldus Co., Ltd



Cl=Eel 23

Cl|8E2] 57|35 BETA

0= o o
al 2= L
= Zl -
. EHE
I Clalga
= [=E2 security-tes 2x
A =4
1= o TAR FE olsg (27
security@sk.com
=3 £hel -

Lo 717
r8 7 BEolE
@ =o sEEATEss 27 0jt2 Za(0lvY 24)
i 2E0A =Z oI F7 =
B = 5=
) . el g T
@ A" o= A1
® =4 AFE A 2AISH =z
o mzaz o
Zhats) A A AL E
zgohel 8z BE% ol
security’
M oz =y -
Herzzicry
L2I|E
. u] o) = A [=3 o
e :Cloud ID AFEA FE(AUEN A XE HE 5)7t 2850 US 8%
zlch
7|1&E
S
. O o = o o
:Cloud ID AFEAF FE(UEAN & AU HE 5)7t 2850 UK @ BF
H| -

SK»

© 2023, SK shieldus Co., Ltd

23




1.3 Cloud ID AF2X} DA QE A 2

25 [ AT 2 s8% =
25E | Cloud ID AHEAL THAQIE FH 2tz
Cloud ID AMEX} AHE Sl Google Workspace §2| £ AH|A0 [t HS 2R
2R 29%/2e2|/4%F0| 7tsdt7| MR 2z ™ Al FF317| 42 =2 dFSHA St
Aolo| HIQIZL AFSRFEOIA A Yo WUOlE M3F 7ts40| ASLICH Cloud ID A2
A W 9 A Al ofef IHAQE FMZ MBSt AoH AF HHE YX[s{oF FL|Ch
<gj29E H4%d J|1E>
1) IAQIEE of2fo| 47tX| BXt BF 5 28F olds et %A 10%t2| Ole E&
355 O|AS ZHeto A4 gxiz| o|4tol ZOo|Z 7Y
* = HERH267H), & 22XAH267M), AH107H), E+EXH327H)
< AQIE = H|[QAJLXIO| oJFt FZH0| O{HEE Ch3o| ArgES Rrgsto] dAsHor &>
1) Null THARE ALE X
2 A EE 2ABO2 T4 3
3) AFEAL Dt SYsH HARE FX]|
2 @Hel 27 U 23 A8 37
5) F714 HAYE A FX|
6) Mz, WY, A™Y, hostnamelt 20| FH3L7| 4|2 AYE AHE FX|
g=
28 |11 mjagye 2220
WAQIE =& SAS Wst7| LI5t0] HAYJE %A ZO|7F HFEOf A=K AR
HAQAE Z|A ZOI7t HEEO UX| FAHL BHAH SFEO As 42 FHAT WAYJEE
AHEEeR Qlsf otolF ol ALgAIIL HAEE &M |3 & = Us
2) WAQE Z|Of AHEZ|ZH
WAQETL Aolo] HEE &3l RECUS M, ASYZ TLETH ALEXIIL AME CHA|
&g = e S4e UX57] i WAYE IRt Hste HEw
3) WAYE %A AHET|ZH
WAJETL Aolo] HEE Sl REDUS M, A2 THTH ALEXIZL AME CHA|
&g = e S4e UX57] s WAYE IR Hste HEw
O™ I{AQE 7|9
O|Z0f AT IHAQEE 7|Yst0] HAE B Al 7|E0| AISSIAUE mAQE
HAHE FX|
- AQE Ol 8Xf Ol HFsHE= Ag AL
- AQE Z|Ch AR 7|7HE 60Y OlSt2 MFE Zg D
SK’P © 2023, SK shieldus Co,, Ltd 24




1) (e 2&] >

=Ry

[
- G Suite Al™ THAQIE MM MX AT

1}

La)

i

= @
=il ol
ji|l2= AETH
EOol 23 EH 27 AFERFEF e BE|

. »

o
=

Apps 5L Apps 272 2|

Tl A
sIA RS Y

It
iu
i

o I
[m

ZE|A FF

g BEIR =T

7}. G Suite A2 A E ST 3 TUE 7|

En P

A AFEZ R

“
=gl
SO el £e =

L4

7171 zal

717101 A I+ GIOIE 2

0T px
If oA

2) [HIZ2H= 2]

= Google Admin

H=er

junshae.com

[
SK shieldus © 2023, SK shieldus Co., Ltd

25




dzds e
2otEH s B2 ZHOIM ASE Y YHS B 2
_ = e ol BRI 0
o ApME| Zots
Hjgs 2o|
100RH(S 2 71 F)0i0f B
8 - 100
TAre
HEHs A 5
az
P
Y27|E
: Cloud ID AELe WAYE EFYE 7|8 & U = Utr/IjAHE Aot 40| EXSI=
710
51
Tct
7|1Z=
T FAYE
: Cloud ID Aol IHAQE = = Az DtE/MALE KMot dFO0| EXiSHK|
e 2o
H|

SK»

© 2023, SK shieldus Co., Ltd

26




1.4 Identity Platform A2X} 2|

=5 | AT &z 8k £
sh=2 | |dentity Platform AFEX} 22|
Identity Platform2 &3 At8&XAts EHE| HYE SaaS OfEZ|AH0ME, ZHY , &
OfZZ|AH0|M, A, APl S1F &2 OfEZ(AH 0| X MH[A0 s 15 & += USLCH

I gots 49 Aot Ar8otY| #2 ATS MSHUCH

Identity Platform2 A= MH|AZE HSsHH AEst|
2H ZSSHo] AFEAIE Yo ATLICE €
o

A835tol 215 S X gLIC.

= =
Identity Platform GCP(Google Cloud Platform), AtA| HiAIE = CHE FSHZO0A MHAE

&2 SbK % 7] g ul 2to|EzZ|
2z, M3t HZ, Google, Facebook, Twitter

SAML EE&= OpenlD Connect ZE2EEES X|J¥dte ZE MS MLt 22 82 ID 354

o5 28 e
A O o o | S TS BO2 MSXS Sohs FREUIL. DK &
7)ut o= At MY FAt YBE ABSI0 2IQISHE ALBAIE RHER
o= Bajets wHe NI
oy T

Et EHEF ID SEA SN ArEAIE QASots YH
A

= AlRKL7 i al o
zax 23 SDK & A2X}7t Google, FaceBook, Twitter X GitHub A¥SZ

210 g 5 Aes YHE M3

Mzt Mz Q15 | BOf M2 SMS HAIX|IE ELf AFBXHE QlE Lt
Ho| 7|2 29l A|AHE |dentity Platform Of ¥ZStD X A
ARA Bo| ol Mol 7| SRPNEI=E< y | SASID MHE 0| A
ArE s MN = E28 GCP, firebase & 7|Et MH[AZ AHAF O Ao
o
| AL8% = Q& Identity Platform E21t watetL|Ct,

QA Y AFEES TS0l ABXF BHAY =219 g Ee g0
olm o= oIEZ0| HEast Js2 AMB8Y F= USULCL ABXZE LB
e btz E MEfsiE ol AFe gt Aoz gayos & 5

ReLz AEXt= FE ot /X0 A& = ASLICH

= =
219! 88’2 UHIGl ALSSHA| OMAZ| A EYLCL @, AR AF
30| £7bE + = 84 502 WAHOE N0k st Y52 opdLict

¥ S2YH (Email/Password) Mg A| ‘QbMTH D{AQE HH M Gl CHUHDZ G
[ o

of
e
=
=

7L Identity Platform &% W (HE2|o]d ID 32Xt &8

1) [Tool] > [Identity Platform] > [S2&H] > [3= YA F7h

0 X
If oX

SK © 2023, SK shieldus Co., Ltd

27




Google Cloud Platform

Identity Platform |

= ESE
2 uEm
& =23

&= securitytest
=

AHEXIZ EEMEo] =O2Ishe O S £ s HELICH
A7k AHS SRIEI0] RUELICH

OFEEIFIOIM B i

2) 2dH 28S

facebook for developers

A8t

| 3£

NEl

L

5] security-test - 4 ID: 331158277806537 AREj: N = PLR- ] [Q)=-11
™ puscs
2w - Z 1D EPNEEIES
ERERL] o
Iz eE =A| ol= SB[ ES
" =z > security-test
a zE »
© s ) ¥ =oel 2i=tx] o
HE +
FHelIF 2R 22 E URL AdH| 2 SERFURL
= ms=1
¥ OFO| =(1024 x 1024) Freflmal
1 SLO| S OH OH C E XM S N
3) 35 YMHOIM =olot 4 D/ W ARE FE 5 MY 7T MY
g Identity Platform < MIDZSZCHA a
e oS=2A
221 g

> MNEX

= - IDSSLHE H=HD T 2.

£ 23 TTuHa"

Facebook -

® s =z

EID*
33

Facebook 41

23
=8

9
o

]

https://securit

of=2lA o 48

St=5t2E 0| OAuth 2|C|2 5 URIZ Facebook & 7o =715tMl . Zho 3] &

1. o

I

"
SK shieldus © 2023, SK shieldus Co., Ltd

28




4) 35 M Ft &=

Google Cloud Platform & security-test w

g Identity Platform ID 2224

ok

[}
e
-

AERIIZEREN EOCC0H G ST + e YEEULL I ERRE 2ES3E
H7HAE SEIE0f /LS LT

DoOoiy A7)
& &3 'H!HHII

Olz ¢ J\}-B. AMAE
| [ §] Facebook . P

.
(]iﬂ
>

HEAACT ZE H2EE

Y&
- S2eH 8 B 'AB(Anonymous)’ 2150| EX|IX| %S AL
[y
|1E
FHt7IE
S28H 28 & 'AY(Anonymous) 2150 EXfst= 42
b2

e
™
SK shieldus © 2023, SK shieldus Co., Ltd 29



1.5 APl /43 3 AL F7| #e
=5 [ A% e 2K =
g5E | AP g3t B AR F7| e
Google Cloud APl= GCP(Google Cloud Platform)2| MO 2N KFA BMALEH H{iled
7|8k o|o|X| 4 8! Cloud Platform OHEZ|AO|M0| O|27|7X| BE 7|58 &4 Ft
= UZE X|JTL|Ct O|ME Google Cloud APl 7| QE2 AH|A HSK7L LISHE 7|8
Ed 2AES = HACE AP 7|7t EE|H TH HQHO| HsiYE = JUBE APl 7|=
OtESHA 22| w[0foF gLt
Autmoz Zal0|RETL API 7|0 AMAT £ Yooz Apl JIE A = B £
AZLICE APl 7|2 £t THSlE Otg 7|ZH0] Qoo g ZRME AQXII 7|2 FASALL
CHA| dd8tR| @b ot $7I§+ 2 AEE = USLICE Ofo] HTTH API 7| AFES 2I8H API
7101 M2 MY O|E EASAHLE Google ID EE QAT &2 ALEX} QAF2 S
2 etsf At8sioF oL |Ct
% Cloud API 7| &4
T& R e
X’gE HO|X|Bt API € &Y = UEE LKA
HAT[= APl S2O[E0|= HTTP 2[HZE AL8S API &
&= HTTP 2|2 | 2= 5tH, O|2{et FH 2ol OfEE[AH 0|82 APl 7|&
a4 SHHe 2 =ESIEE, A MH|A HEE AHESt= A0
Z&LCt
) P =4 APl 7| HNAE EF IP FaE Hohks 7Hs5HA siiEL L
Android O Z2|AH0|M9o| HAL20|= Android Y=
Android ¥ | AF8RLICL O] SME ALESt2{H Ij7|X| 0|1t SHA-T
MY IEM CIX|E X|2S F7tsoF 2rLC,
iOS OfZ2|AH0|Mo| AL, i0S WS ArEstLCt O] SMS
I0S A A8t ™ APl 2ES2 £ i0S HEE MBSHESR i0S
S AHEXE Z[Ao St Ol FItsloF gL Ct
ANOE | URL ZE K| ;J:aésftf’g% &l APl 7|9 M8 "l X|HO|
APl HSHALSES AP| 7|2 AFRSIAM =T 2 9= APl 2
APl 7| APl 7| X1 | RIS LICEH Z2EM ofEZ|AHO|M0M A ElE ZE API
71= API MBtAtE ALESHOF LT
X BE HEHArEo CHsl ‘912 £ AT o B d¥E2 H2E X i1t Z2 MU
48 1na{s Ar&5tA|7| HEZLICE
H4dE | 7L AP 7| MM
SK’P © 2023, SK shieldus Co., Ltd 30



https://cloud.google.com/docs/authentication/getting-started?hl=ko

X

0x
it
>
o
>
o
s
\'2
>
o
>
ro
ol
02

H] > [AFRX} Q15 ™ME THET|] > [API P[]

Google Cloud Platform & MyFirstProject v~ Q
APT APIY Me|~ NER A5 BE
& OAEE
W BoEde
o AR OTEE AP13| SER T

$530 942 25590993 125 R 72 EERER 2020

Ohuth S20|HEID
LA KRR HUEN 22 2 JE2 AER 2YZ 2RTUL.

o=
KYZAES|
ER AT MEA0 A TY Y +F UFENB HETLL.
o /i
MERHEREHEEEY
REEREAREFERES ot E - RS
T — . i) /i
(3t created by
Firzhase)

2) APl 7| e etz

API7| MM &g
GECIHUEHA 07 E HETHA7|E key=APLKEY B2 FETME.

Ap|7

b 715 REEH TRES SE0A QU NRS BTAAL.

LR

SK shieldus © 2023, SK shieldus Co., Ltd 31



3) APl 7| e etz

Google Cloud Platform

APL API 5! Af|~

‘7| / YAO|E / API HIstAtEl M
& My First Project v Q
& API7| ATt 0|8 #E
0E* APl Kev
security test | |

Key=API_KEY Df7hsi:
40|72 AEB .

7IE BEote ofE2/A olE

H|otAret

017/5 HREA| GEUL ARNEE 54 & eeh

sl 2 48 L EETEEE AT Y 2%

N &1 Oh

SUc e 2o e BuBTRIZNY o

OhS2(A 0l HThAbg

OFZ2l5]0| M HIE AP 7IE AET & 9= FApolE,
IP s T 0fZ2 5 0|42 Hor LIk 7|22 oS fsHo|
S HINE 1THE HEE S Yald

API7|E S8 BA0IER AEOE B Of
H #0F #iLtR?

HTTP 2/ HE ME5HG API 7| E MBS 4 Y= URLS H
seL

i

- o8

rio

2HeE

ﬂlk

HE % 9 URLY B 7HA| LI
® HTTP 2/HH(YAt0|E)

Orz

TYS BEE NS THEY URL

(G MH, IERE T www.example.com/path

(O Android & o O1UE FIE EE()E AT CHY ot EB 20 BE
Qios URL: sub.example.com/*
+ QEEFE EE(EMET HE EHAAY oY 2

9l T = ZE URL: *.example.com/*

BL A s Y

EZO HT A YN goos
LI HTTP BB 2253

2t
FAZUL

H# £%4PI77 85 Bajol=e 252 2
22U

<l

API F[SHASH

APIHEIAE2 07§ ZET = U AE SHE APE TR
gUT

AP 47 v

MEHSE AP

App Engine Admin API
BigQuery API

Stackdriver Logging API
Stackdriver Monitoring API

EnEL VRS

@ -

B o 520l 22 5 AUt

[

"
SK shieldus © 2023, SK shieldus Co., Ltd

32




4) APl 7| Mot 4 g

Google Cloud Platform

o* My First Project

APT API 3! AH|~
& QjAl=E
N L

kdl

security test

L] /s

Server key o2
(auto created by
Firebase)

Browser key s
(auto created by
Firebase)

(] s

L] /s

Lt API 7| F7| &l

1) [API L MH|A] > [AFAF 21T HE] > [API 711 > 7| MY

ne
Jo
o

= Google Cloud

&* My First Project

v ‘

APT API 9 ME|~

i Oauth §2f =3
=02l =l

S HOIX| A8 S2

AMERelE

o

] + 487 2

ME EET AR RH T HBE MR HUEE

A OHEEF0|EY o BEE ZTTS

API Z|
o oas
O A a;iZa%
O & apiZ3%
O A arizl27d
O A Browser key (auto created by Firebase)

Jo)
5|
D
®

5 e us?

mn

B =

TE.

G oAuth 52| SFAS FE0F ZLICH

o
1o
ot
re
-+
0%

OAuth 2.0 22t0|HE D
o o=

[0  web client (auto created by

Google Service

7. M 20224 118

%S 7| E
aop | AP 7IE ABCHA 2 B A8 F717t 60 0lUY B
= =
7|1
C | HAYE
APl 7|5 AFESH 2 F2 A8 F7I7t 60Y xtY FR
H|

I

"
SK shieldus © 2023, SK shieldus Co., Ltd

33




1.6 SSH 7| AE 2|
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6) SSH 7| E3t Linux VM Instance B2 43 =0l
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https://cloud.google.com/vpc/docs/vpc?hl=ko&_ga=2.11322173.-848575722.1563954824&_gac=1.184692187.1566181023.CjwKCAjw7uPqBRBlEiwAYDsr10dBMMABLeqasHtDPWcdzPVrGHToO1d_jAOkfO83Nis95zQs0uYfcxoCVZoQAvD_BwE#manually_created_subnet_ip_ranges
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https://developers.google.com/apis-explorer/?hl=ko

Google Cloud Platform

My First Project w

I'.‘.‘

“

& X &

Google Cloud Platform

WC HEHA

+* My First Project +

1 vecuEys & vpcHEYA BIET|
B VPCHESZ s
secu-subnetd
. AR PFx
EEERTEY
x 2= ’
L3 g by
B
b SRVPC
& MEELvPC B~
securityd 7
+ H2a =7t
= ERE EE
A%
Cloud 22 E0j A1 X210] 4
Eguivalent REST or command line
o m] [=3
3) dg& vPC HERA & MEU W& =0

VPC HES3 VPCHEHIUST @ 4=IF
VPC Y EYI europs-westh default 10.172.0.0/20 10.172.01
YR IPZL asianortheast? default 1017400/20 1017401
Yot &
secu-sUbnet] 2 ES
4= aslanor i
asia-northeast! security1 10.146.0.0/20 10.146.0.1
VPC HIEHI I|0i Y
asia-northeast! securityd 10.144.0.0/20 10.144.01
SfVPC secU-subnet? 1 s
PEEHES I ES asia-northeast! security2 10.144.0.0/20 10.144.01
secu-subnet3 1 E
asiz-northeast] security3d 10.10.2.0/24 10.10.21

ol
10k

o
fof
A9
=
e

=TT

~ =iz
IP T HE
10.10.2.0/24
& VPCHE3 Do
ACEHQ
%] =2 VPC 10.10.2.1
_ ~ 2| =71 Google LM 2~
@ AH 2| VPC U A~ e
Ae
===
AE
SEE1=7 7
2] HEEY

asia-northeast

[

"
SK shieldus © 2023, SK shieldus Co., Ltd

138




of
70
1 o
50 70
°3 1)
o o
0jo 0jo
< <
i i
< <
=3 3
3 3
i fu
- -
= KW=
™ Ho D Ho
o 5 o7
o0 . k..
i KH H
K N o

139

© 2023, SK shieldus Co., Ltd

SK’P




140

3.8 2§ VPC 2|

A s B <F U
e T = E o 3 or Ok < <
T =™ AR or bl < gig|glg
0% _ ool FoElZ |22 2|2
oK T S o AU
H oo m m -
o} w o ™ oF W o 3 o |7
Ko| | < v ul ol ul o |0
oyS TETE R
ook £ o W < | =
m__m —_ 10 > _/_._._ D._A ()]
1 = T~ _._._._O 1 = T —
ml H_jl ._Ol_ 10 ._I_OI ] .AO oF O
KR E I w3 _
— LA = 7
o Wor % < d |5 %
9oul < THAl K |2 « g
| A An_ _._._._ i —~ mw
= K _u_.__._._ —_— T _._._._ A_ o X S~
oIy < x 3 - v o i
RU ) Uk — R = oF
B4 — ol M ™ = ] _.._o —_ _____
MY Lu Jo =~ c 0 i
W= = 1| B |2 5
uy &S Rl oo = =) > oz - ®
w B K W < K = al s g
R o i Rz |2 X g o o o
Ny o R T e X |3 & > h o
Hl S a o = oF ,
X 2 S ~“omu g wl ro oF ||
=< b = Al
T %7 g W_u M_.n_u P __.A:._ - ._.M__._. N M o
S < RO ) ki H| < ) 3 S
T M5 o 5w o9 : B
rr o0 o T A = > x|
q L% o oo T o m Mo T o £
525 oo y £ T ~[fu M| S kK 5
SR < 7 = i <& 2 B . i
I _._._o _An_ Hiu o 110 . B o M ol _..m_ o i 4l
o 09 &<+ ¢ o o 3 5 :
M| W, . 95 S8 B S or U (NGl T o 2 .
[T N oy a8 > 5w = 9 -y > IR ] g
<1 TS 2 o moen  YQlw YW E ou Mg Gy E i)
O I = T o= o a | o I ¢ PR HE
diglgy o ¥ M_ M0 o o VMTE o > S EIEEER EEIF
> = A - X } 3 ok &
R 53 O s @ = op O Hl| 2 >
Wnlu oF| oF m o2 S B o2 ol 3o m__“_ Mo = o H M HH Mo oW % L] X
0| Mo Hl <F 5% B < B% Ko B x 3 o T
50
ik
1 m__.ﬂ Eﬁ m_a_“ %0 FI

[

SK shieldus © 2023, SK shieldus Co., Ltd

I



https://cloud.google.com/resource-manager/docs/creating-managing-organization?hl=ko
https://cloud.google.com/resource-manager/docs/creating-managing-folders?hl=ko
https://cloud.google.com/vpc/docs/shared-vpc?hl=ko#iam_in_shared_vpc
https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy?hl=ko
https://cloud.google.com/vpc/docs/vpc?hl=ko
https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy?hl=ko#organizations
https://cloud.google.com/vpc/docs/shared-vpc?hl=ko#iam_in_shared_vpc
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https://wikipedia.org/wiki/IPsec
https://wikipedia.org/wiki/Virtual_private_network
https://cloud.google.com/vpn/docs/concepts/overview?hl=ko#terms
https://cloud.google.com/vpc/docs?hl=ko
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- AES-XCBC-96, AES-CMAC-96
- HMAC-SHA2-256-128, HMAC-SHA2-384-192, HMAC-
SHA2-512-256
o|2{gt O|&2 EZ0 et FetyLch o =9
HMAC-SHA2-512-256 2 AtZ27| Z0|
29| YEE ZF AHSIL thed| SHA-512 2 HAIZ

+ dgurh

PRF(SJA}

i
0

- PRF-MD5-96
- PRF-SHA1-96

- PRF-AES-XCBC-96, PRF-AES-CMAC-96

- PRF-SHA2-256, PRF-SHA2-384, PRF-SHA2-512

B2 XM FAIHQ PRF 2FO0| ERGHK| E’JQI—IE#

LS o

DH(Diffie-Hellman)

& 2(modp_1024), & 5(modp_1536), 1
14(modp_2048), J1& 15(modp_3072), &
16(modp_4096)

- modp_1024s160, modp_2048s224, modp_2048s256

36,000 Z=(10 A|ZH

- 3DES

- AES-CBC-128, AES-CBC-192, AES-CBC-256

- AES-GCM-128-8, AES-GCM-192-8, AES-GCM-256-8

- AES-GCM-128-12, AES-GCM-192-12, AES-GCM-256-12

L= o}
- AES-GCM-128-16, AES-GCM-192-16, AES-GCM-256-16
Ae ZSHZM GCM Y1E|EL HIE 2t2t 64, 96,
128)2 X|™El ST Icv Oj7 = SEIS, 12, 16)=
zoteh = UFLICH
- HMAC-MD5-96

2 CH - HMAC-SHA1-96

- AES-XCBC-96, AES-CMAC-96
- HMAC-SHA2-256-128, HMAC-SHA2-384-192, HMAC-

F44 SHA2-512-256

Olz{st O|E2 ZaiE0f et HetLcH o & =
HMAC-SHA2-512-256 2 At27| 40| Bz Sl 7|Ef
2o §EE 25 ANSID Ched| SHA-512 2 BAIE

+ AgUrh

PFS 12|5 (T4

- d& 2(modp_1024), O& 5(modp_1536), &
14(modp_2048), & 15(modp_3072), &

s
[
SK shieldus © 2023, SK shieldus Co., Ltd

148




16(modp_4096), 1& 18(modp_8192)
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https://cloud.google.com/iam/docs/service-accounts?hl=ko

'key-test 2 B| S 71 7| EH=7|

37477t ERE BEE GRECEUG o 77t 222 B 278 4 goss

St HETtH 2.

HE !
@® JsoN

a8

Q Pz

P12 BYE AgSlE TEO0 Y 588

HIS7H 717 HdF o MEE

security-test-244907-ff1d273c6761 json THE 2 Sl 2= |20 HHIF == U o = HTSHA X FSHAl S 5t
M| o= 2]

I M security-test-244._json IA A= =7 >
A o
3) ddgE 7| EE =2
security—test-244907-1d273c6761 json £ |
1 8¢
2 "type": "service_account",
3 "project id": "security-test-244807",
4 "private key id": ' "
5 "private_key": "----- BEGIN PRIVATE
KEY-——- \nMIIEVOIBEDANBakahkiGSwlBROEFARSCBKCWadS1AGEARCIBAQDYCADOGP35VENN\nFHnvRIa/ c4aX8aGIDLNKbEFULIXFwkE5SHRSKEZ0h
= | | | | |
| | | || [l | | | | |
| |
| |
1= | H N o | I N H TEE N | | [ | ] |
| | | | H )
MVSxblagNS5vsn/8bUgvxWuevkv44sC20bhCgoEZiy]XjUgUskjY44++918z0I\nlyCyiEUDWKYr4RbVpl1Fgdk=\n-—-—- END PRIVATE
KEY-————— \n",
(3 "client email": " ",
7 "client_id": " "
8 "auth uri": " /auth",
9 "token uri": ",
10 "auth_provider x509 cert url": "l..m T N . N EEE u ",
11 "client x509 cert url": "
httS: LB L L e TR O . S e - _-n
12 }
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A 5 - 35 2N GedsAE  WRP asp =z
instance-1 us-east]-n 10.142.0.2 (nic0 E=s -
o]
instance-2 asia-northeast?-a Hes T 10.174.0.2 (nic0 o= - :
@
@ secu-subnet3  asia-eastl-d OiE s BZ 10.146.0.2 (nic0 35.236.188.141 | SSH EII H
H SR ZOUA 27
- T3 EE0 B29T BUA 27|
o
HSE EIE7h S5HAIE AMESHE Eere s 2HA 27
0 gcloud B 27|
CHE 55H 22H0|HE ME
=T

)2/zones/asia

2 root root 4096 Jul 29 01:58 .
23 _wront woant 4005 Jnl 26 N1 =GR

1 root root 2376 Jul 29 D1:58 private-key.json
rootisecu-subnets:/infosecy i

6) MBE URL 480 Zast =7 24|

@ hitps://ssh.cloud.google.com/projects

Requirement pyopenssl in /usrflocal/lib/python2.7/dist-packages (19.0.0)
Requirement already satisfied: cryptography»>=2.3 in fusr/local/lib/python2.7/dist-packages (from
pyopenssl) (2.7)

Requirement already satisfied: six»=1.5.2 in fusr/lib/python2.7/dist-packages (from pyopenssl) |
1.10.0)

Requirement already satisfied: enum34; python version < "3" in /usr/local/lib/python2.7/dist-pac

kages (from cryptography>=2.3->pyopenssl) (1.1.6)

Requirement already satisfied: asnlcrypto>=0.21.0 in fusr/local/lib,/python2.7/dist-packages (fro

m cryptography>=2.3->pyopenssl) (0.24.0)

Requirement slready satisfied: cffi!=1.11.3,>=1.8 in fusr/local/lib/python2.7/dist-packages (fro
m cryptography>=2.3->pyopenssl) (1.12.3)

Requirement already satisfied: ipaddress; python version < "3" in /usr/local/lib/python2.7/dist-
packages (from cryptography>=2.3->pyopenssl) (1.0.22)

Requirement already satisfied: pycparser in fusr/local/lib/python2.7/dist-packages (from cffi'!'=1

|.11.3,>1.8->cryptography>=2.3->pyopenssl) (2.19)

'root@secu-subnet3:/infosect
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UKL HTTP Method Expiration Signed URL

j=://secu-stoage-1/testci _txt GET 2019-07-29 02:27:49 https://storage.googleapis. com/s
scu—stoage—1/test2.txt?x—goog—signature=6cd88b9916%7ccl3a0lef46afaf1311993d71892d9943a778285a8ee
190a60d5c80d7cfad77oac0795a58458618bc343de 05fb54bA5529ea711596661559a6cc4906cdbe580ffc1Bafel95de

354a8da30aaf8742850b%6ecbf37aa2fd0es57£f%4e144184eec0d6ddecdS5E9eBaa27b0cd2e%el6dec3cc78332a15996C6
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