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£~ g ConfigMapk 4, 7/ € Ainn Cluster 7" caqT r0tdqt IAM OO
S\V/ s . e ‘EGd £t (RBAC) "EGn 41" 4 O« T
Cmm HATIE Qs ID" AWS IAM Ax 6/ T dwH3 kube-apiserver I€ 'kube-
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A O YoO.
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W . ., 3 ™, v ], ConfigMapq N, w ., - X_ (eksctl, keikoproj |
aws-auth, AWS IAM Authenticator CLI) ' &1t [ 3 Oy.
w  EKS ConfigMap(aws -auth) & + m v _ A
1) ConfigMap(aws-auth) & 5 4t
vl
I
- system:bootstrappers
- system:nodes
arn:aws:iam:: :role/eksctl-eks-demo-nodegroup-node-gro-NodeInstanceRole-o5cf3wgiosoN
system:node: {{EC2PrivateDNSName}}
Al |
f L - system:masters
arn:aws:iam:: :usel‘/rasecur‘e]DH
admin
ConfigMap
aws-auth
kube-system
.
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rasecure)DH @

Amazon Elastic X EKS > E22E ) eks-demo
Kubernetes Service

eks-demo

Upgrade version

24 |

v BYAH EE g
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Amazon EKS Anywhere

Enterprise Subscriptions New

S Kubernetes HT i Support type 338
v o AL @ 24 127 AStancard support until 202447 EKS
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StatefulSet 0 coredns-6b46bddfds-rbzf4 W

DaemonSets

. N ELE]

e 0] coredns-6b46bd4fd9-tnmup

- 2417t
CronJob

3)° CS+y  n(rasecureCloud9)q T EKS=1i & »° A

@ chs-demo | SHAH [Hastic! X +

5 ap-northeast-2.console.aws.amazon.com, e orth clus £ el ces dRes bd O & u3zecwa

B 4 @ @ AMEv | rasecre-Cloudd(
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¥ . ClusterRole/ClusterRoleBinding y E D 8 1
1) ClusterRole ™ Y"E (pods’ o ' ")

rbac.authorization.k8s.1i0/v1
Clusterrole

cluster-pod-reader

cluster-pod-reader.yaml™ 8L, 177B

2) ClusterRoleBinding ™ Y"E

rbac.authorization.k8s.io/v1l
ClusterRoleBinding

pod-rolebinding

Group
pod-rolebinding-group
rbac.authorization.k8s.io

ClusterRole
cluster-pod-reader
rbac.authorization.k8s.io

cluster-pod-clusterrolebinding.yaml™ 12L, 286B

3) ClusterRole/ClusterRoleBinding ™ & .

rasecurelDH:~/environment $ kubectl cluster-pod-
cluster-pod-clusterrolebinding.yaml cluster-pod-reader.yaml
rasecurelDH:~/environment $ kubectl apply -f cluster-pod-reader.yaml
clusterrole.rbac.authorization.k8s.io/cluster-pod-reader created
rasecurelDH:~/environment $ kubectl apply -f cluster-pod-clusterrolebinding.yaml
clusterrolebinding.rbac. authorization.k8s.io/pod-rolebinding created

4) ClusterRole Y 'E 4

rasecureJDH:~/environment $ kubectl get clusterrole

NAME CREATED AT

EL ) 2024-92-07T03:.
aws-node 2024-02-07T703:
cluster-admin 2021-02-07T703:

cluster-pod-reader 2024-02-14T05:
edit 2024-92-07T03::
eks :addon-manager 2024-02-07T03:
eks:az-poller 2024-02-07T03:
eks:certificate-controller-approver 2024-02-07T03:
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5) ClusterRoleBinding Y "E 3
rasecuredDH:~/environment $ kubectl get clusterrolebinding
NAME ROLE
aws-node ClusterRole/aws-node
cluster-admin ClusterRole/cluster-admin

eks:addon-cluster-admin ClusterRole/cluster-admin

eks:addon-manager ClusterRole/eks:addon-manager

pod-rolebinding ClusterRole/cluster-pod-reader

eks: certiticate-controller ClusterRole/system:controller:certiticate-controller

6) ClusterRoleBinding # 0 4
rasecurelDH:~/environment $ kubectl describe clusterrolebinding pod-rolebinding
Name : pod-rolebinding
Labels: <none>
Annotations: <none>
Role:
Kind: ClusterRole
Name: cluster-pod-reader
Subjects:
Kind Name Namespace

Group pod-rolebinding-group

Oy. EKS ConfigMap(aws -auth) & + m ¢ _ ANw
1) ConfigMap(aws-auth) Q' <= d * q"
vl

- system:bootstrappers
- system:nodes
arn:aws:iam: trole/eksct]-eks-demo-nodegroup-node-gro-NodeInstanceRole-o5¢f3wgiosoN
system:node:{{EC2PrivateDNSName}}

- system:masters
arn:aws:iam:: :user/rasecureJDH
admin

- pod-rolebinding-group
arn:aws:iam:: :user/rasecure-Cloud9
rasecure-Cloudd
Cont1gMap

aws-auth
kube-system
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Amazon Elastic X EKS > 1 > eks-demo 9
Kubernetes Service d
eks-demo [ =a=er4m || upgrade version
SAAE New
PO
Amazon EKS Anywhere ® e X
nodes is forbidden: User "testuser-cloud9" cannot list resource "nodes" in API group ™ at the cluster scope
Enterprise Subscriptions New
e AHA
A v SHAE W gu
Amazon ECR
AWS Batch - N
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(o35 127 A\ Standard support until 202414 7 EKS
HIH A
RN
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1.12 EKSAWE , 4 o * P

§a A’ > WX N
usg |EKSAx4d 4= ' =
Axd t4e- K€ W/ T KN & RBACS L i o ® T T
\+¢ Cluster 94 * n & 4/ . p Axd t4< " =eq7 YEYyo.
s Ax8& 4 L yw n @ njs Fas Wwn  H 3, i
u (" & Faqr w/ ceqT P AXE fA- gEWT)  E s L Tq
Ag |P°2qT1T i/ X - Yyo. 5 1 $"H4 Kubernetes AP A %" Kt
>{ £™H 1 PodSpe¢ 'A automountServiceAccountToken i "EL falser & 5 -« ¢t
“nfé Faq . p Axd F4- 0 A 4 x FO @i/ ceqT X - YN
Qmu - yo.
woAWE L, 1 o . meyvy o W E
1) Ax G t4 = =g X = x E 4S8 &
kubectl get serviceaccount default -o yaml
export - “ip-172-31-46-4.a x
refenvironment $ kubectl get serviceaccount default -o yaml
apiVersion: vl
automountServiceAccountToken: true
kind: ServiceAccount
metadata:
creationTimestamp: "2824-82-87T83:23:53Z"
name: default
namespace: default
resourceVersion: "1942278"
14-461c-aded-
ronment $ l
Al o o .
L 2)AX G ft A - = X = Xx "E (false) s d 4
' kubectl patch serviceaccount default -p $'automountServiceAccountToken: false'

export - ip-172-31-464.ax | i : brx (@

ironment § kubectl patch serviceaccount default -p $'automountServiceAccountToken: false'
serviceaccount/default patched
ironment § kubectl get serviceaccount default -o yaml
apiversion: vl
automountServiceAccountToken: false
kind: ServiceAccount

metadata:
creationTimestamp: "2024-82-87103:23:537"
name: default

namespace: default

resourceVersion: "1944308"

uid: d@2d319f-6314-461c-aded-
ironment $ I
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nja +£6 " K€ AxG t4 - & a O automountServiceAccountToken > False
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113 EKSs % Lg v  *p
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§ a A > UEZ 94 U]
ua |EKST % 45 »° =
AT . O/ AKE P38 APl d ST & wmd% A/ b 4/ Qoo g o L
x E 4 Fo - wyo. KN &k . p £ Qo= rsystem:anonymousR /
RoleBinding “ I€ ClusterRoleBindingl Y"E + 4/ Ed L Sa o
Ayo.
kubectl rbac-tool “ I rbac-lookup T " O 4 rsystem: anaohysmo
Cluster b e L w w 1 & rsystem:public-info-viewerR Q
ClusterRole “ K€ © 6 5 E rsystem:anonymousR” IE rsystem:unauthenticatedR M/
u |[éF+eHn Quu - wyo.
Ag
Kubernetes’EKS K& 114 =&/ I€ rsystemunauthenticatedR , M3  paqT
rsystem:discoveryR d rsystem:basicuserR Cluster 5 / 7~ Yyo . Clustem K& 1.14
+0qT1 %+ xamw Clustem %H+ 1w £’ ° F AiHYn Qb7
Clustev A +' ' £ 1T "E HoBt t7 - vo.
¢ J APbL A Lg CEa: E I w , - Llg @rmw 1 APl® EQ
Y [xa ~ &£x 7L  APK b4 X Clusterv A1 pp OXsa a
166 L w# moALy q dtr A, .~ v 3oy
w EKSp § % dg v On
1) kubectl [ ~ L T % -H-J O oo w  (system:anonymous | unauthenticated )
[ ~%
kubectl rbac -tool lookup | grep  -P 'system:(anonymous)|(unauthenticated)'
kubecthbac_tool - p-17.x | Imme tbrx &
’:A\ J ent $§ kubectl rbac-tool lookup | grep -P 'system: (anonymous)| (unauthenticated)'
, | Group | Clusterkole | | cystem:basic-user | system:basic-user
fL | Group | ClusterRole | | system:discovery | system:discovery
| Group | ClusterRole | | system:public-info-viewer | system:public-info-viewer
| Group | Clusterfole | | system:discovery | system:discavery
| Group | Clusterfole | | system:basic-user | system:basic-user
2)T 9% -H-J b7 Cluster 7~ #51 ot (system:discowery d system:basicuser)
.
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rbac.authorization.k8s. io/vl
ClusterRoleBinding

rbac-defaults

system:discovery ]

31d5T@87-T418-4a28-a2bb-141f1b399e08

rbac.authorization.k8s.io
ClusterRole

I system:discovery I

rbac.authorization.k8s.io
Group
system:unauthenticated
rbac.authorization.k8s.io
Group
system:anonymous

rbac.authorization.k8s.io
Group
system:authenticated

rbac.authorization.k8s.io/vl
(lusterRoleBinding

rbac-defaults

system:basic-user ]

edca2bBc-8f1lc-4ceb-a269-7bd56c 37744

rbac.authorization.k8s.io
Clusterfole
5y5tem:basic—userl

rbac.authorization.k8s.io
Group
system:unauthenticated
rbac.authorization.k8s.io
Group
system: anonymous

rbac.authorization.k8s.io
Group
system:authenticated
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bash - “ip-172-31-46-4 ap

e EaMze/environment § kubectl rbac-tool lookup | grep -P 'system: (anonymous) | (unauthenticated)’
system: | Group | Clusterfole | | system:public-info-viewer | system:public-info-viewer
1 e~Tenvironment 3

_ p)
: ClusterRole/  system:anonymous | unauthenticated & M =|= !
Yo
.2
A7 D
: ClusterRole/  system:anonymous | unauthenticated | M £ & ki ot
Wa 2 Cluster D rsystem:public-info-viewerR C1l u s tAe\rERD Ce 1 £ Q
-
SK & 2024, SK Shieldus Co., Ltd 56




2. . P
2146 & Awa ;1 ‘b
ga |’ "= UEZ9'4 o
ua |6 & AxE sV =
AWS 8 & 'Ax G (EC2,RDS,S3¥ ) =1 & YE™ k€ "EG '  E AN/ § A
TsYyo. 5 e €EIAM o, W[ @,Q00, M 5 Yy ° Ay L o7- @
16 v L Ax G ' " FHih- yo.
Hda & Awa |3
AW | & AWA UE
ECo U’l . dkad a0 £ g OOd N Vv, _'F
a =n’ =" "x
es Cluster/"’A ui‘i & FY¥Yn2 10" f ,XPm g’ > "N N
YIEG FY " " &
& +Y +Cnn e»,’ 5 dH o nL K’ >
6 NG = Ax &
- pNG s@FCn o n = YE »® n =3/ F£CN o),
Qoo ' (ECRemG = Fw A Docker A .. o)
p N > sV N > dov N > I FCN/ b
E§ £1) 2" " &
u Kubernetes £ 3 o4l & A -
Ag . Kubernetesn I Vi vﬁ T,V "
Kuberneteste & +Y 4 s §
ce 0 — ¢ T4 Aa |
AWS At AX8F F »Cad =718/ A Ou o FiE
EFS oI » "®x 6 oed ga s o4 NFs ®H
Ad
AWS At i/ A
RDS . @ §}€[
ok L 40 -
T N TR
Amazon Simple Storage Service(Amazon S3)E€ 1+ C -
¢ "mniyo.Amazon S3L g. 3 [ L £ T YAG
S3 Lk, uvE 0 e " ‘v o BAvo.’ '
i’ a3 [ &£ a4 AwWS Management i 1T L O
1 =¥l 0
22da a AwWa nr U (A)
SK’P & 2024, SK Shieldus Co., Ltd 57




AWa IR Y ;1 Ay
AmazonC2FullAccess EC2AX G &\ °
AmazonC2ReadOnlyAccess ‘ECZ L Ea
AmazonSSMManaged EC24-8 &/ A AWS Systems

ECo EC2InstanceDefaultPolicy Manager, = E °
EC2 Instance Connect
A o Ec2dd &/ I
EC2InstanceConnect n A ° ssh” k€ EC2
Instance Connect CLI"
[ W
AmazonCS_FullAccess ECSAX G #\ °
oX & +Y Docker ./ A
AWSElasticBeanstalkRoleECS Amazon ECSClustem Y "E/o £
ECS e’
Amazon ECS mmd%o L 1 e
AmazonCSTaskExecutionRolePolicy H % Axd =14/ b
. 4o EG
AmazonC2Container ECR=1 &/ b B A
RegistryFullAccess "Eq
Container Registry = n =/
B AmazonC2Container L &V ' F S4Hyt
RegistryPowerUser Bn, ot "€ avn L
- N QK’
AmazonC2Container Container Registry = n =/
RegistryReadOnly b m %o EG’
& 4,00, M d oe
T T LI
AmazonKSClusterPolicy +/ . YR QI EC2
5T/ b AN 500
b e
EKS Amazon EKS wm9%o= AN "
AWSServiceRoleForAmazon ) .
EKSNodegroup Amazon EKSCIus‘teV 7 w
O
EKSClustem <5 K H
AmazonKSServicePolicy % =1 a1 YE ~
. TN
EFS AmazonlasticFileSystemFullAccess :Amazon SR E

SK & 2024, SK Shieldus Co., Ltd

58




AmazonlasticFileSystemServiceRolePolicy

Oocd bR 4 AWS
s{an ' = W™ - e

s

AmazonlasticFileSystemReadOnlyAccess

AmazonEFg b g & o
"E("i s

AmazonRDSFullAccess

Amazon RDS b &\
"E("i s

RDS AmazonRDSDataFullAccess

RDSH+ APl RDS

Wt L Ha o wp L -

xD e»i APId DB I

APh O~ 4 AWS
A7 Aurora Serverless

Cluster 'A SQLv L R o

&\ "EG

=} >

AmazonRDSReadOnlyAccess

AmazonRDS b g, % o
"E(:i s

AmazonS3FullAccess

6 K / b &\ 'Ed

i

S3 AmazonS30utpostsFullAccess

Outpostst Amazon S¥ b
&\ "Ed

5

AmazonS3ReadOnlyAccess

°6 K / b m %o
"Eél

*)IAM * p e I ‘P List (6 A)
I o ‘, i AWS * P S A
(Md a]) i
AWS Admin Console | EX)EC2 Admin Ex) EC2_Admin N/A
s (admin_accout) (AmazonC2FullAccey
Infra <5 /' = o N/A
d "o
Application N/A
es [ 3o
d o
., e =so N/A
d o
~al /X o' 3 N/A
d o
Al w odyg § IAM  PE/c, m 3y E
SK’P & 2024, SK Shieldus Co., Ltd 59




L -8 & Ak
¢ Lo o Awg
. 3 Infra oz [
A TR
1)IAM 2 | M »

aws

AH|A w

Identity and Access
Management(IAM)

HAEE

- WA B

ss/ 30 — JAM, M Y'E

o2 /"' P> 25  IAMFullAccess 6 .

Pm D # m>19 ;1L gXa 1 a vi
’ Ut -, M YE w

Ml === uy |IEEETER
) asoEs e olatol
YECs e 4 gLt

©or L wxw

e 5
o

1

Hyunny ¥

dd Azt 2

= [

a8 ols

= =
1= ols 238

a8 Ol&& AEstaAle, 2XER 1§ Cl§&8 WEE 5+ ALSLICH

a§ olS: EC2-ADMIN

= L&

Hyunny w

7 "

3) AN

SLTESE 4

Q

(AmazonC2FullAccessé )

Hyunny W

B 4

2t ag0ll= E|ch 10702] HHo| HZE 5 Al

HHOIE =

HAZE FHH =

222 v xdw

24 ZaL FA|

A Az e

AmazonEC2FullAccess 0 2015-02-07 03:...
AmazonEC2ReadOnlyAccess 0 2015-02-07 03:...
AmazonEC2RoleforAWSCodeDeploy 0 2015-05-20 03:...

[Management Consoleg S35 EC2 ®Hl il= Hzg 7Ixls 18 WA -

AmazonEC2RoleforDataPipelineRole

AmazonEC2RoleforSSM

AmazonEC2RolePolicyForLaunchWizard

(o]

o

1
b

2015-02-07 03:...
2015-05-30 02:...

2019-11-13 17:0...

o|H

[
SK?hieldus

e

2024, SK Shieldus Co., Ltd

60




S 1 OE ols
EHAl 2 M o

CHl 3: 45

B £

Hyunny w

5, M YE 4

aws

MH|A w

Identity and Access
Management(IAM) b

Al RS

- AHA B2

ALEAtOIE » 38

[Alt+S]

B &

MM A 7| +H

[Alt+S] B £ Hyunny w
Identity and Access M2 0= a2 xped o
Management(lAM) < == e A
CHA I E=
~ MMl 22 (] 2aso=s AFE X} elatel =y e
s —
() | ECz-ADMIN 0 l
AbEAE
ofat
=K
X2 S IR
Al 23
r.Ld & IAM‘ Pm/c, m Grm AW
-8 & AXG s/ >0 — IAM Qos 1"
¢ £ad a AWE oo /' P> % IAMFullAccess 6 . ° "~ £ WzmXvw es
. 3 Infra o,/ Pm D # m>ie J1L gXxa ¢ oa A4i { _ Ty
Ipy.r
1)IAM D O oo )’ Qo 1" w

AfAf

SK shieldus & 2024, SK Shieldus Co., Ltd

61




2)Qos Fo Ead od w

Uz O~ 98 U AT ALBOLO] B MO 012} ALBTLS 7K 4 9

Py

=

M-S 0| B

ec2_admin

AWS A M~ T MdE
SHE AFEARE AWSO| M2 5h=

M A FE

© CHE MEXLF7t

ge MEiRLIC ORI B0 M = M2 7|9 Ak Mg El B2

ZEOY FA HH A

AWS API, CLI, SDK 2 7|EF 72t = 720] CHSH BMA 7| 1D 2 Y HAHA 7| S

eSS

AWS Management Console

AFEXEZH AWS Management Console®| 23218 = U= =5 & &5} HEHS

2})\12}0H_|[|»‘
o 75 dHE Y
ARSAAE HIE B

@ @ Hyunny ¥

Zh A ELC

==t

L B

7IE M ALBRIE FIHLE M O

JEO AHEAE =7}

@ IEMETIM Her =
F—

=

8 ddeLnt 282 M8t

o=

[

= Y

@ Q Hyunny ¥

EC2-ADMIN

AmazonEC2FullAccess

=k

b

[
SK%S’hieldus

2024, SK Shieldus Co., Ltd

62




4) ¢

5 Q= 4" 4

[Alt=S]

A
M 328 AESLL SRS YDt S 5oz MY Yoot dhA 7S 20 T}
NETL M ZE
AMEXO0IE  ec2_admin
AWS B A FE  AWS Management Console M|~ - B2 ALS
ZEHUHS ¥ TS d4E
HZHs jed e o
HsHFEA A FAT LT BT
Het 99
Qlof| £AIE AHEXLS T Q200 2L
74 0g
EE EC2-ADMIN |
=2|E FH IAMUserChangePassword
G

o

[Z] Q Hyunny ¥

@ 4\ Hyunny ¥

® 4=

OfzHoll ZAIE ALRAHE AMSSLICH AR EO A ZH g 211 T2 53 4 9IS L|Ch AWS Management Console 21912 9Bt
METHHEE O YUz 24 22 QlSLITH AF0| 0| AHH 8 THR2 S 4= Ol OFX|% 7|2 ULITE, SHA| 2t AR EX| M X2 S
gHdg s oaUT
AWS Management Console A2 #9t0[ 9l= AL2X7+ https:/Icloud-jang signin.aws.amazon.com/consoled] 21212 = QLT

& csv [IREE

ARERt HgHs o/HY 219 %|
» @ | ec2 admin rem A o2
De.
SK shieldus & 63

2024, SK Shieldus Co., Ltd




6)IAM"Q o " w d

MH|A w

Identity and Access
Management(l1AM)

A=
~ HH A 2|

ag

o

o

c
L
=

<

ALEALOIE -

@ é Hyunny w

aE M2 7| =

ec2_admin

EC2-ADMIN @

oo

aws

Identity and Access
Management(lAM)

AR E

- HH A 22

> PSEEIES 4

(] | 2BaE =
O l EC2-ADMIN

8) .

aws

LT

Identity and Access
Management(lAM) 4

AR =
- HAlA 2|
i

A At

v BN A
K2 7]
ool 74
24|

243

IAM > 15 > EC2-ADMIN

- Qo

@ Q Hyunny ¥ 22 w el w

OB ARN: prpm e ST g b
el
ALZALpelE 18 1
LH):
s !
A AZk
ARZR | AT AN F2[R}

Ol 27|0= 0] 2&2| 2E AFSAR?F BAIELICE 1 AL AL

JS0IM AHSXHIA | IS0l AR =7}

AMEX

& ec2_admin

)
1]

RETVIPVES e

[
SK?hieldus &

2024, SK Shieldus Co., Ltd

64




oD

k& & AXG IAM O’ £ AxG s / d7 & asHi
Yo
p)
AT LD
cdkd & AxE IAM O’ £ AXG s / dn Q7 & syt
w-
"
SK & 2024, SK Shieldus Co., Ltd 65




22N -N AW J 1

§a ‘ 'S UE7Z9 4 o
usg |11 Vv, Axa aN o>
AWS NV, 'Ax & (VPG Route 53, Direct Connect ¥ )} =1 & YE"™ € "E&
‘ L AN/ §A T aYyo. 5 o KIAMs . W[ ©,Q0c,, M,
sy avlkLo7e b Bqe oy L Ax G ' s FHIh-
Yo .
DN -X AWE _ &
AW _ 8 AWQ U'E
A "0 N Vv, T AWS ST " Amm ®
+ "0 N Vv, AWST o "& A
'S O- ok F.° Z " g NV HE /A o5 K€
F N Vv, % 8t 1O yo.
cloude I .html, .cs_s, jsd #Cn MW - L 54 d es [ i AN
Qo=/~ % y=> H U NL K[ Axd
" oE O Ef 1@ DNS@y g $° AG ) [
Route 53 Ax @i wo.Route53L 0« 4+ "E" RN Y%, ®%,0 uyr +
Yu,DNSa: ,UO L w 4§ w Bl Ax &
“ o ¥ 0’ ' $+ RESTd WebSocketAPh Y'E,” A, tn ~
u API Gateway . - .
: oy ¢ d OO0 . — AWS'AX &
G 1 FxC ' ET T Fwl 98 NV, n AWS Direct
_ Connect —A/ 7° o BAvo. T fwqp g L
Direct Connect .
Qoeq At / 77 ~ om_ 4l AWS Direct Connect
At/ 77 K AXQ
AppMesh Tty 00 A a/ b My TRE AV
n £in £ € Axaq
AWS Cloud Mapn O - 4 Amazon APl Gateway H y API,
by YA Amazon EC2 4@ &, Amazon DynamoDB v, Amazon_ S3
K , Amazon Simple Queue Service(Amazon SQS) L, 8 Y’
Skog Atk cidan Yu YL o B Ax @
QN -x AWag n'?P 11 (A)
AWa _ & i Y ;1 Ag
AmazonVPCFullAccess :Amazon vPo b Y Ed
VPC -
AmazonVPCCrossAccount n v, 44+ Fan0 YE -
NetworkInterfaceOperations N s st Gs 7T w
-

SK & 2024, SK Shieldus Co., Ltd

66




AmazonVPCReadOnlyAccess

AmazonVPC b g, % o
"E("i s

CloudFrontFullAccess

&\ E& ' ' AWS
Management | 1 L

AmazonS3 K L +8

CloudFront CloudFront Logger/ CloudWatch
AWSCloudFrontLogger . ;
Logy b 0,
CloudFront H _ "E 50 d
CloudFrontReadOnlyAccess .
cuv H / b "Ed
Amazon Route 53/ b &\
AmazonRoute53FullAccess .
"Ed
9 Route 53 TJ I wm¥o d
Route 53 AmazonRoute53DomainsFullAccess a 55 YE b &\
l'Eé s
Amazon Route 53/ b m.
AmazonRoute53ReadOnlyAccess o
L Ea
Amazon APl Gateway A API
AmazonAPIGatewayAdministrator YEl ~logt/ b &\
"E(‘j s
APl Gateway" L tp =
API Gateway ) . L.
APIGatewayServiceRolePolicy 77y AWS =i an s €
Amazon APl Gateway A APDb
AmazonAPIGatewaylnvokeFullAccess ) o
AN o il sV Ed
. AWS Direct Connect/ b &\
AWSDirectConnectFullAccess g
a
Direct . . | =i gn YE~ "= ol
AWSDirectConnectServiceRolePolicy . ‘
Connect AWS Direct Connect
. AWS Direct Connect/ b m.
AWSDirectConnectReadOnlyAccess o
L JI Eq
AWS App Mesh API d ' =
AWSAppMeshFullAccess . .
i1/ b ®\ "EdQ
AWS App Mesy A Qo ~ T
AWSAppMeshServiceRolePolicy e e AWS Ax @ d
AppMesh Lo .
=14/ b ‘Ed

AWSAppMeshReadOnly

u

AWS App Mesh API d °
i1/ b m *- E&

s

SK

€ 2024, SK Shieldus Co., Ltd

67




P & AWS Cloud Map w==%s b
AWSCloudMapFullAccess .
&\ "Ed
AWSCloudMapRegisterinstanceAcces | AWS Cloud Map w==%s b
CloudMap _ . .
S Yue w2 "Ed
P & AWS Cloud Map ==%s b
AWSCloudMapReadOnlyAccess s
m %~ Ea
3)IAM * P e I ‘P List (6 A)
_Ltp A
I . AWS * p S
(Md a]) =l e
ExXRDS Admin Ex)RDS_Admin

AWS Root ' = o }
(admin_accout)

(AmazonRDS-ullAccess)

Infra =5 [/ > =
d "t

Application

=5 /’

W N

- X AWa n
-n v,

IAM

AX G o5/ 20 —

g N -X AWG
3 Infra
TP

<—>2/‘p> 2/3

o /" Pm D £ m>

PE/o, m |

IAM |

MY E

IAMFullAccess 64 , * ~ £ wanXw es
o s gxa o oa i 4 YW

DIAM D Qo M )’ Moy

aws  maEa | Q A s,

B ec2

Identity and Access x AM
Management(IAM)

AR IE (0) 3=

m
I3
In

4
2
=
>
ol
o

on| oh
H A
(]
Hu

[$]
]
Hu
ok
0%

B Az

SK

€ 2024, SK Shieldus Co., Ltd

68




Mg g 08

VEC_Admin

3) AN

7 7 (AmazonVPCFullAccess¢ ) d M

774 2 @
WPC X ZH X220
=2 M olE & 74 =k
AmazonVPCReadOnlyAccess WS 22| Provides re
AmazonVPCCrossAccountNetworkinterfaceOperations AWS Z2|E Provides ac
AmazonVPCFullAccess WS Ha|H Provides fu
AmazonDMSVPCManagemeniRole ws Za|= Provides ac
— 2 . . = = Provides ac
Management ConsoleE €Tt VPC TA| AM A ATHE 7IX|= O & 44

un T e Sl st —= Provides m
AmazonEKSVPCResourceController AWS H2|H Policy used
13

# s 84

i MEx

Identity and Access
Management(lAM)

x 1AM

AEBXFIE (1) me

mE= g

VPC_Admin

Q

SK

€ 2024, SK Shieldus Co., Ltd

69




*r.M -X AWG n IAM* P m/c, m Grm Aw
-Nn YV, AXx8q s/ >0 — IAM Qoo 4"

g M -N AWE . /" P> 2% IAMFullAccess 6 . ° "~ £ wxnXvw ej
. g Infra o>/ Pm D # m>c9 A= gXa 1 oa AT o W
Al

1IAM D O oo »° Oos A" w

aws g

B 2

Identity and Access x
Management(IAM)

3

o

=l
]
T
[$]
=
ol
2
-
=

JAlEE 1 @

v 2 32 = "
JUE=S TS = MFA %4z 429 2479 +%

e

sl ENZsnglg

o
=

S8 o 93 U HES S0 8 Aol R HETIE 2712 = AU Tl 20127

ABXHOIE* | vPC_admin

CHE AMEXE 371

O|2f8t AFR A7 Z2 AWSH HHAtts wrEs ST 22 T3 dhalo) o A0 MEEHH ARSAITE 2 UE HEE A0 220
T2 YR T 2 GaLCH UK A 7|9 TS A E @S T ORR|S SO M HZELICH TR 3| LorE7)
AWS A3 S g8 Heb M A 7| - Z2 Y ura Gl A
AWS API, CLI SDK 2 7|E+ 7k =220 Cheh M|~ 7] 1D 2 8| %A~ 7| £(5) 2
et
v UE-AWs 2| 2L WA
TFETFTAWS Management Consolet| 21912 = Q22 3| 25t= H|UME Z(5)
gHsteLin
B 1 |

& 2024, SK Shieldus Co., Ltd 70




. o2
SO 1501 w27 37t 8 ErEAEES E IE B 1 Az
JIE 180 ABNE S/ A 188 44U 182 480 122 AETel Fte B2

SO AFSAL 37t

Js 4 (| &Mz
Qz4
1z~ LELE
() | vPC_Admin AmazonVPCFullAccess
y ot EA 2%

U HS2 S MENE YL S HECE BB HZHEA A7 Z BN TIEECT
AFETEME FE
AL 0lE  VPC_admin
AWS A~ 28 AWS Management Console K 2 - H|ZH= AHE
E&Hgdz 58 s g
HuHzfdgEae o
HetAd A FAT LT T Yot

Ho e

ol EA|E AFRAIE T 20 F7stLc
72 o
1 VPC_Admin

o/

[
SK?hieldus

e

2024, SK Shieldus Co., Ltd

71



Aanagement Console £ 12|
LICE Stx|2 SIHEX M X

Q

I

OFZ{0 EAIE AHBALE BHRELICH ABK RO XY FES H 0 Ge2EE + 2
{87 xg ol gz : :
£ Yz + AdeUr

WS Management Console @42 8t0| 2= AHEXIZL hitps://182813808237 signin.aws.amazon.com/consoledfl 21

6)IMIOow= R w d’ 5 cu 4

Identity and Access x®
Management(IAM)

jAlEE

v A e

AMEXIE ALg A OIS as

e
s

ARE R}

o
=

st

VPC_admin VPC_Admin

=73
oo
(<)
Fr
e

~0

HIAMr MR w d M cy

it

| -
=

FHR il

Identity and Access x 1AM
Management(IAM)

MEXLIE (1) ==

€ 2024, SK Shieldus Co., Ltd

ag0s AHE X d Az
g4z VPC_Admin £H
o '
72




8, M 21"y Ous &
¥y B
NV, Ax8& IAM Qo' F ' AxG s / d7 & ayt A
Wo
)
A1 D
NV, Ax8 IM Qo' F *° Ax& s / dn Q° &Eaygt BL .
W
.
SK & 2024, SK Shieldus Co., Ltd 3




































































































































































































































































































