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I. ♆ ᶙᴙ 

1. ᵖᾂ  ᶙ 

Ѿ⁄ Ợ↔Ӊ ᵙᾅבֿ Ѥ ̰Ͽ/Ω ͙ὥ ▫ᴮᵑ ḕ ╖ᴛ ▬ἛӇ‴ᾋѱѻ. AWS ṒΌ 

ʺ╪ӥג╬⁄Ἄ╥ ₅⁵╘ ́♬ ̕ᵙ(13ˌ ᶜ), ̾  ̕ᵙ(3ˌ ᶜ), ʺỮ ᵙἵᾅ ̕ᵙ(10ˌ ᶜ), 

⇔₅ ̕ᵙ(15ˌ ᶜ)╖ᴛ  4ˌ ₅⁵⁄Ἄ 41ˌ ᶜ╖ᴛ ̯Ἓ ₄ᾋѱѻ. 

 

[ ] 1. AWS ṏῶּשѻ ᵖᾂ  

₂⁮ ᶙ Ӣ ᶙᶕ ׂש⅔Ҳ 

́♬ ̕ᵙ 

1.1 Ợ↔▫ ́♬ ̕ᵙ ừ 

1.2 IAM Ợ↔▫ ́♬ Ѿ▀  ̕ᵙ ừ 

1.3 IAM Ợ↔▫ ́♬ ᾏṊ ̕ᵙ ַא 

1.4 IAM ͎ᴹ Ợ↔▫ ́♬ ̕ᵙ ַא 

1.5 Key Pair ♪͐ ̕ᵙ ừ 

1.6 Key Pair Ṓ̕ ̕ᵙ ừ 

1.7 Admin Console  ̕ᵙ▫ ♬  ̕ᵙ ַא 

1.8 Admin Console  ́♬ Access Key Ἓ  ḓ Ợ↔͙ל ̕ᵙ ừ 

1.9 MFA (Multi -Factor Authentication)  ἒ♬ ַא 

1.10 AWS ́♬ ᾅ√ӥ ♬  ̕ᵙ ַא 

1.11 EKS Ợ↔▫ ̕ᵙ ừ 

1.12 EKS Ἄẋᾅ ‡ ⇔  ̕ᵙ ַא 

1.13 EKS Ṭ ⅝  ╫ᶘ ♪͐ ̕ᵙ ừ 

̾  ̕ᵙ 

2.1 ╬ᾅ ᾅ Ἄẋᾅ ♬  ̕ᵙ ừ 

2.2 Л √  Ἄẋᾅ ♬  ̕ᵙ ừ 

2.3 ͙  Ἄẋᾅ ♬  ̕ᵙ ừ 

ʺỮ ᵙἵᾅ 

̕ᵙ 

3.1 ṒΌ ͎ᴹ ╬/ῷ∕ḕ⇔ӥ ANY ἒ♬ ̕ᵙ ừ 

3.2 ṒΌ ͎ᴹ ╬/ῷ∕ḕ⇔ӥ Ṭ ⅝ ♬  ̕ᵙ ừ 

3.3 Л √  ACL ╬/ῷ∕ḕ⇔ӥ מ  ♬  ̕ᵙ ַא 

↕ג 3.4  ╪ẇ ♬  ̕ᵙ ַא 

3.5 ╬ С ˭╪ ≢╪ ⁷˺ ̕ᵙ  

3.6 NAT ˭╪ ≢╪ ⁷˺ ̕ᵙ ַא 

3.7 S3 Ḳ /ˍ  ♪͐ ̕ᵙ ַא 

3.8 RDS ἌẄС ʺ↔ ₅⁵ ̕ᵙ ַא 

3.9 EKS Pod ṒΌ ♬  ̕ᵙ ừ 

3.10 ELB(Elastic Load Balancing) ⁷˺ ̕ᵙ ַא 

⇔₅ ̕ᵙ 

4.1 EBS ḓ Ṗᵊ    ἒ♬ ַא 

4.2 RDS    ἒ♬ ַא 

4.3 S3    ἒ♬ ַא 

4.4 ᾐ̯ʼ    ἒ♬ ַא 
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4.5 CloudTrail    ἒ♬ ַא 

4.6 CloudWatch    ἒ♬ ַא 

4.7 AWS Ợ↔▫ ́♬ ᴛ͢ ἒ♬ ừ 

4.8 ╬ᾅ ᾅ ᴛ͢ ἒ♬ ַא 

4.9 RDS ᴛ͢ ἒ♬ ַא 

4.10 S3 Ḳ  ᴛ͢ ἒ♬ ַא 

4.11 VPC ᴛ↕ ᴛ͢ ἒ♬ ַא 

4.12 ᴛ͎ Ṓ̕ ͙ʼ ἒ♬ ַא 

4.13 ḥ‰ Ợ↔ ⁴Ṩ ַא 

4.14 EKS Cluster Ⱡ‡ ᴆ╬ ᴛ͢ ἒ♬ ַא 

4.15 EKS Cluster    ἒ♬ ַא 
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2. AWS ṏῶ ʷ╧Ӣׇ╩/ISMS ᵭ  ᶙ כ͖ 

ISMS-P ₅⁵╥ ŗ2. Ṓ ҍ  ⅝̯Ợ Ř ♣  64ˌ ᶜ ַ(48%)ˌ31 א ᶜ╙ ᵰ ₄ᾋѱѻ. ♣  

ᶜ ַא ▀Ṩ ₅⁵ ᶜ╬ ŗ♬  ḓ ⱳֹו ̕ᵙŘ, ŗṒΌ Ἄ– ḓ ̪┴ ᴐŘ, ŗᶹᵙ ṒΌŘ, ŗỢ̆ ₉Ḣ ḓ 

–♩ ♩ˤ ⱳ Ř Ӯ̓ ˉ╘ ג↕ӥ ˿⁄Ἄ╥ ֹו♪ ╬ ḓ ּש♠ ᵡᴐ╪ Ṭʺѫ  ᶜ╘ 

28ˌ░ѱѻ. ╪₮ ˉ╘ ᶜ╘ Ợ Ͽ͋ ḓ ▫ ♠╖ᴛ ̕ᵙӇ̆ ▓Ѥ ᶷἌᴛ ּש♠╙ ҍ ⁴‒ 

ѱѻ. 

 

[ ] 2. AWS ṏῶ ʷ╧Ӣׇ╩̐ ISMS ᶙ ᵭ  

₂⁮ 
ᶙ

Ӣ 
ᶙᶕ 

ISMS 

כ͖ ᶙ 

́♬ ̕ᵙ 

1.1 Ợ↔▫ ́♬ ̕ᵙ 

 ḓ ̕ᵙ ♬תּ ▫ᶴוֹ ⅝ל 2.2.1

 ᶴṉ˿ ̕ᵙוֹ ḓ וֹ 2.2.5

2.3.3 ΩṨ▫ ṒΌ ╪  ̕ᵙ 

2.5.1 Ợ↔▫ ́♬ ̕ᵙ 

1.2 IAM Ợ↔▫ ́♬ Ѿ▀  ̕ᵙ 
2.5.1 Ợ↔▫ ́♬ ̕ᵙ 

2.5.2 Ợ↔▫ ᾏṊ 

1.3 IAM Ợ↔▫ ́♬ ᾏṊ ̕ᵙ 

2.1.3 ♬Ṓ▫ụ ̕ᵙ 

2.5.1 Ợ↔▫ ́♬ ̕ᵙ 

2.5.2 Ợ↔▫ ᾏṊ 

1.4 IAM ͎ᴹ Ợ↔▫ ́♬ ̕ᵙ 2.5.1 Ợ↔▫ ́♬ ̕ᵙ 

1.5 Key Pair ♪͐ ̕ᵙ 
2.6.2 ♬Ṓᾎᾅ  ♪͐ 

2.6.6 ∟˶♪͐ Ⱡ 

1.6 Key Pair Ṓ̕ ̕ᵙ 
2.7.1   ♬  ♠↔ 

2.7.2    ̕ᵙ 

1.7 Admin Console  ̕ᵙ▫ ♬  ̕ᵙ 2.5.5 ὡ ́♬ ḓ ̾  ̕ᵙ 

1.8 
Admin Console  ́♬ Access Key Ἓ  

ḓ Ợ↔͙ל ̕ᵙ 

2.5.4 ẋḌḴ  ̕ᵙ 

2.5.5 ὡ ́♬ ḓ ̾  ̕ᵙ 

2.7.2    ̕ᵙ 

1.9 MFA (Multi -Factor Authentication)  ἒ♬ 

2.5.3 Ợ↔▫ ╬ּש 

2.5.4 ẋḌḴ  ̕ᵙ 

2.6.2 ♬Ṓᾎᾅ  ♪͐ 

2.6.6 ∟˶♪͐ Ⱡ 

1.10 AWS ́♬ ᾅ√ӥ ♬  ̕ᵙ 2.5.4 ẋḌḴ  ̕ᵙ 

1.11 EKS Ợ↔▫ ̕ᵙ 

 ḓ ̕ᵙ ♬תּ ▫ᶴוֹ ⅝ל 2.2.1

 ᶴṉ˿ ̕ᵙוֹ ḓ וֹ 2.2.5

2.3.3 ΩṨ▫ ṒΌ ╪  ̕ᵙ 

2.5.1 Ợ↔▫ ́♬ ̕ᵙ 

1.12 EKS Ἄẋᾅ ‡ ⇔  ̕ᵙ 2.5.1 Ợ↔▫ ́♬ ̕ᵙ 

1.13 EKS Ṭ ⅝  ╫ᶘ ♪͐ ̕ᵙ 2.5.1 Ợ↔▫ ́♬ ̕ᵙ 
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̾  ̕ᵙ 

2.1 ╬ᾅ ᾅ Ἄẋᾅ ♬  ̕ᵙ 

 ḓ ̕ᵙ ♬תּ ▫ᶴוֹ ⅝ל 2.2.1

 ᶴ Ṫᵙוֹ 2.2.2

 ᶴṉ˿ ̕ᵙוֹ ḓ וֹ 2.2.5

2.3.3 ΩṨ▫ ṒΌ ╪  ̕ᵙ 

2.5.1 Ợ↔▫ ́♬ ̕ᵙ 

2.5.2 Ợ↔▫ ᾏṊ 

2.5.5 ὡ ́♬ ḓ ̾  ̕ᵙ 

2.6.2 ♬Ṓᾎᾅ  ♪͐ 

 ӥ ṒΌ↕ג 2.10.2

2.2 Л √  Ἄẋᾅ ♬  ̕ᵙ 

 ḓ ̕ᵙ ♬תּ ▫ᶴוֹ ⅝ל 2.2.1

 ᶴ Ṫᵙוֹ 2.2.2

 ᶴṉ˿ ̕ᵙוֹ ḓ וֹ 2.2.5

2.3.3 ΩṨ▫ ṒΌ ╪  ̕ᵙ 

2.5.1 Ợ↔▫ ́♬ ̕ᵙ 

2.5.2 Ợ↔▫ ᾏṊ 

2.5.5 ὡ ́♬ ḓ ̾  ̕ᵙ 

2.6.2 ♬Ṓᾎᾅ  ♪͐ 

 ӥ ṒΌ↕ג 2.10.2

2.3 ͙  Ἄẋᾅ ♬  ̕ᵙ 

 ḓ ̕ᵙ ♬תּ ▫ᶴוֹ ⅝ל 2.2.1

 ᶴ Ṫᵙוֹ 2.2.2

 ᶴṉ˿ ̕ᵙוֹ ḓ וֹ 2.2.5

2.3.3 ΩṨ▫ ṒΌ ╪  ̕ᵙ 

2.5.1 Ợ↔▫ ́♬ ̕ᵙ 

2.5.2 Ợ↔▫ ᾏṊ 

2.5.5 ὡ ́♬ ḓ ̾  ̕ᵙ 

2.6.2 ♬Ṓᾎᾅ  ♪͐ 

2.6.3 ╞↔ ᴛ͎ע ♪͐ 

2.8.5 ἵᾅ ᴛ͎ע ̕ᵙ 

 ӥ ṒΌ↕ג 2.10.2

ʺỮ ᵙἵᾅ 

̕ᵙ 

3.1 ṒΌ ͎ᴹ ╬/ῷ∕ḕ⇔ӥ ANY ἒ♬ ̕ᵙ 
2.6.1 Л √  ♪͐ 

2.6.6 ∟˶♪͐ Ⱡ 

3.2 
ṒΌ ͎ᴹ ╬/ῷ∕ḕ⇔ӥ Ṭ ⅝ ♬  

̕ᵙ 
2.6.1 Л √  ♪͐ 

3.3 
Л √  ACL ╬/ῷ∕ḕ⇔ӥ מ  ♬  

̕ᵙ 

2.6.1 Л √  ♪͐ 

2.8.3 ᾎ ̓ ⇔₅ ˿ Ṫᵙ 

↕ג 3.4  ╪ẇ ♬  ̕ᵙ 2.6.1 Л √  ♪͐ 

3.5 ╬ С ˭╪ ≢╪ ⁷˺ ̕ᵙ 

2.6.1 Л √  ♪͐ 

2.6.6 ∟˶♪͐ Ⱡ 

2.6.7 ╬ С ♪ἶ Ⱡ 

3.6 NAT ˭╪ ≢╪ ⁷˺ ̕ᵙ 2.6.1 Л √  ♪͐ 
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3.7 S3 Ḳ /ˍ  ♪͐ ̕ᵙ 

2.6.1 Л √  ♪͐ 

2.6.2 ♬Ṓᾎᾅ  ♪͐ 

2.6.6 ∟˶♪͐ Ⱡ 

2.6.7 ╬ С ♪ἶ Ⱡ 

2.10.3 ̑ˌἌḲ ṒΌ 

3.8 RDS ἌẄС ʺ↔ ₅⁵ ̕ᵙ 

2.6.4 ҥ╪ ḽ╪ᾅ ♪͐ 

2.6.6 ∟˶♪͐ Ⱡ 

2.8.4 ᾎ  ҥ╪  ṒΌ 

3.9 EKS Pod ṒΌ ♬  ̕ᵙ 2.6.3 ╞↔ ᴛ͎ע ♪͐ 

3.10 ELS(Elastic Load Balancing) ⁷˺ ̕ᵙ 2.6.3 ╞↔ ᴛ͎ע ♪͐ 

⇔₅ ̕ᵙ 

4.1 EBS ḓ Ṗᵊ    ἒ♬ 2.7.1   ♬  ♠↔ 

4.2 RDS    ἒ♬ 2.7.1   ♬  ♠↔ 

4.3 S3    ἒ♬ 2.7.1   ♬  ♠↔ 

4.4 ᾐ̯ʼ    ἒ♬ 
2.7.1   ♬  ♠↔ 

2.10.5 ♬Ṓ♣Ἶ ṒΌ 

4.5 CloudTrail    ἒ♬ 
2.7.1   ♬  ♠↔ 

2.7.2    ̕ᵙ 

4.6 CloudWatch    ἒ♬ 
2.7.1   ♬  ♠↔ 

2.7.2    ̕ᵙ 

4.7 AWS Ợ↔▫ ́♬ ᴛ͢ ἒ♬ 

2.5.6 ♪͐̾  ˤ  

2.9.4 ᴛ͎ ḓ ♪ἶ͙ᴜ ̕ᵙ 

2.9.5 ᴛ͎ ḓ ♪ἶ͙ᴜ ♩ˤ 

2.11.3 ╪Ữ ─ ṪἍ ḓ 

ᶛѱ ᵠ 

4.8 ╬ᾅ ᾅ ᴛ͢ ἒ♬ 

2.9.1 ṉ˿̕ᵙ 

2.9.2 Ἓѫ ḓ ◑ ̕ᵙ 

2.9.4 ᴛ͎ ḓ ♪ἶ͙ᴜ ̕ᵙ 

2.9.5 ᴛ͎ ḓ ♪ἶ͙ᴜ ♩ˤ 

2.11.3 ╪Ữ ─ ṪἍ ḓ 

ᶛѱ ᵠ 

4.9 RDS ᴛ͢ ἒ♬ 

2.9.1 ṉ˿̕ᵙ 

2.9.2 Ἓѫ ḓ ◑ ̕ᵙ 

2.9.4 ᴛ͎ ḓ ♪ἶ͙ᴜ ̕ᵙ 

2.9.5 ᴛ͎ ḓ ♪ἶ͙ᴜ ♩ˤ 

2.11.3 ╪Ữ ─ ṪἍ ḓ 

ᶛѱ ᵠ 

4.10 S3 Ḳ  ᴛ͢ ἒ♬ 

2.9.1 ṉ˿̕ᵙ 

2.9.2 Ἓѫ ḓ ◑ ̕ᵙ 

2.9.4 ᴛ͎ ḓ ♪ἶ͙ᴜ ̕ᵙ 

2.9.5 ᴛ͎ ḓ ♪ἶ͙ᴜ ♩ˤ 
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2.11.3 ╪Ữ ─ ṪἍ ḓ 

ᶛѱ ᵠ 

4.11 VPC ᴛ↕ ᴛ͢ ἒ♬ 

2.9.1 ṉ˿̕ᵙ 

2.9.2 Ἓѫ ḓ ◑ ̕ᵙ 

2.9.4 ᴛ͎ ḓ ♪ἶ͙ᴜ ̕ᵙ 

2.9.5 ᴛ͎ ḓ ♪ἶ͙ᴜ ♩ˤ 

2.11.3 ╪Ữ ─ ṪἍ ḓ 

ᶛѱ ᵠ 

4.12 ᴛ͎ Ṓ̕ ͙ʼ ἒ♬ 2.9.4 ᴛ͎ ḓ ♪ἶ͙ᴜ ̕ᵙ 

4.13 ḥ‰ Ợ↔ ⁴Ṩ 

2.9.2 Ἓѫ ḓ ◑ ̕ᵙ 

2.9.3 ḥ‰ ḓ ṓ̯ ̕ᵙ 

2.11.5 Ợ̆ ҍ╞ ḓ ṓ̯ 

2.12.2 ◓  ṓ̯ ᾎ  ḓ ˌἐ 

4.14 EKS Cluster Ⱡ‡ ᴆ╬ ᴛ͢ ἒ♬ 

2.9.1 ṉ˿̕ᵙ 

2.9.2 Ἓѫ ḓ ◑ ̕ᵙ 

2.9.4 ᴛ͎ ḓ ♪ἶ͙ᴜ ̕ᵙ 

2.9.5 ᴛ͎ ḓ ♪ἶ͙ᴜ ♩ˤ 

2.11.3 ╪Ữ ─ ṪἍ ḓ 

ᶛѱ ᵠ 

4.15 EKS Cluster    ἒ♬ 
2.7.1   ♬  ♠↔ 

2.7.2    ̕ᵙ 
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3. ⌐ Ҳ ̬ṧ 

ʻ –♩╖ᴛ ╬  ḛỸ ʺѫ  ⁄ ҍ ⁴ ─ ҵ ụ♬╙  Ữ, ַ3  ,אѾ́ᴛ Ṫᵆ . 

 

[ ] 3. ⌐ Ҳ ̬ṧ 

⌐ Ҳ ϼ   ↑ Ɑ ͖ʹ Ẉ̃ 

ừ ̕ᵙ▫ ́♬ ḓ ל⅝♬Ṓ ┬ ᴛ ╬  ᶘ♠╬  ḛỸ Ѿ͙  

Я שׂ ӈ ♬Ṓᵑ  Ἄẋᾅ/ᾎᾅ  ̕ᴐ ʺ ♬Ṓ ┬  ḛỸ ↕ᴎ ַ͙א  

  –♩̓ ⁷́ ʺѫ  ○◓♠╬ ─  Ͽ◓ ◑͙  
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II. Ἒṥ ᶙ Ἇ♩ 

1. ˾♩ ̒ᵖ 

1.1 ở↑■ ˾♩ ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ Ợ↔▫ ́♬ ̕ᵙ 

ᶙ 

Ἇᶕ 

ᶛӧ AWS ᵙἵᾅѤ AWS ́♬╥ ἵ┬╪̆, ᵙἵᾅ ỸἛ ֞Ѥ  Ἕᾅ ̾ ╘ ̾  ♬ ⁄ 

ӻג ˺♬Ӌѱѻ. ́♬ ̕ᵙ▫Ѥ IAM ▫˶ ּשᶘ(ּס, Ợ↔▫, ͎ᴹ, ⁵ )⁄ ̾  ♬ ╙ 

⁷˺  ὡ ▓╖ᶒ ♠♥  ̾ ╙  Ἄẋᾅ ̕ᵙʺ ╪ᴴ‡ⱨ‒ ѱѻ. 

 

(*) AWS ̒ᵖ  ♩  

Ἄẋᾅ Ͽ FULL ACCESS Ӯ̓ ˉ╪ ַא⅝ҵʺ и╘ AWS ̕ᵙ  ♬ ╘ EC2 Ἄẋᾅ 

̕ᵙ/⇔₅▫ ḓ ̕ᴐ ҅҉▫ Ω⁄ ѻᵐ IAM ́♬⁄ ῷמ₮ ˉ╘ ̾  ҉╪ Ӈּת Ώҵᴜ 

‒ ѱѻ. ַ͎א⁄Ἄҵ AWS Admin Console ̕ᵙ▫(Administrator Access) ̾ ╘ ѻὡ╥ 

IAM ́♬⁄ ἒ♬Ӈּת Ώҵᴜ ̕ᵙ ⱳ ʺ ⅝ ѱѻ. 

 

(*)  ˾♩ ⸗ᵃ 

˾♩ ̬ṧ Description  ╩ ⅔ ở  

Console Admin  
̆ ̾  ▀Ѥ Ѿ▓ ̆תּʺ ╙

́♬ 
ʺ͕♠ Ợ↔╙ ּת‚ ‒  

IAM 
AWS IAM Ἄẋᾅᵑ  ỸἛӈ 

Ṋҵ ́♬ 

IAM ⁵  ḓ ̾ ⁄ ҍ  

╙ ╬ ‒  

AD(Active 

Directory) ⁷ҿ 

͙Ⱶ ϿṨ⁄Ἄ Ợ↔ַא╬ ADᵑ 

AWS Organizations Ἄẋᾅ⁄ 

⁷ҿ  ́♬ 

͙Ⱶ AD Ἄẋᾅ⁄Ἄ Ợ↔ַא╬ 

ʻ ́♬ ַא IAM ⁵  ḓ ̾ ╪ 

ἒ♬ӈ ╙ ╬ ‒  

Access Key 

CLI ˿╖ᴛ╥ ♪ἶ╙ ─  

Ѿ▀ ́♬ (Ợ↔ ͙ʼ⁄ ҍ  

⅝ ʺᶘᾎ ר͙ ) 

ḛ͕▀ ͙6 רˌ∩╙ ̓  

Access Key Ⱶ◓ ┬ᶴ 

 

(*) ṩ ⅔  ˾♩ ₆ᾋ 

1. ẋ ▐ֹו∟ ́♬ ( ᴏỢ ̑  ́♬) 

2. ᾅ  ́♬ (testuser, test01, test02....) 

3. ḈỢ↔ ́♬ (  (▫וֹ ḓ וֹ

Ἇ♩ 

ḟḶ 

ʷ. IAM ͋ᴶ› ӄּק Ὸ╕ ѻ╪ ở↑■ ̻  ╩ 

1) IAM ͎ᴹ⁄ Ӈּת Ώ╘ Ѿ▀ Ợ↔▫ ́♬ ♣  ̾  ╬ 
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2) ♣  ̾  ⁴Ṩ ╬ 

 

 ѻשּ

 כ͖

‗  כ͖

: ̕ᵙ▫ ̾ ╙ Ṓ┬  ѻὡ ́♬╪ Ⱶ◓ Ώ̆ Ṭ תּ ⅝  ́♬╪ Ⱶ◓  ↕˿ ╙Ώ תּ

 

 כ͖‏

: ̕ᵙ▫ ̾ ╙ Ṓ┬  ѻὡ ́♬╪ Ⱶ◓ ˞Ϯ Ṭ ⅝  ́♬╪ Ⱶ◓  ˿↕ 

Ẉ̃  
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1.2 IAM ở↑■ ˾♩ ѻ╪  ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ IAM Ợ↔▫ ́♬ Ѿ▀  ̕ᵙ 

ᶙ 

Ἇᶕ 

ᶛӧ AWS ᵙἵᾅѤ AWS ́♬╥ ἵ┬╪̆, ᵙἵᾅ ỸἛ ֞Ѥ  Ἕᾅ ̾ ╘ ̾  ♬ ⁄ 

ӻג ˺♬Ӌѱѻ. ́♬ ̕ᵙ▫Ѥ IAM ▫˶ ּשᶘ(ּס, Ợ↔▫, ͎ᴹ, ⁵ )⁄ ̾  ♬ ╙ 

⁷˺  ὡ ▓╖ᶒ ♠♥  ̾ ╙  Ἄẋᾅ ̕ᵙʺ ╪ᴴ‡ⱨ‒ ѱѻ. 

 

1) ♅♇  IAM ˾♩ ở↑ 

- AWS IAM ́♬ ỸἛ ᾎ 1╬ 1́♬ ḛ͕╙ ∟ ╖ᴛ ᶒ, 1ᶘ╥ ҅҉▫ʺ ѻὡ╥ IAM 

́♬╙ Ṓ┬ Ѥ ˦╙ ּת‚ ‒ ѱѻ. Cloud Ἄẋᾅ ᵙἵᾅ Ợ↔╪ ⅝  ˿↕ ϿṨ 

♬ ̾ ˭ᴛ ᶜ♠⁄ ᵭ╖ר͙ ╙ ╪ Ṩ⁴Ӈ‡‒ ѱѻ. 

ɇ Cloud  ἉẈᾂ ṇ IAM ˾♩ ỵἘ Ḑ ̒ᵖ ּ͑ק 

Ἇ♩ 

ḟḶ 

ʷ. ♅♇  IAM ˾♩ ở↑ 

1) AWS ל⅝ Ἄẋᾅ ַא "IAM" ᵚ 

 

 

2) IAM "Ợ↔▫" ᵚ ḓ ́♬ ᶜᴜ ╬ 
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3) Ṭ ⅝  Ợ↔▫ ợⱠ Ḳ  ᵚ 

 

 

4) Ợ↔▫ ợⱠ ╬ 

 

 ѻשּ

 כ͖

‗  כ͖

: IAM Ợ↔▫ ́♬╙ 1╬ 1́♬╖ᴛ Ợ↔ ̆ ▓Ѥ ˿↕ 

 

 כ͖‏

: IAM Ợ↔▫ ́♬╙ 1╬ 1́♬╖ᴛ Ợ↔  ↕˿ ╘Ώ תּ▓ ̆

Ẉ̃  
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1.3 IAM ở↑■ ˾♩ ᾌṇ ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ Ợ↔▫ ́♬ ᾏṊ ̕ᵙ 

ᶙ 

Ἇᶕ 

IAM Ợ↔▫ ́♬⁄Ѥ ͎ᵑ ʺ  ὡ ▓╖ᶒ, ҉ ͎ ἒ♬╘ Ợ↔▫ᵑ Ѥ ♬Ṓ 

ḓ ֹו ╥ Ͽ↔╙  ὡ ▓ᾋѱѻ. ╪ױ  ͎ Ợ↔╘ IAM Ợ↔▫⁄ ҍ   Ἕᾅ ̯

Ἓ, ♬ ֞Ѥ Ⱡ‡ʺ ʺѫ ѱѻ. 

 

(*)  ˾♩ ⸗ᵃ 

˾♩ ̬ṧ Description  ╩ ⅔ ở  

Console Admin  
̆ ̾  ▀Ѥ Ѿ▓ ̆תּʺ ╙

́♬ 
ʺ͕♠ Ợ↔╙ ּת‚ ‒  

IAM 
AWS IAM Ἄẋᾅᵑ  ỸἛӈ 

Ṋҵ ́♬ 

IAM ⁵  ḓ ̾ ⁄ ҍ  

╙ ╬ ‒  

AD(Active 

Directory) ⁷ҿ 

͙Ⱶ ϿṨ⁄Ἄ Ợ↔ַא╬ ADᵑ 

AWS Organizations Ἄẋᾅ⁄ 

⁷ҿ  ́♬ 

͙Ⱶ AD Ἄẋᾅ⁄Ἄ Ợ↔ַא╬ 

ʻ ́♬ ַא IAM ⁵  ḓ ̾ ╪ 

ἒ♬ӈ ╙ ╬ ‒  

Access Key 

CLI ˿╖ᴛ╥ ♪ἶ╙ ─  

Ѿ▀ ́♬ (Ợ↔͙ʼ⁄ ҍ  

⅝ ʺᶘᾎ ר͙ ) 

ḛ͕▀ ͙6 רˌ∩╙ ̓  

Access Key Ⱶ◓ ┬ᶴ 

 

Ἇ♩ 

ḟḶ 

ʷ. IAM ở↑■ ♩ṏ ͋ Ἇ♩ ḟḶ 

1) AWS ל⅝ Ἄẋᾅ ַא "IAM" ᵚ 
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2) IAM "Ợ↔▫" ᵚ ḓ ́♬ ᶜᴜ ╬ 

 

 

3) IAM Ợ↔▫ ͎ ╬ ḓ ͎ ʺ Ḳ  ᵚ 

 

 

4) IAM Ợ↔▫ ͎ ░ᴏ  Ͽ ́♬ ♬Ṓ ░ᴏ  ♇◑ 
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5) IAM Ợ↔▫ ͎ ́♬♬Ṓ ╬ 

 

 ѻשּ

 כ͖

‗  כ͖

: Ợ↔▫ ♬Ṓ(╪ᵒ, ╪ᶉ▀, ṨἌ Ӯ)ʺ IAM Ợ↔▫ ͎⁄ ἒ♬Ӈ‡ ▓╙ ˿↕ 

 

 כ͖‏

: Ợ↔▫ ♬Ṓ(╪ᵒ, ╪ᶉ▀, ṨἌ Ӯ)ʺ IAM Ợ↔▫ ͎⁄ ἒ♬Ӈ‡ ▓ּת Ώ╙ ˿↕ 

Ẉ̃ 
Organizations Ἄẋᾅ Ợ↔╙  ́♬╙ ̕ᵙ Ѥ ˿↕ AD ́♬╙ ⁷ҿ ⁴ Ợ↔ ͙ 

ԅᶷ⁄ ́♬ ♬Ṓᵑ ͎ ּת Ώῷҵ ‚ ᴛ ᵙӉ ὡ ▓╛ 
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1.4 IAM  ͋ᴶ ở↑■ ˾♩ ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ IAM ͎ᴹ Ợ↔▫ ́♬ ̕ᵙ 

ᶙ 

Ἇᶕ 

IAM ͎ᴹ╘ IAM Ợ↔▫ө╥ ︡ ╖ᴛ AWS Ợ↔▫ө⁄ ҍ  ̾ ╙ ὺ˭ ̕ᵙ  ὡ 

▓ᾋѱѻ. ͎ᴹ⁄ ҍ  IAM ̾  ♠↔ ᾎ ͎ᴹ Ͽ Ợ↔▫ө⁄˭ ▀̖ ♠↔╪ Ӈ͙ ԅᶷ⁄ 

͎ᴹ Ṋ ♠♥  ̾ ╙ ҉ ⁴ Ợ↔ ‒ ѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. IAM ͋ᴶ ở↑■ ˾♩ ̒ᵖ ╩ ḟḶ 

1) IAM ҍᾎṒӥ Ͽ ͎ᴹ ᵚ 

 

 

2) Ựᴛ⇔ ͎ᴹ ỸἛ ᵚ 
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3) ͎ᴹ ╪ᵒ ἒ♬ 

 

 

4) ͎ᴹ Ͽ ♬  ⁷˺ 

 

 

5) ͎ᴹ ỸἛ ᵚ 
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6) ͎ᴹ ỸἛ ╬ 

 

 

7) ͎ᴹ Ͽ Ợ↔▫ ʺ Ḳ  ᵚ 

 

 

8) ͎ᴹ Ͽ Ợ↔▫ ʺ 

 

 



 

 ě 2024, SK Shieldus Co., Ltd 

21 

 

9) ͎ᴹ Ͽ Ṭ ⅝  Ợ↔▫ ╬ ḓ ͎ᴹ⁄Ἄ Ợ↔▫ Ⱡ˞ ᵚ 

 

 

10) ͎ᴹ⁄Ἄ Ⱡ˞ ᵚ 
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11) ͎ᴹ Ͽ Ṭ ⅝  Ợ↔▫ Ⱡ˞ ╬ 

 

 ѻשּ

 כ͖

‗  כ͖

: IAM ͎ᴹ⁄ ӈ Ợ↔▫ ́♬ ַא Ṭ ⅝  ́♬╪ Ⱶ◓  ↕˿ ╙Ώ תּ

 

 כ͖‏

: IAM ͎ᴹ⁄ ӈ Ợ↔▫ ́♬ ַא Ṭ ⅝  ́♬╪ Ⱶ◓  ˿↕ 

Ẉ̃  
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1.5 Key Pair  ♥͍ ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ Key Pair ♪͐ ̕ᵙ 

ᶙ 

Ἇᶕ 

EC2Ѥ (Key)ŋ  ╪↔     ͙ḹ╙ Ⱡ̑ ѱѻ. ҉ ͙ḹ╘ ẇᵚ/   Ẓ ᵑ╪ג

ʻʻ ҥ╪ ╥    ḓ Ҷ╙ Ѥ Ḣᾏ╖ᴛ ⁴͙⁄ Ợ↔ӇѤ ᵑ řKey PairŚ ̆ג ᶒ, 

҉    ͙ḹ╙ Ợ↔  ᾎ EC2╥ ṒΌἛ╙ Ữᾎ  ὡ ▓╖ḃᴛ EC2 ╬ᾅ ᾅ ỸἛ ᾎ 

Key Pair Ӯᴜ╙ ̾◑ ѱѻ. 

 

֞ , Amazon EC2⁄ Ợ↔ӇѤ Ѥ ř2048ẋ  SSH-2 RSA Ś╪ᶒ, Key PairѤ ᵙ♣҉ ҍ 

5 ┬Ṓ תּͥˌ   ὡ ▓ᾋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ.  ỵἘ Ḑ ӫᴙ ḟḶ 

1) Ἱ╙   ỸἛ: Л √  ḓ ṒΌ ɣ Key Pair ɣ Key Pair ỸἛ 

 

 

2) Key Pair ỸἛ 
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3) ỸἛӈ Key Pair ▀╙ ὺ˭ ┬  ḓ ♪͐  ὡ ′Ѥ ̑ʼ⁄ Ṓ̕  

 

 

4) ╬ᾅ ᾅ ỸἛ ᾎ ỸἛӈ Key Pair Ӯᴜ 

 

 

5) ╬ᾅ  ỸἛ ₰ᴮ ᾎ Key Pair ♬Ữ Ӯᴜ⁴Ṩ ╬ 
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6) PuTTY-Gen╙   ỸἛ 

: PuTTYGen.exe ɣ Conversions ɣ Im  Key ɣ Save ẇᵚ/  Ẓ Key╪ג

 

 

7) ỸἛӈ Key Pair ▀╙ ὺ˭ ┬  ḓ ♪͐  ὡ ′Ѥ ̑ʼ⁄ Ṓ̕  
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8) ỸἛӈ  Ἱᴛ ʺⱨ₡͙: Л √  ḓ ṒΌ ɣ Key Pair ɣ Key Pair ʺⱨ₡͙ 

 

 

9) ʺⱨ₡͙ ἒ♬ 

 

 

10) ỸἛӈ ʺ Ἱ⁄ ♬Ữ♠╖ᴛ ӮᴜӇ‴Ѥּת ╬ 
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 ѻשּ

 כ͖

‗  כ͖

: Key Pair(PEM)ŋ   EC2 ╬ᾅ ᾅ⁄ ♪͐  ˿↕ 

 

 כ͖‏

: Key Pair(PEM)̋  ῷѳ ▀ḙ ᾅ√ӥᴛ EC2 ╬ᾅ ᾅ⁄ ♪͐  ˿↕ 

Ẉ̃  
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1.6 Key Pair ṏ̒ ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ Key Pair Ṓ̕ ̕ᵙ 

ᶙ 

Ἇᶕ 

EC2Ѥ (Key)ŋ  ╪↔     ͙ḹ╙ Ⱡ̑ ѱѻ. ҉ ͙ḹ╘ ẇᵚ/   Ẓ ᵑ╪ג

ʻʻ ҥ╪ ╥    ḓ Ҷ╙ Ѥ Ḣᾏ╖ᴛ ⁴͙⁄ Ợ↔ӇѤ ᵑ řKey PairŚ ̆ג ᶒ, 

҉    ͙ḹ╙ Ợ↔  ᾎ EC2╥ ṒΌἛ╙ Ữᾎ  ὡ ▓╖ḃᴛ EC2 ╬ᾅ ᾅ ỸἛ ᾎ 

Key Pair Ӯᴜ╙ ̾◑ ѱѻ. 

 

֞ , Amazon EC2⁄ Ợ↔ӇѤ Ѥ ř2048ẋ  SSH-2 RSA Ś╪ᶒ, Key PairѤ ᵙ♣҉ ҍ 

5 ┬Ṓ תּͥˌ   ὡ ▓ᾋѱѻ. 

 

ɇ Key Pair ѡ  ở↑■ʷ ╩╧ ʷѨ  ̎ˉӅ ⌐ › ṏ̒ ˪ ӆ ˼→ EC2 Instance› 

ᶱѻ╓ᴘ ♥͍╧ ʷѨ ┘ ˪Ḁᴘ Ẉ╩ʷ■ʷ ίקּ  Ḑ ♥͍╧ ṩʷѨ  ◌ἲ› ṏ̒ ‎ 

ѮѸ. 

Ἇ♩ 

ḟḶ 

ʷ. S3 ḯ  ϼ Key Pair  ̒ᵖ ͖ 

1) Ḳ  ♪͐ 

 

 

2) Ḳ  ỸἛ ͙ 
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3) ỸἛӈ Ḳ  ╬ 

 

 

4) S3 Ḳ  Ͽ KeyPair ‰ᴛӥ 

 

 

5) ‰ᴛӥ ӈ KeyPair ╬ 
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6) Key Pair Ṓ̕ ╬( Ẓ S3 Ḳ╪ג ) 

 

 ѻשּ

 כ͖

‗  כ͖

: Key Pair(PEM) File╥ Ṓ̕ ─ ʺ ὺ˭ ┬  ὡ ′Ѥ ̑ʼ⁄ Ṓ̕Ӈ‡ ▓╙ ˿↕ 

 

 כ͖‏

: Key Pair(PEM) File╥ Ṓ̕ ─ ʺ ѻὡ ♪͐╪ ʺѫ  ̑↔ ̑ʼ( ẇᵚ S3, EC2 ŗAdmin 

Console(/)Ř Ӱᴇ ᵙ Ӯ)⁄ Ṓ̕Ӈ‡ ▓╙ ˿↕ 

Ẉ̃  
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1.7 Admin Console ̒ᵖ■ ♩  ̒ᵖ 

ṧᵃ ̾  ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ Admin Console ̕ᵙ▫ ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

AWS Cloud Ợ↔╙ ─  ╛ ḛ͕  ́♬╘ IAM Ợ↔▫ ́♬̓ Ҁᵙ ᶛӧ Ἄẋᾅ⁄ ♪͐  

ὡ ▓Ѥ ̆ ̕ᵙ▫ ́♬░ѱѻ. Cloud Ἄẋᾅ Ἓ Ữ ╬ С ⁷˺╪ ʺѫ  ᵬ⁄Ἄ 

́♬♬Ṓᵑ ░ᴏ ⁴ WEB Console⁄ ♪͐ ˭ Ӌѱѻ. ╪Ѥ ̆ ̾ ╙ Ṓ┬ ̆ ▓Ѥ 

̕ᵙ▫ ́♬╪ ῷѳ ̾ ╪ ⱳ♬ӈ IAM Ợ↔▫ ́♬╙ ͙ṕ╖ᴛ Ợ↔ ‒ Ṓѻ Ό♣  

♪͐╪ ╪ᴼֿפ ὡ ▓ᾋѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. IAM ở↑■ ˾♩ ỵἘ 

1) Ợ↔▫ ʺ Ḳ  ᵚ 

 

 

2) Ợ↔▫ ʺ (͙ṕἒ♬ - ╪ᵒ,  Ἕᾅ ┬  ἐ ) 
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3) Ợ↔▫ ʺ (͙Ⱶ ♬ ˺⁷ ♪וֹ  ͙) 

 

 

4) Ợ↔▫ ʺ ( ͎ ́♬ ♬Ṓ ░ᴏ) 
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5) Ợ↔▫ ʺ (ˤ ͙) 

 

 

6) IAM Ợ↔▫⁄ ʺӈ ᾐ͋ Ợ↔▫ ╬ 
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7) Ợ↔▫ ̾  ╬ 

 

 ѻשּ

 כ͖

‗  כ͖

: Admin Console  ́♬╙ Ἄẋᾅ ↔ҵᴛ Ợ↔  ↕˿ ΏѤ תּ

 

 כ͖‏

: Admin Console  ́♬╙ Ἄẋᾅ ↔ҵᴛ Ợ↔ Ѥ ˿↕ 

Ẉ̃  
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1.8 Admin Console ˾♩ Access Key Ἐ  Ḑ ở↑͖ד ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ Admin Console ́♬ Access Key Ἓ  ḓ Ợ↔͙ל ̕ᵙ 

ᶙ 

Ἇᶕ 

Access KeyѤ AWS╥ CLI ҵ̯Ϯ APIŋ  Ợ↔  ԅ ⅝ ὡѾ╖ᴛ ỸἛ Ợ↔▫⁄ ҍשּ╬   

˺Ⱡ♬Ṓᵑ  ᶛӧ AWS Ἄẋᾅ╥ ♣  ᵙἵᾅ⁄ ҍ  ̾ ╙ ˇ̆▓╖ḃᴛ ┬  ᾎ 

ᾔʻ  ʺ ḛỸ  ʺѫἛ╪ и͙⁄ AWS Admin Console Account ⁄ ҍ  Access Key 

ợⱠᵑ ̾◑ ѱѻ. 

 

ɇ Access Key ̒ᵖ ͖ד 

Key ὡᶘ(60▀ ╪Ͽ), ẋḌḴ  ὡᶘ(60▀ ╪Ͽ), ᵡּתᵢ ҿ(30▀ ╪Ͽ) 

Ἇ♩ 

ḟḶ 

ʷ. AWS Admin Console  Account Access Key Ỡ♫ ḟḶ 

1) ᶉ╬ ↕  ỮѾ ́♬ ɣ Ͽ ṒΌ ▫˶ ּשᶘ 

 

 

2) Access Key(Access Key ID ḓ ẋḌ Access Key) ɣ ợⱠ ɣ ₉ 
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ϫ. IAM User Account  Access Key Ỡ♫ ḟḶ 

1) ᶉ╬ ↕  ỮѾ ́♬ ɣ Ͽ ṒΌ ▫˶ ּשᶘ 

 

 

2) Ợ↔▫ ɣ Access Keyŋ  ợⱠ  ́♬ ἐ  
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3) ⅝– ɣ ṒΌ ▫˶ ּשᶘ  

 

 

4) Access Key ɣ Access Key ID ɣ řXŚ(ợⱠ) Ḳ  
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5) Access Key ợⱠ ɣ ợⱠ 

 

 ѻשּ

 כ͖

‗  כ͖

: AWS Admin Console  ́♬⁄ Access Key̋  Ⱶ◓ Ώ̆ IAM Ợ↔▫ ́♬⁄ ҍ תּ  Access 

Key Ợ↔ 60 ʺ͙ל▀ ╪Ͽ▀ ˿↕ 

 

 כ͖‏

: AWS Admin Console  ́♬⁄ Access Key̋  Ⱶ◓ ˞Ϯ IAM Ợ↔▫ ́♬⁄ ҍ  Access Key 

Ợ↔ 60 ʺ͙ל▀ ̓▀ ˿↕ 

Ẉ̃  
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1.9 MFA (Multi -Factor Authentication)  Ἇ♩ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ MFA (Multi -Factor Authentication)  ἒ♬ 

ᶙ 

Ἇᶕ 

AWS Multi -Factor Authentication(MFA)╘ Ợ↔▫ ╪ᵒ̓    Ω⁄ ṒΌ╙  җ ˆ  ὡ 

▓Ѥ Ḣḹ╖ᴛ MFAᵑ Ἓ ᶔ Ợ↔▫ʺ AWS ⌠ Ợ╪ ⁄ ᴛ͎╬  ԅ Ợ↔▫ ╪ᵒ̓ 

  Ỏᵣ ῷѱג AWS MFA Ӱḕ╪ᾅ╥ ╬ּש ╞҆╙ ░ᴏ  .ᾎӋѱѻ ʺתѤ ᶉᾎּג

ױ╪  ѻַא ⅝ἵᵑ  AWS ́♬ ἒ♬ ḓ ᵙἵᾅ⁄ ҍ  ṒΌ╙ и▀ ὡ ▓ᾋѱѻ. 

 

(*) ˾♩ ⸗ᵃ 

˾♩ ̬ṧ Description  ╩ ⅔ ở  

Console Admin  
̆ ̾  ▀Ѥ Ѿ▓ ̆תּʺ ╙

́♬ 
ʺ͕♠ Ợ↔╙ ּת‚ ‒  

IAM 
AWS IAM Ἄẋᾅᵑ  ỸἛӈ 

Ṋҵ ́♬ 

IAM ⁵  ḓ ̾ ⁄ ҍ  

╙ ╬ ‒  

AD(Active 

Directory) ⁷ҿ 

͙Ⱶ ϿṨ⁄Ἄ Ợ↔ַא╬ AD ᵑ 

AWS Organizations Ἄẋᾅ⁄ 

⁷ҿ  ́♬ 

͙Ⱶ AD Ἄẋᾅ⁄Ἄ Ợ↔ַא╬ 

ʻ ́♬ ַא IAM ⁵  ḓ ̾ ╪ 

ἒ♬ӈ ╙ ╬ ‒  

Access Key 

CLI ˿╖ᴛ╥ ♪ἶ╙ ─  

Ѿ▀ ́♬ (Ợ↔͙ʼ⁄ ҍ  ר͙ 

ᶘᾎʺ ⅝ ) 

ḛ͕▀ ͙6 ר ˌ∩╙ ̓  

Access Key Ⱶ◓ ┬ᶴ 

ɇ ͖Ⱳ ϼṥ AD(Active Directory) Ἁḯᵎ AWS Organizations  ἉẈᾂ₫ ⁴Ҽ Ἁ 

SSO(Single Sig n On)╖ Ἐ ⁭ ở↑  ˼→ ‗ ᴘ ᵖӆ Ὕ ▐╘ 

Ἇ♩ 

ḟḶ 

ʷ. MFA ╩ּצ Ἇ♩ Ḑ ╩ 

1) IAM ᶉ╬ ɣ ↕ ỮѾ ́♬ ɣ Ͽ ṒΌ ▫˶ ּשᶘ ɣ ᶁ ɣ MFA Ἓ שּ╬    
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2) MFA Ӱḕ╪ᾅ ̕ᵙ ɣ ʺỮ MFA Ӱḕ╪ᾅ ἐ  ɣ ́ἶ 

 

 

3) Google OTP ‡  ἒ  ɣ ř+Ś Ḳ  ɣ ḕ ӥ ᾅ  ɣ Ϯ ϱ QR ӥᵑ ‡ ⁄Ἄ ᾅ  
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4) ᾅ   Ϯ ϱ Ὠ▫ MFA ӥ 1 ░ᴏ ɣ ◓ ỸἛӈ Ὠ▫ MFA ӥ 2 ░ᴏ 

 

 

5) 2ˌ╥ ⁷ἶӈ MFA ӥ ░ᴏ 
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6) MFA ἒ♬ ₰ᴮ 

 

 

7) ᴛ͎╬ ᾎ ẋḌḴ  ░ᴏ 
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8) Google OTP Ḵ  ░ᴏ  ᴛ͎╬ ᾎҵ 

 

 

9) ᴛ͎╬ ╬ 

 

 ѻשּ

 כ͖

‗  כ͖

: AWS ́♬ ḓ IAM Ợ↔▫ ́♬ ᴛ͎╬ ᾎ MFAʺ Ἓ  Ӈ‡ ▓╙ ˿↕ 

 

 כ͖‏

: AWS ́♬ ḓ IAM Ợ↔▫ ́♬ ᴛ͎╬ ᾎ MFAʺ ẋ Ἓ  Ӈ‡ ▓╙ ˿↕ 

Ẉ̃ MFA ╬ּש╙ Ợ↔ ╬Ἄ ᴛ͎ ╙שּ╬ Ώ̆ SSO תּ  ˿↕ ‚ ᴛ ᵙӉ ὡ ▓╛ 
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1.10 AWS ˾♩ ᾂ−Ӣ ♩  ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ AWS ́♬ ᾅ√ӥ ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

AWS Admin Console Account ́♬ ḓ IAM Ợ↔▫ ́♬╥    ἒ♬ ᾎ ▀ḙ♠╖ᴛ 

┬ ͙ ή⇔   ᵑ ἒ♬ Ѥ ˿↕ ẋ ╬ʺӈ Ợ↔▫ʺ ҉ ́♬╙ Ӧ ⁴ ♪͐ 

ʺѫἛ╪ Ⱶ◓ ѱѻ. 

 

< ᾂ−Ӣ Ἇ♩ ͖כ> 

1) ᾅ√ӥѤ ῷתּʺ4 ╥מ ᶷ▫ ꜙᵆ ַ2 אꜙᵆ ╪Ữ╙ ⱳ ⁴ ἵ 10▫ᵙ ╪Ữ ֞Ѥ 

3ꜙᵆ ╪Ữ╙ ⱳ ⁴ ἵ 8▫ᵙ ╪Ữ╥ ͝╪ᴛ ̯Ἓ 

 * ₅ᶷ ҍᶷ▫(26ˌ), ₅ᶷ ἵᶷ▫(26ˌ), Ὠ▫(10ˌ), ὡᶷ▫(32ˌ) 

 

< ᾂ−Ӣѡ Ẉ╩ʷ■› ╢  ╧ „ᴐҲᴙ Ѹ╘╢ ở ╖ Ḗ₂ ⁭ Ἇ˾ ‎ >  

1) Null ᾅ√ӥ Ợ↔ ּ͔ת 

2) ᶷ▫ ֞Ѥ Ὠ▫ᵣ╖ᴛ ̯Ἓ ּ͔ת 

3) Ợ↔▫ ID₮ ҿ▀  ᾅ√ӥ ּ͔ת 

4) ⁷ἶ♠╬ ᶷ▫ ḓ Ὠ▫ Ợ↔ ּ͔ת 

 תּ͔ ↔Ἓ ᾅ√ӥ Ợ͙ל (5

6) ♣ Ḵ , Ỹ▀, ́♬ᶘ, hostname̓ ˉ╪ ͙ ή⇔ ᾅ√ӥ Ợ↔ ּ͔ת 

 

1) ᾅ√ӥ ἵ͝╪ 

ᾅ√ӥ ̑˶╙ ͙ ─ ⁴ ᾅ√ӥ ἵ͝╪ʺ ἒ♬Ӈ‡ ▓Ѥּת ♩ˤ  

ᾅ√ӥ ἵ͝╪ʺ ἒ♬Ӈ‡ ▓ּת Ώ˞Ϯ ˭ ἒ♬Ӈ‡ ▓╙ ˿↕ –  ᾅ√ӥᵑ 

Ợ↔ ╖ᴛ ╬  Ὸ╥♠╬ Ợ↔▫ʺ ᾅ√ӥᵑ ὺ˭ ┬   ὡ ▓╛ 

 

2) ᾅ√ӥ ҍ Ợ↔͙ʼ 

ᾅ√ӥʺ ▐╥╥ ˿ᴛᵑ  ┬ Ӈ‴╙ ԅ, ▐╥ᴛ ♪ἶ  Ợ↔▫ʺ …Ⱡӧ ѻᾎ 

♪ἶ  ὡ ▓Ѥ ˿╙ Ḣּת ͙ ─  ᾅ√ӥ ϳ  Ⱡ ╙ ♩ˤ  

 

3) ᾅ√ӥ ἵ Ợ↔͙ʼ 

ᾅ√ӥʺ ▐╥╥ ˿ᴛᵑ  ┬ Ӈ‴╙ ԅ, ▐╥ᴛ ♪ἶ  Ợ↔▫ʺ …Ⱡӧ ѻᾎ 

♪ἶ  ὡ ▓Ѥ ˿╙ Ḣּת ͙ ─  ᾅ√ӥ ϳ  Ⱡ ╙ ♩ˤ  

 

4) ╪♣ ᾅ√ӥ ͙• 

╪♣⁄ Ợ↔ ₄Қ ᾅ√ӥᵑ ͙• ⁴ ᾅ√ӥ ṉ˿ ᾎ ͙Ⱶ⁄ Ợ↔ ₄Қ ᾅ√ӥ 

◓Ợ↔ ּ͔ת 

- ᾅ√ӥ ͝╪Ѥ 8▫ ╪Ữ ἒ♬ Ѥ ˦╙ ̾̆ 

- ᾅ√ӥ ҍ Ợ↔ ͙ʼ╙ 60▀ ╪ ᴛ ἒ♬  ˦╙ ̾̆ 

- ᾅ√ӥ ἵ Ợ↔ ͙ʼ╙ 1▀ ╪Ữ╖ᴛ ἒ♬  ˦╙ ̾̆ 
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5)    ᵣᴮ Ἓ  ḓ ◓Ợ↔ Ⱡ  

-    ᵣᴮ Ἓ ,    ᵣᴮ▀╘ 90▀ ╪ ⁴‒  

-    ◓Ợ↔ Ⱡ  ἵ 1ˌ ╪Ữ╪‡‒  
 

Ἇ♩ 

ḟḶ 

ʷ. IAM ˾♩ Ẉḉḱ  ♩  ╩ 

1) ́♬ ἒ♬ ╬ 

 

 

2)    ♬  ἒ♬ ╬ 

 

 



 

 ě 2024, SK Shieldus Co., Ltd 

46 

 

3) IAM Ợ↔▫ ́♬    ᵣᴮ ḓ ◓Ợ↔ Ⱡ  ἒ♬ 

 

 ѻשּ

 כ͖

‗  כ͖

: Admin Console ḓ IAM ́♬╥ ᾅ√ӥ ṓ◌Ἓ ͙ר רὡ ḓ    ᵣᴮ/◓Ợ↔ Ⱡ ╙ 

ἒ♬ ̆ ▓╙ ˿↕ 

 

 כ͖‏

: Admin Console ḓ IAM ́♬╥ ᾅ√ӥ ṓ◌Ἓ ͙ר רὡ ḓ    ᵣᴮ/◓Ợ↔ Ⱡ ╙ 

ἒ♬  ↕˿ ╙Ώ תּ▓ ̆

Ẉ̃  
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1.11 EKS ở↑■ ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ EKS Ợ↔▫ ̕ᵙ 

ᶙ 

Ἇᶕ 

͙ṕ♠╖ᴛ AWS ́♬╘ ᵙἵᾅ⁄ ҍ  ♪͐╙ ↔ Ѥ ἵ ╥ Ợ↔▫ ὡ₮ ̾ ╖ᴛ 

̕ᵙӇ‡‒ ѱѻ. AWS⁄ἌѤ IAM Ợ↔▫⁄˭ EKS Cluster⁄ ҍ   Ἕᾅ ̾ ╙ Ṩ⁴ ‒ 

Ѥ ˿↕ ♬ ḲЛ ᾅ RBAC ͎ᴹ⁄ ᵰ ӇѤ Ợ↔▫╥ ŗaws-authŘ ConfigMap╙ 

Ⱡ̑ ᶒ ConfigMap╘ ͙⁄Ѥ Яӥᵑ Cluster⁄ ⁷˺ ᶜ♠╖ᴛ ᵣө‡Ɑ╖Ϯ IAM ṒΌ 

ל ⁄ ⁵  ͙ḙ  Ἕᾅ Ⱡ‡(RBAC)  Ἕᾅᵑ ʺ ⁴ Ợ↔  ὡҵ ▓ᾋѱѻ. 

 

ҿ▬ Ḣᾏ╖ᴛѤ Ợ↔▫ IDʺ AWS IAM Ἄẋᾅ⁄ ╥ -Ӈᶔ kube-apiserver Ѥ 'kubeשּ╬ 

system' Л▐ᾅ ╪ᾅ⁄Ἄ aws-auth ConfigMap ╙ ▄‡ Ợ↔▫₮ ⁷˺  RBAC ͎ᴹ╙ 

˺♬ ѱѻ. 

 

ConfigMap Ợ↔ ᾎ ̆ Ợ ╖ᴛѤ Amazon EKS Clusterᵑ ỸἛ  ˿↕ Clusterᵑ ỸἛ Ѥ 

IAM ṒΌ ל ⁄˭Ѥ Amazon EKS Ⱡ‡ ₅⁵╥ Cluster ⁵  ͙ḙ  Ἕᾅ Ⱡ‡(RBAC) 

̯Ἓ⁄ ŗsystem:mastersŘ ̾ ╪ ▫ҿ╖ᴛ Ṩ⁴Ӈᶒ ╪  ἝᾅѤ Ⱡ˞  ὡ ′╖ᶒ ŗaws-

authŘ ConfigMap╙  ̕ᵙӇּת Ώᾋѱѻ. ӻגἌ ♣↔ IAM ⁵ ᴛ Clusterŋ  ỸἛ ̆ 

♬͙♠╖ᴛ ˁỢ Ѥ ˦╪ ꜜᾋѱѻ. ֞ , ╪ ⁵ ╙  Cluster⁄Ἄ ▀ḙ♠╬ ▬‰╙ 

ὡ Ѥ ҥ Ợ↔Ӈ‡ἌѤ Ό Ӌѱѻ. 

 

ɇ aws-auth ConfigMap Ṇ˼ ᾋ›ѡ ▲ᶠӅ ᾌ╢ aws-auth ͋ᵲ╓ᴘ ╩  Cluster› 

Ҋ  ♥͍ ̻ ╖ ▀╖ Ὕ ▐„ ConfigMap ╖ Ṇ˼ ‎ ѡ ˼→ Ҳ̬(eksctl, keikoproj ╢ 

aws-auth, AWS IAM Authenticator CLI) ᵎ ở↑ ‎ ѮѸ. 

Ἇ♩ 

ḟḶ 

ʷ. EKS ConfigMap(aws -auth) ở↑■ ♥͍ ̻  ╩ 

1) ConfigMap(aws-auth) ἒ♬ ╬ 
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2) ̾  Ṩ⁴ӈ ́♬(rasecureJDH)╖ᴛ EKS ᵙἵᾅ ♪͐ ᾎҵ 

 

 

3) ̾  ḈṨ⁴ӈ ́♬(rasecure-Cloud9)╖ᴛ EKS ᵙἵᾅ ♪͐ ᾎҵ 
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ϫ. ClusterRole/ClusterRoleBinding  ỵἘ Ḑ ӫᴙ 

1) ClusterRole ▀ ỸἛ (pods ̕ᴐ ̾  ʺ) 

 

 

2) ClusterRoleBinding ▀ ỸἛ 

 

 

3) ClusterRole/ClusterRoleBinding ▀ ♠↔ 

 

 

4) ClusterRole ỸἛ ╬ 
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5) ClusterRoleBinding ỸἛ ╬ 

 

 

6) ClusterRoleBinding ♬Ṓ ╬ 

 

 

Ѹ. EKS ConfigMap(aws -auth) ở↑■ ♥͍ ̻  ʷ 

1) ConfigMap(aws-auth) Ợ↔▫ ḓ ̾  ʺ 
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2) ̾  Ṩ⁴ӈ ́♬(rasecure-Cloud9)╖ᴛ EKS ᵙἵᾅ(Pods) ♪͐ ᾎҵ 

 

 

3) ̾  ḈṨ⁴ӈ ᵙἵᾅ(Cluster⁄ ⁷˺ӈ Яӥ)⁄ ♪͐ ᾎҵ 

 

 ѻשּ

 כ͖

‗  כ͖

: EKS ᴝ ἵᾅ ♪͐╙ ─  ConfigMap(RBAC) Ͽ ╬ʺӈ Ợ↔▫ᵣ ἒ♬Ӈ‡ ▓Ѥ ˿↕ 

 

 כ͖‏

: EKS ᵙἵᾅ ♪͐╙ ─  ConfigMap(RBAC) Ͽ ╬ʺӈ Ợ↔▫ᵣ ἒ♬Ӈ‡ ▓ּת Ώ╘ ˿↕ 

Ẉ̃  
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1.12 EKS ἉẈᾂ „ ↔  ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ ַא 

ᶙᶕ EKS Ἄẋᾅ ‡ ⇔  ̕ᵙ 

ᶙ 

Ἇᶕ 

Ἄẋᾅ ‡ ⇔ Ѥ ӥ⁄ ḲЛ ᾅ RBAC ⁵ ╙ ҉  ὡ ▓Ѥ ὡ  ┬ ╥ 

ˌ ╪ᶒ Cluster Ͽ╥ ʻ Л▐ᾅ ╪ᾅ⁄ ͙ṕ Ἄẋᾅ ‡ ⇔ ʺ ▫ҿ╖ᴛ ỸἛӋѱѻ. 

♬ Ἄẋᾅ ‡ ⇔ ╙ ⱳ Ώ̆ Л▐ᾅ תּ ╪ᾅ⁄ ӥᵑ Ḥ ᶔ, ҉ 

Л▐ᾅ ╪ᾅ╥ ӥ⁄ ▫ҿ╖ᴛ ҉Ӈ̆ Ἄẋᾅ ‡ ⇔ ╥(JWT) ╘ ♬ ˿ᴛ╥ 

Ṗᵊ╖ᴛ ӥ⁄ ᵡ⇔ Ӌѱѻ.   ᵙ ╪Ἢ╪ Kubernetes APIŋ   ⅝ʺ ′Ѥ ˿↕ 

  ᵙ ╪Ἢ ╥ PodSpec⁄Ἄ automountServiceAccountToken ἶἛ╙ falseᴛ ἒ♬ ˞Ϯ 

ʻ Л▐ᾅ ╪ᾅ╥ ͙ṕ Ἄẋᾅ ‡ ⇔ ᵑ ⁴ җ ╪Ữ ӥ⁄ ▫ҿ╖ᴛ ᵡ⇔ Ӈּת 

Ώҵᴜ ‒ ѱѻ. 

Ἇ♩ 

ḟḶ 

ʷ. ἉẈᾂ „ ↔   ■Ҽ ᵞ↔  Ẉ Ἐ  

1) Ἄẋᾅ ‡ ⇔   ▫ҿ ᵡ⇔  ẋ Ἓ  ⁴Ṩ ╬ 

kubectl get serviceaccount default -o yaml  

 

 

2) Ἄẋᾅ ‡ ⇔   ▫ҿ ᵡ⇔  ẋ Ἓ  (false) ἒ♬ ḓ ╬ 

kubectl patch serviceaccount default -p $'automountServiceAccountToken: false'  
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 ѻשּ

 כ͖

‗  כ͖

: Л▐ᾅ ╪ᾅ ֞Ѥ Ἄẋᾅ ‡ ⇔  ἒ♬ Ͽ automountServiceAccountToken  ˃╪ False

ᴛ ἒ♬ӈ ˿↕ 

 

 כ͖‏

: Л▐ᾅ ╪ᾅ ֞Ѥ Ἄẋᾅ ‡ ⇔  ἒ♬ Ͽ automountServiceAccountToken  ˃╪ Trueᴛ

ἒ♬ӈ ˿↕ 

Ẉ̃  
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1.13 EKS ṩ ⅔  ╨ᶕ ♥͍ ̒ᵖ 

ṧᵃ ́♬ ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ EKS Ṭ ⅝  ╫ᶘ ♪͐ ̕ᵙ 

ᶙ 

Ἇᶕ 

ӥ ˿ Ͽ⁄ἌѤ ᶛӧ API ḓ ᵙἵᾅ ▬‰ ᾎ⁄ ҍ↕ג  ╫ᶘ Ợ↔▫╥ ♪͐╙ 

ẋ Ἓ ⁴ ╪↔ ‒ ѱѻ. ḲЛ ᾅѤ ͙ṕ Ⱡ̑ Ợ↔▫ ŗsystem:anonymousŘ ⁄ 

ҍ  RoleBinding ֞Ѥ ClusterRoleBinding╙ ỸἛ ⁴ ╫ᶘ  Ἕᾅ ̾ ╙ Ṩ⁴ ὡ 

▓ᾋѱѻ.  

 

kubectl rbac -tool ֞Ѥ rbac-lookup ҵ̯ᵑ Ợ↔ ⁴ ŗsystem:anonymousŘ Ợ↔▫ʺ 

Cluster⁄ ҍ  ˇѤ ̾ ╙ ⱳ  ὡ ▓╖ᶒ ŗsystem:public-info -viewerŘ ̾  Ω╥ 

ClusterRole ֞Ѥ ᶛӧ ⁵ ╘ ŗsystem:anonymousŘ ֞Ѥ ŗsystem:unauthenticatedŘ ͎ᴹ⁄ 

ḕ╬ӹӇּת Ώҵᴜ ‒ ѱѻ.  

 

Kubernetes/EKS Ḳ♣ 1.14 ╪♣⁄Ѥ ŗsystem:unauthenticatedŘ ͎ᴹ╪ ͙ṕ♠╖ᴛ 

ŗsystem:discoveryŘ ḓ ŗsystem:basic-userŘ Cluster ⁵ ⁄ ⁷˺Ӌѱѻ. Clusterŋ  Ḳ♣ 1.14 

╪Ữ╖ᴛ ‰ҥ╪ җגҵ Clusterŋ  ‰ҥ╪ ҵ ╪׳ ̾ ╪ ἵӇּת Ώ╖ḃᴛ 

Cluster⁄Ἄ ╪׳ ̾ ╪ ́ἶ Ἓ Ӊ ὡ ▓‡ ┬╥ ‒ ѱѻ. 

 

ɇ ♩ API›Ἁ ╨ᶕ  Ἒᾂᵎ Ἐ ‎ ѡ ˼→ ╨ᶕ ở↑■ʷ ♩ APIᵠ  Ἒᾂ  

Ὕ ▐Ҳᴙ ̃ ╩ּЬ ᵎIPA ҆ ╧‮ צ Ҳ Clusterʷ ‏  ῸҲᴙ ‎ ᶏ קּקּ

♩ṏṏῶ  ╩ ֛ѡ ҂҆■ ᾊ╩╖ ӣ   ở↑ ᾋ͖ ̻̃ ӢᵛѮѸ. 

Ἇ♩ 

ḟḶ 

ʷ. EKS ϼ ṩ ⅔  ╨ᶕ ♥͍ Ỡ♫ 

1) kubectl ᶘᴖ╙  Ṭ ⅝ ╫ᶘ Ợ↔▫ ⱳ  (system:anonymous | unauthenticated )  

ᶘᴖ‡ 

kubectl rbac -tool lookup | grep -P 'system:(anonymous)|(unauthenticated)'  

 

 

2) Ṭ ⅝ ╫ᶘ ♪͐ Cluster ⁷˺ ♬  ợⱠ (system:discovery ḓ system:basic-user) 
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3) Ṭ ⅝ ╫ᶘ ♪͐ ♬  ợⱠ ˺̓ ╬ 

 

 ѻשּ

 כ͖

‗  כ͖

: ClusterRole⁄ system:anonymous | unauthenticated ͎ᴹ╪ ḕ╬ӹ Ӈ‡▓ּת ΏѤ ˿↕ 

 

 כ͖‏

: ClusterRole⁄ system:anonymous | unauthenticated ͎ᴹ╪ ḕ╬ӹ Ӈ‡ ▓Ѥ ˿↕ 

Ẉ̃ ɂ Cluster Ͽ ŗsystem:public-info -viewerŘ ClusterRole ♬  ⱠΩ ר͙ Ѿבֿ ╘
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2. ̻  ̒ᵖ 

2.1 ╩ᾂ ᾂ ἉẈᾂ ♩  ̒ᵖ 

ṧᵃ ̾  ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ ╬ᾅ ᾅ Ἄẋᾅ ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

AWS ╬ᾅ ᾅ Ἄẋᾅ(EC2, RDS, S3 Ӯ)╥ ᵙἵᾅ ỸἛ ֞Ѥ  Ἕᾅ ̾ ╘ ̾  ♬ ⁄ ӻג 

˺♬Ӌѱѻ. ́♬ ̕ᵙ▫Ѥ IAM ▫˶ ּשᶘ(ּס, Ợ↔▫, ͎ᴹ, ⁵ )⁄ ̾  ♬ ╙ ⁷˺  ὡ 

▓╖ᶒ ♠♥  ̾ ╙  Ἄẋᾅ ̕ᵙʺ ╪ᴴ‡ⱨ‒ ѱѻ. 

 

1) ╩ᾂ ᾂ ἉẈᾂ ̬ṧ 

ἉẈᾂ ̬ṧ ἉẈᾂ ừἚ 

EC2 
ʺỮ  ˿╬ ╬ᾅ ᾅᵑ Ⱡ̑ ᶒ ṒΌ ḓ Л √  ̯Ἓ̓ 

ᾅ ᵙּת ̕ᵙʺ ʺѫ  

ECS 
Cluster⁄Ἄ ҵ  ╪Ўᵑ Ἰὺ˭ ᾒ  ˭▓ ḓ ̕ᵙ  ὡ תּאַ ,

Ѥ ╪Ў ̕ᵙʺ ʺѫל  

ECR 

╪Ў ╪Ḉּתᵑ ♇◑, ̕ᵙ ḓ Ḥ   ὡ ▓˭ ּת∟ Ѥ ̕ᵙ  

ҵ  ᴆּתᾅ ᵙ Ἄẋᾅ 

ᴆּתᾅ ᵙ(╪Ḉּת ᴆ תּ ᵙ ỸἛ  ᴆ תּ ᵙ⁄ ╪Ḉּת ♇◑), 

Ợ↔▫ ̾  (ECR ᴆּתᾅ ᵙ ╬ּש ᾎ Docker ג╪…  ↔) 

ᴆ תּ ᵙ ♬ (ᴆ תּ ᵙ ḓ ᴆ תּ ᵙ Ͽ ╪Ḉּת⁄ ҍ  

 Ἕᾅ Ⱡ‡) ̕ᵙʺ ʺѫ  

EKS 

Kubernetes Ⱡ‡ ᴆ╬╙ ἒ ̆ ⇔₅  ⅝ ′╪ AWS⁄Ἄ 

Kubernetesᵑ Ἰὺ˭ ᾒ ҵᴜ Ѥ ̕ᵙ  Ἄẋᾅ░ѱѻ. 

KubernetesѤ ╪Ў ӈ   ᵙ ╪Ἢ╥ Ḥ , ⱳ♬ ḓ ̕ᵙ 

▫ҿ ᵑ ─  ₡  ἵᾅ ᾎᾅ ▐ 

EFS 

AWS ג↕ӥ Ἄẋᾅ₮ ₣ ᴆḈᾅ ᵙἵᾅ⁄Ἄ Ợ↔  ὡ ▓Ѥ 

ʼѾ ̆ ◑ ʺѫ ᶒ ᴏ♠╬ ₰♣ ̕ᵙ  ᴏ♠ NFS ▀ 

ᾎᾅ  

RDS 

AWS ג↕ӥ⁄Ἄ ́̕  ҥ╪ ḽ╪ᾅᵑ җ ὺ˭ ἒ , ⇔₅ ḓ 

◑  ὡ ▓Ѥ ⌠ Ἄẋᾅ░ѱѻ. ╪ ἌẋᾅѤ ụ‰ ר ́̕  

ҥ╪ ḽ╪ᾅᵑ ─  ˿Ⱡ♠╪̆ ͙ ⱳ♥╪ ʺѫ  ╙װ↔ 

Ⱡ̑ ̆ ̑  ҥ╪ ḽ╪ᾅ ̕ᵙ ▬‰╪ ʺѫ  

S3 

Amazon Simple Storage Service(Amazon S3)Ѥ ╬ С↔ 

ᾅ ᵙּת░ѱѻ. Amazon S3╙ Ợ↔ ᶔ ⌠╙  …Ⱡ ‡ӰἌӧ 

∟ Ѥ ‚╥ ҥ╪ ᵑ ♇◑ ̆ ˤự  ὡ ▓ᾋѱѻ. ʼ ̆ 

╬ ⌠ ╬♠̕וֹ ╪ᾅ╬ AWS Management Ἱ╙ Ợ↔ ⁴ 

ױ╪  ▬‰╙ ὡ  ὡ ▓ᾋѱѻ. 

 

2) ╩ᾂ ᾂ ἉẈᾂ ṇ ̒ᵖ  ♩  (₆ᾋ) 
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ἉẈᾂ ̬ṧ ♩ ᶕ ♩ Ἇᶕ 

EC2 

AmazonC2FullAccess EC2 Ἄẋᾅ ♣  ̾  

AmazonC2ReadOnlyAccess 
EC2 Ἄẋᾅ ▄͙ ♣↔  Ἕᾅ 

̾  

AmazonSSMManaged 

EC2InstanceDefaultPolicy 

EC2 ╬ᾅ ᾅ⁄Ἄ AWS Systems 

Manager ͙ѫ Ἓ  ̾  

EC2InstanceConnect 

EC2 Instance Connectŋ  

⁴ EC2 ╬ᾅ ᾅ⁄ ▐ᾎ 

ᵑ ˭ᾎ ̆ ssh ֞Ѥ EC2 

Instance Connect CLIŋ   

⁷˺  ὡ ▓Ѥ ̾  

ECS 

AmazonCS_FullAccess ECS Ἄẋᾅ ♣  ̾  

AWSElasticBeanstalkRoleECS 

ѻַא ╪Ў Docker ˿⁄Ἄ 

Amazon ECS Clusterŋ  ỸἛ/ợⱠ 

 ὡ ▓Ѥ ̾  

AmazonCSTaskExecutionRolePolicy 

Amazon ECS ▬‰╙ ᾒ Ѥ 

ҥ ⅝  Ἄẋᾅ ᵙἵᾅ⁄ ҍ  

▄͙ ♣↔  Ἕᾅ ̾  

ECR 

AmazonC2Container 

RegistryFullAccess 

ECR ᴝ ἵᾅ⁄ ҍ  ̕ᵙ ♣  

 Ἕᾅ ̾  

AmazonC2Container 

RegistryPowerUser 

Container Registry ᵙ תּ ᵙ⁄ 

ҍ  ♣  ̾ ╪ Ṩ⁴Ӈ‡ 

♬ ᵣ ợⱠ ֞Ѥתּ▓  ṉ˿╙ 

↔ ̾ ΏѤ תּ  

AmazonC2Container 

RegistryReadOnly 

Container Registry ᵙ תּ ᵙ⁄ 

ҍ  ▄͙ ♣↔  Ἕᾅ ̾  

EKS 

AmazonKSClusterPolicy 

╬ᾅ ᾅ, ṒΌ ͎ᴹ ḓ ᴏ♠ 

Л √  ╬ ╪ᾅᵑ Ӈ 

╪⁄ ̰ Ӈּת ΏѤ EC2 

ᵙἵᾅ⁄ ҍ  ᾏṊ ♬Ṓᵑ 

╬ Ѥ ̾  

AWSServiceRoleForAmazon 

EKSNodegroup 

Amazon EKS ▬‰▫ Яӥʺ 

Amazon EKS Cluster⁄ ⁷˺  ὡ 

▓ҵᴜ ↔ Ѥ ̾  

AmazonKSServicePolicy 

EKS Clusterᵑ ⇔₅ Ѥ ҥ 

⅝  ᵙἵᾅᵑ ỸἛ ̆ 

̕ᵙ  ὡ ▓Ѥ ̾  

EFS AmazonlasticFileSystemFullAccess 
Amazon EFS⁄ ҍ  ♣   Ἕᾅ 

̾  
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AmazonlasticFileSystemServiceRolePolicy 

Ợ↔▫ᵑ ҍᾐ ⁴ AWS 

ᵙἵᾅᵑ ̕ᵙ ҵᴜ ↔ Ѥ 

̾  

AmazonlasticFileSystemReadOnlyAccess 
Amazon EFS⁄ ҍ  ▄͙ ♣↔ 

 Ἕᾅ ̾  

RDS 

AmazonRDSFullAccess 
Amazon RDS⁄ ҍ  ♣  

 Ἕᾅ ̾  

AmazonRDSDataFullAccess 

RDS ҥ╪  API, RDS 

ҥ╪ ḽ╪ᾅ ▫˶ ּשᶘ╙ ─  

ẋḌ ♇◑ἵ API ḓ DB Ἱ 

ᵙ ̕ᵙ APIŋ  Ợ↔ ⁴ AWS 

́♬╥ Aurora Serverless 

Cluster⁄Ἄ SQL ᶷ╙ ᾒ  ὡ 

▓Ѥ ♣   Ἕᾅ ̾  

AmazonRDSReadOnlyAccess 
Amazon RDS⁄ ҍ  ▄͙ ♣↔ 

 Ἕᾅ ̾  

S3 

AmazonS3FullAccess 
ӧ Ḳ ⁄ ҍ  ♣   Ἕᾅ 

̾  

AmazonS3OutpostsFullAccess 
Outposts╥ Amazon S3⁄ ҍ  

♣   Ἕᾅ ̾  

AmazonS3ReadOnlyAccess 
ᶛӧ Ḳ ⁄ ҍ  ▄͙ ♣↔ 

 Ἕᾅ ̾  

 

(*) IAM ̒ᵖ  ♩  ̻  ̒ᵖ List (₆ᾋ) 

⁮  
˾♩ ̒ᵖ 

(͎ᴹ ḓ ́♬ᶘ) 
AWS ̒ᵖ  ♩  

 ‏

┘/ᶱ 

AWS Admin Console 

̕ᵙ▫ 

Ex)EC2_Admin 

(admin_accout) 

Ex) EC2_Admin 

(AmazonC2FullAcces) 

N/A  

Infra ⇔₅/̕ᵙ▫  

ḓ ҅҉▫ 

  N/A  

Application 

⇔₅/̕ᵙ▫  

ḓ ҅҉▫ 

  N/A  

ˌḛ ̕ᵙ▫  

ḓ ҅҉▫ 

  N/A  

◓ᶴ / ẋ↔ ̕ᵙ▫ 

ḓ ҅҉▫ 

  N/A  

 

Ἇ♩ ʷ. ╩ᾂ ᾂ IAM ̒ᵖ■/↔₂■ ̻  ͋ᴶ ỵἘ  
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ḟḶ - ╬ᾅ ᾅ Ἄẋᾅ╥ ⇔₅/̕ᵙᵑ ─  IAM ͎ᴹ ỸἛ 

 

ɇ ╩ᾂ ᾂ ἉẈᾂ ↔₂/̒ᵖ› ⅔  IAM Full Access ӫ╢ ̻  ╕Ҳʷ е⅔שׂ ╧ˆ ̐

̻ ╕ Infra ↔₂/̒ᵖ■ Ḑ ҂҆■›˪ᵠ ♩ ╧ ӄҲᴙ ‎ ᶏ ἲ ╢ ˾♩ Ὕ  ̫

  ӄ„‎קּ┘

 

1) IAM Ͽ ͎ᴹ  ♪͐  Ựᴛ⇔ ͎ᴹ ỸἛ ᵚ 

 

 

2) ͎ᴹ ╪ᵒ ἒ♬ 

 

 

3) ♬  ⁷˺ (AmazonC2FullAccess ἐ ) 
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4) ˤ  ḓ ͎ᴹ ỸἛ ᵚ 

 

 

5) ͎ᴹ ỸἛ ╬ 

 

 

ϫ. ╩ᾂ ᾂ IAM ̒ᵖ■/↔₂■ ̻  ở↑■ ʷ  

- ╬ᾅ ᾅ Ἄẋᾅ╥ ⇔₅/̕ᵙᵑ ─  IAM Ợ↔▫ ʺ 

 

ɇ ╩ᾂ ᾂ ἉẈᾂ ↔₂/̒ᵖ› ⅔  IAM Full Access ӫ╢ ̻  ╕Ҳʷ е⅔שׂ ╧ˆ ̐

̻ ╕ Infra ↔₂/̒ᵖ■ Ḑ ҂҆■›˪ᵠ ♩ ╧ ӄҲᴙ ‎ ᶏ ἲ ╢ ˾♩ Ὕ  ̫

  ӄ„‎קּ┘

 

1) IAM Ͽ Ợ↔▫  ♪͐  Ợ↔▫ ʺ ᵚ 
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2) Ợ↔▫ ╪ᵒ ἒ♬ ḓ ѻ╛ ᵚ 

 

 

3) ͎ᴹ⁄ Ợ↔▫ ʺ ἒ♬ 
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4) ˤ  ḓ Ợ↔▫ ᵣө͙ ᵚ 

 

 

5) Ợ↔▫ ʺ ╬ 
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6) IAM "Ợ↔▫" ᵚ ḓ ́♬ ᶜᴜ ╬ 

 

 

7) IAM ŗ͎ᴹŘ ᵚ ḓ ͎ᴹ ᶜᴜ ╬ 

 

 

8) ͎ᴹ Ͽ ʺӈ Ợ↔▫ ╬ 
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 ѻשּ

 כ͖

‗  כ͖

: ╬ᾅ ᾅ Ἄẋᾅ IAM Ợ↔ ̾ ╪ ʻʻ Ἄẋᾅ ⁵ ⁄ ᵭ˭ ἒ♬Ӈ‡ ▓╙ ˿↕ 

 

 כ͖‏

: ╬ᾅ ᾅ Ἄẋᾅ IAM Ợ↔ ̾ ╪ ʻʻ Ἄẋᾅ ⁵ ⁄ ᵭּת Ώ˭ ἒ♬Ӈ‡ ▓╙ ˿↕ 

Ẉ̃  
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2.2 И −  ἉẈᾂ ♩  ̒ᵖ 

ṧᵃ ̾  ̕ᵙ ׂש⅔Ҳ Ữ 

ᶙᶕ Л √  Ἄẋᾅ ♬  ̕ᵙ 

ᶙ 

Ἇᶕ 

AWS Л √  Ἄẋᾅ(VPC, Route 53, Direct Connect Ӯ)╥ ᵙἵᾅ ỸἛ ֞Ѥ  Ἕᾅ 

̾ ╘ ̾  ♬ ⁄ ӻג ˺♬Ӌѱѻ. ́♬ ̕ᵙ▫Ѥ IAM ▫˶ ּשᶘ(ּס, Ợ↔▫, ͎ᴹ, 

⁵ )⁄ ̾  ♬ ╙ ⁷˺  ὡ ▓╖ᶒ ♠♥  ̾ ╙  Ἄẋᾅ ̕ᵙʺ ╪ᴴ‡ⱨ‒ 

ѱѻ. 

 

1) И −  ἉẈᾂ ̬ṧ 

ἉẈᾂ ̬ṧ ἉẈᾂ ừἚ 

VPC 

Ợ↔▫ʺ ♬╥  ʺỮ Л √ ᴛ AWS ᵙἵᾅᵑ ᾎ▬  ὡ 

▓ᾋѱѻ. ╪ ʺỮ Л √ Ѥ AWS╥ ◑ ʺѫ  ╬  ᵑג

Ợ↔ ѻѤ ╪♩̓ Ζ ̆ˍ╥ ▫  ҥ╪  ἡ ⁄Ἄ ⇔₅ Ѥ 

͙Ⱶ Л √ ₮ ᵰ↕ ┬Ợ ѱѻ. 

CloudFront 
.html, .css, .js ḓ ╪Ḉּת ▀̓ ˉ╘ ♬♠ ḓ ҿ♠ ⌠ ᵑ 

Ợ↔▫⁄˭ җ ẙᵙ Ḥ ҵᴜ ּת∟ Ѥ ⌠ Ἄẋᾅ 

Route 53 

ʺ↔Ἓ̓ ◑Ἓ╪ ↕ὡ  DNS(ҵᶉ╬ ╪ᵒ ᾎᾅ ) ⌠ 

Ἄẋᾅ░ѱѻ. Route 53╙ Ợ↔ ⁴ Ἕ ʺּל ת⅝ ͙ѫ, ּס ҵᶉ╬ 

Ӯᴜ, DNS ג↕ , Ữ  ╬╙ ⱳ ⁴ ᾒ  ὡ ▓Ѥ Ἄẋᾅ 

API Gateway 
͋ᶛ₮ Ữ̕′╪ REST ḓ WebSocket APIŋ  ỸἛ, ˭ᾎ, ┬ּת ̆ 

ᶛѱ ᵠ ḓ ṒΌ ͙ ─  AWS Ἄẋᾅ 

Direct Connect  

җС ̛ἕ┬ ╪ẇ╙  ϿṨ Л╪ ר √ ᵑ AWS Direct 

Connect ─ ⁄ ⁷˺  ὡ ▓ᾋѱѻ. ╪ẇ╥  ϥ╙ 

Ợ↔▫╥ ג↕ ⁄ ⁷˺ ̆ ѻᵐ  ϥ╙ AWS Direct Connect 

↕ג ⁄ ⁷˺ Ѥ Ἄẋᾅ 

AppMesh 
  ᵙ ╪Ἢ╥ ᶛӧ Ἄẋᾅ⁄ ҍ  ▀̕ӈ ʺᾎἛ̓ Л √  

מ  Ⱡ‡ᵑ Ⱡ̑ Ѥ Ἄẋᾅ 

CloudMap 

AWS Cloud Mapᵑ Ợ↔ ⁴ Amazon API Gateway⁄ Ḥ ӈ API, 

Amazon EC2 ╬ᾅ ᾅ, Amazon DynamoDB ╪ẇ, Amazon S3 

Ḳ , Amazon Simple Queue Service(Amazon SQS) ҍ͙⁸ Ӯ̓ 

ˉ╘ ᶛӧ ג↕ӥ ᵙἵᾅᵑ Ӯᴜ  ╙ ὡ ▓Ѥ Ἄẋᾅ 

 

2) И −  ἉẈᾂ ṇ ̒ᵖ  ♩  (₆ᾋ) 

ἉẈᾂ ̬ṧ ♩ ᶕ ♩ Ἇᶕ 

VPC 

AmazonVPCFullAccess 
Amazon VPC⁄ ҍ  ♣   Ἕᾅ 

̾  

AmazonVPCCrossAccount 

NetworkInterfaceOperations  

Л √  ╬ ╪ᾅᵑ ỸἛ ̆ 

̪  ́♬ ᵙἵᾅ⁄ ⁷˺  ὡ 
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▓Ѥ  Ἕᾅ ̾  

AmazonVPCReadOnlyAccess 
Amazon VPC⁄ ҍ  ▄͙ ♣↔ 

 Ἕᾅ ̾  

CloudFront 

CloudFrontFullAccess 

♣   Ἕᾅ ̾ ̓ AWS 

Management Ἱ╙  

Amazon S3 Ḳ ╙ Ϯ⁸ Ѥ ̾  

AWSCloudFrontLogger 
CloudFront Logger⁄ CloudWatch 

Logs⁄ ҍ  ῠ͙ ̾  

CloudFrontReadOnlyAccess 
CloudFront Ḥ  ̯Ἓ ♬Ṓ ḓ 

ᶜᴜ Ḥ ⁄ ҍ   Ἕᾅ ̾  

Route 53 

AmazonRoute53FullAccess 
Amazon Route 53⁄ ҍ  ♣  

 Ἕᾅ ̾  

AmazonRoute53DomainsFullAccess 

ᶛӧ Route 53 ҵᶉ╬ ▬‰ ḓ 

ᾅ  ₅⁵ ỸἛ⁄ ҍ  ♣  

 Ἕᾅ ̾  

AmazonRoute53ReadOnlyAccess 
Amazon Route 53⁄ ҍ  ▄͙ 

♣↔  Ἕᾅ ̾  

API Gateway 

AmazonAPIGatewayAdministrator 

Amazon API Gateway⁄Ἄ API 

ỸἛ/ ︡/ợⱠ⁄ ҍ  ♣  

 Ἕᾅ ̾  

APIGatewayServiceRolePolicy 

API Gateway̋  ̆ˍ╙ ҍᾐ ⁴ 

⁷˺ӈ AWS ᵙἵᾅᵑ ̕ᵙ Ѥ 

̾  

AmazonAPIGatewayInvokeFullAccess 
Amazon API Gateway⁄Ἄ APIŋ  

 ὡ ▓Ѥ ♣   Ἕᾅ ̾  

Direct 

Connect 

AWSDirectConnectFullAccess 
AWS Direct Connect⁄ ҍ  ♣  

 Ἕᾅ ̾  

AWSDirectConnectServiceRolePolicy 
ᵙἵᾅᵑ ỸἛ ̆ ̕ᵙ  ὡ ▓Ѥ 

AWS Direct Connect ̾  

AWSDirectConnectReadOnlyAccess 
AWS Direct Connect⁄ ҍ  ▄͙ 

♣↔  Ἕᾅ ̾  

AppMesh 

AWSAppMeshFullAccess 
AWS App Mesh API ḓ ̕ᵙ 

Ἱ⁄ ҍ  ♣   Ἕᾅ ̾  

AWSAppMeshServiceRolePolicy 

AWS App Mesh⁄Ἄ Ợ↔ ˞Ϯ 

̕ᵙ Ѥ AWS Ἄẋᾅ ḓ 

ᵙἵᾅ⁄ ҍ   Ἕᾅ ̾  

AWSAppMeshReadOnly 

AWS App Mesh API ḓ ̕ᵙ 

Ἱ⁄ ҍ  ▄͙ ♣↔  Ἕᾅ 

̾  
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CloudMap 

AWSCloudMapFullAccess 
ᶛӧ AWS Cloud Map ▬‰⁄ ҍ  

♣   Ἕᾅ ̾  

AWSCloudMapRegisterInstanceAcces

s 

AWS Cloud Map ▬‰⁄ ҍ  

Ӯᴜ▫ ὡר  Ἕᾅ ̾  

AWSCloudMapReadOnlyAccess 
ᶛӧ AWS Cloud Map ▬‰⁄ ҍ  

▄͙ ♣↔  Ἕᾅ ̾  

 

3) IAM ̒ᵖ  ♩  ̻  ̒ᵖ List (₆ᾋ) 

⁮  
˾♩ ̒ᵖ 

(͎ᴹ ḓ ́♬ᶘ) 
AWS ̒ᵖ  ♩  

 ‏

┘/ᶱ 

AWS Root ̕ᵙ▫ 
Ex)RDS_Admin 

(admin_accout) 

Ex) RDS_Admin 

(AmazonRDSFullAccess) 

 

Infra ⇔₅/̕ᵙ▫  

ḓ ҅҉▫ 

   

Application 

⇔₅/̕ᵙ▫  

ḓ ҅҉▫ 

   

ˌḛ ̕ᵙ▫  

ḓ ҅҉▫ 

   

◓ᶴ / ẋ↔ ̕ᵙ▫ 

ḓ ҅҉▫ 

   

 

Ἇ♩ 

ḟḶ 

ʷ. И −  ἉẈᾂ ṇ IAM ̒ᵖ■/↔₂■ ̻  ͋ᴶ ỵἘ 

- Л √  Ἄẋᾅ╥ ⇔₅/̕ᵙᵑ ─  IAM ͎ᴹ ỸἛ 

 

ɇ И −  ἉẈᾂ ↔₂/̒ᵖ› ⅔  IAMFullAccess ӫ╢ ̻  ╕Ҳʷ е⅔שׂ ╧ˆ ̐

̻ ╕ Infra ↔₂/̒ᵖ■ Ḑ ҂҆■›˪ᵠ ♩ ╧ ӄҲᴙ ‎ ᶏ ἲ ╢ ˾♩ Ὕʷ 

  ӄ„‎קּ┘

 

1) IAM Ͽ Ợ↔▫ ͎ᴹ  ♪͐  ͎ᴹ ỸἛ ᵚ 
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2) ͎ᴹ ╪ᵒ ἒ♬ 

 

 

3) ♬  ⁷˺ (AmazonVPCFullAccess ἐ ) ḓ ͎ᴹ ỸἛ 

 

 

4) ͎ᴹ ỸἛ ╬ 
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ϫ. И −  ἉẈᾂ ṇ IAM ̒ᵖ■/↔₂■ ̻  ở↑■ ʷ  

- Л √  Ἄẋᾅ╥ ⇔₅/̕ᵙᵑ ─  IAM Ợ↔▫ ʺ 

 

ɇ И −  ἉẈᾂ ↔₂/̒ᵖ› ⅔  IAMFullAccess  ӫ╢ ̻  ╕Ҳʷ е⅔שׂ ╧ˆ ̐

̻ ╕ Infra ↔₂/̒ᵖ■ Ḑ ҂҆■›˪ᵠ ♩ ╧ ӄҲᴙ ‎ ᶏ ἲ ╢ ˾♩ Ὕʷ 

ӄ‎קּ┘  

 

1) IAM Ͽ Ợ↔▫  ♪͐  Ợ↔▫ ʺ ᵚ 

 

 

2) Ợ↔▫ ╪ᵒ ἒ♬ ḓ ѻ╛ ᵚ 
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3) ͎ᴹ⁄ Ợ↔▫ ʺ ἒ♬ 

 

 

4) ˤ  ḓ Ợ↔▫ ᵣө͙ ᵚ 
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5) Ợ↔▫ ʺ ╬ 

 

 

6) IAM ŗỢ↔▫Ř ᵚ ḓ ́♬ ᶜᴜ ╬ 

 

 

7) IAM ŗ͎ ᴹŘ ᵚ ḓ ͎ᴹ ᶜᴜ ╬ 
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8) ͎ᴹ Ͽ ʺӈ Ợ↔▫ ╬ 

 

 ѻשּ

 כ͖

‗  כ͖

: Л √  Ἄẋᾅ IAM Ợ↔ ̾ ╪ ʻʻ Ἄẋᾅ ⁵ ⁄ ᵭ˭ ἒ♬Ӈ‡ ▓╙ ˿↕ 

 

 כ͖‏

: Л √  Ἄẋᾅ IAM Ợ↔ ̾ ╪ ʻʻ Ἄẋᾅ ⁵ ⁄ ᵭּת Ώ˭ ἒ♬Ӈ‡ ▓╙ ˿↕ 

Ẉ̃  

  


































































































































































































