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New ransomware variant

Mallox : .cookieshelper, karsovrop Dharma : .avan, .shiel
Stop : .cdwe, .cdaz, .cdtt, .cdwe, .cdtt
.cdpo, .ppvw, .cdce, .cdec
Phobos : jopanaxye, .2700, gotmydatafast
.rdptest, .Ebaka, .dx31
Makop : .S0G
Chaos : NoVirus, PatchWorkApt, .backoff
KJHEJgtkhn, .NOOSE, .SILENTATTACK
slime

New ransomware & group
Insane, JoOfSatan, Slug, NoName, Wessy, Lockxx, Wing

Shuriken, Empire, Abyss, Ping, Frivinho, Secles
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asecos.com

Asecos take great pride in assisting
to create new safety standards and
ultimately reducing the number and
severity of accidents, through the
use of approved asecos products.
The best possible protection of
humankind and the environment is
our number one priority. Driven by

this desire, we developed the first

Read more
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sipicorp.com

Sipi

Welcome to Sipi Corporation. Over
the course of more than a century
we have witnessed global economic
highs and lows while maintaining a
steady course to become a
recognized leader in refining,
recycling and reusing the world’s

most valuable materials.
SITE: wwwisipicorp.com
Published Visits

100% 2435

Read more
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leclairgroup.com

LeClair

“Insurance Marketing” doesn't
exactly rhyme with "Madison
Avenue Yet our business can be
just as dynamic. That's because
helping you market insurance is not
about selling cigarettes or skin
cream but instead about building
the brand called “you.” And no one
gets you like LeClair. Built by

brokers, for brokers, since 1931.

Published Visits
100% 2508

Read more
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2 Support

stemcor.com

STEMCOR

STEMCOR is a leading
independently run service provider
for the steel industry. We play a
vital role, acting as an intermediary
between customers and suppliers.
We make complex transactions easy
for buyers and sellers. With our
specialised expertise and
know[edge we help customers

Published Visits
100% 2692

Read more
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l—“ Indicator Of Compromise ||1

) &

BlackBasta(April. 2023) : SHA256

fe87fa7714266548fa5da52455f1788f588417ee800c86768d163abd279d0279
ef2a754a8e713fdbdeaab42e2220af372fd310a755a02126938ff233b16a4a83

BlackBasta(December. 2023) : SHA256

f971a05b8540fabaf8cb6c54d2c2de00c54fa99a4e86615daca03a6d7c0edebf
b32daf27aa392d26bdf5faafbaaebb21cd6c918d4611f59f548a73d447a96dd9

% 4

File Name

4WCB3ACCQFJBTGE966849RFVY6.bdg.00000000_BITDEFENDER.out
STUDIO_BBG.dII
RibbonGadgets.EXE
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URL :

https://www.bleepingcomputer.com/news/security/new—black—basta—decryptor—

exploits—ransomware—flaw—to—recover—files/

URL :

URL :

URL :

URL :

https://directoryadmin.blogspot.com/2014/12/ldap—queries—for—users—computers—groups.html
https://securityscorecard.com/research/a—deep—dive—into—black—basta-ransomware/
https://www.zscaler.com/blogs/security—research/back—black—basta

https://www.trendmicro.com/vinfo/us/security/news/ransomware—spotlight/

ransomware—spotlight—blackbasta

URL :

https://www.sentinelone.com/labs/black—basta—ransomware—attacks—deploy—custom—

edr—evasion—tools—tied—to—fin7-threat—actor/

URL :

https://www.zscaler.com/blogs/security—research/tracking—15—-years—qakbot—development
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