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gatesshields.com stemcor.com mcs360.com igs-inc.com
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Gates Shields Ferguson Swall Hammond P.A. is a
full-service firm with offices in Overland Park,
Kansas, and Liberty, Missouri. Gates Shields
represents a variety of clientele in diverse areas of

Stemcor is a British steel trading and distribution
company. The company acts as an intermediary
between buyers and sellers of steel and raw
materials. It provides additional services, including

MCS360 is a company that provides property
services for residential and commercial buildings
across the country, such as inspections,
preservation, maintenance, and reqistrations. Learn

Integrated Geotechnical Solutions: Vibration, Noise
and Geotechnical Supplier YOU CAN TRUST. OUR

SERVICES EQUIPMENT SALES IGS offers equipment
such as vibration and sound monitors, piezometers,

groupe-idea.com

apeagers.com.au

[ PUBLISHED ]

[ PUBLISHED

Discover the IDEA group IDEA, 100 years of logistics
expertise serving our industrial customers
Responsible and committed, IDEA is an independent
industrial supply chain provider, specialising in

Eagers Automotive is an automative retail group in
Australia and New Zealand. Starting as A P Eagers
Automotive Limited, it has a history of more than
100 vears. The company name chanaed to Eagers

stsaviationgroup.com

14D 06h 15m 17s

STS Aviation Group is a global provider of aircraft
maintenance services. Click the link above now to
learn more. You can contact the main system
administrator on the contacts below, waiting for an

dunaway.com
1D O8h 19m 43s

Construction Inspection Civil Engineering Structural
Engineering Landscape Architecture Survey
Construction Inspection Our Featured Projects
Bowie House Planning + Landscape Architecture ...

equilend.com

Datalend provides global securities finance data,
performance reporting and consulting services for
agent lenders, broker-dealers and beneficial owners.
Learn More Securities Finance Platform You can

fultoncountyga.gov

Fulton County is governed by a seven-member
Board of Commissioners who are elected to four-
year terms, Six of the members are district
commissioners, and the Chairman is At-Larae,

nationaldentex.com

National Dentex is a full-service dental lab partner
that offers a wide range of services, products and
solutions for dentists and their patients. Whether
vou need crowns, bridaes, veneers, implants or

crbgroup.com

A revolutionary integrated project delivery method
that leverages the combined expertise and technical
excellence of ONE project team to deliver your
facilitv in a safe, lean and collaborative way.
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fbi.gov

The Federal Bureau of Investigation is the domestic intelligence and security service of the United States and its principal federal law
enforcement agency. An agency of the United States Department of Justice, the FBl is also a member of the U.S. Intelligence Community and
reports to both the Attorney General and the Director of National Intelligence.
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CVE ay B B x| B |
Fortinet 2| E 2t OS FortiOS O] A{ SSL VPN® & AE5= 54.6 ~ 54.12 568 O[At
CVE-2018-13379 | ZR, Al2H mYUS CIREE &2 4 Qb oY A2 563 ~ 567 6'0'5 Olz
EA4 3 OFN 6.0.0 ~ 6.0.4 e
Windows 10 &
Windows Ol A AHE3t= XY 37 ZEEZQ SMB KB4551762
CVE-2020-0796 r Server 2016
3.1 0M st /14 ZE MY FAH AHO|E

(build 1903, 1909)

2.0-beta9 ~ 2.15.0

2.122,2.12.3, 231,

CVE-2021-27065

CVE-2021-44228 JAVA 7188l 2 B8 28 012l Logd) oA (2.12.2,2.12.3,
WHE YA IE MY FAH 2.16.0 0|4
2.3.1 H Q)
A
x|
CVE-2021.22986 F5 2 OH%EI?ﬂolM HHE HES/Z ZH[Ql BIG-IP BIG- 16.0.%, 15.1.%, 1414 O[At
QoA Hdsl= 34 ZE M FA4H 14.1% 13.1%,
- 13.1.3.6 0|4
12.1.5.3 O[4
CVE-2021-26855
CVE-2021-26857 | MS 2| X | ME{Ql Exchange Server Ol Al &M3t= | Exchange Server KB5000871
CVE-2021-26858 | ¥1Z IL M3 FA4H 2013, 2016, 2019 EolE

2008 r2 sp1, 2016,

Windows Server 0| A QIS E|X| Q2 SAXIL =02l KB5005076 &2
N N o 2008 sp2, 2012,

CVE-2021-36942 | HEZ32 S C12 MH{0| ASSI=E &8 7Hset P KB5005106

ot 2012 r2, 2020 h2, oiHolE
2004, 2019

CVE.2022.3653 3E 282Xl Vulkan 12HT AZIO|A gHlsH= 107.0.5304.62 107.0.5304.62
2 HE @HEER HUH ojgt ol 4
QE &N JAVA Z| Y3 Zk Framework Of| A{ 961 96.0.1

CVE-2022-36537 | YAst= #AHo2 POST 282 XEst0 5% R 9.6.2 0|4
mo E2E & ol Ao 9.0.1.2, 8.6.4.1
Forta o 2ot 2| MY HME AZEQ 0 GoAnywhere R

CVE-2023-0669 N ~ 7.1.1 O[3} 712 O|A
MFTOIA 2% RS A80| 7h53t 39H
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CVE-2023-20269 | Z3E Cisco FTD ¢£E$J|01 o] 27 WA A VPN 9.19.1.18 0|8} 9.20 O
FAEoZ Qlgf XA FTHS ST = U= FHYH

CVE-2023-27350 QI 2| 2ZEQI0f PaperCut A AFEA SHS 15.0.0 ~ 20.17, 20.17 0| Y
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30 JIT Access (Just—in-Time Access) : o Za]A o] Aot AAdo] HEslr] Qo Rojd @gto] Ao AAH 7)ot AFH

A
31 DLP (Data Loss Prevention) : B0JE]¢] 588 ZAst] F8 HH §&& FA/ADsH: dole #% A 24

32 EDR (Endpoint Detection and Response) : ZAHE|9} But, AlH] S thdr]ofA] WAshe o 3918 AX7Io 2 #A|at 24 9

o-gate] ol e Bl &5 A4
33 NAS (Network Attached Storage) : UE$Zo| A 0] ofe] A&7} dlo|ElE F8etn H2T 4 A= A% 44
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l_ll Indicator Of Compromise

&

Lockbit 3.0 : SHA256

5c9b94f7aed569bb91c77cb0bf8a4f0c13145f8ac35bccc961c973720e46cc62
a4219b77deOeedc2e17011b95acc69432bcb1a8dc4eb761027b9c997144a76dd
cafaaadd3747dfec3df88a34fea56695a0b5b03b27091b770075a72b03d2d 105
917e115cc403e29b4388e0d175cbfac3e7e40ca1742299fbdb353847db2de7c2
535e0dbd97cb9ea66f375400b550dd3bcad0788a89fb46996a651053a2df07c3
UM 2 .docx (Dropper) : SHA256
1f0617725b2a0b0c3bb1067f0b77da049da0545710d9743813969b3bbcc563f4

M As 2t QHUHIE AL LI Ch.eml : SHA256

4adedf6ed21b33f627fcc704db4cbfb3dd807516c1eb6fc52ae6edb8ab6bc80a5

File Name
QAM-E.docx

sed.exe

MEH EofetE QLY (HIZHRF R L CF).eml
AKX R M _220822(BHAEE 20| 7|XHBIRA2 L] ZHQILEIEZIL|CH.exe
O|O|X| HE(XM 7t MZEfst o|ojX))at AMStD U2
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m zt1 AJO|E

URL : https://www.cisa.gov/news—events/cybersecurity—advisories/aa23-075a

URL : https://www.boannews.com/media/view.asp?idx=126668&page=1&kind=1

URL : https://www.trendmicro.com/content/dam/trendmicro/global/en/research/24/b/LockBit—

attempts—to—stay—afloat—with—a—new—-version/technical-appendix—LockBit—ng—dev—analysis.pdf

URL : https://www.state.gov/reward—offers—for—information-on-LockBit-leaders—and-

designating—affiliates/

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL :

URL

https://www.nomoreransom.org/en/decryption—tools.html
https://home.treasury.gov/news/press—releases/jy2114
https://www.secureworks.com/blog/LockBit—in—action

https://seed.kisa.or.kr/kisa/Board/167/detail View.do

https://www.cisa.gov/news—events/cybersecurity—advisories/aa23-075a

https://asec.ahnlab.com/ko/31620/
https://nvd.nist.gov/vuln/detail/CVE-2022-36537
https://nvd.nist.gov/vuln/detail/ CVE-2023-20269
https://nvd.nist.gov/vuln/detail/ CVE-2023-27350
https://nvd.nist.gov/vuln/detail/CVE-2023-27351
https://nvd.nist.gov/vuln/detail/ CVE-2023-4966
https://nvd.nist.gov/vuln/detail/CVE-2024-1709
https://nvd.nist.gov/vuln/detail/CVE-2021-26855
https://nvd.nist.gov/vuln/detail/ CVE-2023-0669
https://nvd.nist.gov/vuln/detail/CVE-2018-13379
https://nvd.nist.gov/vuln/detail/CVE-2020-0796
https://nvd.nist.gov/vuln/detail/CVE-2021-22986

https://nvd.nist.gov/vuln/detail/CVE-2021-36942

- https://nvd.nist.gov/vuln/detail/CVE-2022-3653
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