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d4 Ha3E £FH ScreenConnect FAFSE,
CVE-2024-1708 | Yoo mo|Lt CIHEZ|M I = A= BE 23.9.7 O|s} 23.9.8 O|At
T ot
A4 HAIAE £FM ScreenConnect FAHOZ,
CVE-2024-1709 | ¥4 H2A3 g0 A" 22Xt AES MHde = 23.9.7 0|5} 23.9.8 O]
Ae 25 23] FHAH
E 1. Play sHA o7} oF-83F £ EJo] Foby
z7] AR ol% dolg £, WAl Hz T HAHAAE A Anti-Virus AHIAE
FTEAZIY. 3 OS Q15 AR HoHzR| k2 7 A4 FHS E5ste] g4 F7HHoe=r
gasith webd, ASR 12 Sl 235 o4 FYE Ads AL A AHel o] Wzt
AHE= Ad5sloto] bHEstA BRsjjoF gt
FHE AEZto|=(Cobalt Strike)@t PsExec & AHEs YA sHAHAYAE Hulstal Alsgsict
meba olE WAohr] {8 HEYZ RUHFY EFE Fo AE5HoR EfE S8 BAAE
Aofati, o & QAL AT & gl FAZ WE AAde] Tt A e YEHID

Ed Beye

o} gt
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glole gt it ¢FZste] tisiAe tiH7F "astrt o], DLPY &FA4o|ut EDRY &£%4&
Zgef dole f&& AL 4 Atk "ol" #& oA HY E1EE Ao AR o]
AR Q1A 4 == Z 27} " Qsith

539, e Hdd A¢ "s FA7t st ol9dole md EFE fs FrIHor Wi
A8 BElsjop s, NASZ 9 ¥y Hg4o HolgE /\Pxﬂé}_}f Aor ZAElnz Hro
HEYIL Aol dolels aqt wid?s] dejshs s ARt Play sA9e19] B¢,

i
BARS et Jlso] SlEAl ghel] wEe], Whe =y AFe s U8 u
223 4 oot

19 DLP (Data Loss Prevention): Ho]E]9] 522 ZIA|5to] £Q AR {&2 FAA/Adet= oy & Wx] &34

2 EDR (Endpoint Detection and Response): ZAFEIQ} R, AW 5 chgvjo|A @ASH= of4 L5 AA7to g x|kl B4 U
tf-geto] msf kg v 74

21 NAS (Network Attached Storage): UES ] 4= o] o8] AMgA7E Hlol€E FHsta LT 5 e AF FA

% 24 Wil MYE dolel YA Hola Fae] 2o BPett By
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l—‘l Indicator Of Compromise ||1

N 4]

Play : SHA256

S5a0a4e5379e1f0bc9bdd42f5c¢638c601a0068dad4b19b063e5276a01494ae116e
2d01ddc075b48db3ba6b9b036f9f5977f3607edba5dec6799e4fae7ccd4f1ba75s
50d72707eb0a9b7f4ecaa8e0242675e3349b9d67901ac020635ae2ec0eb328e4
64087027f0c727a807c8b6ccf602398adc9d346fe518cbd3b589348702dc39ed

®

File Name

LkToXG.exe
Thimble pulverization
P137.exe
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+ Symantec ¥4 & 0] 2] (https://symantec—enterprise—blogs.security.com/blogs/threat—
intelligence/play—ransomware—volume-shadow—-copy)

+ BleepingComputer &4 & 0] 2] (https://www.bleepingcomputer.com/news/security/play—
ransomware—gang—uses—custom—shadow—volume—copy—data—theft—tool/#google_vignette)

« CISA E<F AF(https://www.cisa.gov/news—events/cybersecurity—advisories/aa23-352a)

¢ The Register 728 (https://www.theregister.com/2024/03/08/swiss_government_files
_ransomware/)

« SOCRadar &4 Z#o] 2] (https://socradar.io/dark—web—profile-play-ransomware/)

+ Trend Micro 54 & o]Z](https://www.trendmicro.com/vinfo/us/security/news/ransomware—
spotlight/ransomware-spotlight—play)

« Malwarebytes &4 &1 o] 2] (https://www.malwarebytes.com/blog/news/2023/12/fbi-issues—
advisory—over—play-ransomware)

« CISA & HA1F(hetps://www.cisa.gov/news—events/alerts/2023/12/18/fbi—cisa—and—asds—acsc—
release—advisory—play—ransomware)

+ DarkReading +2#¥ (https://www.darkreading.com/cloud-security/-play-ransomware—group—
targeting—msps—worldwide—in—new—campaign)

o MS HeF tf-g AlE (https://msrc.microsoft.com/update—guide/vulnerability/CVE-2022-41082)

o MS HQF tf-g- AE] (https://msrc.microsoft.com/update—guide/vulnerability/ CVE-2022-41040)

« NIST =7} #HeFg dlolguo] Achttps://nvd.nist.gov/vuln/detail/ CVE-2018-13379)

« NIST =7} #oFd dlolefu|o] A(https://nvd.nist.gov/vuln/detail/CVE-2024-12812)

« NIST =7} #HeFd dlolguo] Achttps://nvd.nist.gov/vuln/detail/ CVE-2024-1708)

« NIST =7} #<Fd dloleH|o] A(https://nvd.nist.gov/vuln/detail/ CVE-2024-1709)
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