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3.1.1.1. 2|5 QIE{mjjo|A =tol
Device 2|F0lA &Ql 7t5%t Interface = LHEXM 2 Z USB, RS232, Ethernet (R)45), SDcard 7+ RALY.

Ry N L T T L LT T T LTS
LT A o 0 S N Y |

USB Type(Male, Female) RS232 SDcard , AUX RJ45 (Ethernet)
a7 1. 2|5 TR} oA

Device 370 [2tA= AUX, Wired(RJ42) TtXt Smart TV 2| B HDMI tHXt, § X2 & Debug SEHCE =&
7ts$t Port 7t ZESIEZ QR0 == Port =0 CHSH AlE0| 2MXoZ TSIt
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Ched| ofE Port ©f R DIOBE Fof WELS LI 4k QIO Debug SEZ B8 JHs 0% E FIIE telo)
Q5 HAYO HE HE Tts(64 = FUQ ER) Al L2 ofzfet Zo| EF S Wd HESIY adb_shell 2
SMBISET QE0| =EEl USB ZEE adb M0 T 2= Lt

\| ¢ [ i M) nu110 — adb shell — 111x36

gun-m:null® gun$ adb devices

List of devices attached

* daemon not running; starting now at tcp:5037
* daemon started successfully
00000534158dd2b4 [

gun-m:null® aun$ adb shell
smdk7570:/ § su
smdk7570: / # id

uid=0(root) gid=0(root) groups=0(root),1004(input),1007(1log),1011(adb),1015(s(
bt_admin),3002(net_bt),3003(inet),3006(net_bw_stats),3009(readproc) context=u
smdk7570:/ #

A3 4. 2|F usB TH} EE 75 =l oA
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3.1.1.2. L5 QUE{Ho|A =l

HE=el L

OIE 10| A= Of2fiet &L,

No R 79 5% F8 ©xt
1.1 HS7] &4
UART (Universal
Baudrate : ZZ-HE EAM  Tx: HO|E SA0| A2
1 | Asynchronous
Hel £ 7|2t 47 Rx: L0 =4I0f AME
Receiver/Transmitter’
) RS232 &8dl= 8% HS
, , , TDI: IO Y=
JTAG(Joint Test Action PUTAG]10, 14, 16, 20 Pin &
N TMS(SWDIO) : Mode State
Group)/ Cret 90| /US.
2 . _ RTCK(SWCLK) : Clock
SWD (Serial Wire [SWD] 3 T FHe=Z C|HY
Output) Jhs TRST : Reset
utpu =
P © TDO(SWO) : HIO|E =&
12C (Inter-Integrated R
SDA(TWD) : HIO|H ®&

3 | Circuit) / TWI(Two Wire

Interface)

T:N %7| ==

Jal
I
ofm
R

SCL(TWCK) :

=
=9

SPI (Serial Peripheral

Interconnect)

N 7| 23

ofm
R

SCLK : Serial Clock - MASTER 2 &
MOQOSI : Master Output Slave Input.
MISO : Master Input Slave Output.
SS : Slave Select.

# 4. e W5 AE{HO]A |

L& QIE{H[O|A HZA A VDD(VCC), GND (Vee, Vss)2| HZ0| HIEA| = QBIC High, Low A E 28t 7|F0| QL0{of
SteE 7|2 2719 M2 ¢ZO| HIEA| EQ5itt veC ol MYS & + Sle ZR0l= AE HEHAHE &3

GND,VCCE ¥

(DC) 5v, 3.3v, 1.8v 5= BtEA| =HQIS|OF BHCt.

2M Device 7l QIEZEE ML 0|0 22D 9= A

- SEf2tH VDDVCO2| &
TXE AZGIO{oF =3 £010] 7HSdtet

Ze Ho 2 £8stA| 21 GND, RX,

tot

FOl Al F=2l80

| o) |7|_ J-L|_9_O

J

FAC v220)7} HAE| Ues 32| 2X= HH A
HMYUS A8t Bl MM E Y= XHEH7|7t Li2{7t2 2 HtEA
FM gt = =X| Cf7])

T

TU>.—'—
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3.1.2. Y3 Case 1 (Al 2I]|#H)

L& QIEjm| O] A2 =HRlS {5l Device Z3HE Al=THCt.

Y B2 2ol 2o ME2| StEtoM 2E 7tsot e ZEJF LA RACH
&

)| ' MCU_V0.11
2018.05.29
i 5
830 &

NU110_POWER KEY
Designed by HAJEN Korea
1}
i

CEE CA-F120

NHV-04

1%l 9, Q& EkX}t (UART) 9_l 01IAI

UART RX, TX ZQI0| 7H538}H VCC, GND ZE7| QUCH VCC MU =l ZAuf 33v Yol ZE =HE 20Is5}7|
sl s EE% EESI pC Off HASIYCE el A2[Y HASl g2 2 ZhEo|n YHEAQI 2ol AZAqt
HECHO|CH (RX S

X ME BITHE AZs0F ofE8 27 RSt

'y

UART <-> FTDI — FT232 HiM

12! 10. UART <-> PC &
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3.1.3. %S Case 2 (Al AI]#H)

LHE QIE{H 0| A 9| 212 2|8l Device 23S A|=THCL
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3.1.4. %2 Case 3 (2 EE MA)

LHE OIEH0|A 9| 2RI 2 2|8l Device 23HE A|=THCL.

12! 15. Device 2% U C|H =E
PCB £ 21013} ESP8266EX & AR SIH VDD, RXD, TXD, MODE, RESET, GND 2t 3! ZE 21010 71538l

=

VDD TS =Qlot 21 33v O|H ZE =35 =QIshy| QI8 sy ZES HH™ot pC 0 AZst0] 21 &4

#B COM4 - PUTTY

13 17. Bootlog 3 ol
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3.2.2. F|2F Case 1 (Al 2I]|#H)
Li & OIEmo|AC| =12 2|5 Device ZHE A|=BHIC
a
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%

12! 19, Device 23l AlE
=0l Al Al b LEAL '+ HEf AR FO|Ct ESH S0 2SS AM8SHAL FX2Hel £

—

mjo
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°
=

12! 20. Device 23l A=
2ol A= Al YEF LEAF '+ HE) AL F0|1 S0 22 A8SHALE RXQ §E42 2&86HK| ot A =EO|
A 7+sSHRALE.
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3.3. [DV-003] EHl0| FF 75 6F

al - Device &8l/71=
[RETo|x 285 S HAO == 7ts OF =]

- HAE FE3I7Lt DeviceOll EXSI= Filesystems FEY &= Ue 7tsd0| Ye FHUH

* HYOIE MO MI3eUAS EREE i B2

=

o

- [F9H Device LI ZEE E3+ 4 ®20| 7}

EE St d
+ Boot Parameter 878 7t ShellE &3l Filesystem Dump7 F7tset 8%
+ Device®| &A| ShellS S3dll Filesystem Dump?t 7ts¢et 4
- [¥Z] AE|(chroot)El ©E9| ShellS A3l Qo 0|5 23|
dE29| mYUS ANA & = U= YOl g 82

AT HAEZ2 OT

Al HER &4 7128 LM o =50| 7hset 4%

Al X 280 27l 2 = UAS)

02 mjo

- [Fef ZHolE =

@gojE =

o

i
EL
N
i

-+ HYol =5 Al E2

- MZ=APEHET 8 A0 E HREEmY 25) & = UA=EE HSste AS

(=4 Al 80[5H7] 0| FAHE Otd)

- Device | MEEl= 23, 47 S0 O CH2EE URL EXf 02 & 2T COREE
X Chip Off (Desoldering)2 Sl HANE F=3t 9= 240 =80| 2 &= JUKX[TH F
Hof| Z=tstx| 42
X PCB L =2 Chip 2| DataSheetE 206ty && 7Hstt HES Sl BN FE0| 7t
s¢ X| 2= HAEJ HAasHX|T FEo= I

|.

o - Shell §22 £} FilesystemS Dump 8t £448}0]

-1 a
g + Filesystem DumpS 53l T2 MY OYS0AM HE

- /el 2Hest 2218 QIE{H0|A X7
H OO %H . RIFEOl B0 X50| O{FLE BGA HHAl T
- HET 717 4 HRO{E 2 SIIEELE Filesystem FE0| O{HEEE A3t HE

# 6. Hello| =& 7ts A%
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3.3.1. §|2F Case 1 (Al AL|H)

Boot Parameter 201 {3l Ofzie| HHOE AWt Z} Filesystem O| Load E|l= FHS LpBHL)
B

*
# printenv
baudrate=11520v
bootcmd=movi read kernel @ 40080000;movi read rootfs 0 42000000 APO009;movi r d @ 48000000;bootm 40080000 42000
000 48000000
bootdelay=3

rootfslen=0x137594
stderr=serial
stdin=serial
stdout=serial

Environment size: 227/16380 bytes
=

112! 21. Boot Parameter Q!

S8 Y2 Byte THPZ 50| 22 NYSH= HEHZ Dump & TSI AL,

logfile is : log.txt

initstring : none

exit_after is : not set 00 log.txt
exit is I no s

Type [C-a] [C-h] to see available commands
Terminal ready Environment size: 227/16380 bytes
printenv
baudrate=115200
bootcmd=movi read kernel @ 40080009;movi read rootfs 8 42000(FET Y Y PEEEE- A LI T ISy ST I T U S IV L I L I AT
000 48000000

bootdelay=3 42000010: fa 3f 3¢ 27 eb ¢9 d2 36 2d 05 ba 01 27 dd 48 cb e =L
rootfslen=0x137594
stderr=serial

stdin=serial 42000030: 39 2d 05 22 22 96 45 49 11 11 71 0b 8a 53 10 b5  9-.=.
stdout=serial

# md.b Ox42000000 Ox'1 1000

42000020: 96 b2 59 10 b5 0d el 90 22 ¢@ 82 54 11 51 53 64 eeYeuu

42000040: 20 57 8b 0o 36 20 45 od 18 54 f4 €2 82 37 01 bc  .W..6
Environment size:-227/16290. Mhtec

# nd.b @x42000000 0x100 42000050: 17 45 24 72 bd 42 29 €0 14 81 9¢ ec of 33 73 62 .E$z.B
42000000: 1f 80 8 Y0 CO DZ TV S5C v 03 94
42000010: fa 3f 3c 27 eb c9 d2 36 2d @5 ba
42000020: 96 b2 59 10 bS 0d el 90 22 d0 8 42000070: 67 9¢ 67 56 £3 75 €6 eb cc @5 66 73 ¢1 68 73 b1 g.gV.u
42000030: 39 2d 05 2a a2 96 45 49 11 11 7

42000060: d2 23 7 fe fe 2f 7¢c 26 67 72 ce cc f3 9d e599  ..... /

2. md(memory dump).byte T+

Ot2il= Kernel @< HIZE HIO|HZ|Z PHE0] binwalk & Soff =l Al Linux H& 2210| 7ts5HSLCt.
O O nu110 — -bash — 111x36
gun-m:null® gun$ binwalk kernel.bin

DECIMAL HEXADECIMAL DESCRIPTION

7508088 0x729078 Linux kernel version "3.18.14 (release.machine@aidevsw-desktop) (gcc version 4.9
20150123 (prerelease) (GCC) ) #L SMPF PRECMPI WeO APr 3 1B:Z0:1d ROI £~

8128665 9x7C0899 eCos RTOS string reference: "ecos_booster_init"

8128689 0x7C08B1 eCos RTOS string reference: "ecos_booster_request_pm_gos"

8128721 0x7Co8D1 eCos RTOS string reference: "ecos_booster_start"

8128745 0x7COBE9 eCos RTOS string reference: "ecos_booster_stop"

9441793 0x901201 ASCII cpio archive (SVR4 with no CRC), file name: "ssor failed", file name length
: "Oxbuffers", file size: "@xallocate"

9469475 0x907E23 Copyright string: "Copyright (c) 2006 Red Hat, Inc., Ingo Molnar"

9490497 0x90D041 Unix path /proc/sys/kernel/hung_task_timeout_secs" disables this message.
9502750 0x91001E i /arch/arm64/1nc1ude/asm/pgalloc h

2 23. Linux Kernel 7“'51 ol
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Root Filesystem =& 5! If (cpio archive)2 ZIESIRACE

_rootfs.bin.Z.extracted — -bash — 111x36

gun-m:null® gun$ binwalk rootfs.bin.Z

DECIMAL HEXADECIMAL DESCRIPTION

0 ox0 gzip compressed data, from Unix, NULL date (1970-01-01 00:00:00)
gun-m:null® gun$ binwalk -e rootfs.bin.Z

DECIMAL HEXADECIMAL DESCRIPTION

0 ox0 gzip compressed data, from Unix, NULL date (1970-01-01 00:00:00)

gun-m:null® gun$ 1s
dtb.bin kernel.txt nugu_boot.pcap
dtb.txt ldfw.2.txt
kernel.2.txt ldfw.3.txt
dtb.2.txt kernel.3.txt ldfw.bin rootfs.bin.mod
dtb.3.txt Lacnal hin ldfw. txt rootfs.txt
gun-m:null® gun$ cd _rootfs.bin.Z.extracted/
gun-m:_rootfs.bin.Z.extracted gun$ 1s
0
gun—-m:_rootfs.bin.Z.extracted gun$ binwalk @

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 ASCII cpio archive (SVR4 with no CRC), file name: "acct", file name length: "0x00
000005", file size: "0x000000v0"
116 0x74 ASCII cpio archive (SVR4 with no CRC), file name: "cache", file name length: "0x0
0000006", file size: "0x00000000"

S ol L=HHE +HSHRACE
gun-m:_rootfs.bin.Z.extracted gun$
gun-m:_rootfs.bin.Z.extracted gun$ cd ..
gun-m:null® gun$ mkdir rootfs
gun-m:null® gun$ cd rootfs
gun-m: rootfs gun$ zcat ../rootfs.bin.Z | cpio —idmv
acct
cache
charger

Filesystem L{So| U=

vendor
AT3IR hlnrke

gun—-m: rootfs gun$ 1s

seapp_contexts
selinux_version
sepolicy
service_contexts

default.prop

ueventd.goldfish.rc
file_contexts.bin ueventd. ranchu.rc
fstab.goldfish ueventd.rc
fstab. ranchu ueventd.samsungexynos7570.rc
fstab.samsungexynos7570
property_contexts

gun=m: rootrs guny

% 26. 7|7|LH0IM FZEE Rootfs &0l




3.3.2. %3 Case 2 (Al AI|#H)

L& QIEjm| O] A2 =HRlS {3l Device Z3HE Al=THCL.

12! 27. Device 23l AlE

RS232 2 AZ A| Of2fiet 22 Openwrt 2% 29l 3! Busybox T+&2 2HQISHRILY.
o S

1% 28. Busybox 29l ! chroot Q!

"2 7ts¢t Busybox shell LHOI|Af A Filesystem O M AFEEl= HHEO| X 2F mAO| EXHSHK| 3 =HQISHALE
(/dev, /mnt LHOI| &% E2GH0| HZ 7tse HE 40| 2D, Busybox & S Filesystem Dump 75 EE0] EF GiCH)

FCOM3 - PuTTY

33 29.Chroot H& % F2 47 3 BY = 7}

X unchroot HHOl= HIEX| %ol A2A ZIAUS E3 chroot jailbreak(chwo0t)2| M-S A =S}

SHRILCE. (https://github.com/earthquake/chw0Ot)

2]
[9
-
M
N
olr
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3.4. [DV-004] ESIO| HZE M 7H5 ol

7= LH&
s Bl oo &5 =22 AE HE
[(HxE Heoe] HE 7hs o &
Fofd 29 2olo] HAOE YULIOIE StAHLE HZEEl Filesystem HE0| 7Hs3t 42 77|19 S/WwE &
o =St 0| 7k FAH
+ CHYet 425 Sdff 25t HY0f7F of2et 20| HE0| 7hsot 82
B 7IE - [F12f] o YEIOIE 7|s& S HxE HRAAOE A HE 7ts o 8%
- [Flef] RERLHE S 2U2lo| AN Z2 FilesystemeS Loadst] H¥ 7tsoh 42
TE HZE HO {2 Qo] AH0|ES 20| 7|7|2 AFBEIA Mol & JHsA0| 9IS
%1-63:2_1 [ — O Oo—l d —= T o = = - = o o ANO
- HYol S ® FEE 45 28
woicym Filesystem2| 7+5 T Bix O HF EQ
L/l 223 2|15 2IHHO0|A XA
- Mg Z21YW 58 5o O ZEo H2E & UA=E 73
=]

—

3.4.1. H Case 1 (Al 21|#H)

Dump & Edf| 2535t ot F2 WY F Android USB 2= HNIHY HAS Ao
" .

storage default.prop
sys

system default.prop

veventd.goldfish.rc 2

veventd. ranchu. rc # ADDITIONAL_DEFAULT_PROPERTIES

veventd. rc s

veventd. samsungexynos7570. rc ro.securesl

vendor security.perf_harden=1

4738 blocks ro.allow.mock. location=0

gun-m: rootfs gun$ s SR PRI
pers:st.sys.usb.default:hosd
PEISASLDYSUSU. LU Ly;OUU
ro.zygote=zygote3i2
pa.dexopt. first-boot=interpret-only
pa. dexopt.boot=verify-profile

12! 30. USB HOST %oz HHE

HEoE IS Y Filesystem = MY= SHCEH

veventd.goldfish.rc
file_contexts.bin veventd. ranchu. rc
fstab.goldfish veventd.rc
fstab. ranchu veventd. samsungexynos7570. rc
fstab.samsungexynos7570
property_contexts

gun-m: rootfs gun$ find . | cpio -0 -H newc | gzip -8 > ../rootfs.bin.mod
4739 blocks
gun-m: rootfs gun$ cd .

18 31. FileSystem X 4=
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Kermit & 2-8310] A= Filesystem & Device H22|0f| Load OPI Qs HE A

e L = PIAIL COMROIU UTDLE LPLIUIY USOYT
iminfo - print hesder information for spplication inage
imxtract- extract a part of a multi-image

itmrs roturn teunffalen an intasar comeses <> fo 1of kermit.sh

loadd - load binary file over serial line (kermit mode)
LOBUS LOS0 O5=rEC0IU Ti1Lle Over SeEriatl wane
loady load binary file over serial line (ymodem mode)
loop infinite loop on address range
memory display
memory modify (auto-incrementing address) { set line /dev/tty.usbserial-AG0264FG

MMC sub system set speed 115200
mmcinfo - display MMC info serial 8nl

movi - movi = sd/mmc r/w sub system for SMDK board
mtest - simple RAM read/write test {
™ - memory write (fily) ] ¢ flow-control none
nfs - boot image via network using NFS protocol ] set file type bin
nm - memory modify (constant address) set carrier-watch off
ping - send IOMP ECHO_REQUEST to network host , »t prefixing all
printenv- print environment variables set modem none
protect - enable or disable FLASH write protection
ramdump -~ ramdump - initialize USB device and dump Mem
Uineout "loadb @x42000000"

reset -~ Perform RESET of the CPU send /Users/gun/besktop/test/nul10/rootfs.bin.mc‘
rpmb - RPMB test commands for SMDK board

a3 32. HE WY 1

Device 2 H&S A|=SIRULCE

Desktop — kermit ~/bin/kermit.sh — 111x36
C-Kermit 9.0.392 OPEN SOURCE:, 20 Aug 2011, gun-m.local [192.168.0.12]

Current Directory: /Users/gun/Desktop
Communication Device: /dev/tty.usbserial-A60264FG
Communication Speed: 115200
Parity: none
RTTSTimeout: 81 L.02
SENDING: => ROOTFS_BIN.MOD
Filie 1ype: pinaxy
File Size: 1271434
Percent Done: 17 /////177/-
vee10,..20...30...40...50...60...70...80...90..100
Estimated Time Left: 90:01:52
Transfer Rate, CPS: 9320

7! 33 Kermit &

e Woio siols
1S 2R = 5 78 THO| 7t AS =QUSHAL,.

42000010: Sd @h.26.22 34 65 8h 67 24 .50 .72 .55 79 ee 94 b Jooode.g=Y~ly...
# movi read kernel @ 40080000

reading kernel..Uevite v Start 2543, Lount 40960

MMC read: dev # 0, block # 2545, count 40960 ... 40960 blocks read: 0K

completed

4 movi r d O 48000000
reading dtb..oevice v Start $0/53, Count 2048
MMC read: dev # 0, block # 96753, count 2048 ... 2048 blocks read: 0K
comp leted
2 set rootfslen 8x13668A
4 bootm 40080000 42000000 48000000
reading dtb..device @ Start 96753, Count 2048
MMC read: dev # @, block # 96753, count 2048 ... 2048 blocks read: 0K
completed
[FOT] : fdt rsvmem add 000000AA7~4000NA ARAAAAAAAT~AAAAA
[FOT] : fdt set /chosen linux initrd-start <0x42000000>
[FDT] : fdt set /chosen linux initrd-end <@x4213668a>
[FOT] : fdt set /ect parameter_address <Ox/edfadoe>
[FOT] : fdt set /ect parameter_size <Ox600e>

Starting kernel




Device 2|5 USB <-> PC HZAS X} A|=sISILCE
= S

1%l 35 2|5 UsB ZEE 2%t adb ¢ AL

X
2
rE
ox
1A
0o
mjo
Ofm
Of

i Android € adb(Android) 20| 758t 2HQlsHRACt.
- > nu110 — adb shell — 111x36

gun-m:null® gun$ adb devices

List of devices attached

= daemon not running; starting now at tcp:5037
* daemon started successfully

00000534 158dd2b4e device

gun-m:null® aun$ adb shell
smdk7570:/ $§ su
smdk7570: 7/ & \d

uid=@(root) gid=®(root) groups=8(root),1004(input),1007(log),10811(adb),1015(sdcard_rw),1028(sdcard_r),3001(net_
bt_admin),300Z(net_bt),3003(inet) ,3006(net_bw_stats),3009( readproc) context=u:r:su:so
smdk7570:/ #

18l 36. X Filesystem Load A| H4 S%} ol
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3.5. [DV-005] &4 0|5 ofF

TE &
- Device &5l/71Z=
Bt A= _
- MCU &70| E ClHA 2
(E2d 0§z Hbtr|l= FAEE2 EX F5F &2
F U™ HdY - Device Chipset, 8 1Md, +&8&|l= MH|ASO0| CHet 2ot 470 0|5 42 TE &/
HY S0 o488 7t FAH
- + Datasheet ! &4 SH0|X|Q| Document &212 &3l MCU 29 7|s2| M3 F =2l
- [¥=] sl EOot7|50] MEE|0] Debugging X Dump?t 27ts% 42
© + Busybox 2 22 M3 =TS9l 0l
- [F12f] nc, wget, telnet, ftpet 2HHE I ME0| 7tsot HHO S0| EXSt= 4%
.+ MHIA MX O] 3pa] x|okA 10|
- [512 DeviceOl | 2 7ts8t AH|A(FTR SSH, Web S)7t EoF A7H0| 0|5510] L3}
= ENMZ2 Tt s 2
X B2I7H 22 Shell §20| 7tsdta, 248 oo & 40| 7tstt 8%
- MHA Y = 4 oSS 25t Fofst 40| UK =0l
F 2 HEE HYO LoadE S AHE & SZX2| Y2 E Device MO{7t 7t = US.
g - MH|AQ| FAYHES SOl F2 PSS HFISHAL shell 50| 7tse = AUS.
- HBEE EQ7|s AEE &0I5t 0| HE8Y = UEE T
(ex: Secure lock, jtag password 7 5)
+ Busybox T(menuconfig)S E&3t0] 2 HHO A 2% = Buid =¥
worry =28 MHAY 42 MH[AE HAY
T MH|20] Mg #Ase FYEE MAHY
- + 7ls%t 4%
- Secure boot 7|5 &€&
- SIEQI0f EQ9F BF (Trusted Platform Module) AtE:

8 MHl2 47 0/F
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35.1. ¥ Case 1 (0{2h

Fo|ArEH

- Chip ©| ®|ZA} O M2 CHE Debugger 7F ZRE 2= UL} (ST-Link, J-link 5)

X 2 LT Device o B9 2 ™ dM TS Sl A, 2o 2H 7|R/= (Teardown, Disassemble)s 22
A A5 HEE =TS AEShs 40| L.

Z=H|F]

* EFM(ARM) A€ MCU 2| Debug, Dump =&

- SEGGER J-Link v8, v9, v10 Debugger [&& MZ0|M version 2| Edition E7|s At0| UB), FAIZEEM]

- 5w

- SEGGER =H|O|X| &1 (https;//www.segger.com/downloads/jlink/)

EFM32G232XXX A€ MCU £ QIS DataSheet 291 Bl
SHOISIRILE.
lm(—:

Disabling MCU Security featutes oF Connecting 16  secured Torget MCU

Disabling MCU Security features or Connecting to a secured Target MCU

The SEGGER Software natively supports automatic protection detection and unlocking of varieus different devices. Once a device is detected as being in a protected state, J-Link attempts to lift the
protection in order to make development and debugging with the device passible. If connecting to a (retractablel) secured device fails, please get in touch with with the SEGGER support. For some
device families, the J-Link software supports nat only unlocking, but also restoring factory default settings of the target MCU via the J-Link Commander "unlock” command or the dedicated "STM32

Unlock” application.

Enabling MCU Security features

There are currently two possible ways to enable security features of a target MCU using SEGGER programmer / debugging probes:
1. Enable the security from within the target application or bootloader at runtime (usually at the first boot)
2. Securing the device by executing the necessary Memory and/or SFR reads and writes, which can be done via

1. J-Link Commander
2. J-Link SDK functions

3. Using the "Exit steps" feature of J-Flash

a3 37. MCU EQF SM =0l

1% 38.SWD 9 Z AT
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Debugger € &l HZ2| &2 A|ZE o] MEA HIS =752 EESIY2LE MCUMicro Controller Unit)
HOt7|50] ot Heof E= 2d3tE QISR
o k3
SEGGER J-Link Unlock STM32 X
e e
ER) Ha ///'2:",1’,14:,)4:
K J-Link v6.48b Info

r . Secured Silicon Labs device detected. This could cause problems during flazh download.
L I Mote: Unsecuring will tigger a mass erase of the intemal flash.

Do you want to perform an unlock of the device in order to guarantee proper flash download behavior?
If "Da not ghow this message again' is selected, your choice will be remembered and be performed automatically in the: future.

™ Do kot show thiz message again

Mo |

golst @lolo|l Debug lock SHHIE ¢lgt A3RE F& Al HHAOZI HAHEHS
ZIISIRACE (A/S E71S). — (https://nathan.vertile.com/blog/2017/03/05/unlocking-stm32-chips/)
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3.6. [DV-006] 2 2a%t HESA MHA =X &
:I.I.

HI
oo

- Device 238l/71Z=

HH = -
o 25 22 AEMS

= 1 1=

C[EEA AHA EX K% o

T =
oy 249 Device AHE Al 2ER% MHIASE S3H Device LHS| HEZI LEL|7LL CIHIO|IAE F

= ©
ot JH540| EXSHE 3o
=

- 2EHa%t MH[A 8L HE 75 oFE =QIsor g (RS0[gt 41 AREXL 215 HES O
M= ER)
- FTP, Telnet, SSH, NFS, Upnp

- Shell ©20| 27t o 42

—

ap oz | N9 Devicedl ipZh LYEIO| QLoD T POf et HE A7 E
=
B EE7H EXR B9 Tk +ystol 2ol
- SjE LESO| ot 2T F oY 2l

X BIHO 2 Shell 20| 7ttt 29
- shell(sh, busybox)0ll A netstat 52| FHOE 2850 QE0M FZ 7t ZEJ &=
Xl =0l
FtH - ME el g2 MESEkls MH[ASE Sl CIHHO|A Z2o| &8 (Backdoor)
A - AFEARZL QIX|SHR| Xk MH|AE 3AXPIE 48 = US
LRel i B - 2% HERIA MH|A HA

H 9 EZQtHEYI MH|A
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3.6.1. %3 Case 1 (Al AI|#H)

S RO 1P 7 20| E[0f AO{A Of2fet 20| ZE AZHS RHSIALE

File Edit View Search Terminal Help

:~# nmap 192.168.43.1 -p 1-65535

Starting Nmap 7.70 ( https://nmap.org ) at 2019-11-15 08:21 EST
Nmap scan report for 192.168.43.1

Host is up (0.0081s latency).

Not shown: 65534 closed ports

PORT STATE SERVICE
9000/tcp open cslistener
MAC Address: DO:C5: (Unknown)

Nmap done: 1 IP address (1 host up) scanned in 464.04 seconds
% 40. Nmap S 8% ZE A7 =¥

o
ME|20 H22 + QUACE = sy ZEO| s LEHOIX| 2 HO|E HES Al=sSIR2H 3%

2HQISHALY.

File Edit View Search Terminal Help
:~/jmichel-tools-b37339dd9c8f/chwbOt-master# nc 192.168.43.1 9000

:~/jmichel-tools-b37339dd9c8f/chwbOt-master# ftp
open 192.168.43.1
connect: Connection refused
SIC
quit
:~/jmichel-tools-b37339dd9c8f/chwOOt-master# I

O 41, BT MH|A 2 WAoR A AR
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S

Hro[H2] Lo = =2l0| 7HSotLH, recy, bind 2| S4IZE APl 7|E22 EMS SIReH EHE

-

FE7t glgs &5t it

TG U EUES SR Cype T G U ECOy
731230: using guessed type Ent dword_731238;

731248: using guessed type int dword 731248;

731244: using guessed type char byte_73124s;

SOEBE4: using guessed type int (_ fastcall *off_SSEBSA)(_DWORD, _DWORD, _[WORD);
Caching "Functions window’... ok

Caching *Functions window®... ok

W DA - media D:W2013)0TWEt ENSER-0012 media - [u]

Bile Edit Jump Search \ew Debugoer Lumiga Qptions Windows Help

M - BB B ) WA Pl X O O[Nodebugger T %@

V. I I I oo I g

Libeary function I Regular function W Instrucsion 10 Data B Unexplored © External symbol I Lismina unction
[7] Functions window oex| @Er-p B0 B0 @Be-O @Ee-0 Be-D He-0 0 @r-0 @Ee-0 BF-0 Be-O Es-0 @H-0OF
Functian name G } } o
- } ) IF (s )

[7] Json_object_got string break;

[ giof +al;

7 ferror dbgprint(“MOR", “connecticnInfe.c”, “connectionlnfo_daeson™, 392, “Select Wait..\n");

(7] difftime it s afint * .

= ( (1 «¢ (Fd & @xdF)) & *(int *){(char *)BviB3 & vEE - 1664) )

71 logio break;

(77 bsearch dbgprint(

“MCR
(7] ! goca e ~Conmactiontato.c*,
"eonnectionInfo_dsemon™,

(7] xmiDocGatRoctElement ¥

z printmsg = mo change file discripter : t_result(d) **"\n",

(7] sendia R H

[7] open . dbgprint("MR", "connectionInfo.c”, “conmectionInfo_dsemon”, 480, = =*= t_result(¥d) *=*\n", v5);

[F] bind . pdde len w

(7] prott_mutevi . lers

7 setsockopt :

(7] send_pue_sfuniz .

[F] sto-ios_base:init-inittvoid) .

7] socket .

(7] _pthread unwind_rext .

(¥ opendir .

[F] get_cument_news . vilE = @

(77 fioor L setsockopt(vs, 1, 13, &vilz, Bu);

— . wlis, @, ewdddu);

Lf] inet_pton . 5, x3FFu, 8);

(7] set_cty_volume_mute .

(7] viprintf . break;

% e w| ® 292 sub_279€4(dword_164248, B, 3, 2, B);

< > ® 295 perror{ “recy failed™);
Y w6}

Liné 282 of 5014 immmt comnectionInfo dsemonrl€S (4EASA) v
[&] Dt window [= -

| Python
8 43. Ho|{2] el
fESh 9000 HOEEO Cfet Tl FHUHS HMOIA2LE SHE Device 0 dHEot= WEO| OfLEZ Y2
EHCHSHALE
&« > C { @ cvemitreorg/cgi-bin/cvename.cgi?name=CVE-2018-17440 B ow H O = |° (4]

Printer-Friendly View

CVE-ID

CVE-2018-17440 Learn more at National Vulnerability Database (NVD)
* CWSS Severity Rating = Fix Information = Vulnerable Software Versions » SCAP Mappings * CPE Information

Description

An issue was discovered on D-Link Central WiFi Manager before v 1.03r0100-Betal. They expose an FTP server that serves by default on port
9000 and has hardcoded credentials (admin, admin). Taking advantage of this, a remote unauthenticated attacker could execute arbitrary PHP
code by uploading any file in the web root directory and then accessing it via a request.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

» CONFIRM:https://securityadvisories.dlink.com/announcement/publication.aspx?name=5AP10092

« EXPLOIT-DB:45533

s URL:https://www.exploit-db.com/exploits/45533/

s FULLDISC:20181004 [CORE-2010-0010] - D-Link Central WiFiManager Software Centroller Multiple

s URL:http://seclists.org/fulldisclosure/2018/0ct/11

s MISC:https://www.secureauth.com/labs/advisories/d-link-central-wifimanager-software-controller-multiple-vulnerabilities

Assigning CNA
MITRE Corporation

-
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3.7. [DV-007] $|2%3H A AL O%

£Q

o

[=]

o A A ol -zual]
#of

- Device 22| S H|O{0f|

- [Flof =7 X Al MSEE E

- [Fleh EHU B LT AZS 28ot0 ClHtojAo] 27, 2A0 52 23 HE

2 42
BCHIE 283 4 Uk F9
X 229 32 52 DeviceS2 CloudS Sof 2|50, B=o| 2| HOIXS HBoHX &
£ FHOIXI EXYE FS Btolo] BIEA| Ty
#ory 7P| 4% S8 B3 NSl Dace N8 AZTh HE TOfEHO 48 ks
Y - RES| 0Y 37, AN UY 37 SO oo By B2 7KMol U
oy || T 271 FIBEIE CIES A0l 39 HAISE MEA HsES ¥
. CIZBE AHO| AYIEES HHSIO| AL (ex |2 8XF O[4 THEXL 22X}, 2K )

# 10. C|EE, Fet 7|F2 A A8

3.7.1. F < Case 1 (IP cam)
IPcam & Al E QIE{Lf|0[AT} EXHSHH *H':F RIEI{|o|A0| CIZE AEZ St0 219210| 7ISSHRULC

- “ IS 10015191

J1) 0 ’ v
: . d 08
Home | View Video | Logout NetworksCameral
ESTEEEE  Administrator Login
System Administrator ID: [administrator
Network . 5 :
Wireless Administrator Password: Ioooooo
DDNS Verify Password |; Ty
1P Filt
e Save | Cancel ]
110 Port
LD AN Firmware Upgrade
Video & Audio A (=t [ = |

3 45, oSt IP Cam Default A 2191 7}s 29I
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3.8. [DV-008] =2 MH =3 o

?.

HI
oo

- Device &8li/70Z=

M= =
- MCU BF0i| e ClHA ER

sporsy agy || EHEIE B0l 39 geol w4 oix el

ol - DeviceOf| QJ3f LMotz £ Sof 58 TE7t &l
- [#2F PCB L} =2 H/W2| DataSheetE 2015t C|HZ

Bot #85= 4%

oo 71 - [F2 Device W & 20| 7Hs% 4

Hels 22

- [512}] Bootlog®fl =2 HME7} £3 £|= FL

o
anl
[nm
E)
[>
=
R
0
m
rir
HU
]
=2
¥
fo
oA
HT
N
M
1

b

*lOtI—I

T [

- zd5e 32 ¥ES SN0 OE 320 28Y 4 A
SRE

SOMTHA . Ol B U Fa Y2 HA

E 11. MH|A 8FH 0|8

3.8.1. |2 Case 1 (AOLE AQ|X])
BE

AO0HE AKX ¥ ¢E O|= Debug =

E=
=

wifi §& 3 HZF2| EcfE Lot AFEE= AESHE Key YE7F 2ot 21 £35S =I5kt

o
& COM& - PuTTY o

31 /52

EQAST

Exparts, Qualilisd Sacurity Taam



(<}
T2 e
| =A - 22| QIHHo[AE Sot 2, HAN MS
- (B2 FEo| st W2 MF oF =0l
FA™ AT - Device?| NEHA| Lf 58 MY, &27|, 21F5 YE S0 i) 222 NS Us
4% 34Xt 0|8 &Rl5t0 248 7tsd0| U FHAH
- [Fef 52 otdE Y260 KESHA| e d9
T [ 2] Filesystem =2 HYO{ L{Of| Hard Coding & 2223t AY JE (FTRSSH 52 AHE
YRy EXE B2
- [7]2f] SDCARDE 2| 2| AE2(X|0f 2473 nIYE5S E&E NYote 8%
s e 0 MEE AXS 2k 20| 223 & S
ShE EememE e cEeE TR
S8 Yol EXY 22 L=3510 K = U=E M
O &4 N A B2 AE EEHIZE, 29)8 HAY
- 22a FE Al HA
B 12. 72 o &2 M¥

3.9.1. F| 2 Case 1

AO0LE AR(X| ¥ AS O|= Debug ZE
Dump I-H°| User Data 2 2 LLH:fEl

(AOLE A|%])

£ S0l (ESP82XX) Esptool.py & E-&5I FlashDump & = BHC}
G0 String & FTIP ZE, AZEEEE =2l 715U

off st

4. Flash Maps

This chapter provides the flash maps for OTA fimware and non-OTA firmware in flash
memories with a different capacity. Users can modify the map as needed.

Figure 4-1 shows the flash maps for the two different types of frmware.
Non-FOTA

X 5H'<::>" ng_e E‘-H xlx—i o:|7:l° A|Eo|—0”|OL|- 7:||x—| I"E

TaNehS TR A", 0
Lascii TS0021%,8

Jascif “SITE Sl‘.'
Lascii (lolxli 0

W0
Jascid 'I‘ASS ¥s\n”,0

.
aschd “hash Cﬂ\n‘.‘

2% 47, Belol U FIP T AB B 2o
SHlEX| Yot AN Hoe 27hs Lt

( &1 : https://github.com/esp8266/esp8266-wiki/wiki/Memory-Map
https.//www.espressif.com/sites/default/files/documentation/2a-esp8266-sdk_getting_started_guide_en.pdf)
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3.10. [DV-010] &

ol
&
K
1
H
ol
<
=)
3l
=
w| olo
| o%
HA sr <F
o K- il
5o 0j0
S To o
0fo = J|! =3
= - i oo d
_|._O Q = 10 H
= b7 n -
“= g M g2
m od m =) =l QV K
oF W = ol ' ok
By E T g W
i OF 1 2 o1
CIETEIE S G
oKL D 110 o mfn =
W o~ Xz ® o M O
o B2 d w0 m
= A o2 T J Thi
< w Moo X Ko
S Ho 1N o HF = fo-
sl =ws g ="y = >
=TT LH i3 E_ _LH_I o - _
Do T Mo do o Y
ol ™ g F m = Wu = E ud
— &I L Lo w3 K .
TR = = SN B gl
oz & M + F =
o
- - | =
oo s o K
-l &0 o or W =
T = £ i = m o
& ml_. il i)

d ¥ HAEDY

ar

4

3.10.1.

UL

HAE o

ok
3

3.10.1.1. &

> 9
Qo 0 o N
Zmb.g
* oK
x i

X
ggp
romln
O = 0 =*
xT ik

ES
S

o: O

o =
$ 5§ E N
D2 D
O * i ox
e

N
= 208

—
O o ci
*..,.Aln*
ES
; o))
% 3 8 5
b.*.*.*.
ES

e /4

AE I

gl HAE

ol

ar

I

3.10.2. F < Case 1 (Al 21]7)

b A7) 2 sttt

oL

yr dire

=

=
)
i

deplovy.tar.gz
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3.11. [DV-011] M& 77t B OfE (Device)

7 T
EA

st S/, "o Bx
C

[SA 2t TS B2 M, SR F 0fF 2ol
HOPH M - WIFRA) 54 20| Tef SSL 0N S Al BROZ MaES M2t 95 JHsHo| 9
L X|OFX]
0
+ A8 B8 YHE MBS KRS0 UK Holg
- B Ye, 74X 58, YAYE 52 5
BEHIIE o+ (2] A 72 SSLS HEsn Ug FP

-+ [F{° HTTPE B¢} BEO= HE: 39

-+ [F] ST MEXS SRYETE Zetk|0] =H010] TSt B9

HHH - RBES ASK B8 YEES M ZH o8
Y - FAYEES S0 2% 30| 28

L BB M Al @Bt SASS) B Ba
SOHTiR - WS R U ALBRISl FREE YT

- BLAS HEOHs ASR HE X

2 15. 2 JE HE (Device)

3.11.1. ¥3% Case 1 (Al 2I]#)

S ES N |=|E =¥l key ols A1 o] Egjmle SIo|glad o N ol - =2
& T2t SSL M8 of 2015t 28 Al AL|AHe| EffEZ =QIStRUSLt SSL O] MEE0 Us AS
SL0|&
oIS,
Fie Edt Vew Ge Copture  Aneyre  Stiter  Telng -
an " *REB Q=== RAQa0
T — T 2 T TEPY 2= TIsEY 2
IU “ 5 )945 53 [ACK] Seq=l Ack=1 Win-87614 Len=@ TSval-d202939634 TSec
nof I com 211000 64 443 TLSv1.2 B MHE FH
HF 5 [ALK] Seqr2 Acke2 WAn87016 Lensd TSval-d29893982 15¢
B Sumim BBE) A apd . skt
1 Standaed woery respoase @uD83) & st sktrega.cen & 223,39 118170 api I .com 223 76 443 TLSv1.2 APL MY
pilllcloud.cokr 223 191 443 TLSv1.2 S UAE B LY
asilicloud.co.kr 223193 8100 None AETE2Y sy
342 - a4y Ml] Seqel Sckel Wine!
Y e I e rdiMcloud.cokr 223 194 8281 TiSviz  ClHO|A MO HH S (RESH/M F)
nwe 52 38313 - 243 [ALK] Seqel Acksl Win+65535 Les v{!
fiswia  2m Clisn elle nglicloud.cokr 223 I 245 7000 None R ELEE
Tisvl.2 22 Cltent wella
TR MY < R0 [SYN, ACK] Seq ACKeE WIAS0190 Len-d RSN |
Tcr 53 38335 - 443 [ALK] Seqe1 Ackel Wine65515 Lan-8

SsL &g ol A 4 H3 2ol
a3 49. ¥& 77 23 o ol
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_\.'_
L]
.|
— X
MHZ  Ofm
re
12l
oX
0
E

= — b B — | o T
TE LH&
M= MQTT S4l& A3t C|HO[A
[ZEQc B4 HZ 7ts OF]
oy 29 B4 HZ Mool HEE0f UAX| ot HZ At fl= AEAPE EY H2 A 0|&80| 7ts

-+ (¥3] £T) B2 F0| HBE Z2

BEHIIE -+ (20 EF ALBAIS] £T) H2 % 0180] 53 B2
=
o

-+ [FU A Sle MEXS EY F2 A 0|80] Jtstt BF
Fofd - Bt AFEAES| 71710 erelX el gt HE
IS - &8 FEE +L5I0] 24t 340 28

SEL|X| Y2 AHEX}C| EE publish/subscribe 24 X|
- ACLE o‘?J Et AFEAL EZ H2 WX

4.1.1. ¥ Case 1 (HiveMQ)

BT MI HE0| HBE0| QUK %S A ZHXIS Broker O B BE HAXIES Folg 4 A =t
HiveMQ = OfZ 20| Mo M X1 Sato| =0 CHe ASHS 4HBI7{LE RBAC £ AM3I0] S 4 UCh
D W 40| iR E0f UK Y= AP T} 20| B ALRXIS| ETo| & 4 Urt

E2t0|HES| ALEXt HE [User ID : userl , Password : pass1]

Profile Name | hivemg

Profile Type  MQTT Broker - .‘F‘H

MQTT Broker Profile Settings

Broker Address | 192.168.2.135

I

Broker Port | 13873

ClientID | 59b2ac5ea7aldd5e925e03abd5396fe7 Generate

General QUEEROEGE G SSL/TLS  Proxy LWT

User Name | userl

Password | seeses

&l 50. MQTT ®&
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E2t0|UE A user! 2| topic 22 HA|X|E publish SFZICE. [topic : userl/test , message : test]

‘ Disconnect
m Subscribe  Scripts Broker Status Log

userl/test g Publish )

Test

A& 51. user1 2| topic Subscribe

CtE Z2t0|HEO|A CHE AFEX} user2 2 userl O] publish $t topic | F=& A|=sIGICt Hro| AsH MHO0| ¢l
Et AFEXtO| HIAIXIE =& 4= UARULE [User ID: user2 , subscribe topic: user1/test (user1 2| topic)]

test@ubuntu:~$ mqtt sub -t useri/test -h test.hivemg.com -u user2 -pw pass2
test

I 52, Bf AL} HIAIX] 2E ol

- L

4.1.2. |2k Case 2 (RabbitMQ)
user01 AZLZ TSI user02 o X|"JEl topic publish 7+ 0 EE 2QIsH7| {8l ‘/client/device/user02’ topic 22
"ON" A|X|Z publish SiERXL}. [User ID: user01, publish topic: /client/device/user02]

Profile Mame | local MOTT

Profile Type MOTT Broker v _‘L\

MQTT Broker Profile Settings

Broker Address | H 2 F#Hui{ TP

ST

Broker Port | 1883

Client ID | c?5304a853d074 53897 6fed3305%0b 53 Gener..

General BVEETROELELIEIRN SSL/TLS  Proxy LWT

User Mame @ user0l

Password eeesse

a8l 53. MQTT ES
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user01 AE2E user02 topic H20| 7t55+0 subscriber 2FE “Turn On” 82 2Helet 4= QUCH

. Enter PEM pa

Subscribed:

B felient/de

O™

13 54. Topic Publish (user01 -> user02)

user0l A"E2 2 topic wildcard & 0[835}0] CHE A XAFZ2| publish HA|X|Z subscribe B2 4Lt
user01 AH 22 wildcard & 0| 8%t subscribe 7t 7H5310] CHE AF2XFE9| publish HIAIX|S HQIE 4= QC}.

[User ID: user01 , subscribe topic: /client/device/+]

n
. Disconnect

Publish m Scripts Broker Status Log
:

Jclient/device /+ @D || rclient/device/ user02

Jelient/device i+

v Dump Messages Mute Lns
fclient /device/user02
felient!device /+
fclient /device/user03
Jolientfdevice s+
fclient/device/user03
lelient!device i+
fclient /device/userQ4
felient/device s+

fclient /device/user04

felient/device i+

Topics Collectar (0) Scan w0
/client/device/user04

fclient/device /+
10-08-2021 17:27:02.62822012
OFF

373 55. ChE AMEXL publish HIAIX] =l
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4.1.3. ¥3 Case 3 (RabbitMQ)

Client Ol A] “ON"O|2H= publish topic & Al “Turn ONI"2 2 &= Subscriber 7t *!+= MQTT Broker A{H{O|LC}.

user01 AH 22 T&5I0] ‘/client/device/user01’ topic 22 "ON" HIA|X|E publish S UL}
[User ID: user01 , publish topic: /client/device/user01]

Profile Mame | local MQTT

MQTT Broker Profile Settings

Broker Address | H 2FuMH| TP

Broker Port | 1883

Client ID | c?504a853d074538%f 6fed3305%0b53

General BUEEETFOCEGELEIEN SSL/TLS  Proxy LWT

User Mame | user0l1

Password | essess

. L] o
Profile Type MQTT Broker - ﬁ\m

Gener...

13 56. MQTT H&

‘ subscriber.

Enter PEM pass phrase:
Subscribed: /client/device/+

. . /client/device/user@l
m Subscribe Turn ON!

i Jeli Fvice/user0l

OM

1@ 57. Topic Publish
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user01 AB2E F&K5}10] user02 0| X|HE topic publish 7505
"ON" HIA|X|E publish S ERkLF.

i

21o18}7| 2I8ll ‘/client/device/user02’ topic 2 2

Profile Mame | local MQTT

Profile Type  MQTT Broker v » MOTE
MQTT Broker Profile Settings

Broker Address | | H 2 HuMH TP
Broker Port | 1883

Client ID | ¢?504a853d074538%f 6fed3305%0b53 Gener...

General BUESAOCEEIN SSL/TLS  Proxy LWT

User Mame | userQl

Password | eeeses

13 58 MQTT H&

—

user01 A2 2 user02 topic AFE Al HZO| BH| == AS = + UL

[User ID: user01 , publish topic: /client/device/user02]

File  Extras Help

‘ local MOQTT - ﬂ W Disconne; Broker connection lost: Resetting client.
m Subscribe Scripts Broker Sta

18l 59. user02 topic AHE £7}

user01 A"E 22 topic wildcard & 0[&3}0] CHE AMXA}Z2| publish HA|X|Z subscribe S £ 4Lt
user01 A'H2 2 wildcard £ 0| &%} subscribe A= A| FZO| K|zl AS &olg 4= UL

[User ID: user01 , subscribe topic: /client/device/+]

B localmarT - & B
Publish m Scripts Broker

Broker connection lost: Resetting client.

13 60. wildcard € 0| 8%t subscribe 27t
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4.2.[MQ-002] C|ZE A8 A8 oF

TE e
HHz=d - MQTT &41Z A&3}= Device
[CIZE AE AHE 02 2f00)
F4E 4F - MQTT Broker0l| CIZEZ Hdk[= AE ALEO| 715350 H2 ATHO| Q= AFEXIZL CIE
E AEE 0|85 MH|A0| M X 0[80] 7ts3h FAUH
-+ [¥Z2] CIZE AHEO| EXWSHA| AL 0| Mot 3¢
ook 7|FE . o+ [F9F CIEE AHYOo| ENY E2
-+ [FIY] CIZE AEE 08310 MH|A FZ 8 0|80| 7ts¥ 4%
SRS - CIBE AE2z Yoo AHEAL EX HZ 75
g - SRELBE FHSIY 2kt 340 28
CIZE AE A
H OFCH A - 22 MQTT Broker2| 4% €73 HT 0|4 7|2 ALE AEAL 22 ZAEQMTE A
7Isst22 ST HE 0|4 AE (ex RabbitMQ 3.3.0)

4.2.1. Y3 Case 1 (RabbitMQ)
MQTT Client £ 0| 23}0] RabbitMQ AMHO| C|ZE AH H&S AZSIRALE [User ID: guest , Password: guest]

Profile Mame | local MOQTT

Profile Type MQTT Broker v N

MQTT Broker Profile Settings

Broker Address - MQTTEZ# AMH [P

:

Broker Port | 1883

Client ID | MQTT_FX_Client Gener...

General BUESEeCEGELEIRN SSL/TLS  Proxy LWT

User Mame | guest

Password | essss

a3 61. CIEE AHE 2 ME
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CIZE AE0| EXSHA 2 sl E AZ2= HZ0| 2718 AS Hel5tAL,

[ —

(RabbitMQ H{™ 330 O|&4EE CIZE ATFHLXE) A8At= B2 SAEE SSMEH AZO| 7+SSILY)

MQTT.fx-1.7.1

File  Extras Help

‘ local MOTT v 'ﬁ W Mot authorized to connect

m Subscribe Scripts Broker Status Log

4.2.2. F| 2 Case 2 (HiveMQ)
HiveMQ 2| RBAC 2t Z21Z MX|SIH C|ZE A’d0| 4H-E ULCH

(e AFE XL ID @ userl, Password : pass1 / admin ID : admin-user , Password : admin-password]

userl

WFNQUVBOUkxX jMO4xa@hSR1BQNGhuOTIKVzdlbXA4bjk=:100:FY12nwpUEbBK9EKQ/Aw/rQKSoA7 jXsCOHKE
LwU2mLCVU39bIVKOzf4NemuFeDOHPO4BW1n0jxi6NporkC6érUog=

rolel

admin-user

Vjic1la@1xQ3Nvb@1l jNFVHNEOWRNM3RG1IZmdNUFcwVGY=:100:PL2FLqfpdhONG7gX jAMmdVn4wlMiXnypdXi
FW@9zqorFhKgoiixFQw2EVIIfE9Zn79q45V7Xpc6IeKLp@ntmYA=

superuser

18l 63. HiveMQ C|ZE AI™

CIZE AHCeE T AZSHY topic O HA|X|E ELi= 20| 7HSSIHFILCE [Default User ID: usert , topic: test]

test@ubuntu:~$ mqtt pub -t test -m test -h test.hivemq.com
CONNECT failed as CONNACK contained an Error Code: BAD_USER_NAME_OR_PASSWORD.

test@ubuntu:~$ mgtt pub -t test -m test -h test.hivemg.com -u userl -pw passl
test@ubuntu:~$
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4.3.[MQ-003] & 17t H2 {7

T2 e
A=A MQTT S412 AHESH= Device
IMQTT 41 77t0] st HE & % 58 FE =& o =9l
Fd 29 SA A7 A3 0| 0|85l 52 HE =E U L= 32 JE A480| 7tsT F
OFX
- a
-+ [F3] S 72 ssLE HE3ta /UE ER
ok 7|1E + [¥2] YL Yo MEotD U2 2
-+ [F B2 YE TS A T8 TE Y=o M8 0|8
F A
. SRYEE TSI 2Kt A0 &E
(0 kol 1=
oo 1
worry HE TS Al =3t SASS) M8 22
— - N
HE F2 UW AFBXI ZadE Y23t

4.3.1. F|2F Case 1 (RabbitMQ)
MQTT E27 MHZE publish HAIX|E &5 Wireshark E 0|83t0] MQTT E2iE 240l Al

)5

222 HMEE=

Ag =QIstct.
9 0.011669444 MQTT 186 Connect Command

16 ©.0811768129 TCP 69 39699 - 47676 [P5SH, ACK] Seqs
11 0.011770724 TCP 68 47676 — 39699 [ACK] Seq=1 AcH
12 ©.011835001 TCP 68 1883 - 35649 [ACK] Seq=1 AckS
13 ©.011848071 MO Publish Message [/topic/@1]
14 P.@11982133 TCP 68 1883 - 35649 [ACK] Seq=1 Acks
15 ©.0@15931718 MQTT 72 Connect Ack

16 ©.015946262 TCP 68 35649 — 1BB3 [ACK] Seq=8@ Ack

Frame 13: 109 bytes on wire (872 bits), 189 bytes captured (872 bits) on interface any, id @
Interface id: @ (any)
Encapsulation type: Linux cooked-mode capture vl (25)
Arrival Time: Aug 6, 2021 18:20:00.141855611 KST
[Time shift for this packet: 0.000020000 seconds]
Epoch Time: 1628242140.141855611 seconds
[Time delta from previous captured frame: ©.800005078 seconds]

0 B8 04 B 01 90 06 60 Bc 29 T4 9e 94 B0 Q0 G8 Q0 :

10 45 B0 80 5d al 11 40 6@ 40 @6 97 29 cb a8 40 87 E--]1--@-

20 cB a8 40 88 Bb 41 @7 5b 93 @6 97 31 af Ba 72 bd oA

i 80 18 81 f6 02 b0 @0 68 01 91 08 @a T0 T2 39 da = =

b 25 3d 97 0 30 27 90 @9 2f 74 6f 70 69 63 2 30 %=--@' - Jtopic/
S 31 ¥5 73 65 72 Ge 61 6d 65 3a 20 74 65 73 74 2c lusernam e:
G028 FO 77 3a 20 7O 40 73 T3 TV 6T 72 64 pw: e

a3 e5. HIO|E BEH

ok
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4.3.2. %3 Case 2 (RabbitMQ)

HETTLS MG OIS HoloHy| s MQIT ST 2ol Zat Tis 7t HEE|0f Uk U2 HAISHILE

TLSv1.3 585 Client Hello

TCP 68 5671 -~ 54788 [ACK] Seq=1 Ack=518 Win=64768 Len=0 TSval=625504428 TSecr=4843117283
TLSv1.3 2427 Server Hello, Change Cipher Spec, Application Data, Application Data, Application Datdy
TCP 68 54788 — 5671 [ACK] Seq=518 Ack=2360 Win=63488 Len=0 TSval=4043117216 TSecr=625504441
TLSvl.3 2139 Change Cipher Spec, Application Data, Application Data, Application Data

TCP 68 5671 -~ 54788 [ACK] Seq=2360 Ack=2589 Win=63488 Len=08 TSval=625504443 TSecr=4043117217
TLSv1.3 98 Application Data

TCP 68 5671 — 54788 [ACK] Seq=2360 Ack=2619 Win=64128 Len=08 TSval=5625504443 TSecr=4043117218
TLSv1.3 597 Application Data

TCP 68 54788 — 5671 [ACK] Seq=2619 Ack=2889 Win=64128 Len=0 TSval=4843117219 TSecr=625504444
TLSv1.3 385 Application Data

TCP 68 5671 - 54788 [ACK] Seq=2889 Ack=2936 Win=64128 Len=0 TSval=625504445 TSecr=4043117219
TLSv1.3 110 Application Data

TCP 68 54788 — 5671 [ACK] Seq=2936 Ack=2931 Win=64128 Len=0 TSval=4843117220 TSecr=625504445
TLSv1.3 110 Application Data

TLSv1.3 106 Application Data

TCP 68 5671 - 54788 [ACK] Seq=2931 Ack=2978 Win=64128 Len=0 TSval=625504446 TSecr=4043117220
TCP 68 5671 — 54788 [ACK] Seq=2931 Ack=3016 Win=64128 Len=0 TSval=625504446 TSecr=4043117220
TLSv1.3 103 Application Data

TCP 68 54788 ~ 5671 [ACK] Seq=3816 Ack=2966 Win=64128 Len=0 TSval=4843117221 TSecr=625504446
TLSv1.3 103 Application Data

TCP 68 5671 — 54788 [ACK] Seq=2966 Ack=3051 Win=64128 Len=0 TSval=625504447 TSecr=4043117221
TLSv1.3 106 Application Data

TCP 68 54788 — 5671 [ACK] Seq=3051 Ack=3004 Win=64128 Len=0 TSval=4043117221 TSecr=625504447
TLSv1.3 116 Application Data

TCP 68 5671 — 54788 [ACK] Seq=3004 Ack=3099 Win=64128 Len=0 TSval=625504447 TSecr=4043117222
TLSv1.3 117 Application Data

TCP 68 54788 — 5671 [ACK] Seq=3099 Ack=3053 Win=64128 Len=0 TSval=4043117222 TSecr=625504448
TLSv1.3 113 Application Data

TLSv1.3 112 Application Data

TLSv1.3 185 Application Data

13 66. TLS ML =l
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4.4. [NFC-001] 7IE H|O|E{ EX|

4 - NFC 84& Ar8%t= 7tE

o=

7= OO0l SH| 7ts o1&
- FtE LY C|O|E X = 23t FtE AFRO| JHsst X kN

TE 21 - + 7% ol S X =X FtE AHEO| 7t

SRS
EXet 7tEE 0|8%t £Y 215, ZHM & «480| 7ts
o1t
oo T
- OHHSH 2=t 7|5 AHESHO] H|Oo|H BZE EX|g
- M =AM M|SShs default key HE
- HEITh A3t 7|52 MSote Bl ALE
(E§0ICH X[t 7|50] &olst22 EtY E =0l ER)
2 QT =4

2 4ot Ej0 A

Asts 7150] Mo[stoz Erel & sol I

e NTAGS] Z% UIDO NXPOI A HI:BoHe CIXY MB 242 271510 2Pt St
Of AFEE Al RN AZ2 B9l =X o£E ol

4.4.1.F|2F Case 1 (ZO{E =Q7IE)
SX| CHAC| 7= EFRO| MIFARE Classic 1k 212 2QISIRICH MIFARE EtRIQ| ZIE= AME7tE, WEIIE, EYUIIE
S MM A GEO| AFRE|D 12O, MIFARE Classic EtQl2 F|oFst EFQIO| Ef1 & ofL}O|CE

[usb] pm3 — hf search
LH] bnathlnq for IS014443-A tag...

] Possible types:

] proprietary non is014443-4 card found, RATS not supported
] Prng detection:

] Auth error

] Hint: try f mf~ commands

] valid found

12! 67. Ej EFY =tQl
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, EET 7] US ARSI UX| @
2 ZMOofeliCt e 7lE= 2
(0

[
ol
=

:Failed / 1:Success )

Generating binary key file
Found keys have been dumped to
] FYI! — FF '

«— has been inserted for unknown keys where

] Succeeded in dumping all blocks

es to binary file
s to text file
d to json file

a3 69. 7| oS 0|835}0 0| H=

B HIOJH Ttus g =0 SHISHACH

-dump . eml
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a3 71. 81 7o "H=otd 5

=Xt FtEE O]

a8 72. 82X 7IE ALE
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4.5. [NFC-002] 7IE G|O|E{ =

i L
TRIZEA - NFC 84 AF83hE 71E
- [7FEQ| H|IO|H HX 7= =
;49${§ éiEﬂ [ f———J 1' | 1 [ulpet fc, Cq_r]
. FFS LY UUID, TIO|E| 2t MIX & HESH FIT AFRO| 7Hsdh X|oFH
BCHIIE -+ [HI2] HOE| A U BAS FLE AMBO| JHsE S

x
;J;::j - Olo|H #xot 7tEE 08¢ £¢ 25, 24X § A480| 7ts
- OHHSH A=t 7|E AMSIO] CIO|H MZXE HX|E.
- HIZALO|M M E3St= default key HE
- OHish Aot 7l5S MESts Ei A
(EHL0ICH X[ &5H= 7|50 ¢olste2 EtY E =l Q)
2 QT =4

ek
- Lock bytes 3t0] YRHO 2 M7|7} BISIER B
CEfT = 2nTlo) YA A HE
EfTLOHCH XIQots 7]50] Mootz Etel & ol

)
ex) HHAFIES] B2 Yoot 50| X[ 2|H7|E 0|80 HSTYE y=st MY

e
fo

45.1. %2 Case 1 (WE7IE)

CHAF 7FE EFRIO| MIFARE Plus O], SL mode 7} 3 22 MHNE|0] AES 37t £|0{USS =HOISHRIL}

[usb] pm3 — hf mfp info

No card

result: MIF

mede: 5SL3

ass authentication based on AES, data manipulation commands secured by AES encryption and an AES
method.

a2l 73, Eja Epe =l
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a2 74, Efj EFY =l

N
i=]
ne

fot
din
o
MHI

7roted Hoje =l 8l #zoF 27tehs 2RISR,

=
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4.6. [NFC-003] Fofst =3} 7] AME OfF

e g
EA

A-83t= 7tE

o
=
C[FOFS AT} 7| AR O]

. YT 7| ABBPALE HOHYO| W FhE FIEE ARgetol 7| ao| It

o+ [FY ZE MEO| LT 7| AL
o+ [F24] 170 O|Ate| LTI 7|2 AFRS}IO] nested, hardnested 224 S2 0|83t
o 7] 220| s 22
BEoE + [F12F] NACK F2%Z0| EXH3L0] darkside 322 08¢t 7| 30| 7t53t 42
-+ [F2] 27| $12 7| AFBSIO] dictionary 342 0|83t 7| 3240| JHs53 4L
.+ (3190 7IEF $7bE0l 322 S8 7| 30| JhsT B2
X|OFX
j;:j . 2S5 7|2 085101 FIE U Hlo|E Bas U 2X| S %80 BE
sk
- =AM M default key HZASIO] AL
- O Y23t 7| ARESHO] H|O|H 223t
wotcy . OFMBE H{MO| Ef 1 AHR (EjD0ICH X| Q3= H57|Ho| Ao|staa EFY & =0l T Q)

X F2 AL El= MIFARE A€ Ef19] Z#2 MIFARE PLUS O|&fe| EfE AFESHH, MIFARE
PLUS AFE Al Ot =55 SI322 23

4.6.1. ¥ Case 1(AME7IE)

isol4443-4 card found, RATS not supported
on: w

“hf mf* commands

a2 75, Ej EFY =l
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A& S0IL)

=
=

tRACE. (FFFFFFFFFFFF

10

7|(FFFFFFFFFFFR)S AF&3H0] nested S-S AlESHRALE

27l

[usb] pm3

F

(@)
=

Lo
Lo
+
+
Y+
Y+
Y+
Y
Y
Y
Y
L
=
1
(o]
I

T
28

nested —1k —blk

[+] Testing known key

[

S.

@.4s5 | found

—> hf mf
[+] Time to check 23

Chunk:

=] ¢

ys: @ seconds

12! 77. nested 34 AL

SOFAL,.

So| 7

=l
2

nested A0 ‘d&5t0] LIHX| ME2| 7|

ME{ 7| 3

2l 78. nested
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fhome/kali/iot/proxmark3
DA-dump.bin

a3 so. Co|E] =tel

B HO[HE Hl 7t=0| =XS 20t =X 7t=2| A0 7HSSHRALL

=
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5. ¢/2HIE HE Al

T= &
Hrz=d - Mobile App= &2 loT 7|7 Ao =3
_ A|OFM SR 5}0|
orEl Ao [Server, App FUE 2= =40l
= T o

- Device@t A& E|-= Mobile APP X ServerOfl Cish F U™ HA
. Yeto= L Al gol Jhstt BAHL ofzfet 28

- [Server] API Server, Cloud Server, Auth Server, Commnad Server &
- [APP] Mobile APP (Cloud)

- [Device] loT Device

X[Server]
loT & Server= CHEE UIZF B MIE[X| X2l Json, xml 52| HEIZE SAE =
S -

SICE olof 2k W A =S UESHY gEA FHo| 2ot Moz gt

[ | o=
Otof ot= Fofd =2 thaat 2Lk

TIOao 2 [=] =3
o At - AFEXE U= Zholl 2lst FFH (SQL Injection, XSS, IHY YEE §)
- SHHE o= (AT FE BEFE )
- My A, S 2E o=
*[Mobile]
F1 Aoz ofefet 22 AfEE HE5ie 9 HY a47t UAS 4% Fo4ez =
UL
- Yoz C|Hio|A~ S&, SiA|, 7|3t 7Hs o f
- A8 AH gE %3 HE, A Al =l ZX7E G0 Ygelz HE
- ClHo|A& 24 7hsdof ogt 27|93t 52 Lock 7|5 B1&

*lOtI—I

e =] a o

e | FOEESNI|SAE W/@uY J0|S Bnso] By
ST H

SOMTHA - FREYHEMIIUAIM f/2HY JH0|S HSHo] Bty

H 16. Hl/2HIY HA
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