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* ZA: fortune business insights

J9 1. 224 CCTV A% & I8!

! fortune business insights : https://www.fortunebusinessinsights.com/cctv—camera—market-107115
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ARgRtol wep e)Fof g Qi weba CCT
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off= CCTV ¢ 37 B¥g 2 Ul 7Hxe] g0z BRY ek

S z4 Y
SIEQIY B2 MCU, ROM3, C|H1 ZE
MHA BHS 2 MH|A, 2HFY MH[A, 7|EF HEQIS MH[A
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IC Information(No Project opened)
wul ChipType: EEFROM ChkSum: Ox1FEO_0000
w25Q16CL Loca
WV STATUS REG.
ey
Raead C

1% 5. MCU A& o3 HYo] 2%

npo]| 22 AEZEH (MicroController Unit, MCU)oA HYol7t AAH EA] oZe]E 8Qtos
A5t HeolE FEoh tHl QlEHEo|A'E Fdto] HHiolA = 5
Hot ojuff, HohE HF Aol oA gdrtH 4A HE 2H 1§

oA AEHE HEHLE AA 2G5 7171 fEsHA A8d ¢ e
A2 HIEA] o]Fo]xof 3ttt
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o
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Zol 7| wAe] wet 9 Auzsek 2ot 4e Fo) CCTV 94
23 choFeh EHT Auls olgo] shssltt. thut, mutel 9he o CCTV
S, A% @ A Ak ATl gAY Cluol 2B oG 4 glo] Folrh Wasith

80/tcp open http lighttpd 1.4.18

| http-server-header: lighttpd/1.4.18

| vulners:

| cpe:/a:lighttpd:lighttpd:1.4.18:
SSV:4168 7.8 https://vulners.com/seebug/S
CVE-2013-4559 . https://vulners.com/cve/CVE-
SSV:61980 https://vulners.com/seebug/S

https://vulners.com/seebug/S

CVE-2014-2323
CVE-2008-4360
CVE-2008-4359

https://vulners.com/cve/CVE-
https://vulners.com/cve/CVE- e s
https://vulners.com/cve/CVE- +8d Xl
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CCTV &4l AHgHE APL 7|u w22t A AE7F gellol &2 7171 Wl dost=A b2 A
= o o L 3 = 3 = S| SFL. JESF A~ O
EHO v, 347 g AEE ol8dl 7I71E 2ASY B dds E5 4 i
= o)) B & = o1& k- [eX 5 e} = =
ES, # Aulo|xof Hit HEE A AEE sty A4S AlEstal dotdl QlF HEE
S A~ O = o o= nl : o) =0
o Asde] HE@ 4 9ol o7t BAs AR Mii, Mozi 9 2L pgm=EL
HE P = o] 5] e} ps L= =
=54 o9 1oT 71715 44 A7171 Slsf CCTV o ditdor A AMgHE 5 HEe}
=0 115 =L o] = 2z =
UEE AA 45 5= 722 ddsks H4e AMgsl 3435k i
) LFi(t%m_nfry.:\ttan:.k:pm(wurddt Sn. | CCTV Company| Default Username | Default Password | Default IP Address
1 Hikvision admin 12345 192.0.0.64
-password = password 2 VT admin 123456 192.168.226.1
.password_hash = hashlib.sha256(password.encode 3 Sony admin admin 192.168.0.100
Lf.success “The password was found: " 4 Samsung root 4321 or admin 192.168.1.200
.fail = "The password could not be cracked " 5 Samsung admin 4321 0or 1111111 192.168.1.200
6 FLIR admin fliradmin 192.168.250.116
7 Avigilon admin admin no default/DHCP
with open( 8 Panasonic admin 12345 192.168.0.253
r"yourpath", “r" 9 Panasonic admin1 password 192.168.0.253
R 10 ACTi Admin or admin 123456 192.168.0.100
LIS O AR )t ) pass or no set
11 Axis root 192.168.0.90
for word in words: password
word_hash = hashlib.sha256(word.encode 12 Bosch service service 192.168.0.1
” 13 Bosch Dinion no set password 192.168.0.1
if w:’-zl:?':-is“ :: wuéﬁgiwm‘d—h;Z:wurd 14 Vivotek root no set password | no default/DHCP
‘ o i ’ 15 [Arecont Vision admin no set password | no default/DHCP
return .fail 16 Honeywell administrator 1234 no default/DHCP

a9 7. AP diY 34 2 AxRAE 27) ARRE

=4 cctvdesk®

CCTV & @@ B2 loT FA: 34 2o A AFse] Uk 712 AY JLE AzAIA
AFSE dihd T JEUS Fo 22 5 gk uetd, 28G9 AL P 98
Vg Ee WS VR A4Hel b ¢EE WAS: Aot @A: W AzAE]
Hote Zesls] Slsh A 29 A HUAREES ANPLES gmsstn ot A
MEANEE 43T U, 94 Bt 248 AgsA g3 Al Gk delE Y A
e 5o mTe Bol B R O AAT 4 YRS O Fsof ek

6 cctvdesk : https://cctvdesk.com/cctv—default—password/
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CCTV 9A4A" Fas doleg oistx ghe Ade Sd 554 s 4%, d77 ol
AEAL WMET 4 5 oF
Ges MREEE ASAC 3 BA ol RN A2 22 T 4 W] W
st dueE] e AL A olofdok ATk Wb $RA T BAeAE
A A A

[ [hitp BE3 -]+
Mo, Time Source Destination Protocol  Length Info

2487 35.782157 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 280 0K JFIF image)

2503 35.982429 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 28@ OK JFIF image)

2518 36.183236 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 2868 0K JFIF image)

2534 36.382182 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 20@ 0K JFIF image)

2548 36.582209 192.168.1.2@ 192.168.1.7 HTTP 60 HTTP/1.1 288 OK JFIF image)

2570 36.782237 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 280 0K JFIF image)

2584 36.98210@ 192.168.1.2@ 192.168.1.7 HTTP 60 HTTP/1.1 288 OK JFIF image)

2612 37.182152 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 280 0K JFIF image)

2625 37.382197 192.168.1.2@ 192.168.1.7 HTTP 800 HTTP/1.1 280 OK JFIF image)

2644 37.582102 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 280 0K JFIF image)

2658 37.782106 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 28@ OK JFIF image)

2674 37.982347 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 2868 0K JFIF image)

2694 38.182155 192.168.1.20 192.168.1.7 HTTP 60 HTTP/1.1 20@ 0K JFIF image)

2707 38.382164 192.168.1.2@ 192.168.1.7 HTTP 60 HTTP/1.1 288 OK JFIF image)
-« | 2723 38.582107 192.168.1.20 192.168.1.7 HTTP 68 HTTP/1.1 e)

~20T5 Z8. 081805 151168120 152,788 1.7 HTTP/X.. S/ HTTR/I.T S U Internal Serwer Error

8@ 90 9e 9d bd 48 0@ 26 eb aa @c 87 @8 00 4
080 2d dd 8@ 40 0@ 40 @6 d9 de c@ a8 @1 14 c
@1 ©7 8@ 58 2f cb 5b 52 cd 89 3a cl 28 17 S

> Frame 2723: 6@ bytes on wire (48@ bits), 6@ bytes captured (480 bits) on interface \De
> Ethernet II, Src: af:0c:87), Dst: Critical_9d:bd:4@ (8@:98
> Internet Protocol Version 4, Src: 192.168.1.20,|Dst: 192.168.1.7
» Transmission Control Protocol, Src Port: 8@, Dsf Port: 12235, Seq: 79213, Ack:
> [9 Reassembled TCP Segments (7924 bytes): #2711(215), #2712(1460), #2714(1468)
~ Hypertext Transfer Protocol
> HTTP/1.1 28@ OK\r\n
Date: VWed, Nov 89 2022 20:26:08 G‘ HTTP 2l W o[0jX| & 7t
Expires: @\r\n
Cache-Control: no-cache, must-revalidate\r\n
Pragma: no-cache\r\n
Content-Type: image/jpeg\rin
X-Content-Type-Options: nosniffyrin
Transfer-Encoding: chunked\r\n
\rin
[HTTP response 18/11]
[Time since request: ©.8781310@0 seconds]

Frarma (RN hutast Rrassamhlad TCR (79724 hutes) Na-rhir+ s

19 8. HTTP Z2EE Y FE JAAH =&

AR CCTV futelx JAHRE HITP ZREZ'R HHse 4%, MITM® 71H& 0|85t
DREE RS R FEF 4 A g dT 9 ARE fExsHA "Hod AR
o7k T 4 Stk webd CCTV 94 AHe] Hohs flsidE MD5°, RC4105 Foksh

THTTP Z2EZ : A UAA HolHE 21 W7 95t AH/ZefoldE »YS 2t naes

8 MITM : Man in the Middle, A7} AH-8749] A9 Auie} g A Edfmle] 247 Aolo] 7joj5o] Holy A4
Hadge 24

9 MD5 : 128 H|E ¢+5.38} SA

k)

SR 1996 |9 AAVE Aol TAste] AbgsHA] ¢hes did

10 RC4 : RC4= 1987 W RSA A|Falgle] 2UE glolH|AE(Ron Rives)ol| 23] 7t ~AE® g & 1995 WRE SSL o] &
ool TRER

EQST insight | 8
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L CCTV ¥ [oT o "t £9 =719} a7 AFR 7he] dAZAAl, mo)KA, 718AlS SHstxt
topsl 9B A lio] AT 9l Ia} SRA 7o ZHokdS okgst Atolw] mAm
o4 BYUGlol WS Gu glov, olulst ABA TS P AU AHgAEol
CCTV @ loT et Abqe] g e 2k1 ZoFde Adst 4 o o] Wasi)

EQST &A= CCTV ¥ IoT £ o]&3%t Alo|d 27 Hl&3d}7] _,48]] }xﬂ;q 0@ [oT Z‘l‘i’r
71%S st AL APt gl

1EsHe st ok AAIRE W82 EQST IoT I 7ho|= v.2.0 oA :?_]—5; 2 o)

EQST 220l detsts
loT ZIEF 7H0|E 2.0

A\ za

(23] M2 CL2EE HI27}7|: EQST 1&50| HQHst= I1oT ZITHZIOIE 2.0

EQST insight | 9


https://www.skshieldus.com/download/files/download.do?o_fname=EQST그룹이%20제안하는%20IoT%20진단%20가이드%202.0.pdf&r_fname=20221208180429878.pdf
https://www.skshieldus.com/download/files/download.do?o_fname=EQST그룹이%20제안하는%20IoT%20진단%20가이드%202.0.pdf&r_fname=20221208180429878.pdf
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url: https://www.lighttpd.net/

url: https://www.fortunebusinessinsights.com/cctv—camera—market—107115

url: https://github.com/DataBach—maker/DictionaryAttackExample

url: https://cctvdesk.com/cctv—default—password/

url: https://book.hacktricks.xyz/network—services—pentesting/554—8554—pentesting—rtsp

url: https://www.wowza.com/community/t/encrypting—an-—rtsp—stream/36108
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