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New ransomware variant

STOP : .nifr, .niwm, .nitz, kifr, .kiwm,
kiop .coty, .foza, .foty, fofd,
.saba
Medusalocker : skynetlock, .tangem,
attackuk, .attacksystem
Xorist : VoNiX, .CryptBits256PT2
CryptoJoker : .partially.plutocrypt

Dharma : .rea

Chaos : .devinn
Phobos : . BOOM, .sdk
VoidCrypt : Recov
CrossLock : .crik

New ransomware & group

A HsHarada, Akira, Cooper, Uniza, CrossLock, CryptNet, Dunghill
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Decryption ID:EDEF45BAZFE522ES

Allyour files have been encrypted due to a security problem with your PC.

‘We has BREACHED your security perimeter and DOWMNLOADED mare than 300 GB of your PRIVATE SENSITIVE Data.
If you want to restore them, write us to the e-mail zmc2t@tutanotz.com

Write your |D in the title of your message

In case of no answer in 24 hours write us to thess e-mails;zmc2t@onicnmail.org

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we will send you the decryption tool that will decrypt all
ErYAf your files.

Free decryption as guarantee
Before paying you can send us up to 1 file for free decryption. The total size of files must be less than 1Mb {non archived), and files should not contain valuable
information. (databases,backups, largs excel sheets, etc.)

How to obtain Bitcoins

The easiest way to buy bitcains is LocalBitcains site. You have to register, click 'Buy bitcoins', and select the seller by payment methad and price.
https:/ lacalbitcoins.com/buy_bitcains

Also you czn find other places to buy Bitcoins 2nd beginners guide here:

http:/fwww.coindesk com/information/how-can-i-buy-bitcains/

Attention!

Do not rename encrypted files.

Do not try to decrypt your data using third party software, it may cause permanent data loss.

Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you can become = victim of a scam.

L _r e_a_d_m_e.txt

HE 2
rhuknk00~ rhuknkos H2|2| T 3 2}
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Indicator Of Compromise

infosec

Rorschach : SHA256

83052CC23C45ECAAQIFESCE7FDB50CTFEE7T08AEA46756A2B9D452D40CE3BICO0
AA4BACAEFE2ATBFB3192F8A7DEES229764618ACTADT1BD1B5F6D19A78864EB31F
4874D336C5C7C2F558CFD5954655CACFCB5BCFCB512A45FBOFF461CE9C38B86D
B711579E33B0ODF2143C7CB61246233C7FIB4D53DB6A048427A58C0295D8DAF1C
B99D114B267FFD068C3289199B6DFI5AIFIEE4872D6C2B666D63974BBCE7SBF2

88081A21E500E831D86666CASDTA3D348F7C0O3BC5C471B6D17D8B18A022F25BE
38C610102129BE21D8DI9ACI2F3369C6650767EDS13E5744COCDAS4EGEB33812

DE5A53131225DD97040D48221D9AFD98760F7FF2F55613F0D08436891CAG32B9

E14B88795BDE45CF736C8363C71AT7171AAT10A4ETFA9CES8470082CB1BDADBB
66BCADO829A59C424D062B949C2A556B11C509B17515DFFECBICBF65F13F3DCE

File Name

winutils.dll : DLL used for side loading
cy.exe, cydump.exe, Shortcut.exe : Vulnerable version of normal executable
config.ini : Packed malicious payload
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URL: https://www.bleepingcomputer.com/news/security/microsoft—clop—and-lockbit-ransomware—

behind-papercut—server—hacks/

URL: https://www.bleepingcomputer.com/news/security/microsoft—sql-servers—hacked—to—deploy—

trigona—ransomware/

URL?: https://www.bleepingcomputer.com/news/security/lockbit-ransomware—encryptors—found-

targeting—mac—devices/
URL: https://thehackernews.com/2023/04/vice—society —ransomware—using—stealthy.html

URL: https://www.bleepingcomputer.com/news/security/vice—society—ransomware—uses—new—powershell—

data—theft—tool-in—attacks/

URL: https://www.bleepingcomputer.com/news/security/windows—zero—day—vulnerability—exploited—in—

ransomware—attacks/

URL: https://www.bleepingcomputer.com/news/security/alphv-ransomware—exploits—veritas—backup—

exec—bugs—for—initial—access/

URL: https://www.bleepingcomputer.com/news/security/new—rorschach—-ransomware—is—the—fastest—

encryptor—seen—so—far/

URL: https://www.bleepingcomputer.com/news/security/linux—version—of-rtm—locker-ransomware—

targets—vmware—esxi—servers/
URL: https://thehackernews.com/2023/04/rtm—locker—emerging—cybercrime—group.html

URL: https://www.malwarebytes.com/blog/news/2023/04/lockbit—ransomware—on—-mac—should—we-

WOITY

URL: https://www.quorumcyber.com/threat—intelligence/windows—zero—day—exploited—by—nokoyawa-

ransomware/
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