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J:" Indicator Of Compromise

& &
human2.aspx : SHA256

0b3220b11698b1436d1d866ac07cc90018e59884e91a8cb71ef8924309f1e0e90ea05169d11141
5903a1098110c34cdbbd390c23016cd4e179dd9ef507104495110e301d3b5019177728010202¢8
096824829c0b11bb0dcObff55547ead182861826268249e1ea58275328102a5a8d158d36b4fd31
2009e4a2526f0bfbc30de22413b5d0750c23b07999ec33a5b4930be224b661aaf290a0118db803f
31acbc52ccf7e42afd3f6bf845865c74b2e01e2046e541bb633d037b05bd1cdb296fa59348e4351
96dd795e1ec31169bd111c7ec964e5a6ab525a562b17f10de0ab031d387cee566aedbafa8c114e
d1c6b98d8b9b65e9f178cf2f6ae2f5ac441082747a38e69f4a6d2e81f28ed2dc6df0daf31e73ea
365bd2cfc90ebc31441404cca2643a977446ed70b02864ef8cfa3135d8b134c93ef868a4ccOaa5d
3c2a74545725b

File Name

human2.aspx : An malicious web shell disguised as human.aspx, which is one of the
components of MOVEit Transfer
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URL: https://www.bleepingcomputer.com/news/security/new—moveit—transfer—zero—day—mass—exploited -

in—data—theft—attacks/
URL: https://thehackernews.com/2023/06/new-linux—ransomware—strain—blacksuit.html

URL: https://www.bleepingcomputer.com/news/security/microsoft—links—clop—ransomware—gang—to—
moveit—data—theft—attacks/

URL: https://www.bleepingcomputer.com/news/security/clop—ransomware—claims—responsibility—for—

moveit—extortion—attacks/
URL: https://www.cisa.gov/news—events/cybersecurity—advisories/aa23-158a
URL: https://thehackernews.com/2023/06/clop—ransomware—gang-likely—exploiting.html

URL:  https://www.bleepingcomputer.com/news/security/royal-ransomware—gang—adds—blacksuit—

encryptor—to—their—arsenal/

URL: https://www.bleepingcomputer.com/news/security/clop—ransomware-likely—exploiting—moveit—zero—
day—since—-2021/

URL:  https://www.malwarebytes.com/blog/news/2023/06/more—moveit—vulnerabilities—found-while-

the—first—one—still-resonates

URL:  https://www.securityweek.com/new—moveit—vulnerabilities—found—as—more—zero—day—attack—

victims—come—forward/

URL: https://www.bleepingcomputer.com/news/security/cisa—lockbit—ransomware—extorted—91-million—
in-1-700-us—attacks/

URL: https://www.bleepingcomputer.com/news/security/suspected—lockbit—-ransomware-affiliate-arrested -

charged—in—us/

URL: https://www.malwarebytes.com/blog/news/2023/06/moveit—discloses—yet—another—vulnerability -

three—times—a—charm

URL: https://www.huntress.com/blog/moveit—transfer—critical-vulnerability—rapid—response
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