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Important Updates

Knight(Cyclops)

dated our (of any kind) that!!!

u3pqd.onion

Contact

infosec

New ransomware variant

STOP : .wayn, .wazp, .gayn, .gazp,
waqq, .gaqq, .miza, .mige,
kiqu, kizu, kitu, .wsaz,

Chaos : hackedbySnea575
Makop : .rajah
Phobos : .Lucky, .NURRI, .2QZ3

WSUU, .wspn, .pouu, .poaz Xorist : .PrO
Medusalocker : protect3 Snatch : .tcvjuo, .hgjzitixe,
Conti : .LOCK2023 .mynvhefutrx

Daharma : .ZOV

New ransomware & group

Cyclops, Underground, BigHead, Khronos, Architects,
BlackBerserk, BlackHunt2.0, SophosEncrypt

15

WELCOME TO
THE UNDERGROUND

Username
Password

CAPTCHA

Create your account

narmsng5vzwgezivtu2iiwwdn3dxkhotftikhowpfjuzg7p3cabeid.onion/contact/Cactus_Support

*Z&2A: Knight(Cyclops), Underground, Cactus @ go] 1F Ato]E o]u]z]
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File Edit View &

Your systems were accessed and encrypted by Cactus.

To recover your files and prevent data disclosure

contact us via email: cactus787835@proton.me

Your unique ID reference:

Backup contact TOX (https://tox.chat/):
7367B422CD7498D5F2AAF33F58F67A332F8520CF0279A5FBB4611ED
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A= Wol7b AAlE ASE tH|ste] ofy Falor 2EHAE F2]sk=tHl Cobalt Strike’ Ut
L2l Chisel®, @“ﬂ AA HAM| A EFQ1 Splashtop®, AnyDesk* e} -2 LAE ARE-o}od

A
f Al2go] AAATt 280 A msiexee & BE5t0] QU] AZEGolS AAdH:
W3 2ZYES Qg

7
Z=A
=
A,
o

L & [ oj

30 Windows Security 4624 o[HlE : AlAglo] HRog 2lLdles RE AL 7=

31 Cobalt Strike : A4 A% BI2E &7

32 Chisel : C2 BA41& Ao 371 ATYE 5 =15 o] AAHoR 7tHe= g%
3 Splashtop © 97 HALE 2XEY0] W UA MY ALE]

3 AnyDesk : 97 HAIE AZEYOR, AA AHo] @ wtd A% VPN 59| 75 AT
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E4 BrE0] QLG F elulolels ALEGelE JFHOZ AALD H, FEAD A3
F9e At g Heke Aol SHshL A 45 9o LSASS® Flmel S Wn gk 2AD
A7 5 Fol %S BHE /AT G AT RDP, Super Ops o 2L ¥4 pe =78
ARgte] e BHTe et

+ 7% Hlo[elE Rclone 3 &2 2Rl =45 Fdl MEGA ZHeE MW=z A&
AA Eol et HelH7h fEHL & Ae A% FAAE BlackBasta IFNAE AR
AFEStE PowerShell 23 HEE Fof #dlole] wlxE AFsfstal vtojuz] Ada s 7-
Zip 02 HPo|REE FET Ua ALHS el

35 LSASS : Windows A28 474152 2191S A HY9Hs AAS Bejels ZaAhA
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Cactus #4dHo] AHYA GAE -3¢t
infosec

Initial Access

ZEH0] S A2HE

B

Discovery i HHez goo|E
zaiE gob EAE Agstel o BEELIS
3
T Ed A FlleElE Persistence
=

AFZ X Aol CHEEA] Q1T X E,
Y Yol AEEE AP H2EX|

Defense Evasion 2EEE dH A Hof Y wEE +y

2ZES0] ALZ K|, = E S
oromol 2xef B .
msiexec AE Ol¥S 28l HE . Credential Access
A 2 S WA T

|

LSASS 25 74 E4SHASR),

Leteral Movement o 2EtXo AASE M A

=T P2 ROP U ssH | 2Y3L,
et BL ooty o3 HE,

SMB Z2 atd 3§ EM HE na Exfiltration

o )

Solslx| e 9% Mu|A ASE
g YEYT BN B AY

]
R “
g A4 Aoz fAShE Aol skl weF 271 AR WA A" Agel] e
= 7\34&16]'1] —-;'\—6]—53 AL Aske -

— H
ot Aot WEly 58 f3lshs Wioto] Wasit,

ESH Cactus BAA7T msiexec & ¢F-85to] QtE[HIO|H A AT EYO]E A AU, Cobalt Strike
T ol AtaofA o] WHNE AZEQOE AMEStE AS st did EAE Agshs
A npglsta, Hgh Aol LS Fes A Hete] v 7o stk A AA S
Hepezjo| A4S AHAIskal, OS 244 5% 2o 73 RIHsHA oF-8oh= LSASS ke g
oi5l7] el Windows10 of A5 e 8% ASR*(Attack Surface Reduction) T+21-& &4 3s}s}o]
LSASS & E3stn A4 FY =82 oFsior 3tk RDP ¢ SSH = ARgsHA &2 Al
HZ/d3ofoF otar, wrof ARgsfof & Aol oA 15 SOl FAATE dA AIoHA

21 E solo} gt

r

—

wi rlo

Sk SMB ¢} 2 ot F
7] W&o o]E Algtsl=
AETA R HE5lo] £of ¥

> 32 A
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l—ll Indicator Of Compromise H\

[a-z1-9]{4}-[a-z1-9]{4}.exe : SHA256

509A533ADE43406EB50FA9CB8984B2E10D008ADOEA8C22D0652F3EET101125BB7
D7429C7ECEA552403D8E9B420578F954F5BF5407996AFAA36DB723A0C070C4DE
78C16DE9FCO7F1D0375A093903F86583A4E32037A7DA8AA2F90ECB15C4862C17
C52AD663FF29E146DE6B7B20D834304202DE7120E93A93DETDET1CB1D56190BFD
69B6B447CE63C98ACCI569FDCC3780CEDTE22EBDS0C5CADIEETEA7A4D42E62CC
0933F23C466188E0A7C6FAB661BDB8487CF7028C5CEC557EFB75FDE9879A6 AF8
9EC6D3BC07743D96B723174379620DD56C167C58ATE04DBFB7A392319647441A

&

File Name

ntuser.dat : Configuration File
[a-z1-9){4}-[a-z1-9]{4}.exe : Binary of Cactus Ransomware

EQST insight | 18



m zt1 AJO|E

o

URL : https://www.sangfor.com/farsight—labs—threat—intelligence/cybersecurity/analysis—of—cactus—

ransomware

URL : https://www kroll.com/en/insights/publications/cyber/cactus—ransomware—prickly—new—variant—

evades—detection
URL : https://thehackernews.com/2023/07/blackcat—operators—distributing.html

URL : https://www.bleepingcomputer.com/news/security/blackcat—ransomware—pushes—cobalt—strike—via—

winscp—search—ads/
URL : https://thehackernews.com/2023/07/redenergy—stealer—as—ransomware—threat.html

URL : https://www.bleepingcomputer.com/news/security/ransomware—affiliates—triple—extortion—and—the—

dark—web—ecosystem/
URL : https://thehackernews.com/2023/07/beware—of—big—head-ransomware—spreading.html
URL : https://www.securityweek.com/blacklotus—uefi—bootkit—source—code—leaked—on—github/

URL : https://www.bleepingcomputer.com/news/security/meet—noescape—avaddon-ransomware—gangs—

likely—successor/
URL : https://symantec—enterprise—blogs.security.com/blogs/threat—intelligence/syssphinx—fin8—backdoor

URL : https://www.bleepingcomputer.com/news/security/cybersecurity—firm—sophos—impersonated—by—

new—sophosencrypt—ransomware/

URL : https://www.bleepingcomputer.com/news/security/est—e—lauder—beauty—giant—breached—by—two—

ransomware—gangs/

URL : https://www.bleepingcomputer.com/news/security/clop—gang—to—earn—over—75-million—from—

moveit—extortion—attacks/

URL : https://thecyberexpress.com/nobit—raas—new—generation—ransomware—builder/

EQST insight | 19





