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Others NN 0% Others [ 14%

* &2 Synergy Research Group
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Home > Microsoft Defender for Cloud

© Microsoft Defender for Cloud | Attack path analysis

Search 3 Leammore A’ Guides & Feedback
General
f\ > o Risk level
© Overview 67 © 120 Ve .
@ Getting started Total attack paths Affected resources Active recommendations Bcritical 14)  WHigh (42) [l Medium (10)  BLow (1)

7= Recommendations

O _Attack path analysis Search Risk level == 4selected X RiskFactors == 8selected X Y Add filter

O security alerts

# Inventory Risklevel  Title Entry point Target
& Cloud Security Explorer Critical Internet exposed and publicly accessible storage with sensitive data (Private preview) con!
@ workbooks Critical Internet exposed VM with high severity vulnerabilities allows lateral movement to Keys management service (Private pre.

& Community Critical Internet exposed and publicly accessible storage with sensitive data (Private preview)
& Diagnose and solve problems Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible
Cloud Security Citical Intemet exposed Azure Blob Storage container with sensitive data is publicly accessible
© Security posture Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible
@ Regulatory compliance Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible
@ Workload protections Critical Internet exposed Azure Blob Storage container with sensitive data is publicly accessible
0 Do i (0 sical iotarnat . b s ith cancitive dat hlicly aczaccibl

* Z 2] Microsoft
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gt sj4 B2 AL AL ofch vl CISA o T2, A4 ZAeks MFA o] 9@2
27 4 7447} Sk,

1) 1]/ (Phishing)
WAL FAAIL AR E 557|919 ol E obg ALO|EE AL A5 F9 Y Aol

i O r 1 H - = H
g Sl FARL MhArt Agot WAHES FHH 219l Hol A2 Lol YRS fEGE

s AEE 5 Ant. old msite o AACIEE WEsl ID, BER e, 2 2ARISIE(6 #+2])
o

¥our Free URL Unshortener Too

checkshs

Enter Short URL Expand

You made 2 requests out of 120 in the fast 24 hours.

http:#/ goo. gl DE|pwh
it A mahimog). enon. comy’ pagesoyen] 200 11207 _teaser/ieaser aspn
y=28ulm_Sours '_'=|'.".'=|l'."iq}ll'_'ll'_ diurrs=yidcoSulT_ CRIMEaIansTHIn ﬁul'll_L‘,L nicri=moprEnetnnyad

* 22 CheckShortURL

19 5. CheckShortURL ¢fl4 URL @5o] A8H URL 9] 7|& URL &4l 7|5 A¥
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2) 3 A] Zek(Push Bombing) = 3 A] 1] 2 (Push Fatigue)
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_T'_'.‘_

AR A= sfof gt

Notifications

Reset Password _
Use this iPhone to reset your Apple:

* Z 2] Bitdefender

19 6. Push Bombing 2] 9| A]
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2) Phishing—resistant MFA — FIDO/WebAuthn® ¢15-
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