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Meet Llama 3.1

The open source Al model you can fine-tune, distill
and deploy anywhere. Our latest instruction-tuned
model is available in 8B, 70B and 405B versions.

° Start building ° Download models ° Try 405B on Meta Al
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<Entity>
metadata/authors/
Author Name | (2.8) Creator: h @role(tagCreator), ComponentAuthor:
author
@name
Timestamp (2.9) Created: metadata/ timestamp | <Meta> ReleaseDate:
. <Entity> @role
. . Supplier .
Supplier Name | (3.5) PackageSupplier: Publish (softwareCreator/ ComponentSupplier:
ublisher
publisher), @name
<softwareldentity >
Component Name| (3.1) PackageName: name ComponentName:
@name
) ) ) ) <softwareldentity > )
Version String | (3.3) PackageVersion: version . ComponentVersion:
@version
(3.10) PackageChecksum: )
o <Payload>/../<File> )
Component Hash|(3.9) PackageVerification |Hash “alg” FileChecksum:

Code:

@[hash-algorithm]:hash

Unique Identifier

(2.5) SPDX Document
Namespace
(3.2) SPDXID:

bom/serialNumber

component/bom-ref

<softwareldentity >
@taglD

FormatlD:

Relationship

(7.1) Relationship:
DESCRIBES
CONTAINS

(Inherent in nested
assembly/subassembly
and/or dependency

graphs)

<Link> @rel, @href

IncludeComponent,

ImportComponent

* &2 Framing Software Component Transparency: Establishing a Common Software Bill of Materials (SBOM) (2021.10)
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1. ISO/IEC 18974:2023
ISO/IEC 18974:2023 & IFH QEAA HF HZ T2 WO =g 97 AFHS A oI 4H¢] FFo)zt
ISO/IEC A 5 2Qte = 2023 12 Hof] 34 ISO ZFo 2 HHE QI
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] 1  httpsy//openchainproject.org/security-assurance as A O 1y m = B o g

CITHELINUX FOUNDATION

CEDOPENCHAIN &lineg Porisae Resaurces Fa0 pones News Aot X in & Q

Learn More About ISO/IEC DIS 18974, OpenChain Security Assurance
Specification

What Is ISO/IEC 18974?

ISO/IEC 18974:2023 defines the key requirements of a quality open source security assurance program. It was previously
known as the OpenChain Security Assurance Specification 1.1. It is a de-facto industry standard and a draft ISO/IEC
international standard. It was published as a formal ISO standard in December 2023

Already Conformant? Let Us Know About Your Adoption:

Add your company to our list of conformant organizations

What Does ISO/IEC 18974 Do?
ISO/IEC 18974:2023 helps organizations check open source for known security vulnerability issues like CVEs, GitHub
dependency alerts or package manager alerts.

* 22 [SO/IEC 1897412023
19 5. ISO/IEC 18974:2023

oh=2] 3 7hA] ol thiet Eegete AASkaL it

;
@ 4T 9 AYL Tk Y

o] A}o|E o A= [SO/IEC 18974:2023 W& AA E ¢S 3Hst= 71452 95) IS

O ZFolA 282
She ARl e e Zas AR 9% ALYAES ATHL ek LELA SW B

AA ol

e 27A
CEROY AT OF 24 50t B3 YA 0|2 2 4 Ut YN E 21 AU
EROY IS BE OF 42 SEE 20 YsLT

13 1. meaw woiae 2wl 5118 RS SIs) OlALEIE 7/0io] e 2 AEU T
CEROYAIPHE ZROY Q7 NS 2K 2 P90 21E ¥n YsL
- QAR Z2 3o H9let S E FEsA Holste AB IS A E 7D YLt

M4 meow gne sme| A wEel g0 sy

EQST insight | 9



. A "
) . g K ol <l s =
Fl 9o ol el g N mmﬁ o el K
<l o = 1 L | i ) R N N m
AL i) kil K - T 4r o~ 1 ol
ot . MW 2 = R g To K I
M| o3 gy o K- ] Y TR L NN ¥
Hlz hoooop O Jn & ul R
K4 H o gl T A I+ =4 o o ol o
~ <1 . 3 s Jo| K = o2 o o ol <r
_— = > & Ro 70 MU OL |_._._._ = ﬁ_._._ —
| 0% T N = = o3| N ml o ™ oo X il S
<A 2 oy _ﬂ_a W_M oy o o KE > o o
ol B8 mw oy Y g(BOT I L (R L
W~ o 0 < a0 ~ |0 [} =3 i <+ s o K o H_I )
o[ & 4 ol m_ o | 44 1l o7 B ol = = o & 7| |
P e AR R - AR foRO [Sul o | o J|E|T
i P R R G A B S R b= R
hfTes o 5 ope B | cw W4 5 |8 g lipo
S npgmE & oz ool . W SR P O R T
2 M_M o § 5 HEF0 R Sdm ok |’ ok rIR(T
WA EZFO w om WmB WS Tl TR WD D X
_:_._ i = S T R ~ el H|T ou Ol Mn_a gu &AD D ) ol .y ol i ok m._m
_.lMﬂan_wwﬂﬂ._ 5 = |5 o 0H Bgwddls oW S| e
Olow gy 380 & & m g HD By N~ TN ool
s Bzlra & F Fogmd |[ZENEES 4 |F g o
%o_.xt%o_a% TS G R R o M of W|%r|op
g 5 @ oWy ® wﬁuauA@r_ﬁu o |0 Ho%w_em_m
Wi ot r = T 7 KM g Bz g olidm T | EIE
RO|N & ¥ R = = A L __/__mﬂ%A_gmM < A_o__ﬂﬁm__._u
Nggmedx o @ olMgM |Foog™ur 4 |2 4 &0N
Tl O o o &= |Ygg g H O o o
1o Krd - N s =3 = - u 4 0| X0
%:.m.__.x._o___m w| o U=l Egmeﬂauo%_/ug.r.ﬁ o] K|%0X
., & | H] = i | u M =zr = 1o e . o |<|.0
BT o o g Mmooz WS o SN R g s
Klo = 5 ol <0 g upd * |_Aro 8 mo or < ol mo ol_—_”___ s = 5|0 M_u = o :l
dszTdy ¥ T wEDE wITANsme o nsots ol
wEFEs O TR F TIRIR (W@ RNER g o oo A | O
Tu w R wE TM oW F|WHD E_._xZHTE_MWE_o_ﬁ_E_ME_Hm_W
=|Hl | oroof womH @ gl o U oM om TH o s R E RS
alld 4 ® A A 2F o oF | & & o =0 Hi OEHA._ L dmld E_EM._L.MW
Fimmilo Iy WKAR |NEEITEG R HwR @S|
dr{do Ho A Ko n ® X (Mo | | % e (W W R S|IH0 oy o HO KW|FHo RU Ho XF| |3
ﬂWWmau._zonEmMWqM_‘Wﬂmﬁqn_AﬁAﬁx_oHE%HHHH_anﬂDW
T ) | e T e O W o 1 WA L__.mu.._ m_r._ﬂ w| m_r.:o m_r._é m._mmo | s
o B i e ol B = o - 1 e T
OF|T0 0 Ir @0 {0 =0 U0 ~ U0 of Uo|wo H| ©o of|oF oF oF M|ho N < ©o0 M| W0 OW T ®XF|Hl|K
n = N = o =l
= N N ™ ™ S
< < < < < < | <

2E

21 ISO/IEC 18974 221 A 915 A =2

=
E 5.ISO/IEC 18974 223l #A]| 9% A AT AE

*

2. QELA SW HIAA = AE Al AHA}

D 279 4

of wet e Fr7F ey,

A=
3F

3|
=

242

b
e

=2qF A A

zAo

o, ey

Sf|ok

i

A

ol

gt

F A oF

=

EQST insight | 10



QELASW S U AFEOR ABFHE 49, Auro R WAH AN SGH] o] Bet
FoFdolut gtol i ol47 AW APeHe Frh o ek webd N4a AL 874G Hge]
Z2% o] FANAE OELL SWE A L AT 2o] Telst o] o AAAY 5 Yt
uhY, o] A AGOR QEAN SWE ALSSHE 9ol Hek Hokdo] kEHe] A TAL
We 1ol £3, TP o] 2 ol HA ol47t WA S ek oleF A IT /18]
2204 PelAAS S d5he Aol A@sict

Yz He[HA 2%, sBoM B2
MEHHS XX CVE Z|2fA 2z
W5 228 | W2 YRRTAY By —————— HHE 42
YRxy 2lolH~ Bl
T 7|2l =% HE
LRSS 2N 2%, SBOM 2|
MEHHS XX CVE |o :'nlal
ol MEIA8 | oPEH AHIA HIB T T
CEe 2folda 2al
S HE B2

2) N2" =Y
AqpR A2 21 9] A9, E A SW TalS o]t AiE Alztslof €] whaket 4 gick, shAl F)
ole] AfolEo)A QB4 SW et Y thaket RS AFshy glom, Het FHokdout golda
A0 i3t A2 E A F2

AlO|ETH URL MH|A

oo
ol

S sw=ZH www.oss.kr « QEAA SW EO FUW Y HM
QEAA SW EHO|MA _
. www.olis.orkr e QLEAA SWEIO[MA FHE A
ISR A|AE
o H O — O

BT QEALL SW ARE AFHe AOJE

A 20] 57} A ol EAAT Trr 4, AESHE Tl A aE Eglo
BT I5k OELLSW B AT R4 AT AL o] gooh oAyl AT 24 A
cRoret Al 2glo] glou] ofejito] 2k Au| e B A Ago 2 Husta ek,

=
_

N e
« QLEAA W E AHESHE SO YMSHE 2to|MARL F N, AA AE EF #E| 7t ItsTt
BEHQI T
Black Duck B _
« 2T EQO S O Z2|7|0]M 2tO[ZALO| S TEH| AN EAA sw | 2t0[MAQf H ot
el 7ts
¢« QEAASWO A HRAEE2 oM B2 2 AT EQ0 S2Y 2ot 22| X[
LABRADOR « QEAASW Q| ZHO|MA Bl F Y Z[ATE EX|StD IHX| & = U= AZEQ0] 22t Z|
I I
= A 0.

EQST insight | 11



- QELAP0|HA A HOHHYY p2| SRHORM 24 AE L YEHES YR30l %
FOSSID HEAEQS| 20| A Bl HOHF S Al
o st @ EAA HO|EHHO]A W AHE H|O|H =T 7|&, A E S0 A E EX| 45 2 HS
o dofish Cjo|E{H|o| A0f T[S E BtO|MA T Gl FUH 22| MH|AE K|S0, ZAE 0| U
White Source L
MHEIA & CHES sHE 2 X[ ¢
e QEAA sw 0| MA AlE Gl HOF OFY FIGH =1
Sparrow SCA | « AATE HIO|HE| MY BM U QIAAGWAATE YLOHIIHQE= ALITH 2M X[l 7|5
=
* 22 FAEY 2R 0 EAA AT E o] 81 SHHA(2022.12)
H 8 QEALX SW AF3 @] A AH
3) SBOM #g] &
A. BFHRY BalE % I A4 2 T8 (CVE 24 )
QEAA SW 9] 7% FoS st Ao] 7P FR T JRolAu AA] diF HopHo R A
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L
Vulnerabilities and Exposures)& AAsh= Zlo]tt,

< C B

cve list.htm a# A . [lj {\E % @

-

Search CVE List Downloads Data Feeds Update a CVE Record Request CVE
IDs

TOTAL CVE Records: 240830

NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are
underway.

NOTICE: Support for the legacy CVE download formats ended on June 30, 2024.
MNew CVE List download format is available now on CVE.ORG.

Search CVE List

You can search the CVE List for a CVE Record if the CVE 1D is known. To search by keyword, use a specific
term or multiple keywords separated by a space. Your results will be the relevant CVE Records. View the
search tips.

Attention: CVE Records now include product versions & more on the new CVE.ORG website. Learn about the
new and improved CVE Record Format.

| Submit |

* Z2: MITRE
19 6. CVE AA Ho]z]
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;’ M @ nvD-CvE-2023-34396 x  + = O X
(&) )  httpsy//nvd.nistgov/vuln/detail/CVE-2023-3439¢6| A W Yy m = g o
JIKCVE-2023-34396 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis
which may result in further changes to the information provided.

Description

Aliocation of Resources Without Limits or Throttling vulnerability in Apache Software Foundation
Apache StrutsThis issue affects Apache Struts: through 2.5.30, through 6.1.2. Upgrade to Struts 2.5.31
or6.1.2.1 or greater

Metrl CS CVSS Version 4.0 CVSS Version 3.x CVS5 Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information
contributed by other sources is also displayed.
CVSS 3.x Severity and Vector Strings:

M NIST: NVD Base Score: -

Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/EN/A:H

CNA: Apache Base Score: | «

Software
Foundation
Vector: CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/A:L

* Z2: NIST
1% 7. CVSS AX H o]
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