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New ransomware variant New ransomware variant
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New ransomware & group Probos: ghase
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Chaos : LMAO

New ransomware & group

BlackSuit, Rancoz, Ra Group, MalasLocker, WiperLeak, 8base, Shadow, Rhysida,
Darkrace, Zheng, Gazprom, Cactus, BrightNite, Selix, Army Signal, MichaelKors, FAST,
Buhti, EXISC, Hansomware, Katyushabit, Moneybird
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A From personal experience we can tell you:

> CLOP - LEAKS All companies have security holes, regardless of size infrastructure, the number of IT specialists, the number of
antivirus and monitoring systems

A very small percentage of companies that are really at the highest level of security

At the same time, companies with 100+ thousand servers and computers allow primitive erred in administration
Which allow one person to destroy your business in 5 hours of work but you have been building it many years

This is exactly moment when you got the call at night!

This is exactly what we been doing for many years!

Home

Imagine a situation

You are the owner of a large business, you have a company revenue of 1 million - 100 billion and more

Thousands or hundreds of thousands of employees, large staff of IT specialists

Everything is good for you, you make a profit, commercial success!

Your colleagues call you at night and tell you that all the servers and workstations of your company are not working!
Al files are encrypted without the ability to decrypt, the company stopped, can not serve customers!

All your employees can't even log in to a Windows account on a computer! R e g R
One hour of company downtime costs you thousands or hundreds of thousands dollars

Your actions?

Imagine a problem? Do you feel goosebumps on body?

If you feel - then presented, if you did not feel go-count in numbers, attract a consultant
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For information on the identification or location
of any person who, while acting at the direction
or under the control of a foreign government,
participates in malicious cyber activities against
U.S. critical infrastructure in violation of the
Computer Fraud and Abuse Act.

Send us your information on Signal, Telegram,
WhatsApp, or via our Tor-based tip line below.

Tor Link: he5dybnt7sr6ecm32xt77pazmtm65fiqybirivifirugfcSep7eiodiad.onion
@ US. Department of State ® 4© +1-202-702-7843

Diplomatic Security S
Rewarsfor hotie y @RF)_USA

2l 13. Rewards of Justice

Acellion FTA, GoAnyWhere MFT, MOVEit MFT & 7|2t 3 7|0IM XtF ABElE AZEQOE2
FHAT™E A8 |70 iR 342 =ddte Clop AE2 fI”WOo| F7tstn 07 F& &
=13

T8 7| RUME Clop AE0 ol moj7t ESHA} Ol 3fF2 2 T2 F St
—1
O

b

[
¥ FS HU ol BY

Ol Rewards of Justice(RF)MHA Clop &0 CHPH HEE N& & Mot SE==gN
2ot 22 AAMSHH XSl I8 AL T E4Z=20W2 0|=0|M Clop2 =

7l iz OAFe=z HHen JF A Fo 7|e msiE =0[7] fgt ¥z AL UKD
Clop 152 C3YE & &2l HOo|HEs IA #alo] glel 22X Ml 7|0 2zt
S40S st QUCHH O|F £l UL
16
HHEL0] O S411E{(1600-7028) KARA(Korean Anti Ransomware Alliance)
’P SK’P ,’ TREND. Genians ¥ aANDIANT

SK

VERITAS Carrot o “itass 3 S52W



H 0 Mitigations

Clop A&2 XH 4E7t 7| S EHAURE X&EXoz 4S8 UM 53| 23 HE7|o=
oM F= ALEElE 2ZEQ OS] FYHE &8 MK 260 7 Oldel 7|&o HIOIHE
SFStL AASIRIEL O|ME SAX= AKX 80| w8 HEHs S oy gEHe=z
FofHS EAM3 WE ol=2tof HYstn o Y=st 8l MOl fES S g¥ES A=
o|2{gt mSHE Ofyst7| Ik EfA™ APT SH0| CHeH CHH|eb FYOf et 2t CHAE Mot
2ot 4 8l Z2MAE OHESIo] SAX O50| S FEoh| Ho| EAIStD XtEHE Tt
ALt

Cj|O|e] ulis 2Ok E 2

U ERIZ 2 glmep Xt S0f| ciSt 22| 8 =95 afaqello] 9% AP EIE
MDCHS T2 M4 2 HHR Ze|ZH M|~
Dol 2vt thE 4F TAt

UESR3 T BX X A AL, TI/APT 24 Al2
A ME|A, VPN, B S 205 H3 Mu|A 22|
SIS F 2l gt Tix| 2t 2 M YH|0|E HE

ZEE Faist £FH(CDR)S Sl HIY/EM #IY chb|

Ho|=Q 2ot D U Bo| FH Al 208 B M|

int CH2 AH|A
i aslel LIEHE T 2 chael 2 2UE o
Endpoint #FM4 & ST WS 72t A HE NfW, Email APT CHE MH|~

98 co2ld chsl HEHR =3 =
HIEY I Lad TE} E2fT ot 57}
ME|A HIH, E20]| ChE 2T 9 HMA 5| A8}

Aol =27
EolE gHEs| CiojE 22t WY &5 M4 Y HlOE] ot o] M|~
Y HlolE 2 S mh Aol et F2 A COE] S7agte Ml
o=l clole Wy E ZHsHs 87 AE Z2 4l CSE H2 B B ME~

Top-CERT AT A ME|~

17
A Cf-SHE{(1600-7028) KARA(Korean Anti Ransomware Alliance)
e )
S@E‘Iﬁ SK a2 @IFI!EP;HQ. @) Genians M anDIANT

VERITAS Carrot B ess $5S2W



SKEG AR 13486 27| HEAl 227 T Z227HE 23,455

https://www.skshieldus.com

gtol: SKEHA EQSTMYEE

KARA(Korea Anti Ransomware Alliance)

2 =&
M Z:SKEHA HRLAOIMOE
COPYRIGHT © 2023 SK SHIELDUS. ALL RIGHT RESERVED.

= MEE2 SKEE A9 MH 52| 10| A2 E 4= glELICE

y






