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7|=0{0F olLt.

42710fl= /0] 3 FO0| FBI', Europol?, JIT3Qt Z2 =IH| 7|22 HHOZ MME|7LE, s=At7|2e] Ete= Qlsl

2Hg ZCist Alg|7t &I=|QICt. Trigona, RagnarLocker, RansomedVC, NoEscape, BlackCat 1E0| 1 of|o|c},

202310.19 2023.12
202310.17 2023 11.08 2023.12

(Not Perfectly Seized)
o =rC =
(12 2] Haf X =Y SE AE

2 21 U= Trigona 2F0| R32L0|Lt ALO|H SHW(UCA, Ukrainian Cyber Alliance)ol|
9—|5H 111|¢HE|91|ZP. Ol =92l 108 19¥0= RagnarLocker JF S Europold] 2l HAHE|RUCE SHH

RansomedVC 1E2 1M1¥ 8 189| AIXl 6HO| MEE|UD 987HO| AHBAIE SiuCH= 242 Motn &E2
ZCRACE HIE A210] 7] © 108 302, RansomedVC 152 EE’“'EE B MNCH= AAS CHI3Y Ea =iz
I3 HRANE Solf L0l Ao CiEE S X&XMo=Z Wi JUCH, O3 RIOE Qe AIFAIS| M= =
ot B2 Jdeks 03 ez Helrt

sHH 1220ll= NoEscape, BlackCat 1E9| H|O|E{ = ALO|E7} HIAHE|RICE NoEscape 182 A A} “LFX}
7b 4ot gejo ZFS 7Nt |KEAMO|EE HIAAIZACH 2D TIEd 2FXI7L Exit scam*S ¥ AOE FHE|D
QIC}. BlackCat 182

BlackCat &2 Z2[X[7t StER0] QREZ Qo LSt SHo=z = = Ct.
BlackCat 1F2| AIO|EO0]| FBIS| & EAEJF AMEH 2FS| W7t O|F0X|= TCLE Z2 & BlackCat 1
2 CIojE |R& AOIEE 57 = H59| 2etoz n|= 3 21 J[2tof thet SZHS AZASA s183stts 2
71|A|°“Ef O|= HIO|Ef R& AOIEE AISSHAM mi4f, S+&H FBI2E BlackCat 1F2| MZFTO| Olo{QLt
BlackCat JE2 ClIO|E| R ALO|EE CHA| 7t 7| MZ2 DSHXISS AlASt QUCH

H
128 7€, HO|H RE MO|EJ} BTEl = A2 23t HiA o0 AAMASLE
r=3 sHr
= M
L

0| Qo= 1280fl= 232to|LtoflA Dharma, Hive, LockerGoga, MegaCortex S29| SHMHE At2st 159| =1

' FBI(Federal Bureau of Investigation): O|= HEE ASte| A 7|2O|X HE 7|2t
2 Europol: 98 gl #z| M 7|7

® JIT(Joint Investigation Team): RE2| =7t AL 7|250| ISR HEtt g8 sAHE

4 Exit scam: CHES B2 F AIEE SHote AVIRY
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|
WipersS At8%H BA gfole|irt.

ol

a

1 & GhostSec= 1t 0|8 IEHF0| THA| SISO AO|H 3HS +ASH7| I8t OE2=Z, 2023H 108 8YFEH

2O HAXME S5l GhostLocker MH|AY HMYO{SE NS A|ZFHCE X GhostLocker?| XMig 7tA2

999EZ0|H, == 4,999EZ{NIX| Qlatet Al=lo|2tn BRACL St Soldiers of Solomon 82 Xl EAERI S

E[HIE J8C=, oAzt 7| Y AUME F ERICE 3HS At WEA MOyt 7hs8t X(ERIE) Z2

SNS Md o eI HIUKME S 80 YEE 2|1 o, HFet Ho|EE= CE3Y XS S fFstn U
A

Ct. £3] O|S2 Cruciot= MHIAH HHAYAHE MEN SHS +Hst= A= LA UACL

Il
ro 1

3. #lor

fuio

otgst 2Helof

- =

Ok

|
|

42700 SHo| A= FFHMat HMY0| IF2 ‘Apache ActiveMQ’ / HelloKitty’, ‘Atlassian Confluence?® /
Cerber’, 'SysAid® / Clop’, ‘Critix NetScaler'® / LockBit’, ‘Qlik Sense" / Cactus’ O|H, O[2{st S 2t7| IciA

FloR Hizlo] AZEQIOIE FA| FAE Tt Uk,

2HAsllof 3ok chy 3oy Hs K| o

HelloKitty Apache ActiveMQ CVE-2023-46604 O

Cerber Atlassian Confluence CVE-2023-22518 O

Clop SysAid CVE-2023-47246 O

LockBit Critix NetScaler CVE-2023-4966 O
CVE-2023-41265

Cactus Qlik Sense CVE-2023-41266 O
CVE-2023-48365

B 1. |oHS ofget #8l0] 3

® BiBi-Wiper: stOtA SHE|H|E THA|OA O|AZIAS| 7RSS EFZIC
& MH|AY 2HMPY0: RaaS(Ransomware-as-a-Service)2ts 20|12
7 Apache ActiveMQ: S4IXteE =4IKH 7H| HIAIXIE QFESt
& Atlassian Confluence: 2ME Y3t st0] 2AZ|Z + U= @Y ATELo
° SysAid: =& L{ol| IT MHIAE &2|5t7] fIeh IT MH|A 22| &2

10 Critix NetScaler: MH2 SQL H|O|EH|0|A Eafjzlig 2t

" Qulk Sense: GIO|E] A%t 8l BAg 9ot ESE E= £FM
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4. Ransomware with ChatGPT

1ME &, SI0A HEU0| SAXE 40| HZE|UCE. OS2 HHolel Cidet HES USARH, 53| OpenAlAt
o ChatGPTE &l HHellole| 7|53 7HMStD, mBiXie| HEIO| FofHS A SHE +HUCHD HUCH

O|MEH Al7|£0| 522 UHGHH GhatGPTE S8t M0 |X|/E ALZ|E0t ofL|2t ojd 34 39! BEC™ 34
ol AF2E|= WormGPT™ U FraudGPT™, 112 Al M2 Bard®| Ct3g HFQl DarkBart, DarkBert= E3f| Ato|H
3AE FASI= M7t XISHo= 2QIE| 1 ULt

Al Ale ol £ StE
v |_I'H' ?ﬂnT-"oll x :E =Oo
New ransomware variant
. .t Dharma : .intel
NeW ransomware variant Phobos : elpy, .GrafGrafel, HuiVlope
Medusalocker : savelock52, .nigra, .crypto1317, locknet Xorist : xro, .BaN
Xorist : .hyj, .th, hjutm Babuk : .RAWLD, bot
Stop : .mird, .miap, .ptqw, .pthh, .ptrz, .itqw, .itrz, .zpas, zput, .zpww, .ppvs, .ppvt, .ppvw Stop : .nbzi, .nbwr, .hhuy, .hhaz, ljaz, .cdmx, .cdqw
Chaos : .MesaCorp, .34r7hGrd55, MadCat, .BlackHatUP Chaos : WannaCry, funny, Astra, Pirat, Z912
Dharma : 2023, 34678 Medusalocker : .bulock16, cipherd, lock3, rapid3
Proxima : Jarjets Makop : chocolate
HakunaMatata : whole, Cataka Proxima : Tisak
Hazard : hazard18
New ransomware & group
New ransomware & 9 ro UP MalekTeam, WereWolves, SiegedSec, Raznatovic, DragonForce, Tpre,
Lambda, Hunters, SoldiersOfSolomon, KeyLock, BlackDream, Ran Live Team, SNet

o o
New ransomware variant

Stop : yzaq, .yzo00, yzqe, jzie, jzeq, .eqew, iicc, .gyew, .gycc, .gy=a, jazi, shanova
Medusalocker : zombi2

Xorist : GoTiS

Phobos . deepindeep, VXUG, LEAKDS

Conti : .LOCK3D

Makop : .read

Chaos : WannaDie, .1337, .encryptedbynox, .DangerSiker, .MuskOff, RedProtection
Mimic : .padyg3aqg2

Globelmposter : .Pig865qqg

MortisLocker : QTduEqZI6Q1

New ransomware & group

RansomCorp, Meow
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E|UCE ot 242 CISA™0|M= ViceSociety HHAUE ALESHH SAXIIL Rhysida HHNOIE A8 3E2
SAstn Urch= W81t ol EQFADNES WHIMCL o[et Zo| 27 SiLto| Yo 282 X W=

o2 MH[AY Mot MFE W1 ZAHS 2HSH= A DAL X SHXISO0| AlSshM S0{Lt= FA[o|Ct.

Phobos ##0l= 20190 180 LAE 0|F B2 HEO| IHAE|0| SH0|| AL ULt Phobos 02| tH
Z & vx-undergroundE AASH 207} LAY =0, vx- underground'— OFHIE MEA HAMO|IEO|X X(E

T|E1)% Sof opdTTol PR st BEsts B0t siEt AAL07t LAEIX vx-undergrounds “Sals

2 BEC(Business Email Compromise): At7|320] o|H|e
3 WormGPT: I|A 3! BEC%’—@ 35t7| 2ot EXMO= JHHE Al E.%'
" FraudGPT: 24T E =M, m|d HO|X| o S| AMHAE Y| ot SHOE JIHUE Al 2

5 CISA(Cybersecurity and Infrastructure Security Agency): 0|= ZEQIHE ASI7|HOZ 0|29 AtO|H EHot HEH 7|
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Most Merciful

olomon

g s MEOW LEAKS

))\) About group Portfolio We are in press Mission Contacts

Home / Mi

MISSION

MalekTeam is a multilateral team in operational, cyber and hacking
fields.

RANSOMED.VC aka Raznatovic

We offer a secure solution for addressing data security vulnerabilities within companies. As penetration testers, we seek compensation for our professional services.
Our operations are conducted in strict compliance with GDPR and Data Privacy Laws. In cases where payment is not received, we are obligated to report a Data
Privacy Law violation to the GDPR agency!

News: Happy New Year! Our Affiliate Program is Open

(O 4] M HE9dof L2 23

42710l= of2fet Zol & 772 M9 2F0| ESS AEIUCE

Soldiers of Solomon

202341 10YRE LSS ATMOD, 3 WRAEIQ! E[HS IBOE F2 olazigol AlM U 7S B
2 342 st Ut 0|2 st Hlo[HE Ef='°1' ZHS SOl 37hstn YoM FIIE HeI ojAxet
X(ERIEH)E Edl 342 7|53 H7|1 UrCt. $HH 0|2 AMH|AH MY0{2!l Crucio HMYUHE AtES] 34
2 Fdstn ot

2HM902F HuntersOilA Afﬂo}
LEO| 7|X=l C}3g AIO|EQ| HHol= =
0| LIQHA Hive 29| g|Eaigtoz XM

1 AL} SHX|2F Hunters &2 Ol2{st A|MS 2JAlst £ 59| LIAYE Sl "Miztel F&52 SR_H, X

FIF
I-I'U
0x
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Al
Hive 2E0| Ho{gt AAFES FOHYSE 2 Ol2k= W

Meow

2022A 8EEE EEE AESH OEOE 2023 2EEE FAVIE HN NMARE CHA| ES2 17| AIZIZICE
8zt 122 ChaCha20 % RSA-4096 YT2|ES AFESH= Contiv2 WE HMYOE ALSs ZHS 38t
© glgay: M O50| 2FS St §l MER 0|E0Z CHA| 27 £ 2Fsts ¢S
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1 AoH, 3Eo= Ci3 @ ZHoj| 0]42| Q=0 Meow U SHo| AEl 257719 553t 7|, 523t &

T, 538 £ AATEE AMSH KasperskyOllA st LIS 74O B35t T1E HiZSH o[HE QUCt
*  WereWolves

2023 12ERE IS AMET OFLE, 2AOI0E AIESHH 2{Al0 7|YSS EFZIRE SHE st
Ch“H MAI 712l AtO|H HAYEE Zstol= 20| 22(2| AHHO|2ta WZBICt"= 0|S2 LockBit 2FDH |AH
SHA| EAIOIE, =Hd9ylofofl CHet H{OHI2E|VE Tdstn JAom Mo 2F 2tAXI CHEt Doxing™ol 43&
B2 Zd3k M3t At

* DragonForce

20234 1285E 52 At 102 Z2 T O ZE X X|ALQ| H[0|E] ES Sl 0|47t EIQUCt O]
E2 Xl L AERQI SME|H|AE E9Q! DragonForce Malaysiat= HIHO|H, MEA| LIEHt M0 Z=Z[lof
T EF6t0 34 ek A AENY CO|E | AOIE S2 7[Uez HJYS off ZEo| S Ho= mLtE
Ct.

¢ Raznatovic

20234 12€2H &3S AMETt O8CE, 0|52 HI0|E |& AIO|E0f| “RANSOMED.VC aka Raznatovic”
E77F AM=R A= 20| EFO|CE RansomedVC IE2 HH5t7| Tl 10E 30, SAP|RES| HAE F
22 L1 ol BE ZRNEES I1 HCh= AAZE 22 5l 118 80l 6HO| EAXIZF MEED 98712
HLEAE siustH RIS FCRUED|, Razatovic IE0IA siiE OFQ| QZ2tE TSI A Y= ZC=E

e

¢ MalekTeam

2023 12ERH SFS AAT OECE, FZ O|AZMA J|Y o AMES ERICE SAHS +ASt ATt L3
2 HIOIE] & AMO|EO= O|AZIH ZAL 2 J|2, H3 S2 32 = 6719 HIOIEE AAsten, oj2{et H
= SOl o|A2tAnt HMohAof A= olzte| 3H OFLE FEE|T Tt

V HOHFRE ATEQ0] = HMH[AS| F NS RO ARH ZAFE XFsts M=
'8 Doxing: dropping docx(ZAME Ho{=2[ChHollA THYE Chol2, EFelo| MMNEE 221010 375t HRIE &
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@ BlackCat History

The Federal Bureau of Investigation seized this site as part of a coordinated law
enforcement action taken against ALPHV Blackcat Ransomware

Federal
ZENTRALE Criminal Police Office
KRIMINALINSPEKTION

NCA &aad@éa
o)

National Crime Agency

P
POLITI

This action has been taken in coordination with the United States Attorney’s Office for the Southern District of Florida and the Computer Crime and Intellectual Property Section of
the Department of Justice with substantial assistance from Europol and Zentrale Kriminalinspektion Géttingen.

[22! 5] BlackCat 21&2| W& Ct27 AO|E(LF)

BlackCat 1&2 BlackCat, ALPHV, Noberus § 37H2| 0|E2Z 22{X ACt. 1 F BlackCatO|Zt 0|2 M4
Ol mHE £ Q= ID RansomwareS 2= Malware HunterTeamt ALO|H] EOt $|AFQl Recorded Future
0lA, Noberuse 0O|=9| Hot ATEQ0| $|Al SymantecO|A| HESH 0|S0|H, &K 352 AAZE ALPHVEIR
st ALt BlackCat IE2 20214 1MEEH 52 AlEst OAECE 2022UE0l= 2277, 20230 = 431749

x}
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O|S2 2{Aloto{oll 5SS ABAITS ZHYCH MY 2 Aol PCOHM ALB3SH= ANE 2felsl CIS(SE =7t
g HSIX| ¢kof BAloto] =2HXIE E IE8RLE F¥E|1 Arf. =St

g =+ 5
BlackCat %I01E THAl S 0] 5 H%9| Rust 210f 7|ut HHROIZ 2 0|47} EIAC
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BlackCat 1529| #HM%0{= Windows, LinuxZ EfZICZ 20| 7}58t Versionl, Version2, Version3, BlackCat
SphynxS ZAZON LIE3IE Msl0] WAl 23|517|9/s MEHst ALPHV MORPH HZ, oMM MEES
AMSlist= SafeBoot HHZE S CI49| BlackCat M0 HE0| WAHR[7|= Lt

O|S0| AFEUE &t H2F wot =0{AE SICh CIO|HE Y=oistn MY RES LUD|Z o|F gt M2 AIESt

[ = Ea | —" [ [= B | —"
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o, msl 710] oist SMEEESE HolE = A= =S APIE XI6H7| AIZD, EO|EAZERYS ot IfsH7|Y

HOlE /&, SUS XS5 842 T6H7|¥SS SEC(DI= SN 9IA])0 2asts S2| HEHE 20[7|= L.

st BlackCat 152 DarkSide/BlackMatter 1E9| 2|20z A2XRICL BlackCat 122 52 A|ZHSIAL
LockBit JF0l|lM 7HE HAN oS H[7|1, of o= BlackMatter JE(HIHEW AIE|H Olo|H |& =
ExMatter?t BlackCat M| ZZHo| AF2El M, BlackMatter HM0{ ZZHOAM AMREl C2 M 20 |p7}
BlackCat M| SHOME =el=l M T2|n AEXNOZ FBIQ Flash E_T'_Hmoﬂﬁ BlackCat &9 o{2{ 7H
2IXtet Xt= MIEFXIZL DarkSide/BlackMatter 181 HZR|0 QCtn FAMOoZ Hg[Ct,

20233 123, BlackCat 1&2°| HIO|E | AO|E0]| FBIS| 2 EAEZL AAEH I89 &30| B2E = AU
OLt, QIEELE CiA 57 = S 0[0{7t U= H&O[CL H{ZCiLt O|S2 FBIO| Ciet H=S SHO= J|E0=

SAE0 AH Y Amatof| LSt SHS SIEJY| WZ20l|, 10| HS HE & US A= EICt

1. BlackCatz} DarkSide/BlackMatter2}te| izt

+  BlackMatter, DarkSide, BlackCat 1152| &5 A|7|

DarkSide
2020.08 2021.04
Start seized
.Blgnggqsr 5
2021.08 2021.1
Start seized
@ BlackCat
2021.1 2023.12

Start ~ing

[2&! 6] DarkSide, BlackMatter, BlackCat &5 A|7|

DarkSide O&§2 20209 8ELE &E2 AlZet OECR, 20214 4 J77}7(|

502 COlEl #8 AL HAS|L HeSEYE 28 B2o| Y45 BEE ST 0} Darkside
JE0| HAE K| 474 S22 5 LAl
Q2ioR oIt 2T FEBIACKD MOIEtn 1SS HAMACE BlackMatter 10| HAE Fi0j= Zojo]
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stM BlackCat 159 %%Ol A|ZE| X} LockBit 122 “BlackCat 122 DarkSide/BlackMatter 159| 2
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LockBitSupp | guess who it might be
Premium . . 3
_ This dark/blackmater decided to do another rebranding.
egistratior 08.03.2021
je 299 =
540 L A complaint g0 Like +Quote <3 Answer

[3&! 7] BlackCat J&0f Ci$t LockBite| 2|A

e BlackMatter ZHM%]0] Z22{0]] ExMatter EF| T AR

ExMatter= BlackCat 1E0|A GIO|EE ©#57] I3 AH83l= A= 22Tl 82 T=+0[C}. ExMatter=
Ryuk 1&0| AH2%H Ryuk Stealer, LockBit 1E0| AIE3H= StealBit 0|2=Z YHE Custom HIO|E EF =
T2 ZRIE|A=C, 2021H 118 BlackMatter 21E2| 3Z0IMT ExMatter FE EF =77t A& HEO| &
QUE|RACE. 7|E0| LXX| %2 EAVBUE 275t F HHEUO SHo|| AHEMUCH= HollM HEFEO| YR =

olslc,

= =

« BlackCat 15, DarkSide/BlackMatter 12| AIEAIZ A|%

BlackCat &2 Recorded Future2te| IE{FOAM “22|= THX| DarkSide/BlackMatter 3&2| AHZAMIA
AZSE agolck etn BIRICE  SHX|EE Eot HIASS Ao LHOZE  olsf m2fEl  DarkSide,

=y
— T
BlackMatter 1§52 WmOZ Qlgl| 0|E BHSI= ZICE 2 £ JUCt= QAS Lo ULt

* BlackMatter #A%l0] ZHo|| AH2El C2, BlackCat 3H49flo] 3HOME LA

20214 128 445t BlackCat H&90] SZ0llM AFEEl C27t 2021H 9& BlackMatter SHMAME ALRE
70| BIQIE|QUC} E3| 2021 1222 BlackCat 50| &52 A|XFSHK| UOlE|X| o2 mi¢=r||, BlackMatter
7} BlackCat2= 2|HzHd SIX[OFAt BlackMattere| AIEAISO0| BlackCat J&™ MRS UAS 7Hs4H0| UK
oF, M0 AZAFSO| o] MM AIGAIR &S ARIE U0 s AR Hett ZHE HI|
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*  FBIFlash Report

20224 A€ol 2ZHEl FBI Flash E31A0= BlackCat Meof O59 o2] JHEXIRL XISMIERG
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2. BlackCat 18 O|#

i

+ BlackCat, ¥ &

v MalwareHunterTeam
'Y @malwrhunterteam

There is a very interesting new Rust coded ransomware (first ITW?),
BlackCat.

Another one used to encrypt companies' networks.

Already seen some victims from different countries, from the second
half of past November.

Also look at that Ul Back to '80s?

-
=

[3& 8] BlackCat 24490 X &A

20214 118, MalwareHunterTeamOf| 2|sif AS2=Z BlackCat HM0] ME0| UAHZHA st
7t Ye{RomM, HMtx| EolEl MM & HSOZ LAHE Rust A0 7|8te| 2HMLY 07| ui=o]|
E|ACE

« BjAlot Ct3E EHS S AIEA R HF HIAE 2H

20214 128, BlackCat 152 812 Z2i2l XSS 3 Exploit ZZ0|AM alphvats HUQJOZ AZAIE DXt
1, 2{A|O} AlO|H ®HZ| ZEZQI RAMPOA ransomO|2l= HUHQIOR &EstH XE HAEE ZXsl= § &5
gdog W7t &2 EQICL

« BlackCat 7|gA}, Veritas Backup Exec |2V Al

HotAM| Mandiant0ll 2|5HH Veritas Backup Exec?| S7HEl F2+H&(CVE-2021-27876, CVE-2021-27877,
CVE-2021-27878)2 28350 BlackCat #M¥0| 30| 2022'd 10&FE LAHE[AUCID HRAUCL i F|oF
M2 20213 30l IXIE FeFHo|H, 2022 98 23 ME HAE m2j|e|32l Metasploitdl] 3=7t=|ACt.
szt ZHS LT BlackCat 1E2| HEAH= UNC446622 LK JACM 0|S2 Metasploite &3l
Veritas Backup Exec 2882 A28 = Windows AH0| AES] 2HMY 0] ZHS 48ist 240z ol
Ch.

«  Malvertising2 5%t BlackCat M9l 3 3

Malvertsing2 Malicious(24)2t Advertising(211)2| M0, 222l FNE Sl AMIASE FEAP|I=
SHQIE cZEsict, o|2{3 REol oMICE QE AR|7} BlackCat AS0|ME AFREl ARH7F YAL|QICE 20234 7

g 0|S2 Googled|M H|Est= ZTAH|ACI Google AdsE S8l Advanced IP Scanner, Slack, WinSCP,
Cisco AnyConnect 52| Q7| ATEQ0{Z & ZE ot F, AHZ sie OiUS CIRELE Hin Malist A
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20jl= Nitrogen AMAET MHE|TE MA7t £|of JAUCH NitrogenHZELE CobaltStrike Beacon??g Lt
SEC ¥ 5| 7t AYTICSS MAPIE AMICOM, 0/F MAEHES ofMICSS So HIHoR

otl—=22
BlackCat HMH0IE HHESH SHS sl A= =QIEIL,.

WinSCP 6.1 Download
Free Download Free Download
Available Available
: '@, Winscp

Introduction Download Install

Free Award-Winning
File Manager

WinSCP is a popular SFTP client and FTP cient for Microsoft Windows!
Copy fike between a local computer and remote servers using
FIR FTPS, SCP, SFTR, WebDAV or S3 file transfer protocols.

'DONNLOAD NOW. ) ABOUT WINSCP

200 million downloads to date

[33 9] winscp.net, winsccp.com

MalvertisingS S3ll BlackCat HHMOIE FESH At H|XSIA|, 2023H 6&0ll= Windows& WinSCP I}
A H& oiEz|H|0|Me| ZA! HALO|E (winscp.net)E ZRISH 7t H|O|X|(winsccp.com)Z2 ARIES

felst H
ord CHREZE Al ™A IUZ Q|ESH CobaltStrike Beacon2 CH2ZE % BlackCat 2M9l0] 3HS £3st

M= EHEIUC

» HO|E|f R& AIO|E Seized, Restore

Laties & Gestiemes’

[22] 10] FBI vs BlackCat

22 CobaltStrike Beacon: 22|81zl =791 CobaltStrikedllM AIRE= HE L7 = Al
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20233 123 7Y, BlackCat 1&°| HIO|E /% AIO|E7} ®£0| E7HSSHALE. O|= BlackCat 1F2| E2|Xh= At
O|EQ| 20| CIA| M7HE Ziolz2tm FHOLL 128 19¥, BlackCat 1E2| HI0|E| RZ AIO|E0| FBI 4 EAE{}
AZHE! = Zo0[o] FBIQ| ZAIMHO| LHE|H BlackCat 159| H2f7t &HE|l= S3MLC) oFX|T 22 Y BlackCat
JE2 Oo|E K& AMO|EE S48t 7| FBIZ} SkLt| C0o|E MIE{0| HI2SIRUCH &Sst 7= of & gt et ALZE
712 of 400047 2|Atoll SHEH=|H, 3,000707t H= 2lAk= O 0|4 7|12 S £ ¢l1 FBIQ| WSS 0= % 2
7)Eof cHet SAS AIGASA 518513l 2 AMRICEL O|F HIo[E] | AMOIEE A&

FBI?} BlackCat 1&2| AMZATO| O|HFOL}, BlackCat 152 C[O|E| RZ AIO|EE CA| JHASH £ ME T[St

=2 AlASe Atk

* LockBit 1, BlackCat 1E°| AEAI I HUX XY AL,

B | appeal to all alpha and noescape advocates, if you have backups of the dates of corps that were in
LOC KB IT the process of negotiations, you can pass this date to me, and we will post all the corps on my
eternal blog, you can continue negotiations and complete all unfinished deals, although some
transactions may have already been completed without your knowledge, but you will only find out
about this after you are able to resume negotiations with the attacked companies

=3

LOCKBIT

If alpha is everything, | invite an alpha coder to join me for cooperation)

[22! 1] LockBit 2E2| BlackCat HIZAt, 7HEXL ZEH

BlackCat 1&2| H|#f2| =%0| EO|X}, LockBit I1&2 BlackCat J1E2| AHZAtRl JHUXIE ZMSH7| AIZFYCE
E£5| LockBit &2 Cta Y ZEO|A “BlackCat IE0|M LockBit IECE HOR MIELES =ZsICH, 1
=2 RSt ATEQOE stz WS 2stn ACH'Ehs 22 AMSHH HUXE TMste 22 A=, X
2 BlackCat 1F HI0|E| |Z AO|E0]| AAEIRAE = olL{X|H0| LockBite| CIOIEf R& AO|E0| SEE|7|
L

Rt O|E &3l BlackCat 12| &5 AIEALS0| 0|0] LockBit I8 = HOjZt Ao= FXEY £~ UC}.

3. BlackCat #H49flo] 5! ExMatter ¥GIO|E
. XHZo= WA Rusty|et Waglof

BlackCat HMeoj= 2021 1M WAHE HMQojo|H, HHR7X| =tQlEl Mo T 71 HSe=2 WA
Zl Rust 0| 7|Hte] 2HM0{O|C}t. BlackCat 152 Recorded Future2te| QIE{H0|M ¢ Rust HHE
AtEd HMYOE HIERYLIEE EEO “RE|= THX| dCiEel QPSS E&st= MER HZ WA= M

2 HWHANE USACHED TSUCE SHX|TE Thed] HChXQl FAIES 2ESII|0l= Rust 0] 7|8t
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9| BlackCat #iMeloj= AMIEEM B2 HEES 7IX|1 UCL

DarkBit

Nokoyawa
BianLian used Go

2022.07

BlackCat used Rust

2023.12

RansomExx used Rust Nevada

20221

lo

2021.06

Hive used Go

2022.03

Hive changed
Go->Rust

2022.09 2023.02

Nokoyawa used Rust Nevada used Rust
DarkBit used Go

Rust 20{= 20154 MozilladjM SAIMOZ H{ZSH AHOZE, C/C++E MEEl A3 mnt Zo| wE Al £
K| JUS Ot ofL2t H2E2| ZEE Tt LAES WY £+ Y= HHO| M) mEtA o2t HES
|

=
=
ofgel WIS LSl EB OF 2l0] WE ST TUS ovsis 4 il En, HTkUeo ol 7t
£ Hime| 2HoR o) BAS XHAZ|T X SISl 5N £ 4+ YA ECh Cf Liobt Rust ol 3
A AT oloj2, SHMFO) B4 WX D Cl SIS EZIOR MumAs MHT & Ao 22

old 2HMAI OZ0AM AFEE U= Z=M|0|Ct

Hu

o M4 EM| =31 ExMatter

ExMatter= BlackCat 2 E0IA A8t HH &3 ==, Hdelo] 374 ofTof| ArEEIn X|FE CIZEZ|0M
XFE &ERtel mMAUSS Fop AP0l FHE Mol SFTPE Sdlf YEE S=E MAE0] U= o] EFolct

0|2 2022'4 8%, BlackCat J1&2 7|50| YUCI0|EE ExMatterE A8l 3AS HWsH= HE0| Hlx|QULC.
YHOIEEl ExMatter= 7|Z2| 7|S0IM FTP ZEEE X3, BF|¢t DU FES EoFE= BuM =Y 715,
mASSE 2HA7I= 715, X7t MHl 715 S0l FIH=IUCE
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M ExMatter= 2021 118 BlackMatter 352| SZ0M AFEEHA HAHE[JEH T2 Ryuk IE0| AR
SH= Ryuk Stealer, LockBit 150| At23t= StealBit 0|2 2AEl Custom HIO|E RZF T30|H 20214
11E BlackMatter 352 SZO0|ME ALEEl ZOZ =HQIEICY

e 20234 28 BlackCat 2.0 Sphynx HF H|0|E

20233 23, BlackCat 2.0 Sphynx7t OIO|EE[RICE 7|1E Version10llMz HHEUHE HHAZ[7] LUk
access token QIXI7t HQMOLL 0| AHIMD, Qo] MW Al =3t SR FE % o=z HI* o el
Al 5 of2{7}x] 4™ U2 71X|2 U= Config A2 7IF HEQ| Json HEWI} Ol &
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BlackCat &2 3lid 0] UCIO|EN| "2AAFES M| XY ZHAUCH, “O|H YC|0|E= AVZ 5! EDR*
)

t=dl 2u=2IE FACH 2t SRCE

SRS H|AE

[22! 13] BlackCat & GIO|Ef REAIOIE (1H71/34RH)

20214 128, BlackCat 1E2 IS S3ll ABARt SHXE ZHSH= SAl0f| 0|F guls sty 2let
Clo|e] R& AIO|EE JHHERILCL 0|2 HE0| BlackCat &2 DDoS MzfS #EHSo| 3 H

o AL

23 AV(Anti-Virus): Hfo|24A 8l bMIEES EfX|stD ghofstr| fist AT EQ)0
¢ EDR(Endpoint Detection and Response): ZAFE 3 2HIW Z2 CHUo|M LMlst= AdAIE MAIZIe=Z X5t

thssts &84
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. £ Ho[EE HME = A= MOIE JHE

Employee data Guest data

1 am/was working in The Alison and wish 10 ensure my safety 1am planning 1o stay / was staying here and wish to ensure my safety

- Appeal to The Allison management

Inaction endangers both your employees and your guests. i you don't take into account reputation (you just don't care about
specialists wil lgclowm!cxyou Kncmng

you will also ruin the quality of service, because after this leak is unikely any

that your personal security is missing and you 870 not going to pr
enjoy the safety of stay in your hotel - data about the residents at any time can be stolen, because it already happened today.
Your stuation is sad.

- Description of the leak.

More than 1,500 on your empioyees are securely stored with us and some of It a¥eady availabie for viewing.
Also over 2,500 residency and reservation records for 2022,

Your entire accounting will also soon be published on the website as well as in all media.

- What's Next

We are not going to s1op, our leak distribution department will 4o thei best to bury your buisness.

- Resolving the problem

At this point you still have a chance to keep your hotel's security and reputation. We strongly advise you 1o be proactive in your
negotiations; you do not have much time.

RE 3 A4 AOIE THE

2022\ 6%, BlackCat JE2 Allison SN (3t 1126B2| HIOIEIS R&517| AISMCE OS2 s o
OEIE RF AOIE0| AKY = sig ZHolM RBE N U 47 1,5000%2 UL H=E AMY & U=
ClearNet?sg JAISiCt. st ofL Flofli] Al =EE 4 S sie s AL HO|ES A}
%UCh Ol2fgt AO|ES JHMB 2xe izt DS PS Foi i It ClearNetdllx GIOIE(T} AfXI
& UEE 7siEE o= 2 4

E
oy
=
2
pal

« Elo|EAZRS Sl {olet HolxloiM msH 7Ige] CIOIEE /&

[2E 15] Efo[Z=AE 8L Toh 7| @ HOJX| 2 (W3H7|Y H|O|X|/BlackCat H|O[E| FZ= H|O[X])

?® ClearNet: &=7Lt S7HHCZ HZY + U= A E= @ MO|E
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2022 128, BlackCat 2E2 Z82IAE HO|E |RZ AOIE S=0f| AR, Ft €40| 0
X} CIO|EIE |R&SH7] AMZRICE O Lot BlackCat 182 sl 7|l =H[Qlnt RARSH EHQIS 43l ElO|
EAES RN, Do 7|Hol EAMOIEMX| 2¥5te 2 HE, At 8 XIE LY, oHH S 3

HIO|HE REUCL

« I3l 7|YHe| YMI™ES HOE 5= A= API WIS

List of available calls

Route Descrption Notice

GET /api/robot/blog/updates/{epoch_millis} Brief information about articles created or updated since {epoch_millis} size <= 1000
GET /api/blog/{id} Article with {id}

GET /api/blog/attachment?id={id} Article attachment with {id}

GET /api/blog/all/{from}, } Articles starting {from} with page {size} size <=9
GET /api/blog/brief/{from}/{size} Brief information about articles starting {from} with page {size} size <= 1000
Usage

Fetch updates since the beginning and synchronize each article with your database.
After that any subsequent updates call should supply the most recent * updatedDt
millisecond.

from prevoiusly synchronized articles + 1
[22 16] T3 7|Hel MMBEE 20= APl M

20234 78, BlackCat 12 HOE| 82 AfO|E0] AAE L 7|0l Chet A HEE 7HKS 4 U API
= Xty AEMOM, sZ APIE AI2% 4 Q= PythonOZ HAE 3=2
BlackCat IS0 222 X|Z3ts BHAIS0| LA Hut 491 82 2% woty|

ALt

SUS XSk 2= 7I¥2 seC(0|= S eidl)of| 1

ALPHV E t

MeridianLink fails to file with the SEC..so we do it for them + 24 hours to pay

11/15/2023, 8:46:42 PM

The recent adoption of SEC rules mandates public companies to promptly disclose material cybersecurity incidents under
Item 1.05 of Form 8-K within four business days of determining such incidents to be material. Despite this requirement,
MeridianLink has not fulfilled this obligation regarding the breach it experienced a week ago. We have therefore reported this
non-compliance by MeridianLink, who was involved in a material breach impacting customer data and operational
information, for failure to file the required disclosure with the Securities and Exchange Commission (SEC). It appears
MeridianLink reached out, but we are yet to receive a message on their end. Maybe this was their DFIR, Mandiant, who did so
without authorization from their client. Whatever the reason is.....we are giving you 24 hours before we publish the data in its
entirety.

(3 17] msi7| SECH| D4 et
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