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OPERATION

® Cronos : LockBit 21Tz} £&3}

® Endgame : IcedID, SystemBC, PikaBot, SmokeLoader, Bumblebee, TrickBot 26 3 E25 £33}

® I 2= : RansomHub, SpaceBears, DarkVault, Underground, IntelBroker, 8Base

® Top5 & : LockBit, Play, RansomHub, Inc, Medusa

® 0-day : CVE-2024-26169

® 1-day: CVE-2020-1472, CVE-2024-4577, CVE-2023-27532
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a1=o0] 9 E30] 2= Ho|x| Ao o3l 17(<81.29)
CVE-2024-4577  TellYouThePass . PHP 8.2.%(<8.2.20)

HE & Xyt 2 Mo el PHP

N PHP 8.3.%(<8.3.8)
IE H¥ It

CVE-2024-26169

BlackBasta

Windows 10 1507, 1607, 1809,
21H2, 22H2
Windows 11 21H2, 22H2

Windows Error Reporting ServiceOi|A
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4. A #HEHo 2 O &S
New ransomware Variant
Stop : .uazq, .uajs, .kaaa, .looy, kaaa, .bzgq, .bgjs
Babuk : .unkno
Chaos : Farao, Jj, .DumbStackz, Rinerypt, IRIS 1
Dharma : .hunt, HWABAG, hunt New ransomware variant
Globelmposter : .777 Stop : .waga
Xorist : .LOOKUPRU Xorist : .qwertzuioplkjhgfyxevbnmD
Medusalocker : attackfiles, .repair, .virus3 Makop : . DORRA
Phobos : xDec Medusalocker : .run10
Diamond : .duckryptor Chaos : L3mon, .cebre, .geometrical, jinwooksjinwooks, .COBRA,
Proton : .tuborg, .SHINRA3, rincrypt, .FBIRAS, Senator .encrypt
Dharma : .dkq
New ransomware & group
Risen, Apos, SpaceBears, HelloGookie, Embargo, Qiulong, DanOn, APT73, New ransomware & group
CrocodileSmile, Pegasus, Wormhole, Lethal Lock BrainCipher, Cicada3301, SenSayQ, ElDorado, Trinity, Orbit, Rapax
Apr. May. Jun.
New ransomware Variant
Proton : .Ripa, .SHINRA2
Stop : .qepi, .qehu, .qeza, .qeza, .paaa, vehu, .vepi, .paaa, .vehu, veza, .baaa, capibara
Chaos : MalariaVirus, Oceans, Zho, Wintz
VoidCrypt : lilium
Makop : .SRC
Medusalocker : .nett
Dharma : boost
Phobos : Lexus
New ransomware & group
Arcus, Lotus, Fog, XAM, Xorist, Chaddad, Botnet Sending Millions of Weaponized
Emails with LockBit Black
[A/HE 0]
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s 2oz AECt,

2OLM Lol

F2IT Helel E2 AEME RA6 SES 7Y L7t=H €=

=
T
£ HAMOoZ RansomHub 7t 2
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2. RansomHub 2Z A|LIE2|2

3.c2 84

Q i =
ZerolLogon c—’l% B RMM E7 %] &4 /%0
—————————————— " e L LR LS 4. W% s bommmmmmmem
- eI Et' io 2. Atera, Splashtop | ayumoyof 4g%| | — E
AT sk A& CteR2E ==
3A%t Aot w3 T|8H Al AE t ! j : FHa T
.............. !
RMM E3 H
1
1

e eI

[RansomHub 27 AlLI2|2]

Aot 452 Sl RMM =7 & EX|stn #HYAE
tH, Ol= Windows A{H{7t =H|Q1% LHOIM ArEXtet
2N0| =HQl ZESHZE Zatet BE HFEOf st

RansomHub M0 3HXt= ZeroLogon F NS Solf 7| HE
ZEAIZICE i F[2FH2 NetLogon & ZR2EZ(NS-NRPC)| =X
MH[A St= Ol AFZEICE Ol ZeroLogon FAHS 2A4E5HH 2l

2 o|=3
= I_O
Hets ¥E 5 ALk

oF 0

b

30 rIr

0l% XIAFOZ AAHO HIet| AN RMM 7S HA6hD, L HIHE 9o WIEYI M= 3 £79! NetScan 8
MX[sp7| MCh RMM £791 Atera 9 Splashtop S Y¥Ho=z ga| AlgEls ®12 H2 o 22| T7ch A
Z2OYOZ Q) WOt STMO| SKIEX| o= SF0| 0| W AlAH| XAMoR FIsH| Pls MKIYCE NetScan
E7E YEYD Al £72, HAE WEYAS HXGHs JISS AWt T 7S 5o SAKS A, Hlo[EH[0]2,
=9

7IEt Fo Qmal SE AED, HEE UF HIERIO HYHHUE 2F HHAIZCL o] CIOIHE EF/5tn HHEUAE

FA AAZ0| ZAIZI BRI 0|2 Wol2 IHS Q7YCH

2ol - HIERZo| AZE HRE, ALK}, Xt

1

fujo
ok
T_'
1
|J
il
|0
Hu

(]
fif
Ot
rr
ot
oX

2 ool ZHEZY ;- ool oA AFEXL Q1B Het alS HEsts A
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3. RansomHub & EXM

v =5
Require Strines Partial or
Golang Gobfuscate Packed config 5 full
encoded .
pass key enryption
e RansomHub HMYY0{= Go AOZE HZHHOO, GobfuscateE S3t HEIIZ Qs &4 0|21t HE, EIY M4+ S
dE R AN Ut
o LEGH Ao ot dHI0| AzeE0 oM S0l Rt 7|Zs ™ Al -pass QXE Sl M pass 7|
7t 9= 22 "HAYECo=E HHMO| E|X| =Ll

o HE Y2oE 2ol ot 37| w2t CHE A=t

v HE 38 |fAMS

o OfL|2t Aol 2Rt EXIE0

oz
1=
mjo
>

]
Ot
=2
N
<
(o]
=

bl
i=]

o
1o
oY
4o
4
AL
11}
fot
_Io'_l-
mufn

247k 1R 7|2 ABYRE0] o MY F TR woict OB

A3t

RansomHub #49ll0{= BlackCat(Alphv), Knight(CyClops2| 2|EH#Z H7H) =HMeojel |FAIME =oly £ UCL

BlackCat 2HAQ|0{0|A ATt sidLEQ| AHE 217}
HMeoje| YR EME Kot

St
MY A YRS 8M % IS SAET O

)f

SUsHH, JSON HEeHe| MEzo|
o2 Ho|H 23]2{ Knight
= £0t Knight #d9o{e] HOIEE HTSE =

QARICE BRI, IE
hARI0I2t TS QAR ot HM-Eo| bl

BlackCat
=7 Ar23}

= ALk E.E?J, Knight

#ulol= Ci=2E Clole| /= AIO|EO| 2024 2 8Y JUHEt L[BHAIE OFX|HQZ AHARX|ZH RansomHub CHAE

Cllo|Ed

FE MOIET 20241 28 5 LAR|0] 0|0] MZ2 HTS FH|ot A= Ho|0q, 2|x H|iXt AA|”0] 2024'H 2

102 A AZ|Y AXlz A2 =AY = UL o3t SHE FZc= HE| EHM RansomHub H9U0{= Knight

uRlofel 2|y HEOE & & Utk

# QlAg : HO[EIS Olsst] ofzi2 HWEHZ o

# R : ARYS cimsto] Y HlojHZ gt 2ty

1
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* RansomHub = BlackCat(Alphv)

BlackCat(Alphv) 1S0A A%t 2HMLE T AZ 2327 RansomHub 2AMTE0| ICHZ ALREl SX0| WAL >>>

|_ [ I-
WARNING', '>> CAUTION' 270 CtE1 ZNE 2|z 2X0| L2 AS oy £ Ut

=== WARNING

00 NOT MODIFY ENCRYFTED FILES YOURSELF.
DO NOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA.
YOU M&Y DAMAGE YOUR FILES, [T WILL RESULT N PERMANENT DATA LOSS,

== CAUTION

DO WOT MODIFY EMCRYPTED FILES YOURSELF.
DO WOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA.
YOU MAY DAMAGE YOUR FILES, 1T WILL RESLLT IW PERMAMENT DATA LOSE.

[RansomHub(4}), BlackCat(s}) 2HALE 2UH]

BlackCat(Alphv) #HA9fojet &£ CHE |AIKS Ha9lo] Ao Eest dEIUS

A Al NMYEE F|E S8l SXMOR 233 $ ARSIL BlackCat(Alphv) 2HAi¢

access-token’ QX7 EQ38IH, RansomHubs= A8 A| MYE|= ‘-pass’ 22 Sdi
[e]

=29} &l U2 JSON HEelo|n] LR 1} HO|EISS RFASH A3t ASS =l +

0

= {Js0M 5[ Jhil_processss ={}uson = [ Jexcluds_directory_names
@ master_public_key : "Tredacted]” ¥ 0 "agntsvc.exe” W config_id: ™ ® 0 : "system volume information™
B extension : "[redacted]” . @ public_key : "[redacted]” | 1 :intel"
® note_file_name - "[redacted]" - ; 32::515;:: # exiension - "[redacted]” ® 2 "Swindows.~ws"
B note_full_text : "[redacted]" § 3 "encsyc exe” ® note_file_name : "[redacted]" o 3 - "application data"
® note_short_text : “[redacted]” - R ¥ note_full_text : "[redacted]" ® 4 "Srecycle bin”
= {} settings : : “:g;l::;“ ® note_short_text : “[redacted]” o 5 '[redacted]”
4 local_disks - trus s ,,[r&dac'ted],, @ { defauit_file_mode = [ Jexclude_file_names
< iLocosns e G Juitetosers e 1 ot
4 kill_services : frue # 0 Swindaws s @ 0: "[redacted]” ] 2:“nlld:||JI l
4 set_wallpaper : true # 1 Mawincows bt =2 [ ] kill s-ewit.es "3 "bootsect bak”
4 net_spread ; true # 2 Twinaows™ [} _D' "mepocs” LI "[r&daﬂtﬂd.]"
4 self_delete - false # 3 - windows old™ a1 "memtas"” =l [ ] exclu.de file_extensions
4 running_one - frue # 4 - "system volume infarmation™® [ ] 2: "veeam" o "I;em; ack”
= [ ] credentials " 5 lredactedl - " 1 '
B 0 : "[redacted]” = [ ]While_ﬁles [ ] 4: "backup” [ "diagpkg”
= [ Jkil_services : 3 ::NTIUSEE'EAT' . "lredacted]” . "[redacted]”
® 0:'mepocs” .2 ”::OT;I;,'IH = [ ]kill_processes [ Jexciude_file_path_wildcard
o 1:"memtas” u 3 - "deskiop.ini o 0 "agntsve” 4 enable_network_discovery © frue
| 2:"veeam" W 4 redacted] ® 1:"dbeng50” 4 enable_self_propagation - true
o 3 "swel” []while hosts # 2 "dbznmp" 4 enable_set_wallpaper : frue
@ 4 "backup” - | 3 “firefox" 4 enable_esxi_vm_kill : trug
B 5 "[redacted]” @ 4 "msaccess” 4 enable_esxi_vm_snapszhot_kill - false
B 5: "[redacted]” []sllicl_include_palhs
[RansomHub(Z}), BlackCat($?) config JSON &
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*  RansomHub = Knight

RansomHub Y%= HIERS HIEHs}, £ 2 AE 22 FZT g9}, o ZE0M & S CiYet M2 wMSstn
ALk 7| FFE 2 1A Knight 29| g

xtojat ZxyBict,

e rUnning

insi Fined h . 010.10.10 - 10,10.10,117

| path. -path C'// —path [M// —path /¢

e running

OOP
mo
%
x
o8

[RansomHub 2!

Knight, RansomHub MZ 2% Go Y02 HZEHOM, Gobfuscate =3t 7|HE A2RCL £ MES Hlws] 28 T
. o o = .
0HE 97.4%, 10|H STt A= Fd= FAE $X|= 0.882 HY+2| LI FEE[= AS =AY = UL
Functions 97 4% Similarity 0.88
[ |
oo02 | = |20%
97.4% N
0.6%
Y F

Diff Info
Diff Path C:\Users\K1210645\BinDiff Workspacethive_hunters\Knight.vir vs RansomHub.virKnight.vir_vs_RansomHub.vir.BinDiff
File Date 2024 Jul 22 06-28:30
Primary Image Secondary Image
IDB Name Knight vir IDB Name RansomHub vir
Image Name  Knight vir Image Name  RansomHub.vir
Hash 36e5be8ed3ecd60b40b5adb0Tbabe15d4d24ca6cd51607df21ac08cdabbabase Hash eadf0bd64a3efidfedlce1a25c387b562a6b87c4d202f24953c3d9204 386cf00
Architecture %86-64 Architecture x86-64
Functions 3302 88 0%) 10101 2.0%) 138]| | Functions 3302 83 4%) 9965 106%)63]

[RansomHub®t Knight 2HM9)|0{ SAHE H|W]
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Knight #4¢l0j2] #HHL-EQt RansomHubOlX AMEsh= HHTE AO|O: |AfeH 2771 AIBRICH, Ol= 7|1E EE

UL AH 3 MBUIALL THAS] KB AIBUES $E Y BES ol

7 Knight.tet - Windows 0I2% - 0 x
TEF) BTE MN0O) 27V EEEH)

=> What happens?
Your data is stolen and encrwoted. If wou don't pav the ransom, the data will be published on our blog
(http! /7knightIxppu2BInTadagdx| i t2expryjwuecbhiv)dcdzrscy | fuldpad onion) . Keep in mind that once your data appears on our blog, it could be bought by wour competitors
at any second, so don't hesitate for a long time.
=> How to contact with us?
; Bownload and install TOR Browser (https://www. torproject.ora/) . [If you don't know that, Google search!]
http: //zpzyvnnuvtzsfvat2senkmibdzrbxrenTzbvnzy3tedTSsf dovkwdeabad . onion/914bE5dbBaal0d8Ef ddf cH79cedcd45ef 49087 41 735605 edbcbeach5ch04d3b3T 6 F 4893 28hd7a323ddeel d1hecBI0/
>>> Warning! Recawvery recommendations.
Do not MODIFY or REPAIR wour files, Or they will be lost forever.
Do not hire a recavery company.Can't solwe anvthing without us, They always think they're expert negotiators, but the truth is they don't care ashout vou and business
Do not repart to the Police, FBI,They don't care about wour business and it's going to get worse. (You could be hit with a hefty fine.)

[Knight AL E]

/| RansomHub txt - Windows 2% _ =] %
LEF BEE MNH0 2V ESEH
Hello!

Visit our Blog

Tor Browser Links
htte!//ransomxi f xwcheteopdobynon) ctkxxvapTTvaifuZemfbecabadwlad . onion/

Links for normal browser
htte://ransomxi f xwcieteopdobynon) ctkxxvap?TvaifuZemfbecabadwlad . onion. [v/

=== Your data is stalen and encrypted.

- If vou don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once wyour data appears on our leak site, it could be bought by
vour competitors at any second, so don't hesitate for a long time. The sooner wou pay the ransom, the sooner wyour company will be safe.

>> If you have an external or cloud backup; what happens if vou don't agree with us?

- 411 countries have their own POPL (Personal Data Protection Law) regulations. In the event that wou do not agree with us, information pertaining to wour companies
and the data of vour company's customers will be published on the internet, and the respective country's personal data usage authority will be informed. Moreower,
confidential data related to wour company will be shared with potential competitors through email and social media. You can be sure that vou will incur damages far
exceeding the amount we are requesting from wou should vou decide not to agres with us.

=== Don't go to the police or the FBI for help and don't tell anvone that we attacked wou.

- Seeking their help will only make the situation worse,They will try to prevent vou from negotiating with us, because the negotiations will make them look

incompetent, After the incident report is handed over to the government department, vou will be fined <This will be a huge amount,Read more about the GDRP
legislation httes: //en wikipedia,ora/wiki/General_Data_Protection_Reaulation>, The government uses vour fine to reward them.dnd vou will not get anvthing, and except

=== How to contact with us?

- Install and run 'Tor Browser' from httes://www torproiect . ora/download/
- Go to htte://hanonbawbwagdxuzai3 ixiab3panh i vdmns rvmBmedrtn3k ikdivToid.onion/
- Log in using the Client 1D0¢ 8b483acdled5z88chedZaaaledlafcdv44405eT coad0a45f78haBa03cEf 469

=== WARNING
DO NOT MODIFY EMCRYPTED FILES YOURSELF.

D0 MOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA.
YOU MAY DAMAGE YOUR FILES, IT WILL RESULT IN PERMAMENT DATA LOSS.

[RansomHub ML E]
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71

or
I

1z

=M M3 A

L]
oz

=

[

RansomHub= Go AHOZE H|ZE[o| 7[EXNO=

[Zto] 29 FICt. of7]0| F7t=2 &4 0|F

F A= HE0 SHN Ao g HES Mot M = EMS Tt CIA0HEDE Sl dHEH HES 282X
ot A9 ME US S2AS W2l XPo|E FHeld £ ALK Go AHOE HHE ZF? HE main(Z2 §F 22
0|8)2= AlFSt= &%= O|B0IM F2 7158 ™SIt
[¥] Functions [F] Functions
Function name Eunction name
|z‘ runtime_main_func? [£] runtime_main
| 71 runtirme_rnain_func1 [#] runtirne_rnain_funcz
| 7] runtime_main_funci
[ 7| main_AwkrPzu
[F] main_NYuMIEW Y w
[£] main TGk
[ £] main_OjlbRtp
[£] main_Kpduy1_sBo
| 7] main_Vx2Wikyzch
[ 7| main_JFrQrmtlvlx_Execute
[F| main__ptr_JFrCrmtlvLx_Execute
(A2 X8 H/% Hlm]
.- 2N 5N 2C
Al slmer B4 WS SHo= 4o RSt EAE, FH0 SS AR Jlof dMs Sl SHeZE CEY =
ARgetrt,
w25 = m_get;tring_sub_EEDSCB(j; // powershell.exe
vd = m_getstring_sub GED9C@(al, a2); /! -Command
ey = Bwd7CTAZ453A4E9FBELL;
2B = @w77E3;
encoded = @xAC2FFS5B79FCSOEDBLL;
w18 = @xE34F;
for ( 1 = 8LL; 1 < éxa; ++1 )
{
Powershell str = *(&key + 1i);
a2 = *(&encoded + 1) - Powershell str;
*(&encoded + 1) -= Powershell str;
}
v2d = wvd;
7 = runtime_slicebytetostring(al, a2, » BxALL);// PowerShell
[2XIE SX 2]
e -pass 7|
64Xt2| S H¥ Al -pass 7|2 FEHdlof HAMAMOR AMAE|H HMEE pass 7|= Ao Mo Hst MHIES
253} sHer| AFREILE,
16
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2) 715 YA 24

* Config load

pass 2IXIZ MYE F|E ol HEUS ==t T HyZel 20| HIEX| %™ “bad config"E £H * Z=EICL
Szt MZo| 2EMe ZH| AIREl 7|5 ARSIA| %1 FAXOZ AIRE MMZS CIHAHE S HZ2| K £ 2A2
ZISHBHCY,

g,

return;

decrypt conflg()
dword_

v5 = Bquword_ 9467803
runtime_gcWriteBarrier();

¥
else
1

qword_9A6788 = vi;
}
if ( config error )
{

m_get string @();

)
runtime_convTstring();
= &type |

*(Bv278 + 1) = w43;
m_console_prlnt(lLLr
runtime_deferreturn(lLL,

(qword 9ABYYIE + B);
/!l key check & decrypt config(jscon)
OFCASE )

f{ load string "bad config”

ptr string;

1LL);

L, ¥ ¥ ¥ ¥ :“

[Config M3 2]

C:WSample *RansomHub.exe —pass testkey

had config

[Config 2E AIj A| £&]

- e =i I =] [ ary L|“UI I LI == J T Ox
. ES 49330000 call <ransumhub decrypt cunf1g>
e BT e RS e seeeE
[Tl
lomhub. decrypt_configs
1 00000000005 A54F2 ransomhub. vir: S1AS4F2 #1A4AF2
EA N IFTEERE FTEEER FTEEER IETEECE N ESRR FEEN RS
HEex ASCII
0CO00148A00| 7B OD OA 20(|20 22 73 65|74 74 69 GE|(67 73 22 3A(|{.. "settings"
0OC000148A10| 20 7B OD OA |20 20 20 20|22 6C 6F &3 |61 &C EF &4 .. "local_d
DCO00148A20 |69 73 6B 73|22 3A 20 74|72 75 65 2C|0D 0A 20 20(isks™: true,..
0CO00148A320|20 20 22 GE|65 74 77 &F|72 6B 5F 73|68 61 72 65 'netaork zhare
DCO00148A40 |73 22 3A 20(74 72 75 65 (2C OD 0A 20|20 20 20 22|s™: tru !
DCO00148A50| 6E 69 6C 6C(SF 70 72 6F (63 65 73 73|65 73 22 3A| kill pruce ses":
0CO00148A60 |20 74 72 75|65 2C 0D 0A|20 20 20 20|22 6B 69 6C| True,.. "Kil
DCO00148AF0 | 6C SF 73 65|72 76 6% 63|65 73 22 3A|20 74 72 75|l_serwvices™: tru
0CO00148AB0 |65 2C OD 0OA|20 20 20 20|22 73 65 74(|5F 77 61 6C|e,.. 'set_wal
DCO00148A90 | 6C 70 61 70|65 72 22 3A(20 74 72 75|65 2C OD 0QA| Tpaper™: true,..
0CO00148AA0| 20 20 20 20|22 6E 65 74(|5F 73 70 72|65 61 64 22 'net_spread”
OCO00148AB0 | 3A 20 74 72|75 65 2C OD|0A 20 20 20|20 22 732 65|: Trug,.. ‘se
DCO00148AC0 | 6C 66 S5F 64|65 6C 65 74|65 22 3IA 20|74 72 75 65| 1f_delete": true

MIE{(1600-7028)
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Sleep (Opt.)

A Al -sleep QAUXE AIBSIH HYYUS ZE = X AIZIUE T2 HHS HECL
if { *sleep time > 8 )
1
r244 = sub_729220(); /i sleep %d minute to encryption
/216 = @LL;
269 = v3;
18 = runtime_convT64();
*&v269 = Etype  ptr_dnt;
*(&v269 + 1) = v18;
Vs = w2163
az = &v2r9;
olMIKnrsugq_BzoBTNVIEYrs();
m_get sleep(vs, &v269%;
¥
[-sleep SZf 2%
*  Mutex (Config Opt.)
AHIUC| “settings"-“running_one” 70| trueZ2 HHE0 JYAS FELR “mutex_{master_public_key}" HEi=
Mutex*E M4dstct.
if ( *(gqword_98B738 + 8x17) ) J/{ running_one
1
~and_str = sub _V29B88(); /o mutex_¥s
/236 = BLL;
271 = v3;
/16 = runtime_convTstring();
*qv271 = Etype  ptr_string;
*(&v271 + 1) = vi&;
17 = v236;
sub_563820(1LL, 1LL, v13, &w271}); J/ mutex_{master_public_key}
m_string to _urfle(1LL);
if ( w17 )
sub_459D4@(1LL, 1LL, v2@, @LL, v21, v22, v198);
V265 = v19;
m_cpenmutex{1LL, ILL, w28, w19); /! OpenMutex
m_createmutex(); [/ CreateMutex
[Mutex &H
* Mutex: 5= H¥S WX[st7| Izt S713t oIHLIS
18
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*  White host &2l (Config Opt.)

A2 “white_hosts"7t BFHE0| AQH [ 0|4 MAE|X| ¢ty Z=MS SZHCL

if { vse == w234 BR m_white_host check(vl4, w48, » W234Y )
1
sub_72AR28(v14, w48); // white host
V271 = w3;
v52 = runtime_convTstring();
*&2v271 = &type_ ptr_string;
#(Ru271 + 1) = v52;
TXPY1lleRAl®_ ptr_GH6mB3yf_Println(1LL};
runtime_deferreturn{lLL, w43, R s R R H
return;

[white host X|3]

e ClientID M

SAE O|E2 master_public_keyE &4l Client IDE YMSIC}. Client ID= WL EO| 7|X=0H, RansomHub &3t
o o 2301 IDE AMBEIC)

nostname_str = m_hostname_sub_72A88@8(v14, v27);// hostname
v263 = runtime_stringtoslicebyte();

hostname_str_1 = hostname_strj

/235 = ;

runtime_stringtoslicebyte();

/59 = gword_9AT7SAB;

BB = v263;

hostname_str_2 = hostname_str_1;

client_id = m_create_client_id( , , ¥;// 9b483acd

[Client ID A4

« ¢ mE HEl (Opt.)

A3 Al -safeboot, -safeboot-instance QIA7} HHE[0 JYOH oM RER HEIG| TZMATL THEICE M ot
0C HEIS o3 22Xt HBtS N2 =

o _e=

5 30| gl= ZS CMSTPLUA(Component Management System Template)
COM ZiH|*e F|eFHE o8¢t Heot &2 AlTstict

- =i

if ( !vae && !OpenProcessTokenOpensCManagery && !*qword_9A6778 )// administrator check
1
if ( m_get_process_token(publickey, 1LL, ) )
1
vB6 = m_uac_bypass_run(); /{ Elevation:Administrator!new:{3ES5FC7F9-9A51-4367-9063-A120244FBECT}

-

[CMSTPLUA COM ZiH| XS o83t HEt 45]

% CMSTPLUA COM Z4H| : WindowsOfl Al Z2|xt #et Glo|= EF ZPS 23 & A shiFxe A Eet 45 Jls M3 A
19
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HEl Al Xt5 2328 AESH7| 28l DefaultUserName?’, DefaultDomainName??, DefaultPassword?® Z{|X|AEZ|
2 H¥dl 2 2E0| JHsot=E MAES Sl 0|51 H|YHS = Configll “credentials” 2f0] f=2sHH Y gio=z
MFstn, JHX| eto™H SHoZ MMSH XtH ZHZ NetUserSetinfo &5 Edff AF2A ARHS HI0|E & AtESiCY
Argst 27301 MEE= #Mof7) HHEl HZ0| user.txt TIUZE J7|FEICE

m_user_logon(v199, v282, v284, client_id, v2@6, v2@7);// logon check

if ( lviil )y

{

if !anegsetvalue_autologin(BLL,

sub_72BBER();

vBLlY }// SOFTWARE\Micresoft\Windows NT\CurrentVersion\Winlogon\DefaultUserName
// SOFTWAREZMicrosoft\Windows NT\CurrentVersion\Winlogon\DefaultDomainName
/f SOFTWAREWMicrosoft\Windows NT\CurrentVersion‘\Winlogon\DefaultPassword

// fail:

set user auto logon

ot

s AMYE|EE RunOnce® H|X|AEZ| IS

1%§:>

<Xt=s 23

4%

133
Loy

w1293

Y33

433

.i &type

(& 274 + 1) = v249;
fXPY1lleRALD ptr GHEmB3yf Println(2LL);

runtime_deferreturn({2LL,

¥

else

sub_72CBea();

w268 = v3;

*Rv268 = &type |
*(&v2E3 + 1) = 75
chunsole_prlnt(lLL
m_get sleep(1LL, 1LL);
m_call restart();

1 = runtime_convTstring();
ptr_string;

runtime_convTstring();
ptr string;

1LL);

/{ -safeboot-instance -pass {pass_key}
/i SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce

// unable to set safe boot runm

2LL, w133, w134, v135,

J/{ wait 68s restart to safe mode

7 DefaultUserName : A|AEIOIA XS

28 DefaultDomainName : A|AEIO|N Xts 23

St A

? DefaultPassword : A|ABIOIA XtS 2301 7|58 MEY of AF8XIS H|YHSE MESH=M AS
%0 RunOnce: A|ARIO| AIZE o XtSOR2 3 MME T2IM0|Lt AFZES SESh=r AL
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. YEY3 HIEAE (Opt)
-disable-net SM0| MME ZL netsh.exeE 0|83l interfaceE YOI2 = disable HEE Sl HEYIE
|:||_Ql-klg|- |-|:|-

/91 = 1 m_ge et_ net 1nterf$éé( arl); // get interface
if ( varl )
{

v238[@] = Bx4CC35774ECBFSCAZLL;

v238[1] = @x5DB9435553EABABO3LL;

v238[2] = Bx6FFEVBALEELF121CLL;

v237[@] = @x2BSDREF3765212E2LL;

v237[1] = ®x11B@DDIFD7BF7SDCLL;

r237[2] = ex467EBCAT7E535358LL;

for ( 1 = 8LL; 1 ¢ Bx18; H1 )

*(w237 + 1) += *(v238 + 1i);

/251 = 1LL;

w223 = wvarl;

runtime_slicebytetostring(varl, 1LL, i, @x18LL);// unable to get interfaces
while ( va@@ > wvarl )
1

varl;
1 831, *val, @); S/ netsh.exe interface set interface "interface name” disable
str 1 + 1;
¥
CECER R

o IZANA Y MHA ZE (Config Opt.) / W 9! O[HIE 27 Al| / JER AMH FX|
XS0 A= DYz |FE SIX| ZII=E DIYS AHste =2 SS FHASY| 26 28 MT 7HI|(VSC, Volume
Shadow Copy)*'E& Mt KEsh At ZAF 8 2Xg X|R7| 96 f=? OME =I5 AN A= MHE

= Hd

Fasts YE0iS M

2o

h

m_SHEmptyRecycleBinW();
if (v )

m_iisreset_stop();
m_remove_ShadowCopy();
m_remove_event_log();

// delete recycle

// cmd.exe fc iisreset.exe /stop
// powershell.exe -Command "Get-CimInstance Win32_ShadowCopy | Remove-CimInstance”
/i wevtutil.exe cl "security” & wevtutil.exe cl "system" & wevtutil.exe ¢l “application”

1 28 M 7tm : WindowsollAl THUo|Lt EC2

O

1IE{(1600-7028)

29l oh
SicPc

/\

[FE0] 5 FHUE 2fel]
ol =AMRS MNOID QRIS 71
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DzMA 3 MblAz 2 FQ gzl Ch mYsS 2R Lzekshr| 6 ZzAA 3 MHIAE BRSHH, 7Hd
=

HA(VM)2 Powershell HH0{E

1= It

MH|A =5

mepocs, memtas, veeam, VeeamNFSSvc, VeeamDeploymentService,
VeeamTransportSvc, AcronisAgent, AcrSch2Svc, BackupExecVSSProvider,
BackupExecAgentAccelerator, BackupExecAgentBrowser,
BackupExecDiveciMediaService, BackupExecJobEngine,
BackupExecManagementService, BackupExecRPCService, GxBIr, GxVss, GXCIMgrs,
GxCVD, GxCIMgr, GXMMM, GxVssHWProv, GxFWD, PDVFSService, MVArmor,
MVarmor64, VSNAPVSS

CllO|E{H|Of A

sql, sql$, mysql, mysql$, QBDBMgrN, QBIDPService, QBCFMonitorService

OJH|Y A

MSExchange, MSExchange$, WSBExchange

HOF AT EQ|0]

Sophos, SAPService, SAP, SAP$, SAPD$, SAPHostControl, SAPHostExec

FIE| 02|

[MH|A B& ]

AMH|A 25

agntsvc.exe, BackupExecAgentAccelerator.exe, BackupExecAgentBrowser.exe,
BackupExecDiveciMediaService.exe, BackupExecJobEngine.exe,
BackupExecManagementService.exe, BackupExecRPCService.exe, bedbh.exe,
vxmon.exe, benetns.exe, bengien.exe, pvisvr.exe, beserver.exe, vshapvss.exe,
VeeamNFSSvc.exe, VeeamTransportSvc.exe, VeeamDeploymentSvc.exe,
raw_agent_svc.exe, CVMountd.exe, cvd.exe, cvfwd.exe, CVODS.exe, avagent.exe,
avscc.exe

Cllo[E{t| oA

dbeng50.exe, dbsnmp.exe, sql.exe, sql.exe, sgbcoreservice.exe, QBDBMgrN.exe,
QBIDPService.exe, QBCFMonitorService.exe, isqlplussvc.exe, ocautoupds.exe,
ocomm.exe, ocssd.exe, oracle.exe

O | /| MK

thebat.exe, thunderbird.exe, thirdconfig.exe, outlook.exe, msaccess.exe

excel.exe, onenote.exe, powerpnt.exe, visio.exe, winword.exe, wordpad.exe,
notepad.exe, infopath.exe, mspub.exe

firefox.exe

saposcol.exe, saphostexec.exe, sapstartsrv.exe, SAP.exe, DellSystemDetect.exe,
EnterpriseClient.exe, CagService.exe, mydesktopgos.exe, mydesktopservice.exe,
xfssvccon.exe, synctime.exe, steam.exe

TeamViewer_Service.exe, TeamViewer.exe, tv_w32.exe, tv_x64.exe

[Z2MA B2 Al

powershell.exe -Command PowerShell -Command "Get-VM | Stop-VM -Force"

[VM Z=X| E&EHo{]
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* Ransomnote MM

Aot ciMdo] EEE ZE ClHEZ|0 M™EZ0 HAIE DYH(“note_file_name”)dt LHE(“note_full_text”)S &ttt
cHA

Hella!
Visit our Blog:

Tor Browser Links:
htte: //ranso - , Lonion/

Links for normal browser:
htte: //ransom Lonion. ly/

=>> Your data is stalen and encrveted.

— If vou don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once vour data appears on our leak site, it could be bought by
vour competitors at any second, so don't hesitate for a long time. The sconer you pay the ransom, the sconer wour company will be safe.

=>> |f wou have an external or cloud backup, what happens if vou don't agree with us?

— All countries have their own POFL (Personal Data Protection Law) regulations. In the event that wou do not agree with us, information pertaining to wour companies
and the data of wour company's customers will be published on the internet. and the respective country's personal data usage authority will be informed. Moreower,
confidential data related to vour company will be shared with potential competitors through email and social media. You can be sure that vou will incur damages far
exceading the amount we are recuesting from vou should wou decide not to agree with us.

=>> Don't go to the palice or the FBI for help and don't tell anvone that we attacked wou.

- Seeking their help will only make the situation worse,They will try to prevent you from neaotiating with us, because the negotiations will make them look
incompetent, After the incident report is handed over to the government department. vou will be fined <This wiil be a huge amount,Read more sbout the GDRP
legislation:https: //en. wikipedia. org/wwkl/Genera\ Data_Protection_Regulation=, The government uses vour fine to reward them.&nd vou will not get anvthing, and except

=»> How to contact with us?

- Install and run 'Tor Browser' from hittes://www. torproject.org/download/
- Go to http:/Yhanok 3 1 : Lonion/
- Log in using the Client D¢ 9k E3

=2 WARNIMNG
DO NOT MODIFY EMCRYPTED FILES YOURSELF.

[0 NOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA.
OU MAY DAMAGE YOUR FILES, IT WILL RESULT IN PERMANENT DATA LOSS.

[RansomHub ML E]

« HIEISIH HA (Config Opt.)

ujo
L
0K
=t
oY
rlo

>
==

MA™Zte| "note_short_text” It
HIEISHS HASIC

{random}.png mS Hd = XAEZ| HHS S

[H'»EFQ HA ]

23
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mde zelstr| Mo Confighl BAIEIN U= A=t M ZC(“white_folders”), #HALE 0|E(“note_file_name"),
Helg muHa SHEXH“white_files”)E TEE AP LT3} CiAo|A H|L|EICE

o ol NTUSER.DAT, autorun.inf, boot.ini, desktop.ini, thumbs.db
xRt * deskthemepack, *themepack, *theme, *msstyles, *.exe, *.drv, *msc, *dll, *lock, *.sys,
*msu, *Ink, *.ps1, *iso, *inf, *cab, *386
BHMLE 0|2 Config®| “note_file_name"” &=

Root

*\$windows.~ws* *\$windows.~bt* *\windows* *\windows.old* *\system volume information*,
*\Boot* *\PerfLogs*

*\AppData

\Local\Temp*, \Local\Microsoft\GameDVR* \Local\Microsoft\Edge*,
\Local\Packages\Microsoft.* \Local\Packages\MicrosoftWindows.* \Local\Packages\internet
Explorer*

*\Program Files\

\Common Files\microsoft shared* \Common Files\Services* \Common Files\System* \Internet
Explorer* \ModifiableWindowsApps* \Uninstall Information* \Windows Defender* Windows
Mail* \Windows Media Player* \Windows NT* \Windows Photo Viewer* \Windows Portable
Devices* \Windows Security* \Windows Sidebar* \WindowsApps* \WindowsPowerShell*
*\Program Files (x86)
\Common Files* \Common Files\Microsoft Shared* \Common Files\Services* \Common

Z0 0|8 Files\System* \Internet Explorer* \Microsoft\*Edge* \Microsoft\Temp* \Microsoft.NET*
\Windows Defender* \Windows Mail* \Windows Media Player* \Windows Multimedia Platform*,
\Windows NT* \Windows Photo Viewer* \Windows Portable Devices* \Windows Security*
\Windows Sidebar* \WindowsPowerShell*
*\ProgramData
\ssh\* \USOPrivate* \USOShared* \Package Cache* \Microsoft\Device Stage*
\Microsoft\DeviceSync* \Microsoft\Diagnosis* \Microsoft\DiagnosticLogCSP* \Microsoft\DRM*
\Microsoft\UEV* \Microsoft\EdgeUpdate* \Microsoft\Event Viewer* \Microsoft\ldentityCRL,
\Microsoft\MapData* \Microsoft\MF* \Microsoft\NetFramework* \Microsoft\Network*
\Microsoft\Provisioning* \Microsoft\Search* \Microsoft\SmsRouter* \Microsoft\Spectrum¥*,
\Microsoft\Speech_OneCore* \Microsoft\Storage Health* \Microsoft\User Account Pictures*
\Microsoft\Vault* \Microsoft\ WDF* \Microsoft\Windows* \Microsoft\Windows Defender*
\Microsoft\Windows NT* \Microsoft\Windows Security Health* \MicrosoftWinMSIPC*,
\MicrosoftWPD* \Packages\USOPrivate* \Packages\USOShared*
\Packages\WindowsHolographicDevices* \Packages\MicrosoftWindows.* \Packages\Microsoft.*

(=3} M2l Cha]

>

AR Al AETH Mo w2t =3} CfA0] LEEH -host M2 SMB hostE 53} CAo2 MASID,  -only-local
SM2 2Z C|A3E HMOR ATIISICE L3 -path SMS AR AR X|HE HE2 =2 SMB hoste| AEE
X|™sll 2As3t7t 7hssiCh. Configll “network_shares” 20| trueO|® HIEYZ 38 ZE0 =3t AssiE D
24
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“net_spread” Z(0| true?! ZL SMBE E%t NI} 7|52 S}

( AES-NI X| & H3 ]

P

ECDH ¥ =35}

Y
[ oY 37| <= 2MiB ]

ECDH-

True False Edwrds25519
Public Key

1MiB

1MiB
1MiB

1MiB

E—-—o Encrypted Key

otssl 2na|E2 Chil7| 2ZQl AES-256, ChaCha20zt HICHA!7| <s  ECDH-
b IS ostet mf AES-NI? X[ G{RE X35t X|0| 7hs3tH AES =st
(o]

RansomHubZ} A%t

LU2ES MESHH, XIYSHK| %S B2 AES ErCt f=st £XJt #E ChaCha20 Y12|ES ASRCE 2E°2| 32
b 7140] Jhsdl O|9 22 A2 XiEldt o2 HOoICt MY US|

7| d=ot AN2FS AME3 Ezoict YstE = Y=t apgol B

02t

Ar8%t 7l= ECDH-Edwards25519 HICH
male| RE0 7|=H XMEeict.
o 3700 w2t F2 gzt SAS MEstn QU= o 37|17t

EH
Z dsslsict &, dostE

[

RansomHub= HIE w3t {2 X5t 26
2MiB(2 * 10°Byte) O[5} 2R MY MHE Y=slsin, Xufst= 2L 1IMIB(10°Byte) tH9|
1MiB + & O|O|E] 1IMiB + 2Z3tEl IMiB + &2 O|0|E 1MiB YEiZ Ht=st= AXE 7(X|1 Qo) ofY A3}t

2L mAH Fof| Configoll HAIE &&X}(“extension”)E F7otCt.

o

32

=l

2

AES-NI: 1&3tE Hlo[E =3t 8l 5595 7HssHAsto AES 2112|152 458 g4 Al7ls FE0 HE

ad

25
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3) 7ls HHlolE

=t 10.10.10.11

/ —path 00/ —path AA10.10.10.10/d/

" IIIIIII i r-l |:j|

7k %20 2AE RansomHub HAOO|A] S K] 7|150] FIHHCE 7ISHRE 3A| xio| L= M2 glel, =
HAHE E¥2 3A F 7ok A JUIHE IXp7F R OO0 F=IHHED, -fast ZEO|A= DH AlO|=eF 2HAIZI0] 2MiB 0|4
oS M2sh= LAlnt SYSH| 22 Y2oE fAHSIE -cmd QUXtZ= L=t Mo WY HHOE W=z XY =
ACH, X|FEl mat %*§§P3f= -file QA= F7HHLCE OFX[2CZ VM O|F2 “Ubuntu 22.04 LTS"e} Z0| BAIsHH

o
o
<
2
rlo
o
U
o
=
52
r|r
W
H

Pt
N
E
ful

rir

F HM= AIBAIS| QI0{E SI0|E Z|AE HACZ ZARSIY Z|AE0 ZEE ZFL HYO7F HARX| g0 ZSZECEH
E

SA2}0[L}0], 2{Al0t0{, F0OIL|0t0], S|E2]|0f, Ol=MH|L|0t0], HIEEO], EFX|Z0], HEF A0, FIXIS0], ZX|0}0],
OA|=L|0f0], OFRIZHIO|EO|, Z=0], LZH|F0|, E=3AH0], 7|=7|A0]

SMof| w2t ®MSstn AU
skip-vm SMo0|C}.

r|r

71S0ll cHet &Ml AH2 CHE #Eob ZCh FItE S82 SFX2|E0] A= cmd, fast, file,

-cmd string A= Hoj| M HHO X|H
-disable-net A3 ™ HEY3 viEMt
-fast W Qi3 D Al
~file value XYE mnt fsst
-host value K™= SAE LYo| 28 Xl oS3}
26
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-only-local 2 C|A3g A3t
-pass string A 2 533 7|
-path value XHE Z2 Lol mygt =3}
-safeboot A¥ Hoj| ot ZEZ 2E
-safeboot-instance M mEQl A0 AA
-skip-vm value X™HE VM 2 B8R %43
-sleep int XHE AIZHE) S A 7]
-verbose 250 23 7|18
[2IXHE ¥ 7|5 5E]
4.10Cs
First Seen SHA256
2024-02-28 8F59B4F0F53031C555EF7B2738D3A94ED73568504E6C07AATF3FA3F1FD786DE7
2024-03-12 34E479181419EFDOCO00266BEF0210F267BEAA92116E18F33854CA420F65E2087
2024-03-31 7539BD88D9BB42D280673B573FCOF5783F32DB559C564B95AE33D720D9034F5A
2024-04-04 36ES5BEQED3EC960B40B5A9B07BABE15D4D24CA6CD51607DF21ACO8CDAS5A5A8E
2024-04-06 02E9FOFBB7F3ACEA4FCF155DC7813E15C1C8D1C77C3AE31252720A9FA7454292
2024-04-10 EA9FOBD64A3EF44FESOCE1A25C387B562A6B87C4D202F24953C3D9204386CF0
2024-07-17 342B7B89082431C1BA088315C5EE81E89A94E36663F2AB8CFC27E17F7853CA2B
2024-07-22 56856E1E275CEBCD477E3A2995CD76398CFBB6C210181A14939C6307A82E6763
2024-07-25 83654C500C68418142E43B31EBBEC040D9D36CFBBEOSC7BO9B3DCO90FABC14801A
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1. RansomHub 2HM%|0] CHSBtoE ok

RansomHub #E90i= FYHS Solf x| HEE A= AR HHE(J=0|, MH[AY HH0{2l RaaS(Ransomware
asaService)2 2AE|= O3 CHASH AIGAIE ERSt U0 62| 222 SHE Y 7540 FOof Fo7f st x7|
HE O|F0|= CHet RMM E78t HEYA A ERE Sdll XHMS RXI6t LHE A|AH0 MOtsl= SO oM HIE
SHBICE MEEA 7HQI AFEXRISE 7|1 ALEX} BT X|ASte| HOE CHME 42s MEsljof dtCt. FARLE £7| HEE ofdst=
70| 715 ZQstaE AAR ExHst= EIHEHQI S Tctsln 2EFQ AIAHES XA HESE RX[sHolstH, THUS2
Hot QM S MDY £ U= Ho| SHS HASH= HWeto] QST 0|0 Lae &~ = msiol EAXOE CHS3t7| lohA

Al
ME WY AMdH|Aeb B0 oty HYl Sl i3 RE BRI MHIAE n2{F AS Heteot

ZeroLogon CVE-2020-1472 (Windows Server 2008~2019)

x Veeam CVE-2023-27532 (Veeam Backup & Replication V11a, V12)
i
i x PHP CGI CVE-2023-20269 (PHP <8.1.29, <8.2.20, <8.3.8)
!
i x Windows WER CVE-2024-26169 (Windows 10 1507, 1607, 1809, etc.)
]

Ransomware Shield One-Stop Service J

g
p——

)

o Data 23 A W o 9I% B KT hS BRMI 4A o HOl OIS BB AT M2 WYt
o Bo| BHE St AT oY o MAZHSIE JHASHE B3 BN R S| o HY EME S8 M WX M £
o Bolsiy, ot A Wt o L% HiHE I8 ol W HA o 2% 3| KIS A WM KF BLIEY

@ =71 4% 3= 5 2 HA B @ =71 aR/MR B3 NE KT CELELEE-ELTES

H
=
i1}
oY
x
=
1>

GIO[E] HZ AH|A

> A0 /Y NS +F WY > clojE| WY mot
v ORoHY Y S £F AU v OIE UY M WY v BMYBSHEMDRM) v HAFYEEE
v o 9 e v BoiEH M2 v PCHOHRIR K EYX) v DB Y3 EE

BRI /ARCH M| A s LB

L) Hurels aMglo] 27 x| 3 =iagof ok B2
' Endpoint T2 AH|A v HEI B2 EH(NAQ v HOIE SR MHA v BHYY AN
v Q| W/ Y APTCIE o EOH B MH|A V' Top-CERT AT ZAL MH[A / CIRY 3 ©X| My
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2. SKEHA MDR AH|A

2BHM2ojofl MEXOZ Ch23s}7| siM SK &AS| MDR(Managed Detection and Response) MH|A3E Al88t= 20|
2AEQl dioto] E £ QUCE X2 HMAO SHXSS X[UsH M2up nESHE BX| 2O J|Ho=E Qs J[ES wof
HACZ= oM HojLtr| of2{2 AZo|Ct. 0|F 3iZSH7| I8 SK &NA= HARICE HEQIE ZLIEZSID 0|4
A2 E AR stH A EA4Mo= 188 + U= MDR MH|AE HSstn AUCL 0 SH2 A ofo] FALCH 7H
FQSEX|T, Ty wEMS HR AT ZXE Sl DsHE XASSh= A KD 1R IR m2tM 7|YboiMs TE
ZEo| M&ESHD FeEoh Al RAIRt BME ECNE SHEY Hot SR ME H|ISshs SK EHAC| MDR AMHIAE 1nE2{sl= WS
FMBt
|
2MEHA 1 EXFx
SKAIC{A MDR Service 37Hx] EXHA
MU L&
01 EDRE 27} 2% & m v EDR HE2 ZH| MH|2
U - i D20 MU~ K2 3
M d . e CCRFSH MR A2 07 98 O Jts
danage . Ol SK-Defi ool E
g loC X SK-Defined Rules HH0IE EDR M7t v A2 IEE SA
CEH 2% U ol e - A P
tI'I‘“‘leI— - HE &Y 2V HS0H TS
. OMIE B g T AK|
N v TOP-CERT & 75
02 SKEC| A MH B4 AH| & h Coax7 713 23 =0
CEDR/QHARE FE7} 2A A~ lﬁt - T ACH ALnEAS 9 AL OIS
Detection | ;= =& opsang =m xj2 v SKECA Hot HEJL MH|2 B8 7Hs
NN 2HE £9t B/ e B MulA - 24 27 O
o =) QEisiEl 4Bl =28 - O MR7L 24 AH|A (FHFELAMTL 1+ CERT)
- Y A AAH 2 =S M
03 ElSALD BHE EAE v ME|A S5t HERE 7t
‘No.1 h - AR RRAF B 2
« L F[CE AL 24 8 BAF Lok HE SO R 2N B ES
Response .3 2% 57 I H v AP 2OIYE g 2sl
« U H&X|H(loC) EDR 24 X2 B SEUS oo wor oMot HY A A K Ihs
33 MDR MH|A @ AAZE 9/ ZX[Qt THES S6f AlolH ZHOZREH XXg Hoote Z2|d =Hot AH|A
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SKEIIA(F) 13486 7|2 M| 2YT R 22272 23, 4855

https://www.skshieldus.com
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