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® ©® External Remote Services
® @ Valid Accounts
® Stage Capabilities: Upload Malware

Initial
Access

@ Malicious File

@ Visual Basic

® Command and Scription Interpreter
@ System Binary Proxy Execution

Execution

Privilege | @ OS Credential Dumping: LSASS Memory
Escalation | o Masquerading: Rename System Utilities

Persistence | @ Boot or Logon Autostart Execution

@® ® Deobfuscate/Decode Files or Information
Defense ® ® Token Impersonation/Theft
Evasion @ Disable or Modify System Firewall

@ Disable or Modify Tools

® Remote Desktop Protocol
Lateral ® SMB/Windows Admin Shares
Movement | @ ssH

® Windows Remote Management

@® ® System Information Discovery
@® © File and Directory Discovery
Discovery @ ® Network Share Discovery
® ® Process Discovery
® Query Registry

® ® Data Encrypted for Impact
® ® Inhibit System Recovery
@ Exfiltration Over C2 Channel
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1. Background
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« Dharma HHAN = 2016 H XS LHE CrySis &% HAHSE 1 of MEXIF A4 FE
SHSHHM 2lwd A2l 2018 H E23 & A d27|9 HZO0| 7tssitl = =%

FXZ Phobos Y07t #EH22 SO{LHA &Lt

Dharma variant Dharma variant
Xrom
Phobos
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and keys
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Posting to popular underground
forums to find partners
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