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1. Q1 Statistics on Ransomware Activities

The number of cases of damage from ransomware in the first quarter of 2024 increased by about 23% to 1,122
compared to 914 in the previous quarter. Despite a succession of news reports about the suspension of
BlackCat(Alphv)'s activities, the seizure of LockBit's infrastructure, and the release of a decryption tool for the

Rhysida ransomware, ransomware continues to cause damage.

The LockBit group, which is the biggest culprit, had major infrastructure seized and group members arrested as a

result of the international collaboration Operation Cronos.” Nonetheless, LockBit has resumed its activities using new

infrastructure.
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[Activity of ransomware groups]

T Operation Cronos: A cyber disruption operation to destroy the criminal ecosystem of LockBit.
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As for Black Basta, after a flaw in encryption logic was found in some samples discovered around April 2023, the
decryption tool Black Basta Buster was developed. However, the flaw was eventually patched and the decryption
tool no longer works with newer versions of the ransomware. Recently, it was confirmed that Black Basta had
attacked a vulnerable server by exploiting the CVE-2024-17092? ScreenConnect® vulnerability of ConnectWise. This
caused a big issue and it was found that the ScreenConnect vulnerability was being exploited not only by Black Basta,

but also by the LockBit and Bloody groups. Recently, the Play group was also confirmed to have joined the ranks.

The Play group became an issue after its attack last year on Xplain, a company that provides software solutions to
the Swiss government and military, was officially confirmed. Approximately 65,000 government documents were
leaked in the attack, and these were posted on a dark web leak site in May of last year. However, the Swiss
government only revealed in an official statement in March that government documents were part of the leak and
that the documents contained sensitive information and confidential information, raising the possibility of secondary

damage. So there is a clear need for measures to address the problem of ransomware.

In early March, the BlackCat(Alphv) group extorted approximately 350 BTC (KRW 31 billion) from UnitedHealth's
Change Healthcare, but did not distribute the profits to its affiliates. As a result, a user named "notchy,"” presumed to
be an affiliate, posted a report on a dark web forum expressing dissatisfaction. notchy also posted a Bitcoin address
as proof of the fraudulent activity of BlackCat(Alphv) and provided transaction records showing the receipt of 350
BTC on March 1. A few days later, BlackCat(Alphv) pretended that the dark web leak site had been seized by law

enforcement agencies and disappeared, suspending its activities.

As in the above case, various ransomware incidents are occurring and more cases of damage are steadily being
discovered, including cases of vulnerabilities being exploited for large-scale or supply-chain attacks.* In addition,
ransomware groups use a variety of strategies, such as exploiting legitimate tools or drivers® to bypass detection or
broadening their attack targets to make up for poor performance. So organizations are recommended to put the

proper security policies in place and keep their systems up to date.

2 CVE-2024-1709: Authentication bypass vulnerability occurring in ScreenConnect version 23.9.7 and earlier
3 ScreenConnect: Remote desktop software that allows you to remotely control your computer over the Internet or another network
4 Supply chain attack: A technique in which the attacker penetrates the supply process of a product or service, affecting all users
5 Driver: Software that enables communication between the operating system and hardware devices
3
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2. Trends in Ransomware

v' Attackers abusing legitimate tools

Previously, ransomware groups tended to create and use customized tools for attacks. Representative examples
include the Ryuk group's customized data theft tool Ryuk Stealer and the LockBit group's StealBit. However, such
groups have recently switched to LotL (Living off the Land) attacks,® which exploit legitimate tools or commercial

RMM (remote monitoring and management) tools’ in the victims’ systems to bypass detection.

Recently, after the Cactus ransomware group carried out an attack on Schneider Electric, a global energy company,
it was found that tools such as AnyDesk, Splashtop, and SuperOps® had been distributed to the victims’ systems
and exploited for initial access and internal propagation. The LockBit ransomware group has exploited the Citrix
Bleed vulnerability CVE-2023-4966° to gain initial access, then installed remote access solutions (ScreenConnect,

TeamViewer, etc.), and exploited legitimate tools on the victims' systems to perform attacks.

Ransomware groups are strategically using RMM and other tools already installed on systems for various attacks to

bypass detection in initial access, information leakage, internal propagation, and so on.

v" Vulnerable drivers used in ransomware attacks

The BYOVD (bring-your-own-vulnerable-driver) technique exploits a vulnerable driver that is recognized as a normal
driver by the system because it has a legitimate signature. This technique began to attract attention last year after
its use was confirmed in ransomware attacks, and this year, it was confirmed that the Kasseika ransomware group

used the BYOVD technique in an attack to bypass security solutions.

6 LotL attack: An technigque in which the attacker uses software or tools already installed on the system to evade detection and
perform malicious actions

7 RMM tool: Software that allows you to monitor and manage computers and network equipment from a remote location
8 AnyDesk, Splashtop, SuperOps: Cloud-based remote desktop and IT management solutions

¢ CVE-2023-4966: A sensitive information exposure vulnerability that occurs in certain and earlier versions of NetScaler ADC and
Citrix NetScaler Gateway
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As the BYOVD technique is executed at the kernel level using a signed driver, it is able to easily bypass security
solutions due to having system privileges, which are higher than administrator privileges. A representative case of a
BYOVD attack is the Lazarus group’s™ exploitation of domestic security solutions for initial access followed by the
use of a vulnerable driver module to neutralize anti-virus software. Originally, the BYOVD technique was mainly used
by APT groups™ such as Lazarus, but it has now been taken up by ransomware groups such as BlackByte, Cuba,
Akira, and AvosLocker for ransomware attacks. In the first quarter, the Kasseika group also joined the ranks when
they disabled a security solution by downloading a vulnerable driver from the victim's system with the privilege to

disable the solution and executing it, and then distributed ransomware to encrypt the system.

v Diversification of attack targets

Many RaaS (Ransomware-as-a-Service)'? groups operate by establishing their own regulations and imposing
penalties on affiliates that do not comply with them. Of course, the regulations are different for each group, but one
common rule is the prohibition of attacks on major infrastructure, such as medical, educational, and non-profit
organizations. As attacking such organizations can cause significant social chaos, ransomware groups that do so are

more likely to be targeted by investigative agencies, so the majority of them exercise caution.

As the rate of ransom payments by victims of ransomware decreases, however, ransomware groups have faced a
decline in profits. Consequently, attackers are increasingly turning their attention to major infrastructure due the fact

that paralyzing such a system will inevitably result in public inconvenience and significant damage.

The Cactus ransomware group attacked Petersen Health Care, a healthcare organization in the United States that
was experiencing financial difficulties, leading it to bankruptcy. BlackCat(Alphv) extorted about 350 BTC (KRW 31
billion) from UnitedHealth's Change Healthcare, and one attacker halted the operation of about 100 hospitals across
Romania through the BackMyData ransomware attack, a variant of Phobos ransomware. If the number of attackers
who aim to inflict greater damage by disrupting or threatening to disrupt the operations of major infrastructure to
extort large sums of money increases, so does the risk of social chaos. So there is a need to closely monitor these

trends and prepare for them.

' Lazarus group: A hacking group affiliated with North Korea's Reconnaissance General Bureau
" APT group: A state-sponsored hacking organization focused on conducting sophisticated and long-term cyberattacks

12 RaaS: Short for 'Ransomware as a Service,’ where ransomware groups provide ransomware to affiliates or attackers in exchange
for compensation.
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v' Closure of ransomware groups and emergence of decryption tools

The bad news continued for ransomware attackers in the first quarter of 2024 with the successive seizures of
infrastructure of large ransomware groups by law enforcement agencies and the release of various ransomware

decryption tools.

LockBit, a representative of the RaaS group, had infrastructure seized by international law enforcement agencies in
February 2024. It was expected that this would lead to the group shutting down due to the disclosure of LockBit-
NG-Dev (LockBit-NextGeneration-Development), which is presumed to be LockBit 4.0, and StealBit, a customized
data theft tool, as well as the decryption keys and more, but they resumed activities through a new dark web leak

site.

Indications of an exit scam™ by BlackCat(Alphv), another large RaaS group, were also discovered. On the Russian
hacking forum RAMP,* an affiliate called “notchy” posted an article expressing dissatisfaction over not receiving
any of the 350 BTC (approximately KRW 31 billion) in profits earned from the Change Healthcare attack, and provided
a Bitcoin wallet address and transaction details as evidence, igniting a controversy. Afterwards, BlackCat (Alphv)
pretended that the dark web leak site had been shut down by law enforcement agencies, but the NCA and FBI claim
that they had nothing to do with it, raising suspicions about an exit scam. Later, BlackCat(Alphv)'s Tox messenger'
status message was changed to “Selling source codes 5kk,” indicating an intention to sell the ransomware source

codes for USD 5 million (approximately KRW 6.7 billion) and practically confirming the suspicions of an exit scam.

Ransomware decryption tools are also being released steadily. Some representative examples include the decryption
tool for the Rhysida ransomware developed by Kookmin University and KISA, and decryption tools for the Tortilla
ransomware, a variant of the Babuk ransomware, BlackBasta samples distributed in April, and some variants of the

Mallox ransomware distributed from October 2022 to February 2024.

18 Exit Scam: Fraudulently stopping business without paying and then disappearing
4 RAMP: A Russian-based hacking forum that sells hacking tools or exchanges related information on the deep and dark web
® Tox messenger: A messenger that provides messaging and user privacy features
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Considering the above, one might conclude that ransomware threats have decreased, but in reality, the number of
recruitment advertisements for affiliates has been rapidly increasing in dark web forums. The vacancies are being
filled by small RaaS groups. In one example, the Medusa group says in its recruitment announcement that, in addition
to cooperating with existing RaaS groups, it will increase the share paid to affiliates to 70-90% and it operates a

premium membership system, both attractive options.

In order to restore trust in the RaaS ecosystem, which was damaged by BlackCat (Alphv), the RansomHub group
operates in such a way that affiliates extort ransom money directly and then deliver only a portion of the payment to
the operator. It has also established rules that allow affiliates to work for multiple RaaS groups at the same time,
declaring that this would calm the anxiety of its affiliates. The Cloak ransomware group provides 85% of ransom

payments to affiliates and recruits only through an interview process, with no need to make a down payment.

While large ransomware groups are experiencing a crisis, the movement of small RaaS groups to attract departing
personnel to their organizations is expected to continue for some time. In other words, ransomware attackers who
were previously active are now moving to other groups. So rather than saying that the actual threat of ransomware

has been reduced, we can say that changes are taking place in the RaaS ecosystem.
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3. New Ransomware and Group Activities

New ransomware variant

Mallox : .cookieshelper, karsovrop
Stop : .cdwe, .cdaz, cdtt, .cdwe, .cdtt, cdpo, ppvw, .cdcc, .cdec
Phobes : jopanaxye, 2700, .gotmydatafast, .rdptest, .Ebaka, .dx31

Makep : .50G
Chaos : NoVirus, PatchWorkApt, backoff, KJHEJgtkhn, .NOOSE, .SILENTATTACK,
slime

Dharma : .avan, shiel

New ransomware & group

AlphaLocker, Insane, JoOfSatan, Slug, NoName, Wessy, Lockxx, Wing,
Shuriken, Empire, Abyss, Ping, Frivinho, Secles

Jan. Feb. Mar.

New ransomware variant

Stop : Idhy, lkhy

Proxima : Synapse

Dharma : .z1n, lock, .SYSDF, .bkp, .Mr
Makop : rocklee

Proton : .ZENEX, .SWIFT

Mallox : malx0

Babuk : LIMPOPO

Trisec, RansomHub, Mogilevich, BlackOut,

New ransomware variant

New ransomware & group

Chaos : JerryRansom, .EzByZZART3XX, TransCrypt, SerialKiller
Phobes : new24, fastbackdata, backmydata, .water, .dxen

New ransomware & group

Stop : .wisz, .wiaw, .nood, .kool, .vook, .looy

SkyNet : payuranson

Chaos : .zarik5313, FridayBoycrazy, .cursoDFIR, .napoli, SatanCD,
Scorpion

Makop : reload

MedusaLocker : .genesis15, duralock0s, locked9
Globelmposter : .nacugunder, .goodmorning, .schrodingercat
Phebes : .FORCE, .ELITTE87, .dzen, HUNTER

Babuk : .afire

Xorist : ert

Donex, RabbitHole, KillSec, Red

Jkwerlo, TalibanSkull, Frea

[New/variant ransomware]

In the first quarter, 11 new ransomware groups were discovered. The AlphaLocker group has claimed attacks on nine

organizations so far, and has already leaked data from eight. The Insane, JoOfSatan, and Slug groups recently opened

dark web leak sites, but these sites are currently not accessible. The Donex group is using the DarkRace series of

ransomware, and has so far leaked data from five organizations. The RabbitHole group has only opened a dark web

leak site, while the BlackOut group has posted data they stole from a

Canadian manufacturer and a French general

hospital on the dark web leak site they operate. Below are descriptions of the major new ransomware groups.
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* NoName
The NoName group's dark web leak site uses a format similar to that of LockBit's leak site, so a connection
between the two groups is suspected. In addition, in 2023 the leaks by the NoName group were found to be
consistent with the organizations victimized by LockBit, and even the format of the ransom note was found to
be very similar. This appears to be a move by the NoName group to gain prominence by imitating LockBit.
Recently, it was confirmed that NoName's DDoS attacks led law enforcement agencies to carry out Operation

PowerOFF," under which a clear website” was seized.

e Trisec

Unlike other ransomware groups that demand the ransom directly from the victims, the Trisec group asks the
victims to make the initial ransom offer. In addition, they are presumed to be based in Tunisia, not Russia or
China. The Telegram channel and dark web leak site operated by Trisec contain the Tunisian flag and phrases
praising Tunisia, and posts articles on forums that recruit attackers from Tunisia. Currently, their dark web leak

site is shut down.

¢ RansomHub

The ransomware used by the RansomHub group is based on the Go language,™ and they claim they don't carry
out attacks against Cuba, North Korea, China, Romania, or CIS countries.” In addition, they will not carry out
additional attacks against organizations that have already paid a ransom once. The company announced that
they will take action against affiliates that violate these rules. A BlackCat(Alphv) affiliate, ‘notchy,’ claimed that
he or she possessed company data used during an attack, and that he or she used it to attack Change Healthcare

once again in cooperation with RansomHub.

6 Operation PowerOFF: An operation launched by a coalition of international law enforcement agencies to shut down DDoS attack
service infrastructure

7 Clear web: A website accessible through a common search engine
'8 Go language: An open source programming language developed by Google to increase productivity

9 CIS countries: An international organization of countries that gained independence after the dissolution of the Soviet Union. They
include Russia, Moldova, Belarus, Uzbekistan, Kazakhstan, etc.
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*  Mogilevich

Mogilevich claimed to have stolen data about Epic Games, an American video game distributor and software
developer, and documents from the Irish Ministry of Foreign Affairs, but as no evidence was provided, opinions
varied as to the veracity of the claim. In the end, they admitted to being a fraudulent organization, not an attack

group, and after disclosing profits amounting to approximately KRW 160 million, they disappeared.

e KillSec

This group started operation in 2023, and on October 24, 2023, they opened a Telegram channel to continued
their activities. On November 13, they posted 200,000 pieces of data stolen from a Romanian police organization
on Telegram and claimed to have extorted EUR 1,500 (approximately KRW2.21 million), but the authenticity of
this claim has not been confirmed. Later, on March 22, their dark web leak site was confirmed and an overview
was revealed, and they posted the data previously disclosed on Telegram along with the leaked data of four

organizations.

10
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1. LockBit Profile
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[Attack cases of the LockBit group]

The LockBit group started operation in September 2019 with ransomware called ABCD. Then, in January 2020, they
appeared on a Russian-based forum under the name LockBit and began full-scale ransomware activities. They
subsequently launched LockBit 2.0(Red), LockBit 3.0(Black), and LockBit Green, and gradually expanded their RaaS
activities, establishing themselves as a large-scale ransomware group both in name and reality. In addition, LockBit
has consistently performed phishing attacks disguised as resumes and attacks exploiting one-day vulnerabilities to

carry out large-scale attacks.

In June 2022, the builder?® for LockBit 3.0 was leaked, and various ransomware groups including the Bloody,
Synapse, Buhti, and Darkrace groups borrowed the leaked builder and created several variants, which are still being

used to this day.

Other than the "LockBit” and “LockBitSupp" accounts, used by at least three people presumed to be operators, the
members of LockBit were not known. However, when the group suffered a major blow through Operation Cronos, a
list of active affiliates was leaked by law enforcement agencies. According to this list, there are about 200 affiliates,
and it is said that these affiliates were recruited over a two-year period. But according to the operator of LockBit,
these 200 affiliates were not linked to actual identities, and the group's infrastructure was not completely destroyed.
Nevertheless, the battle with the LockBit group continues. A Russian-Canadian who previously worked as a LockBit

affiliate was sentenced to four years in prison and ordered by court to pay a fine equivalent to approximately KRW

114 billion.

20 Builder: A ransomware creation tool with environmental settings for creating ransomware with the desired functions
1

HAo CHSMIE(1600-7028) KARA(Korean Anti Ransomware Alliance)

SK’(A SK’P @IF.{E'EE Genians M anDiaNT
VERITAS Carrot f “isdt 352W



LockBit has carried out attacks on approximately 2,610 organizations worldwide and the group exerts significant
influence, having extorted approximately KRW 200 billion in criminal profits. As such, the LockBit ransomware is
continuously distributed in Korea as well. In particular, since phishing e-mails are distributed under the disguise of
resumes, job applications, etc., itis necessary to raise security awareness and refrain from downloading attachments

to suspicious e-mails.

2. LockBit timeline

v" Version history

2020.01 2020.09 .
LockBit 2.0
2019.09 2020.05 2021.06

2022.06 2023.04
LockBit Green LockBit NG-Dev

LockBit 3.0

2023.01 2024.02
SsssSsEsssssSsEsEENEEEEESEEEEENEDROEETS

LockBit builder leaked

Tommyleaks SchoolBoys

[LockBit ransomware version history]
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* LockBit ABCD

LockBit version ABCD was discovered in September 2019, and there are three versions depending on the ransom
note generated. An unstable version was discovered with a ransom note that contained only the attacker's e-
mail address, dark web negotiation site address, and personal ID encoded in Base64.2' As this was an early

version, it appears that several versions exist for strategic selection.

e LockBit1.0

LockBit version 1.0 was discovered in January 2020, and 74% of its code is similar to that of the existing ABCD
ransomware. On January 17, LockBit claimed in the XSS Russian hacking forum that its ransomware, an Raa$,
provides several functions and had never been decrypted as of the time of writing. They posted to the effect
that they prohibited attacks on CIS countries, individually negotiated ransomware rental conditions, and gave
preferential treatment to experienced attackers. RaaS stands for ‘Ransomware-as-a-Service' and refers to a
cybercrime business model in which a ransomware operator lends their ransomware to affiliates for use in

attacks in exchange for payment.

e LockBit1.2

LockBit version 1.2 was discovered in May 2020, and the major differences from the previous version are that
the contents of the ransom note have been changed and an hta ransom note creation and output function has

been added. In addition, from then on, it has been operating a dark web leak site.

21 Base64: An encoding method to convert binary data to ASCIl character strings
13
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* LockBit DLS(Dedicated/Data Leak Site)

LockBit has also renewed its dark web leak site, as the sample version was updated, and the dark web leak site
of LockBit version 1.0 was discovered on September 16, 2020. They employed a double extortion method,
wherein they opened a leak site on the dark web to post victims' data, but in the beginning, they did not use their
own leak site for several months and cooperated with the Maze ransomware group by posting on its leak site.

Then, the renewed leak site for version 2.0 was discovered in early July 2021, and the leak site for version 3.0,

which is currently in use, was discovered on June 17, 2022.

LockBit 1.0

(P Secret data Enk: open links ﬁ P

o

Electric Corporation (IP,
Overseas Express (HR, Distribution)
Skyline Displays (US, Media)

Carrier Logistics Inc {US, Distribution)
Kopter {CH, Manufacturing)

CNSF (MX, Institution)

G.E. Richards Graphics (US, Media)
Homeland Title {US, Real Estate)

MORE ——

turing)

0 LockBit 2.0
D

Accenture (IE, Service)

Thales (FR, Manufacturing)
YAZAK] Group (IP, Manufacturing)
Justice fr (FR, Institution)

Rhenus Group (DE, Distribution)
Datalit Italy (IT, IT)

Hospital San José (ES, Healthcare)
Fazenda RJ (BR, Institution)

Colona, Illinois {US, Institution)

LockBit 3.0

BLACK

Continental (DE, Manufacturing)
MNuxe (FR, Manufacturing)

Thales Group (FR, Manufacturing)
OQEHC (FR, Institution)

DoF of California (US, Institution)
TSMC, Kinmax Technology (TW, Manufacturing)
Port of Nagoya (P, Institution)
Port of Lisbon (PT, Institution)
SickKids (CA, Healthcare)

Boieng {US, Manufacturing)

Save the Children [US, Healthcare)

Manchester Fertility Clinic (UK, Healthcare)

0] CHSAIE|(1600-7028)

SK’P

[Data leak site changes and cases of damage]
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* LockBit 2.0 (Red)

The code of LockBit 2.0 is not similar to that of version 1.0, and LockBit 2.0 was discovered in June 2021. After
going through many trials and errors, it has taken shape to a certain extent and this version shows a level of
completion similar to the current LockBit. In addition, it has established a more sophisticated attack method
through the use of the customized data theft tool StealBit and the use of PsExec?? for internal propagation. In
version 2.0, LockBit applied multi-threading,?® an I/O completion port,?* and partial encryption to perform fast
and effective encryption, and the encryption algorithm also changed from the existing AES?®* + RSA %
combination to the AES + Curve-25519%/Xsalsa20-Poly13052® combination. With this, it is now possible to

quickly encrypt even large files while preventing the encryption key from being identified.

LockBit 2.0 373 MB/s 4 minutes 28 seconds

LockBit 1.0 266 MB/s 6 minutes 16 minutes
Cuba 185 MB/s 9 minutes
BlackMatter 185 MB/s 9 minutes
Babuk 166 MB/s 10 minutes
Sodinokibi 151 MB/s 11 minutes
RagnarLocker 151 MB/s 11 minutes

[Comparison of LockBit ransomware encryption speeds, source: GRIDINSOFT]

22 psExec: A utility that allows you to remotely execute programs on another computer on a network
23 Multi-threading: A technique for creating and executing multiple threads within a program to process multiple tasks simultaneously
24 |/O Completion Port: System API for efficient asynchronous input/output processing

25 AES: A type of symmetric key encryption method that encrypts data blocks of a fixed size. It is an algorithm mainly used in
ransomware to encrypt files.

26 RSA: One of the public key encryption methods. It is an algorithm used in ransomware mainly to protect keys that have encrypted
files

27 Curve-25519: A public key encryption algorithm. It performs key exchange using an elliptic curve, which is fast, secure, and easy
to implement. In ransomware, it is mainly used to protect the keys that encrypt files.

28 Xsalsa20-Poly1305: An encryption technique that combines high-performance stream encryption (Xsalsa20) with message
authentication code generation (Poly1305) to ensure integrity. In ransomware, it is mainly used to encrypt files.
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* LockBit ESXi1.0

LockBit has created a version of ransomware that can infect Linux and ESXi?° environments with the goal of
targeting various platforms. The basics are the same as LockBit 2.0, but this time, it has adopted a method of
selecting full encryption or partial encryption based on execution arguments. The reason for using this
encryption method appears to be to perform encryption according to the circumstances of each organization,
given that many of corporate servers are Linux or ESXi-based. All VMs (virtual machines)3° managed through

ESXi functions can be encrypted. Once they are infected, serious damage can occur, so caution is needed.

* LockBit 3.0(Black)

LockBit 3.0, the version released in June 2022, is also identified as LockBit Black because the code is
approximately 60% similar to that of the BlackMatter ransomware, and a connection between the groups is
suspected. There is no evidence of BlackMatter selling source codes, but LockBit 3.0 shows fairly high code
similarity and flow. In addition, it was revealed that BlackMatter developers participated in the development of
LockBit 3.0, and after BlackMatter's activities were stopped, victims were guided to LockBit's negotiation site,

earning it the name LockBit Black.

In September 2022, three months after LockBit 3.0 was discovered, the LockBit 3.0 builder was leaked.
According to “LockBitSupp,” an internal developer was dissatisfied with the attitude of the LockBit operators
and leaked the builder in retaliation. Just as the Conti and Babuk source codes were leaked in the past, leading
to numerous variants, groups such as Bloody, Buhti, and Darkrace have arisen using the leaked LockBit 3.0
builder. The Bloody group is still active today and is known to exploit the PaperCut, PrintNightmare, and

ScreenConnect vulnerabilities.

29 ESXi: A hypervisor that allows the user to run multiple virtual machines on top of physical hardware
30 VVM: A virtual machine, implemented using software rather than actual physical hardware
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¢ LockBit Green

In January 2023, LockBit released LockBit Green, which borrows from the source code of the leaked Conti
ransomware. The source codes of LockBit Green and Conti v3 are about 89% identical. In fact, this version uses
the Conti ransomware codes as is, with only partial improvements to the settings and design. Although there are
some cases of the Conti ransomware being used in actual attacks, it was confirmed that Conti affiliates preferred

to release it rather than using it as a major service.

¢ LockBit MacOS

LockBit, which was active with LockBit 3.0 and Green, is known to have targeted MacOS as well. The code of
the LockBit MacOS variant, which seems to have been made in November 2022, is quite similar to that of a
variant of the ESXi version. However, strings related to the Windows OS are listed, and the signature is invalid,
so it will not run, and even if it does run, a crash occurs due to BOF (buffer over flow),%' so it is presumed to be
atest version. Variants targeting various platforms such as ARM,3? FreeBSD,*® and MIPS3* were also discovered,

indicating that LockBit was aiming to further solidify its position in the ransomware ecosystem.
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[LockBit ransomware targeting various platforms]

81 BOF: When a program stores data in a buffer, an error occurs when data is written beyond the allocated memory, which can lead
to a security vulnerability.

32 ARM: Processor architecture optimized for low power consumption; primarily used in mobile devices and embedded systems
33 FreeBSD: A Unix-series open source operating system
34 MIPS: RISC(reduced instruction set computing)-based processor architecture
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* LockBit NG-Dev(Next Generation-Development)

On February 19, 2024, after an international investigation involving the FBI, LockBit appeared to have finally been
neutralized. Its dark web leak site, which had had a long list of victimized organizations, was replaced with a
page stating that it had been seized by an investigative agency. Because of CVE-2023-38243% vulnerability, the
internal system of LockBit was seized, and this is how the NG-Dev version came to light. It is quite different from
the previous version of LockBit. It was developed in .NET,*® and the configuration included some new functions
while excluding other functions that had existed in previous versions.®” Of course, since LockBit did not officially
distribute it, there is a possibility that excluded functions will be added, but compared to version 3.0, it was
confirmed that the number of functions have been reduced. As of February 24, this was expected to be a new
turning point in the ransomware market after LockBit 3.0, assuming that LockBit returns to its original position,

resumes activities, supplements NG-Dev and uses it for attacks.

3 CVE-2023-3824: Improper buffer handling of certain functions in PHP extensions can cause a buffer overflow, leading to a remote
code execution vulnerability.

3 NET: Windows program development and execution environment developed by MS
87 Configuration: Files or data containing settings when running ransomware
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v' Major incidents

Russian forum begins
activities

2020/01

Insider won over through
penetration

2021/08

Distributed LockBit 2.0 in
e-mails disguised as
application/copyright forms

o —

— |ssues in Korea

— Group Issue

Use of custom infostealer
StealBit

=

2021/06

Preparation for closure of
BlackMatter

2022/02

LockBit 3.0 builder leaked,
Spin-off group Bloody
begins activities

LockBit 3.0 distributed
through Amadey bot

2022/10

-

2021/11

LockBit 2.0 distributed in
e-mail disguised as
copyright form

2022/09

gn

2022/06

LockBit 3.0 distributed in
Word document/NSIS
form

-

LockBit 2.0 & 3.0
distributed disguised as
resume

2022/11

LockBit 2.0 distributed in
MalPE form

2023/01

LockBit 2.0 and Vidar in
Phishing mails disguised as ———@
application form

2023/03

LockBit 2.0 distributed in
e-mail disguised as
application/copyright form

Phishing mail campaign
targeting Spanish
architecture company

2023/08

Post about Save the
Children made and then
deleted

Activities to win over
BlackCat and NoEscape
affiliates

2023/12

2023/04

@—— LockBit affiliate arrested in

—e
2023/09

e |ssues in Korea

Group Issue

Use of Exfiltrator-22
toolkit for data exfiltration

2023/02

LockBit QA testers
recruited

20-years-old Russian

the US

2023/06

Spread of LockBit
ransomware exploiting
RMM

LockBit 3.0 and Vidar
distributed disguised as
resume

2023/11

[First major incident of the LockBit group]

The start of LockBit's full-fledged RaaS activities was captured in a Russian forum in January 2020. In June of the
following year, StealBit, a customized data theft tool, was launched and began to be used for attacks. StealBit is a
customized data theft tool produced by the LockBit group, and is similar to Ryuk Group's38 Ryuk Stealer and
BlackMatter's ExMatter. In February 2023, two years later, LockBit was found to have used Exfiltrator-22, a data theft
tool developed by an attacker who was a former affiliate, in an attack, and it appears that they made considerable
efforts to build their own infrastructure.

38 Ryuk group: A group that provides Raa$S and is mainly spread through phishing emails or banking malware (currently discontinued)
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In a similar context, LockBit also recruited company insiders to reduce fees and establish its own strategy. For
ransomware attacks, initial access is performed through methods such as purchasing infostealer®® logs containing
stolen credentials. But in order to reduce the cost and human resources necessary for this process, LockBit decided
to carry out the initial access process on its own. In addition, it was the first ransomware group to conduct its own
QA test and bug bounty,*® and it put great effort into strengthening its own technology.

However, starting around September 2023, legitimate RMM tools began to be used for attacks, showing a different
trend from before. The use of existing self-made customized tools can be detected and neutralized by security
solutions. In order to prevent this, LockBit performed LotL attacks or installed legitimate RMM tools on the victim's
system and began exploiting them for information leakage and network expansion.

LockBit has actively been establishing various strategies, but could not avoid a decline in ransom payments. To
overcome this, it expanded the targets of attacks by breaking away from the rule prohibiting attacks on sensitive
organizations such as non-profit organizations or hospitals. For example, when controversy arose over an incident
in which a specific LockBit affiliate attacked the pediatric hospital SickKids Children, they announced that they would
expel the affiliate responsible, but within a few months, they attacked the child protection organization Save the
Children. Despite receiving social criticism for the attack on a pediatric hospital, following Save the Children, they
deleted the announcement from the dark web and attacked a medical institution called Capital Health, demanding
money in exchange for 7 TB of data. This suggests that this series of actions was not a coincidence but a planned

strategy.

% |nfostealer: Information-stealing malware that steals credentials or virtual currency wallet addresses
40 Bug bounty: A system that provides compensation for finding security vulnerabilities in a company's software or system
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Meanwhile, the LockBit ransomware is steadily spreading in Korea. It is mainly distributed through malicious e-mails
containing attached files disguised as document files, such as copyright infringement and job application forms. In
order to avoid classification as spam mail or detection by security solutions, they have shown great care by attaching
a compressed file with a password.

<saginfo@daum.net> jobkjc@jobkjc.co.kr

LH(W”X FLEh

ot

RIS KL (H T
2 MB
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Writer Yang Ji-won
Information on copyright infringement(from the producer)

Writer Yang Ji-won(password_78...
2MB

Hi.

Among the images you are using, the images | produced are not
distributed for free. So if you are just using them, you are infringing on
copyright. | am sure that you were not aware of it. | used to be like that
too.

I am telling you now. Please do not use them from now on. | am sending
related information. Check it and take necessary measures.

If you are not taking any action even though | told you about it,
I cannot but talk about law. So please check it.
[Malicious e-mail with the LockBit ransomware attached]
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= |ssues in Korea

— Group lssue
LockBit 3.0 distributed as a Word
document disguised as a resume

2024/01

2024/02

—

LockBit has unused bitcoin worth
more than USD 110 million

LockBit resumes activities just 5
days after closure of —
infrastructure Partnership with LockBit
——  affiliates Evil Corp, FIN7 and
Carbon Spider

XSS, Exploit forum account
suspended

Infrastructure shut down
through Operation Cronos

Key group information uploaded |
on LockBit leak site

2024/03 LockBit affiliate arrested in
——@——— October 2022 sentenced to 4
years in prison

LockBit turns down Crinetics’
offer of USD 1.8 million

[Second major incident of LockBit group]

BlackCat(Alphv), whose activities are currently suspended due to an exit scam on the operation side, had its
infrastructure temporarily suspended due to an error in December 2023. It seems that this occurred due to an
operational problem. In addition, around the same time, the NoEscape ransomware group lost its way when affiliates
did not receive payment due to an exit scam by the operator. LockBit took advantage of this to recruit affiliates by

posting an article on a dark web forum to placate BlackCat(Alphv) and NoEscape ransomware developers.
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3

| appeal to all alpha and noescape advocates, if you have backups of the dates of corps that were in
LO CKBIT the process of negotiations, you can pass this date to me, and we will post all the corps on my
) eternal blog, you can continue negotiations and complete all unfinished deals, although some
Locplf;]f:jpp transactions may have already been completed without your knowledge, but you will only find out
m about this after you are able to resume negotiations with the attacked companies.
03/08/2021

678
1398

L Complaint oy Like

O bratva

[Dark web forum post by LockBitSupp]

LockBit's activities, which had been on the rise for several years, seemed like they would last forever, but they also
could not avoid the closing police net. On February 20, 2024, LockBit's infrastructure was finally shut down by
investigative agencies. Affiliates who participated in attacks were also arrested, one after another, and a bounty of
USD 15 million (approximately KRW 20 billion) was placed on the CEO of LockBit. Investigative agencies not only shut
down the infrastructure, but also seized internal resources such as StealBit's transit servers, decryption keys, and
samples of LockBit NG-Dev, a new version of its ransomware, and disclosed related data.

. THIS SITE IS NOW UNDER THE CONTROL OF THE
i BD ! UK, THE US AND THE CRONOS TASK FORCE
LOCKITED LEAKED DATA Wil Cime agency
Press Releases LE Backend Leaks Lockbitsupp Whe is LockbitSupp?
PUBLISHED PUBLISHED | PUBLISHED |
You've Been The $10m gquestion
S g NCA & & O
U4y National Crime Agency LOCK[TLEN]
—
Lockbit Decryption Keys Recovery Tool US Indictments Sanctions
B Law Enforcement Japanese recovery tool key 1o FBI Investigation Leads to a Total of
may be able to assist . access encrypted files ana expand 5 LockBit Alliliates '_h‘-ge-_- B? Lthe
LOCKLYREN] vou te decrypt your Eurapal's #Nomareransam family Desartment of Justiee, Twe of Those
- Lackhit enorvoted Indictments Released lodav.

[Seized LockBit leak site]
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The starting point of the incident that broke LockBit's momentum was more mundane than might be expected.
LockBit was using an unpatched version of PHP#' in its internal infrastructure, and the investigative agency
penetrated LockBit's system through CVE-2023-3824.%2 The operation became known to the public as Operation
Cronos, and it seemed that LockBit, a huge ransomware group, had finally come to an end. However, five days after
the infrastructure was seized, LockBit returned with new infrastructure and said in a foreign-media interview that
the problem was simply caused by being lazy and not patching the PHP, and that there was nothing wrong with the

business. They seemed confident that investigative agencies would not be able to stop them in the future.

After LockBit's return, affiliate Mikhail Vasiliev, who was arrested in October 2022, was sentenced to 4 years in prison
and ordered to pay compensation of USD 860,000 (approximately KRW 1.16 billion). However, LockBit has since
attacked more than 70 organizations and continued to make threats by posting stolen data on dark web leak sites.
Among them, LockBit threatened Crinetics, a pharmaceutical company, threatening to leak confidential information
unless they were paid USD 4 million (approximately KRW 5.3 billion). But Crinetics took a strong stance and ended

the negotiations, even though the demand was reduced to USD 1.8 million for financial reasons.

41 PHP: A scripting language executed on the server side
42 CVE-2023-3824: A vulnerability resulting from insufficient length checking of filenames within PHP's Phar archive
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3. In-depth Analysis of the LockBit Ransomware

v" Characteristics of each version

s ™\

* UAC Bypass via ICMLuaUtil {explorer.exe) [ AS ABCD
D abed @ Uses "XO1XADpO01“(Phobos) to generate mutex

@ Creates behavior-based logs

* Delete VSC, System backup
* Terminated and removed Process/Service
* Delete Event logs(security, system) C (@) Generates GUID-based mutex

1.0

* Self-deleted ransomware D @ Ability to print the ransom note(.hta)
Jockbit

* Whitelist (filenames, folder names and extensions)

@ Ransomware execution terminated for systems using a specific language
* Encrypted network resources (shared folders)

© Tresred mOsT T @ Protection techniques, such as anti-debugging, character string encoding and packers, applied

* Used I/0 Completion Port for asynchronous encryption
\ ) C 2.0 @ Icons and the wallpaper changed after encryption

A lockb @ Internal propagation of AD by changing the group policy, and internal propagation ( SMB) through Psexec
L lockbit

@ Began to use StealBit, a data exfiltration tool

( @ Fastest encryption speed using partial encryption + multi-threading + 1/0 completion port(as of the release date)
ESXi [ Jockbit
@ Generates /tmp/locker.log execution log files @ —p and —pass argument values needed during execution
@ Decides to enable functions according to execution arguments @ Functions are similar to those of ESXi and LockBit 3.0
[ Jockbit
@ Encrypted ESXi and all VMs that are managed through exclusive ESXi functions @ Test version that is not normally executed with an ad-hoc signature
MacOS
I\ F =~ I\
~
3.0 3 .[a-za-z0-9){9} Green [ .[s-z0-)8} NG-Dev [ .ecked_for_lockbit
@ Use of Json-type config to perform detailed functions @ Simple production based on Conti v3 @ Developed with .NET, and uses CoreRT compiler
@ —pass argument and 32Bytes Key value needed during execution @ Never used in actual attacks @ Checks the execution date to determine whether to execute
() Disables and alter the event log (*) Determines encryption size depending on file size and type ® Changes to a randomly generated filename
Q Deletes the ransom note(. hta) print function @ Encryption through regular expression and sets targets of

ransom note generation

[Characteristics of each LockBit ransomware version]

There are several versions of the LockBit ransomware targeting various platforms. Similar functions are supported
for each platform, or the different versions have commonalities and differences. They perform common functions
such as bypassing UAC (user access control)*?, deleting VSC (volume shadow copy),** and terminating processes

and services. Details of each version of the LockBit ransomware are provided below.

43 UAC: A security mechanism that determines whether operations that can affect the system are permitted
44 VSC: The ability to create point-in-time backup copies of files or volumes in the Windows system
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* ABCD

ABCD is the predecessor of LockBit. It records the actions performed by creating "“resultlog.reg” and

“resultlog.dll” files. A mutex®® is created to prevent duplicate execution, and the character string used at this

time is "XO1XADpOO01,"” which is the same as the mutex used by the Phobos ransomware. In addition, the ransom

note named “Restore-My-Files.txt" also appears to be the same as the one used by Phobos, suggesting a

connection between the two groups at the beginning of LockBit's activities.

* LockBit1.0~1.3

strcpy (mutex_name, "XO01XADpO®1"});
if { OpenMutexd(Bx1Feaelu, @, 3
|| (Createrutexa(e, @, Vs
setUnhandledExceptionFilter (ToplevelExceptionFilter),
SetErrorMode(2u),
SetPriorityClass( {HANDLE )@xFFFFFFFF, @x180u),
'EncryptFunction()) )
1
ExitProcess(@xFFFFFFFF);
i

[ABCD Mutex creation process]

Starting with LockBit version 1.0, a GUID was used to create mutexes, and the function to create and print ransom

notes in the hta format was added. With the implementation of a function to check the victim's system language,

the intention not to carry out attacks against CIS countries became clear. This is understandable given the fact

that LockBit originated in a Russian forum. In addition, the initial aim was to use packers and protectors (UPX,

ASPack, and zprotect)*® to interfere with analysis and bypass detection, but LockBit felt that this was not a very

effective choice and has not made much effort to protect the code since.

45 Mutex: A technology that prevents multiple threads from accessing the same resource simultaneously in an environment running

multiple threads

46 Packers and protectors: Software that compresses, encrypts, and obfuscates ransomware source code to impede analysis
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* LockBit 2.0 (Red)

There are several major differences in LockBit 2.0 from the previous version. An attempt has been made to
improve speed by processing encryption in parallel using a multi-threading method. Furthermore, instead of
selecting the previously used AES+RSA encryption algorithm combination, it was switched to the AES+Curve-
25519/XSalsa20-Poly1305 combination, enabling fast encryption even for large files. In addition, a function was
added to determine full encryption or partial encryption depending on the file size, and partial encryption is

performed for files larger than 1 MB. So it appears that a lot of effort has been put into the encryption work.

if { RegCreateKeyExl(0xBo0B0061, v45, @, @, @, 6xFEA3F, 6, &hKey, &v43) )

libsodium_init(user_public_key, &user_private_key);

curve25519 xsalsa2@8polyl1385(user public key, aes key, @x48uisd, &lockbit public key);
cleare_user_private_key(&user_private_key, 255, 32);

goto LABEL &7;

}

[LockBit 2.0 encryption algorithm]

¢ LockBit ESXi

The ESXi version of LockBit is technically not very different from version 2.0. One added feature is the ability to
determine full encryption or partial encryption based on execution arguments. In addition, it encrypts not only

ESXi files but also all managed VMs, and all of these actions are recorded in /tmp/locker.log.

randombytes buf(vsd, 32LL);

if { curve25519 xsalsa2@polyl3es{v39, w59, 32LL, publickey, 1)
goto LABEL_19;

all bytes readed += ad;

if ( iMinfilesize > ad )
goto LABEL_19;

if ( 45 3 a4 )

1
M_bytes = encrypt_small_file(azl, a3, a4, as5);
goto LABEL_33;

}
if ({ !'wholefile_flag )

if { beginfile_flag )

1
N_bytes = encrypt_file first N_bytes(al, a3, ad);
}
else
1
spots = create_spots({ad, w53, w49);
N_bytes = encrypt_file by spots(al, a3, a4, spots, vs3[@], a5, w23, v9, ad);
}
[LockBit ESXi encryption method]
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* LockBit 3.0(Black)

LockBit 3.0 uses the Salsa20+RSA combination encryption algorithm, which is divided into full encryption and
partial encryption methods depending on the file size. This version was developed through LockBit's
accumulated know-how, and for a while it was known as the ransomware with the fastest encryption speed in
the world. Detailed functions can be adjusted using configuration in the json*” format, and some samples are
characterized by the fact that they can be executed only when a 32-byte key is entered along with the -pass
argument. There is a function to disable and modify the event log to interfere with post-accident analysis, and
the results of checking the builder of the leaked version 3.0 show 30 functional policies, indicating that it was

created with considerable effort on the part of the LockBit group.

= get_commandline();

= get_key( s 1; /f get -p <key> / --pass <key>

if
1

decode_1( , JH
= decode_2( ’ , 1
= NtCurrentPEB()->ImageBaselddress;
= t [15];

= + BxF3;

[LockBit 3.0 -pass argument passing process]

¢ LockBit Green

As LockBit Green borrowed the leaked source code of Conti, it operates according to the encryption algorithm
of the ChaCha204® + RSA combination. It still performs partial encryption according to the file size, but is
meticulous enough to encrypt only 20% of VM files, and especially to encrypt DB files with important contents

in their entirety.

47 json: A lightweight data exchange format used to store or transmit data, with a text-based structure that is easy to read and parse

48 ChaCha20: A high-performance stream encryption algorithm that has a relatively simple structure, high security and fast
processing speed. In ransomware, it is mainly used to encrypt files.
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¢ LockBit MacOS

The MacOS version of LockBit looks like a mixture of LockBit 2.0 and LockBit version ESXi. The encryption
method is the same as version 2.0, and the argument passing and policies are the same as version ESXi. The
encryption exception extension includes extensions that are completely unrelated to MacOS, such as ".exe" and

".dIl." Evenif it is executed, a crash occurs due to BOF (buffer over flow), suggesting it is an incomplete test code.

fprintf( sage: %s [OPTION]... -i '/path/to/crypt'

Recursively crypts files in a path or by extention.

andatory arguments to long options are mandatory for short options teo.
-i '/path/to/crypt'\n" —-i, ——indir path to crypt

in a path or by extention.\n" -m, —-minfile minimal size of a crypted file, no less than 40%6

-r, --remove self remove this file after work
ons are mandatory for short options too.\n" -1, —-log prints the log to the console

-a, --delay start delay in minutes
-y, --noexts do not search for extentions
-v, ——vmdk search for extentions inside VMDE files

-i, -n, --nolog do not print the log to the file /tmp/locker.log
- minimal size of a crypted file, no less than 4096\n" -d, --daemonize runs a program as Unix daemon

-r, self remove this file after work\n" -w, --wholefile encrypts whole file

the console\n” -b, --beginfile encrypts first N bytes

- log to the file /tmp/locker.log\n" -e, ——extentions encrypts files by extentions

= s Unix daemon\n" -0, ——nostop prevent to stop working VM

W, 5 -t, ——wipe wipe free space

=0, -s, —--spot upper bound limitation value of spot in Mb
-&, -p; ——pass password

=0 -f, ——full full leg

n");

[Performed functions by argument (left: LockBit ESXi, right: LockBit MacOS)]

* LockBit NG-Dev(Next Generation-Development)

In NG-Dev, LockBit reverted to using the AES+RSA combination and packers for encryption as before version
2.0. One unique thing is that among existing ransomwares, partial encryption according to the file size has been
the established method, but NG-Dev provides three encryption modes depending on the file extension. This
method can be entered in the configuration, and various functions can be customized, such as determining
whether to execute by checking the execution date, self-deleting, and changing the filename. NG-Dev, which
has the feel of a customized ransomware, has reduced features compared to version 3.0, but we cannot rule out

the possibility that functions will be added in the future.

v Changes in ransom notes

The ransom notes of the LockBit ABCD and 1.0 versions are almost the same, but as ABCD guides you to a dark
web negotiation site, and version 1.0 provides not only a dark web but also a clear web negotiation site, the
ransom note has been reconfigured in such a way as to induce more victims to pay ransom by increasing

accessibility.

LockBit version 2.0 puts the burden of data leakage on the victim by listing the addresses of both the dark web
leak site and the negotiation site, and uses the victim's unique decryption ID in the ransom note as a means of

distinguishing the victim during negotiations.
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The 3.0 and Green versions use the same ransom note, and they list multiple domains in case a specific domain
becomes unusable due to a DDoS attack. Likewise, they list multiple clear website domains to improve

accessibility.

4 Restore-My-Files.txt

All your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.

There is only one way to get your files back:

| 1. Download Tor browser - https://www.torproject.org/ and install it.

| 2. Open link in TOR browser - http://lockbitkodidilol.onion/?
8DCO4DOEA7CE1348FB6397F8712DD15AB6635FF5SAFB21BED3BD28DED13C3FIF2
| 3. Follow the instructions on this page

### Attention! ###

# Do not rename encrypted files.

# Do not try to decrypt using third party software, it may cause permanent data loss.

# Decryption of your files with the help of third parties may cause increased price(they add their fee to our)

,—- 4] Restore-My-Files.txt

3 Restore-My-Files txt - Windows 2%
TR BEE MNQ =7V ESTH)
LockBit 2.0 Ransomware

B

Your data are stolen and encrypted

The data will be published on TOR website http:/lockbitaptévx57t3eegjofwgcglmutr3a3snygvokjaSuuccipykyd.onion
You can contact us and decrypt one file for free on these TOR sites

http://lockbitsup4yezcdSenkSunncx3zcy 7k llygmiyhvanjj352jayid.onion
http://lockbitsap2oaghcun3syvbqtbnSnzt Tfqoscbidimsfleu3kadk2did.onion
OR

https://decoding.at

Decryption ID: 2ED873D43FESDD38AS0C4B45B71FC019

4] Restore-My-Files.txt

All your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.

There is only one way to get your files back:

1) Through a standard browser(FireFox, Chrome, Edge, Opera)
| 1. Open link http://lockbit-decryptor.top/?DFBI41278EE2558CD7DF 1DFASD83DEBE
| 2. Follow the instructions on this page

2) Through a Tor Browser - recommended

| 1. Download Tor browser - https://www.torproject.org/ and install it.

| 2. Open link in TOR browser - http://lockbitks2tvnmwk.onion/?DFB941278EE2558CD7DF1DFASD83DEBE
This link only works in Tor Browser!

| 3. Follow the instructions on this page

~~~ LockBit 2.0 the fastest ransomware in the world ~~~

»>>> Your data are stolen and encrypted

MacOs 4] Restore-My-Files.txt
T oREte 5.0 the world's 1ar N
12 you Gon's pay the ramecas the date will be published on our TOA darknet sites. Kesp

—
in mind that once your data

bewgva7equl
Tlchxeiugd

hpd32 Suehekivati

qé3wtkeyrl

Zyfbcyichxeiugd

kv eipéxa

FTETYYT

>>>> very importanti For those who have cyber LRSUFance against ransomware attacks

Tncurance comeanies zeguire you to kesn vour insurance information secrec, chis is to never pay the maximum amount

4 !!!-Restore-My-Files-!1!

The data will be published on TOR website if you do not pay the ransom
http:/flockbitaptéwx5Tt3eeqjofwgeglmutrla3SnygvokjaSuuccipdykyd.onion
and https://lockbitapt.uz (the link for any other browser).

>>>> What guarantees that we will not deceive you?

We are not a politically motivated group and we do not need anything other than your money.

If you pay, we will provide you the programs for decryption and we will delete your data.
Life is too short to be sad. Be not sad, money, it is only paper,

3.0 &2 Green &

[A-Za-z0-9]{9}.README.txt

~~~ LockBit 3.0 the world's fastest and most stable ransomware from 2019~~~

>>>>> Your data is stolen and encrypted.

If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data
appears on our leak site, it could be bought by your competitors at any second, so don't hesitate for a long time. The
sooner you pay the ransom, the sooner your company will be safe.

Tor Browser Links:

http://lockbitapt2d73krlbewgv2 Ttquljgxr33xbwwspbrkyietoTudncead.onion
http:/flockbitapt2yfbt7Ichxejugd7kmavggxvwjpgkmevvd|3azl3gybpyd.onion
http:/flockbitapt3dkvripbrojylohhurwsvpzdffgs5z4pbbsywnzsbdgugd.onion
http:/flockbitapt5xdzkjbegmzbfrdhecqggadevyiwqxukksspnlidyvd7qd.onion
http:/flockbitaptéwx5Tt3eeqjofwgegimutr3a3snygvokjasuuccipdykyd.onion
http://lockbitapt72iw55SnjgnapymggskgSyp75ryTrirtdgdm7id2artsbgd.onion
http:/flockbitaptawjlbudhpd323uehekiyatjbftexmkweSsezsdfqgpjpid.onion

[Changes in LockBit ransom notes]

¢l
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v file encryption

¥ File encryption notation

©O=  Algorithm for file encryption

O File encryption with AES E»—. Algorithm to protect file encryption keys

E_. Key protection with RSA éf’_ﬂ File encryption method(full/partial encryption)

éf’_ﬂ Encrypts up to 256KB

[« 3 File encryption with AES

ABCD | LockBit 1.0

E—o Curve-25519/Xsalsa20-Poly1305

1MB or smaller : full, over 1MB : parital

LockBit 2.0

File encryption with AES

Curve-25519/Xsalsa20-Poly1305

File encryption with Salsa20 -
-w: full, -b: first N bytes,

-s: up to <size>MB

Key protection with RSA

) 512KB or smaller : full, 512KB~5.5MB: Partial
1 5 5MB or larger: first N bytes of the file + partial

LockBit 3.0

[« 23 File encryption with AES
\ E-

@ Based on file extensions Fast: <size> Bytes,
] Intermittent: specified %, Full: full

Key protection with RSA

LockBit Green

File encryption with ChaCha20

Key protection with RSA LockBit NG-Dev

& 1MiB or smaller: full, 1MiB~5MO0iB: first 1MiB
Larger than 5MiB: 50%, DB: full, vM: 20%

[File encryption methods by LockBit version]

The encryption method used by the LockBit ransomware has changed significantly since version 2.0. To improve
speed, instead of choosing RSA in version 2.0, LockBit implemented a fast but difficult to decrypt encryption process
through Xsalsa20, which can quickly encrypt large amounts of data after exchanging keys using the Curve-25519
algorithm, and Poly1305, which guarantees the integrity of encryption. Then, they used the same encryption
algorithm again in the ESXi and MacOS versions. In LockBit 3.0 and version NG-Dev, they used the Salsa20/AES +
RSA encryption algorithm again, but further refined the logic for encrypting files to improve speed.

unk = *&chunk2[13136].InternalHigh,
nk_size 1[1] = *&chunk2[13137].Internal,
memcpy (&66, &unk_4169C8, Size),

Offset = chunk2 + v79,
|RSA Encyptionk&RSA_PublicKey, aes_key, aes_block, @, block size + 32, chunk _size 1, &chunk2[29] + v72)) )
if ( RegCreateKeyExW(©x30000001, v45, ©, @, @, OxFOO3F, ©, &hKey, &v48) )

libsodium init(user public key, &user_private_key);

|lcurve25519 xsalsa2@polyl3@5Sfuser public_key, aes_key, @x40ui64, &lockbit public_key);
cleare_user_private_key(&user_private_key, 255, 32);

goto LABEL_67;

}
[Change in key protection algorithms (top: LockBit ABCD~1.3, bottomr: LockBit 2.0)]
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LockBit's 2.0 and MacOS versions use the AES algorithm for file encryption and the Curve-25519 and Xsalsa20-
Poly1305 algorithms to protect the key. The algorithm used for encryption is the same, but one difference is that in
the MacOS version, the encryption method varies depending on the passed arguments, and in version 2.0, it varies
depending on the size of the file.

In addition, as with the ESXi version, the MacOS version determines full encryption or partial encryption depending
on the execution arguments. The “-w" argument encrypts the entire file, the “-b" argument encrypts only the first N
bytes, and the "-s" argument encrypts only the size that is passed together.

if ( (ex3e000001, » 8, 8, 9, OxFOO3F, 0, & » &vas) ) if ([Curvesss518 xsalsa2e polyls@sfv42, vsg, 32LL, publickey, ) || iMinfilesize » =3 )
goto LABEL 38;
libsodium init(user_ public key, &user_private_key); 37 = w355
[curve25519 xsalsa2@polyi3esfuser_public_key, aes_key, @x4@ui64, &lockbit_public_key); || mbedtls_aes_init_encrypt(val, vs8);
cleare_user_private_key(&user_private_key, 255, 32); N
goto LABEL_67;
switch ( * £)
case 1: // encrypt whole file 5
= +1; 3 & BxFFFFFFFFFFFFFFFOLL;
. *&56[7] = v17 & @xFFFFFFFFFFFFFFFOLL;
if ( cpu_flag ) 42 = time(@LL);
vid = gmtime(&v4e);
1.2 - strftime(v44, @xlaull, &time_fmt, vis);
AES NI init( s )3 vl pthread_self();
AES_NI_enc[vis5[11], s (V15 +3), [10], [10]); rand();
cleare_user_private_key( » OxFF, 4); %j ;
} v35[2] =
else v35[3] = v28 + v20 / -v3E * + v38;
PrintLog2(&start_enc_offs
{ - v21l = mmap_alloc(al, a2 16);
custom_AES_init( - - if (val == -1)
custom_AES_enc( + 3, [1e], [10]); Boto LABEL_18;
— — Ve H
cleare_user_private_key( » OxFF, 280); vz
} mbedtls_aes_encrypt_cbcfval, v39, &/57, viz, viz);

[Encryption key protection and file encryption process (left: LockBit 2.0, right: LockBit MacOS)]

In LockBit 3.0, a symmetric key is generated through a random number generation command supported by the

victim's CPU, and this is protected through encryption with the RSA algorithm and then validated with a checksum.*®

Faim({r:f?u;deimaaaaaaj -8y CreatekKey (&symmetric_key, Bunk_424F78);

- RtlEncryptMemory (&symmetric_key, @x88u, @);
_asm j_gmemcpy (key, &symmetric_key, @x38u);
{rdrand cax RtlDecryptMemory(key, @x80u, @);

rdrand edx RSA crypifkey, &unk_424F78%;
}} checksum = Checksum(key, 128};

[LockBit 3.0 key generation and protection process (left: symmetric key generation, right: symmetric key protection)]

49 Checksum: A value used to verify that the encryption key was created without errors
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LockBit Green was created using the ChaCha20 and RSA encryption algorithms. Since the Conti source code is used
as is and only some settings were changed, you can see that the codes are largely the same.

qmemcpy((chacha2@_matrix + 24), |"expand 32-byte k"} 16); RER 0D "] EFHGE Fp 38
*(chacha20_matrix + 72) = @i64;
s(chacha2e_matrix + BO) = *v3;
*(chacha2e_matrix + 84) = ®(chacha2e_matrix + 92);
do
*(v7 + 32) = *v7;
+= 8i64;
while ( L5
*(chach +168) = *u9;
for (m = ha20_matrix + 5181332; !(m % 4); ++n )
rypter = get _api(( 220 matrix + 5181332), 16164, @xD3 _ get_api(@x6C6CI37E, 55);
return ‘1.", 0i64, 1i64) != 0; // RSA Encryption }7 y yptEncrypE(al, 8, 1, 9, chacha2e_matrix + 39, Bvis, 524) I= 6;
[LockBit Green encryption process (left: LockBit Green, right: Conti)]
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Major versions of LockBit commonly use an asynchronous encryption method,*° using the 1/O completion port to
improve file speed. This guarantees the best performance among the asynchronous I/O processing methods
provided by Windows, and can reduce context switching®' costs compared to existing asynchronous processing
methods such as threads and reduce CPU utilization®? through efficient use of threads. Using this method, LockBit

provides relatively fast encryption.

NumberOfConcurrentThreads = 2 * SystemInfo.dwNumberOfProcessors;
ExistingCompletionPort = CreateloCompletionPort(@xFFFFFFFF, @, @&, 2 * SystemInfo.dwNumberOfProcessors};
v35 = 8;
if E,;ie“Z‘;:.dwNumbeerPrucessors )]
1
CreateThread = ::CreateThread;
do
1

ead(@, @, Encryption_Func, @, @, &Thre
ead(@, @, Encryption_Func, @, @, &Threa

umber0fProcessors; um = check_cpunum();
resolve NtCreateIoCompletion(); unum & @x2e) !=8 )
etion(&dword 4E2520, @x1FGE03, 8, v4l) >= @ ) Cpulun 32;
vl = 2 * Cpulum + 13
ExistingCompletionPort = sub_4BABA@((4 * ::NumberQfProcessors)); S = B
if ( ExistingCompletionPort ) ExistingCompletionPort = CreateloCompletionPort(-1, @, @, vi1);
t if ( ExistingCompletionPort )
V37 = 8;
if ( !::NumberOfProcessors ) { do
return 1; {
\{vh11e (1) Thre CreateThread(®, @, EncryptFunction, @, @, 8);
*(ExistingCompletionPort + 4 * v37) = create_thread(Encryption_Function, @); ‘F ==
v38 = *(ExistingCompletionPort + 4 * vi7); ?
if 33
( HideThreadFromDebugger(Thread);
NtClose(v3);
| ad = resolve NtSetInformationThread(v3g, 4, &v47, 4); 53
I i(); }
LrESEED =ad() ; i
if ( +v3 : :NumberOfProcessors ) --vils
return 1; }
s while ( vl };
¥
NtClose B(7); RtlTnitializeCriticalSection(&unk D15888);

[Use of the I/O Completion port (top: LockBit 1.0, bottom left: LockBit 2.0, bottom right: LockBit 3.0)]

0 Asynchronous encryption method: Fast operation is possible as the encryption method is processed in parallel with multi-threads

51 Context switching: The process of switching CPU control by saving the state of the currently running thread and loading another
thread

52 CPU utilization: The percentage of time the CPU spends performing a specific task. One of the indicators for evaluating the
performance efficiency of a system
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v' Threat of intrusion by exploiting vulnerabilities

Initial Access .
CVE-2018-13379 % CVE-2021-36942

Fortinet FortiOS Windows LSA

A e ——
F5 BIG-IP/BIG-IQ O Log4Shell

CVE-2021-22986 CVE-2021-44228 Windows BITS

CVE-2020-0787

E2

CVE-2023-20269 NE| CVE-2023-27350
Cisco ASA/FTD PaperCut -
D)
G D . A GER —
GoAnywhere MFT ZK Framework SonicWall SRA
@ CVE-2023-0669 @ CVE-2022-36537 CVE-2021-20028

O CVE-2024-1709

Screen Connect

MS ProxyShell CVE-2020-0796 0 CVE-2023-4966
CVE-2021-31207 Windows SMB Citrix Bleed
CVE-2021-34473
CVE-2021-34523 G A
Chrome Vulkan Windows ProxyLogOn
CVE-2022-3653 CVE-2021-26855

[Vulnerabilities exploited by LockBit]

LockBit prefers initial access by exploiting vulnerabilities during attacks. In Korea, malware spreads through phishing
e-mails in most cases, but LockBit's strategy is to perform large-scale attacks by exploiting vulnerabilities in solutions

commonly used by organizations such as companies.

LockBit has been carrying out ransomware attacks through various vulnerabilities since the initial version of its
ransomware. Many Windows-related vulnerabilities, such as Log4Shell, PaperCut, GoAnywhere MFT, Cisco ASA/FTD,
and Citrix Bleed, have been used in attacks, and it was confirmed that LockBit recently exploited the ScreenConnect

vulnerability CVE-2024-1709 in many cases.
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Until last year, the initial access method that was found most often was characterized by use of old vulnerabilities to
perform large-scale attacks targeting unpatched servers. As various cases such as PoC (Proof of Concept)®® have
been disclosed, old vulnerabilities consume less resources than a zero-day vulnerability 4 or a one-day
vulnerability,®® but they may be limited depending on the environment and whether patches are applied. Reflecting
these limitations, a number of attacks using one-day vulnerabilities have been confirmed in recent years, and not
only the LockBit ransomware, but also various groups such as the BlackBasta, Bloody, and Play ransomware groups
are exploiting one-day vulnerabilities to carry out attacks. This is currently being confirmed. The reason for exploiting
zero-day and one-day vulnerabilities is that they cannot be patched or there is a high probability that patches have

not been applied. So it appears to be one strategies for carrying out attacks targeting more people.

53 PoC: A code that demonstrates that a vulnerability can actually be exploited

54 Zero-day vulnerability: A security vulnerability for which there is no patch because it is not publicly known. Such vulnerabilities are
high-risk because they have the potential to be exploited as soon as they are discovered.

5 One-day vulnerability: A vulnerability that has already been disclosed and for which a patch has been provided, but as the patch
may not yet have been applied in many systems, there is room for an attacker to exploit it.
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v'  Scenario of a LockBit attack

Case 1. An attack scenario exploiting Log4Shell
Case 2. An attack scenario exploiting Citrix Bleed
1-5. Data exfiltration
|
Internal network
.............. .
1 1
1 1
Vo N : |
Log4Shell i i =
CVE-2021-44228 1 LSASS dum, : : :
] 1
ol EJH| _1-2 Install Mimikatz - dion | 1-4. Lateral | !
‘.) -— 2 R i Privilege escalation | e | 2-6. Double extortion
fo | | = | Credential theft | | pe = s m s m s ———— >
d 1-3. Delete accesslog | . .| 1 |
Victimized | 1 | | Data exfiltration
1-1. Initial server  ke==== — ! H ! to the dark web
‘Ql___esc_e_s_s___ Mimilatz o= ]
- N S ,
Attacker ~ 2-1_ Initial Malicious DLL i i
Y g 7] 2-2. Install malicious DLL | Command and control ! — H
O = s B Lo SRS | 2:6, Double extorion
. i o 2-3. Install ScreenConnect| Bypass detection | movementih 1 -
Citrix Bleed Victimized | Maintain persistence ! ] - = |
CVE-2023-4966  Victimize i i i ! Data exfiltration
1
server "9‘ """"" ! H to the dark web
| —— |
! = i
| SRR A
Internal network
H
1
2-5. Data exfiltration

[Scenario of a LockBit attack exploiting vulnerabilities]

Case 1 is the case of a ransomware attack exploiting Log4Shell that caused great confusion around the world.
Log4Shell is a vulnerability that allows remote code execution targeting Log4j, a widely used Java-based logging
utility. LockBit accesses the victimized server through Log4Shell and installs Mimikatz%¢ within the system to
escalate privileges by stealing credentials. Afterwards, it deletes the log containing traces of penetration, moves to
the internal network through PsExec and an RDP (remote desktop protocol),% and uses FileZilla®® to leak files
existing in the system. After all processes are completed, ransomware is distributed to the system to encrypt it and

the stolen data and encrypted files are held hostage for double extortion.

% Mimikatz: A tool that collects sensitive information such as credentials from a Windows system
57 RDP: A protocol that allows you to remotely control another computer

%8 FileZilla: File transfer software
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Case 2 is the case of an attack exploiting Citrix Bleed. Citrix Bleed can be exploited in NetScaler ADC and NetScaler
Gateway *° environments. It is an information exposure vulnerability that unintentionally discloses sensitive
information. LockBit, which successfully penetrates the victimized server through this vulnerability, then installs a
malicious DLL that performs C2 communication® in the system and continuously executes commands for stealing
credentials, etc., on the victimized system. As it also includes a detection bypass function, it moves to the internal
network through ScreenConnect, which is installed together with the malicious DLL while remaining undetected by

security solutions, leaks important files to the outside, and performs double extortion by encrypting the system.

5 NetScaler ADC and NetScaler Gateway: Network equipment and software solutions provided by Citrix Systems

60 C2 communication: A communication method that transmits commands and collects data between a host infected with malware
and the attacker server
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1. How to Respond to a LockBit Ransomware Attack

Systems are mainly infected by the LockBit ransomware through phishing e-mails or initial access exploiting
vulnerabilities. In particular, large-scale attacks are attempted by exploiting vulnerabilities in software solutions used
by companies and other organizations, and recently there has been a move to attack supply chains. To prevent such
damage, it is of utmost importance to apply the latest version of software with vulnerabilities patched, as well as to
perform preliminary checks such as malicious e-mail training, mock hacking, and security system inspections, and it
is necessary to respond to threats in real time through threat detection. It is recommended that you consider services
such as ransomware safety insurance services and monitoring of data leaked on the dark web, which can reduce

damage that may occur in the future.

i

i

& ScreenConnect CVE-2024-1709 (ScreenConnect 23.9.7) i

& Citrix Bleed CVE-2023-4966 (NetScalaer ADC 12.1) E

i & Cisco ASA/FTD CVE-2023-20269 (Cisco ASA 9.16) E

i & GoAnywhere MFT CVE-2023-0669 (GoAnywhere MFT 7.1.1) ]
E & PaperCut NG/MF CVE-2023-27350 (PaperCut NG 22.0.5)

Ransomware Shield One-Stop Service J

) )

o |Inspect the data protection system o Link to the external attack blocking and response solution o Quickly normalize service through security backup
© Incident prevention through simulation training © Analyze and resp by visualizi I-time threats © Establish measures to prevent recurrence through cause analysis
o Pentesting and security policy evaluation o Remove abnormal behavior for lateral movement © Monitor data exfiltration to prevent secondary damage
@ Block the initial access vector and inspect the system @Im’tial access/lateral movement/blocking attack attempts @ Establish measures to recover from and mitigate damage
[ Security inspection service ] [ Data protection service ]
=2 Checking the ransomware threat response level [~ Data backup security
+" Check response level based on Pentesting + Check data backup security v" Document encryption{DRM) " Personal information protection
~" Diagnose ransomware threat +"  Simulation training service ~" PC security(prevention of data exfiltration) ~” Encrypt DB for protection
[ Detection/blocking service ] [ Response/recovery service ]

=2 Omnidirectional detection of ransomware attacks > Ransomware safety solution

+" End-point response service ~"  Networl access control{NAC) +" Data recovery & negotiation serivce " Ransomware security insurance
. . N N Top-CERT incident response and Dark web data exfiltration
+~" Anti-web shell/response to e-mail APT " Security operations center{SOC) analysis seirvce v detection service

[LockBit ransomware mitigations]
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1. Software Vulnerabilities Exploited by LockBit

CVE Description Affected version ‘ Patch version
A file path search vulnerability that allows downloading of 5.4.6 ~5.412 5.6.8 or high
.6.8 or higher
CVE-2018-13379 | system files when SSL VPN®' is used in Fortinet's security 5.6.3 ~5.6.7 .g
. 6.0.5 or higher
OS, FortiOS 6.0.0 ~6.0.4
. . . Windows 10 &
A remote code execution vulnerability that occurs in SMB KB4551762
CVE-2020-0796 . i Server 2016
3.1.1, a resource sharing protocol used by Windows . update
(build 1903, 1909)
. . . . 2.0-beta9 ~ 2.15.0 212.2,212.3,
A remote code execution vulnerability discovered in .
CVE-2021-44228 . L (excluding 2.12.2, 2.31,
Log4j, a JAVA-based open source logging library .
212.3,and 2.3.1) 2.16.0 or higher

CVE-2021-22986

A remote code execution vulnerability occurring in BIG-IP
and BIG-IQ,
equipment

F5's application distribution network

16.0.% 15.1.% 14.1.%,
13.1.% 12.1.* before

the patch version

16.0.11 or higher
15.1.2.1 or higher
14.1.4 or higher
13.1.3.6 or higher
12.1.5.3 or higher

CVE-2021-26855

Exchange Server

CVE-2021-26857 | A remote code execution vulnerability occurring on 2013. 2016. and KB5000871
an
CVE-2021-26858 | Exchange Server, Microsoft's e-mail server '2019 ! update
CVE-2021-27065
L . 2008 r2 sp1, 2016,
A vulnerability in Windows Server that could allow an 2008 sp2. 2012 KB5005076 or
s
CVE-2021-36942 | unauthenticated attacker to be authenticated for another P, ! KB5005106
. 2012r2,2020 h2,
server through the domain controller update
2004, and 2019
A heap buffer overflow vulnerability in the Vulkan Lower than 107.0.5304.62
CVE-2022-3653 . . K
graphics engine of the Chrome browser 107.0.5304.62 or higher
A vulnerability that occurs in the Zk Framework, an open 0.61 9.6.01
CVE-2022-36537 | source JAVA framework, which allows access to sensitive ° 01 '2 8 6 ;1'1 9.6.2 or higher
information by manipulating POST requests e
A vulnerability that allows remote code execution in
CVE-2023-0669 GoAnywhere MFT, Forta's security management file 711 or lower 71.2 or higher

transfer software

61 VPN (Virtual Private Network): A virtual network used to protect personal information and bypass geo-restrictions
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CVE-2023-20269

A vulnerability that can obtain credentials due to a remote
access VPN vulnerability of the integrated security
platform Cisco ASA and next-generation threat defense
platform Cisco FTD software

9.19.1.18 or lower

9.20 or higher

A vulnerability that allows remote code execution after

. . . 15.0.0 ~ 20.1.7, 20.1.7 or higher
CVE-2023-27350 | accessing the server as an administrator by bypassing .
. . . 21.0.0 ~ 21.2.11, 21.2.11 or higher
CVE-2023-27351 user credentials in the print management software )
22.0.0 ~ 22.0.9 22.0.9 or higher
PaperCut
141-8.50 or
higher
An information leak vulnerability occurring in networking 14.1%13.1% and 13.1-49.15 or
CVE-2023-4966 .
products NetScaler ADC and NetScaler Gateway 13.0* before the higher
patch version 13.0-92.19 or
higher

CVE-2024-1709

A remote desktop solution ScreenConnect vulnerability,
which is an authentication bypass vulnerability that can
create a system administrator account on a remote
desktop

23.9.7 or lower

23.9.8 or higher

[Software vulnerabilities exploited by LockBit]
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