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SIOIGCt, ARCEl Y= HMA HMES st M| AARCTE ofll ERZl 2EHAE HIZs M mn HZEZ A

= [=}
Tho @fmet 7| W MAM-ES eln, s JIS MG builder TEIH, WHE THG HAE DjAZ 2
Uk,

O 57/68 security vendors flagged this file as malicious L Follow~  (C Reanalyze = Similar~» More v
82e560a078cd7bb4472d5af832a04c4bc8f1001bacg7b1574efed863d3f66550 Size ast Analysis Date i
BuilderBabuk.zip 4.80 MB 13 days ago ZIP
Community -
Score 308 zip  longsleeps  contains-pe  contains-elf  viator  detect-debug-environment  sets-process-name  checks-user-input
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY 24+

Dynamic Analysis Sandbox Detections © ~

The sandbox flags this file as:
Security vendors' analysis on 2025-04-13T06:37:16 UTC Lj
Popular threat label (D) trojan.babuk/babyk Threat categories trojan  ransomware Family labels babuk  babyk  babukbuilder
AhnLab-v3 @ Trojan/Win.BabukBuilder.C4751861 Alibaba @ Ransom:Win32/Babuk.af7
AliCloud @ RansomWare AlYac @ Trojan.Ransom.Babuk

[22! 5] Virustotal 8l @ZE=% Ransomware Builder

6 ol babuk HEHH2| Y7L FEE 0|7, Exo| RaaS B0|= F7Lt AHAQ| babuk HHAUAHE EE o FEE &+ UA|
E|HM babuk MY A 217t SOkiCt &3] fEE LHoE He = BFED ofL|2t ESXi, arm, linux EE2|

HiO|A2| = |0 A #I&0| =OILL

SIC7F 2=l 3 JHE X[ 2021 H 9 ¥, 2{A|OI{E AL 32 U EHoF X291 yxunderground 0 Babuk 2 ¢|0{2]

HHE 25ot 202 FHE|= dyadka0220 0|2H= AFHEXFZL babuk HAL0S] MM AATEE ZINHCE
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dyadka0220

(L3) cache

agistration 06/18/2020
241

19

| don't give a
human)

k about karma or not, | won't live long, but | will have time to live like a
https://www.sendspace.com/file
babuk, babYk, babak - thank the admin and uncle)

Password sha256 from: Enotik gargle, gargle your p1  y)

2 Complaint o Like +Quote

= Answer

O pet oglyph, Bidon, X-DDoS and 8 more

Virustotal 0] ¥ZCE HIO|EHE AMIACE

YEED AAFACN = LUHE X

HSE[ACE.

o
Sstst
0 —

d20f 2ES0| babuk HE/UHS| 2ATFES 0|83

rr
&
0x
40
2
HE

[22! 6] Ct3Y mHo| YZE =l Babuk Source™

HZ 2|
(==

Hizfstz| fist et Hfo[LAZ|2F ZEXHUXITE, sHE

oA
o T

%
w3k OfLI2t NAS ! ESXi 7lgte] 2FMHME SHst= A717t ZIUCE

n https://www.bleepingcomputer.com/news/security/babuk-ransomwares-full-source-code-leaked-on-hacker-forum/
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3. Babuk Builder 3! AAF

In

M
Al

2021 4 6 & Hio|2{A EE0| YEEE Babuk LCols 9l DRI HYLEJL J|EE note.txt, ERE HEKN
ormsaly|E A= ULt
WM LE M E
: .
BIN
Builder = — = == e_esxi.out e_nas_arm.out €_nas_x86.out e win.bin
builder.exe note.txt E
BIN
d_esxi.out d_nas_arm.out d_nas_x86.out d_win.bin
=23 7| dd
' B2 T NgY Ess T2 4k
Y8t 7| g E
Output =
kp.curve25519 e_esxi.out e_nas_arm.out e_nas_x86.out e _win.bin
BIN
ks.curve25519 d_esxi.out d_nas_arm.out d_nas_x86.out d_win.bin
[3& 7] Babuk Builder =
WE mROUS WA W] LY KT BCIS QAXE HHECh WE DRIUols SH NN SHets
gt MESH= S40] glo] Mdut e ART J|E MMetn, 22 CIMER|0 EXsts ZE 2SHIN 2Ee HES
oSS HZ22l0 20 note.txt DU 7[SE HHLE q=EZ3 7|5 ol EF Foo s 2d5zet TEIMS
Mdgtct,
C:Whuilder>hbuilder.exe test_sample - -
R we d_esxi
Creating folder ’test_sample’ =g
curve25519 keys generated. 4 d_nas_arm
"test_samplelte_win.exe" written? os d_nas_x86
"test_sampleWd_win.exe" written!? 7 d_win
“"test_samplele_esxi.out" written? D . el
"test_sampleltd_esxi.out" written!? =i
"test_sampleWe_nas_x86.out" written? _L 07158 2
"test_sampleltd_nas_x86.out" written? 4 €_Nas_x86
"test_samplelte_nas_arm.out" written? 57 e_win
“"test_sampletid_nas_arm.out" written!? ) kp.curve25519
"test_sampletkp.curve25519" written?
- ” . | ks.curve25519
test_sampleltks.curve25519" uwritten?
[32! 8] Babuk #M%0f Builder 5%t
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I

7 2UHElD 3 JHE FIQ! 9 ¥, ZHEl babuk 9 MA| AATEE J|E0| ZIE WUCo| 1= AATCE TEH xR
ARCE HA github OlME

2l2, ESXi W NAS 2 EI2lO= st #MRlol Z2Oo| sH EatiQict. ZHE MM &
S0l JH5E HER hEMOE HMSIC,

& BabukRansomwareSourceCode  Pubiic © Watch 12 ~
¥ main ~ ¥ 1Branch 0 Tags Q. Go to file t Add file ~
{E& Hildaboo Update README.md ee4781e - 4 yearsago 1) 12 Commits
0 esxi Add files via upload 4 years ago
M nas Add files via upload 4 years ago
0 windows Add files via upload 4 years ago
[ README.md Update README.md 4 years ago
07 README Va

Babuk Ransomware Source Code
Leaked source code of the babuk ransomware by VXUG

[2% 9] Babuk #Agof AATE
SME AAFE0|= ESXi, NAS, windows E LIEX 10 0|5 NAS & AAFEE go 7[dh O 2 BE AAFEE=c B
ZrME|QICE.  EPE ESXI/NAS 2 AAICOE en/decryptor AATEDH ZEX|SHH 0|2 7[0toz A Jhsst HES]
HO|HZ|E MM Jtsot=S =|oUCt HEol 7] MME S ESXi/NAS 8 TEIUS HWHZE oE 4 UX[g J|BHo=RE

HE3 Hio|L{2|2t WHBLD, builder £ St 2E 2FH|HE HIOIHZIE HHst=T FH=(0] QUL

¢  Builder ZE 1

LU TZIM0| ARE|H curve255198 Sdlf EFRIZM dzstof ALY 3oH712t HIZIIE WHSICE WHE Jl= eIxtz
we Z=o| 37H7|et HI“a'ﬂ% 23 MEech olF mo MEE YHES LKt 3IH7[°| MEHE Hoiz F
HML-Ee}t 7| HEE 2l Asst Hio|H2|E MMICE S5t T2 ot 242 yAoZ 253} 7|7t XMEE fIX[Q]
IHES &2 5 HYY|IE s St T2OHS Molrt
EECEEETCEN g
notepattern Azl T2 HELETl XMEE= Yol miH
curvepattern =t T2 ZIHF|7F MEE = el miH
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12717t ME== FH| HH
43-7H9|7f MEels oy
277t ME == TeE

curvepattern Eo3l TZ Mol H
kp.curve25519 ot oo
ks.curve25519 E=X=)

NASE O¥RZ st= #:YAYN Z2IU2 Go AUNZ |0 ALt o] MHYOE= Go FEIS 0|83 HE| 2=
o

BloZ mY rsslE 4%y WY o w2t YBBKsts AO|X7h YetEict mele] 3|7t 4MB HCH ECiw
fo] FMHIZ Yzsfeln, 20MB EOt X2 FS WU 9| AMBEH RIS Léeict Bio ersste melol 7|7t
20MBHICH 2 Z9 TS 10MB HRIZ HIE NS 5| 2t H39| 49l IMBEF rssfsict

e ESXi

ESXi MHE EIICE 3= HH0 AATEE C ANZ JWEE|Q JACt T2 ATl et Z=E Xtz ot
Adish= eI, QIXiE 22 FZE HMs| EF HEXH.log, .vmdk, .vmem, .vswp, .vmsn)E 7IZ oY =EZ
7t 2Ct 2423t iy mhdo] AMEH, SHXC| IIHFIE 7eteE dzst MEE MAsd AEZ UTI|E MHSIH
AEZ 2% sosemanuk AMEY| MUS Aot A=st= AL 512MB = Y FA| 27] & =2 HYWHX|TH

HEICH LZop7t tzt[H oHY Zol| MHE 3947| 32H0|EE FIt 7|1=6HH, 2z=sbel mel =Exto| .babykE

A
T
X715 MESICH Opx|ate 2 zt ClAEz|OiCt 253 ezt Tetel BiM L E 0jlo| How To Restore Your Files.txt2t=

Yl
L

Windows EZ0lM Sfsts A0l T2 2HaRlofo] Hle) B2 7152 JIRIck ZOo| AEEIH R0zt BE
IS FUHOR omuY 4 IES WM ZIIHOL, UL WL MHA SIS BHID, BA Iejn S
DENAS S Y DIHAZ EVCH 01F =S B ZY OfF MEjZ =7 JH5H0| Y= Volume

Shadow CopyE AHH|st, XSS H|2CH

IIU

VSS sql svc$
memtas mepocs sophos
veeam backup GxVss
GxBIr GxFWD GxCVD
GxCIMgr DefWatch ccEvtMgr
ccSetMgr SavRoam RTVscan
QBFCService QBIDPService Intuit. QuickBooks.FCS
QBCFMonitorService YooBackup YoolT
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zhudongfangyu stc_raw_agent VSNAPVSS
VeeamTransportSvc VeeamDeploymentService VeeamNFSSvc
veeam PDVFSService BackupExecVSSProvider
BackupExecAgentAccelerator BackupExecAgentBrowser BackupExecDiveciMediaService
BackupExecJobEngine BackupExecManagementServic BackupExecRPCService
e
AcrSch2Svc AcronisAgent CASAD2DWebSvc
CAARCUpdateSvc
sgl.exe oracle.exe ocssd.exe
dbsnmp.exe synctime.exe agntsvc.exe
isqlplussvc.exe xfssvccon.exe mydesktopservice.exe
ocautoupds.exe encsvc.exe firefox.exe
tbirdconfig.exe mydesktopqos.exe ocomm.exe
dbeng50.exe sgbcoreservice.exe excel.exe
infopath.exe msaccess.exe mspub.exe
onenote.exe outlook.exe powerpnt.exe
steam.exe thebat.exe thunderbird.exe
visio.exe winword.exe wordpad.exe
notepad.exe

I s

-shares=[PATH] A=3t o] = HEYR 37 EH

-paths=[PATH] ASIE Y EH 22

-sf shared [ g

U oM SEY Z2 MY Zol Fel EEANASl [0 0| mEt AHEE MM mUgs D AIAE
SUsCE gSetE Qst AEE Md¥sin o §| ZEMAE paths S43 shares SM0| X|™EX| e 22
REAE Hdsict. FEA 0[S0 EEE Chungdong2 3t HOE AR O|ECE babuk HMANE ZHEZE ZIHst
0[2{0| At

NAS, ESXi, Windows0|lM SZ5t= #Ha9lois 2ottt SRS 7kX|1 YoM CHa A|AHI| w2t =3t Cie mUHO|
ExstLt, =2t o] EM SO0| EXICL AZIHE AT Fl 24 EC0 Windows, ESXi= “How To Restore Your
Files.txt”, NAS 2tZ0|= "README_babyk.txt"2l= 0|ECE HMLEE MMt 2t 2HAH| wE 2HMY oo A3t
CHA 2 o2l cHa2 ChH3at 2Lk

rr
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ESXi #H¥0 E2l m

Jlog .vmdk .vmem
.VsSwp .vmsn
/proc /boot [sys
[run [dev [etc
/home/httpd .system/thumbnail .system/opt
.config .gpkg /mnt/ext/opt
.system/opt .config
Window #H9)|0f of|2| =
AppData Boot Windows
Windows.old Tor Browser Internet Explorer
Google Opera Opera Software
Mozilla Mozilla Firefox $Recycle.Bin
ProgramData All Users autorun.inf
boot.ini bootfont.bin bootsect.bak
bootmgr bootmgr.efi bootmgfw.efi
desktop.ini iconcache.db ntidr
ntuser.dat ntuser.dat.log ntuser.ini
thumbs.db Program Files Program Files (x86)
#recycle

s I gzl

M 2tx] Z2338 2% ZAXC| ZHFIE 7|HeZ ¢SSt 7|2 MM oY ASSIE HIEICE HMMYHE M Al
IHHIMoZ 32HIO|E 37[9| elojol Jlel F|1E MMM, O|f 0|8dH Curve25519 ¢S
2R H[Y ZtS AMSICE 0], o] 2§ H|Y ZHS J[HCZ Linux?t NASE Agoj= SHA-256 SHA| HAtES E3

b 712 M5k, WindowsS Aol SHA-512 Al HALS ALBe| etmst 712 Mafsich MAE Jl= 2t
=] o

=

I

mg o2 o
for 4
for

oo &
ot
[> mn

[m

= Sor
c =1

O

otsst 24ne2|E0 MEE|H, WindowsE HC-256, Linuxe Sosemanuk, NAS & ChaCha203

[¢]

o

MUl

[==]
8o mYS ASoiCt, Yoyt e o2 22 ot 2o WYE IIH7I1E FIIE 7IFHH, Windows 82| 32
37h7] /o= HIEHH|OIE| (3HAIZE S 1 Zei HIOIE)E Al MESICL

= O
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Curve25519

Attacker’s Public Key 32byte Random Shared Secret

Windows

ESXi
Sosemanuk

NAS
chacha20

[32 10] Babuk A0l 2s3} =

Babuk 2101 Conti, LockBit 5 Of2{ A0folM AATE Q2 Azio| Last bt UCk O[3 Y& Z2RIS0| 22
YIS FAZ 4 A= VIS HTohH, Clet Ty B0t Izt =

958 32 1

K

fo
omn
ot

\J

|HE g8st HE0| Izl 2N X
I

P
o
[0 o
Hu
oln
0
ot
=
=
i
=
C om

LIEIL}Z| = BtCt Babuk 2

=2 gH
Z2, 2021 A AAFET REE O] MUt AIZH0] X|H20= L EE 2 JF0NM HY]
gt ZEQ| =xo| WAHR|T U r. o2 s AATE RE 0| 230t T2 MM X 2H 1O
¢ Rook

2021 A 12 "o &t Babuk AATE

=
=
CobaltStrike, T4 O|HY S2 S8 SEE|, ZHct

+  Night Sky

2022 4 1 ¥ STt #HHLYO{E Babuk 2| Window 7|8t Qo] AATEES Eof AHIETL HIEEUCE dHIEE

VMProtect £ £l sl EX|E 23D, AT} BHAlS AES @ RSA 2 HAZC
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J RTM Locker

2022 iEty| SES M2 =2 Window EHAEEE Linux, NAS, ESXi ot 242 MHES LMoz ZAHS £3M3iCt

* RAGroup

2023 H 4 8 KNS LAHE[ACH ZLox= B

=1
Apaete| 8l By 59| B0iE UHLZ IS +8YCH DLS ALO|

OHE el Yo 2IF2E |EOILE 0|52 o2 I7t2| M=, Hef,
E

* Babuk2
Babuk2 £ 2025 i 1 EE| RS2 AED A4 WAeo] IFOE, JIE Babuk T= AT g el Folck,
0|52 xPHHOR DLS & 2FoiH ofzf 7I¥0| OIS BAHStD QUOLL, UM Mot el Vel WS obxl 2
HME SIF ANSHS ARIZH R SOIEICh ZHE COlES B0l REE ATE WABSALL RS F9It B,
FEeU B2o| G2 MEC EHEof Y& 20| SHoICh 18 LockBit O Y WAW A X Zzaus
SHI BE WIS WD UoH, Si9l UV M2 So YYUS Sl ASE N4stD Uk HIZ Babuk It
AIEEOl TS QK| Babuk O THS 0|8 KHISO| BES FUUPILL BE £HOR ¥l olxE Holrt

20X gst 18 o|2ol= Delta, AstraLocker, Nokoyawa, Cyclops, Knight, Abyss, Mario ESXi, Dark Angels,
DarkyLock, Holiday Spider, Daixin, ARCrypter, Gooday, Cheers S Ct¥st IEE0| S&dl &S5t Af2tECt L8 0|50|

=
XX 42 AHYAH 2FS| 0= Babuk A0S 2ATES J|HOZ MYPYKE ZdH SHS

| o=
Group o 2L *|2NX|= gdts| gsstn QAL

Mo, RA

5.10Cs
3f9349783f0c93¢cf8c46ab31e96057b9ec364627a28bdf6b187d53696edd8e41
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ol £7| Zrs| 5t Clop HM2I0E Cleo?| MY Hg S2Mo| EXisH= CVE-2024-50623, CVE-2024-55956 52

HlorEg ofgsl 7| HES +UsCt CH2 HMLI0] IZSS Fortinet Wahsio] #|oFHRl CVE-2024-55591, CVE-2025-
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CVE-2024-55956 {(Harmony, VLTrader, LexiCom, ¢ v5.8.0.24) i
i
1
1
i
CVE-2024-50623 (Harmony, VLTrader, LexiCom, < v5.8.0.24) i
i
]
CVE-2024-55591 { Fortios
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Ransomware Shield One-Stop Service J
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o Data 83 3|2 32 o % BY T OIZ 2THD A o HOHWQIZ S5 MAF MHIA HYS
o 29| B8 ST AT Ol o AAIZ SIY FHABHE S8 £M L OIS o YOl 2M8 ST AY YA UM 47
o 2951, Hot F B} o LIS SHAHE 98 0|4 32] A|A o 27 W5l YAE AT Y 2 BUHY
CEMELEERELE Y ET! @ 271 AS/UR B A= g @ ws 57 Y 3L Y 2
EXEETY EEEX
-5 LU0 AV OIS £F A > Glo[E] g w0t
v BN OIS £F A  GIOIE YUY B HY v 2M 9E3H(RADRM) v 7eyeEs
v ol gy Ag v 2OlEY MHA v PCEOKARQEY) « DB =3 &S
BTN X
) 2ol BMeI0] 33 & L) AH9o] oy 22M
< Endpoint 4 MH|A v HEST A2 SANAC) v OOEl BB MHA | AMHUo| HYEY
v I/ OYAPTHE  / EOHTA AuA o Top-CERT AR At MHIA / CI3Y 98 7 AHjA
20
Ao CHSMIE{(1600-7028) KARA(Korean Anti Ransomware Alliance)
|
e SK %t ) TREND @) Genians ¥ ANDIANT
SK 252

VERITAS Carrot g “hast $52W



2. SK #l{2 MDR

4 B oo oA
ot

1o i
o

Ral

ot

Bt
rot

MH|A

A
o

ZARt

ALt %2 G SAXSS Kot Wk dEstHE

£ MDR MH[AE N3t
x| A1}

(=]
EME

SK&IHA MDR Service 37tX| EXH

MHE|A L&
01

Managed

02

Detection

03

Response

EDR HE7} 28 &

24X 7 HH /E W 2 S
» loC YU SK-Defined Rules Y0/ E

CEH 2% U ol e
SOlE Ba g TS A

|>

SKETI A AH 24 AH|

b

%

ox -
I

=

>.

« EDR/
- EDR
. AFA
=S

e
)
oo
2 Hr

m N

ﬁ
oo M =

it

k=

0 o kU

am g
ret
om O

-
=

o JX o

g M
ro

om
4 o o HO

XA

o >
0= K

123
oF
—_—
s
=
!
ofm
[
Ju

-

e

4ot 4
= &

pt

ot
it}

2 MDR MH|A: AlAJZE 9|

u

¥
SK"’ZE

|>

&
=1

x|t g2 Sl Aol SHSZRE =

0] CHSHIE{(1600-7028)

DnHO
o T

=
—

[%2)

Al =lm J|Eez olsf J|ES

AFH oo R
01 Z=QSICL Mt 7|HuA =
K €l{A9| MDR MHIAE E{st=

o)
o

N 9 ox
mo ot od oxr 2

N

h v EDR M ZH MH[A
i.ik CCha AR MHIA FIE S
CCHESH MR AHAS D7 9F OIS Fts
EDR M 27} v ALEA UFE g
R M2 - 2BE 29 BRI Mg O
v TOP-CERT 28 7I5
-24X7 22 22 =Y
[ % \ S A AES 2 mA T
=4 v SKECA HOt HME7} MH|A BE 7Hs
HME7} MH|A - 24 HEL A OIS
g - B0t MBI B MH|A (2HRCEMIE L CERT)
- HE EA HE S YEAS Mu|A
n v MH|A S8 HE9E 27}
No.1 - A ST KA YL 2N
OA R BN SH HE
FLY &l v AH EOrQH 2T 23l
EASEUS oo w0t oMo B 9 S M K IS
S Boie ey 2o MH|A

KARA(Korean Anti Ransomware Alliance)

.
SK"Ztm @Iﬁcgr;lg
VERITAS Carrot &

B2 9o
YOOM &YANG

©52W

Genians ¥ anDIANT



o

SKELA(F) 13486 7| MHA Y+ Hu2227HA 23, 485%5

https://www.skshieldus.com

SKEHA EQST/SIEREMAMYTIE & KARA(Korea Anti Ransomware Alliance)

b
el

M ZH: SKEA DHEOE
COPYRIGHT © 2025 SK SHIELDUS. ALL RIGHT RESERVED.

2 NEZ22 SKEH A0 MH F2| gl0] AFZE £ gl&LICh






