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HEAAH 2A FEE TOHSH ALEAL “salfetka”= F 70O Ct3 @ E™O| 22 28, Windows R Linux/ESXi HH2|
A &2 FES DT HOGSICHD 816IH, 7HH2 30 o Zaf(ste} of 4 of 2 Mot gl)= MFSI A0fiXt= XM 3 HoE
HBSHACHD AZRUCE sHe AIMZ0M 2l = Jq= MR FEO| m2H, 0] o= AES-CTR-128 I Curve25519-
Donna 21E2|ES O|8¢t 5t0|H2|E =3t HAME XEStn UAon, ZPXtel salfetka = 2024 A 3 ERE g ZHOA
g3d 2 Ae=z Heoltt, w3 d= Ao 7000 2o HEHI HZ Hsts FOisH o 2ol AcH, H:H/H 32
+olZ9| URE Xx7| HE H2H0IA MSSHUCI Fetet HE A0, 127 INC HE0] A2 FEQ| HE| HOHXIY JHsHo|
e =2 AR Heolrt
ZEAHQ HMEE, “salfetka”7F AHMO| ZEH MO INC YO 2 HO[X] URL & BAH FUACH=E F, 22|10 o

A7k B=2 INC 2t 71SHRZE RAet Lynx o907t MEA SECHE Eol ALL °a"='0|IA‘IE 0|2 2|E#ge Y&tz

=
SiAdst QUX[L, HEd] AA AEE FOf MER IFCE EFS AlES Bl FHE Jtsdk: iR + giCt
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2.INC Ransomware E4|

INC R0 7= CIO[E A
80 s -0
62
60
37
20
0

20233Q 20234Q 20241Q 20242Q 20243Q 20244Q 20251Q  20252Q

INC 2#49i0f D82 o2, HX, ZB7I2 S 29| AAX0| SEHE 2 NTHQ EHS Y2 4 Us HYTS FE T
CHAIOZ AMm QIOB, M| s ZX| CHEEE Of2fsh Hofoll A3t Of2{3t Efl MFS S8| Bt HOIEE CRs ol
JjEolLt F2 3 :

JksMo| O Ackn WERE| mEoz Zolsich w3t K2Rl waet mslel cichavt 023
IO

3.INC HHsof &M 24

INC 420l 2024 Wil JHLE Ce+ 7|8t HET A20] JHLE Rust W51, 2t HHTIDICH Qtsst Al
A KLo|7} QUCh 2 HAMOIME 2024 U C++ HES 71EOR EMZ Fastn, HuM ojolM Rust HHS| WAS &
| Hmetct,

N
3
=
2
°
™
>

i

201t eI AsBtE QIs FHIEAF AIRHEIC IN
1742 THE|0f A0, 2+ olxjoll uf2t Ban gt MHstol st

0
2
0x
2

int _ thiscall f_Help_4073D0(void *this)
{
logging_406110 ("USAGE:\n");
sub_404800(L"\t%s [ARGUMENTS]\n\n", this);
logging_406110 ("ARGUMENTS:\n");
logging_406110("\t--file <FILE>\t\tEncrypt only selected file\n");
logging_406110("\t--dir <DIRECTORY>\tEncrypt only selected directory\n");
logging_406110("\t--mode <MODE>\t\tChoose mode for file encryption (fast, medium, slow)\n");
logging_406110("\t--ens\t\t\tEncrypt network shares\n");
logging_406110("\t--1lhd\t\t\tLoad hidden drives\n");
logging_406110("\t--sup\t\t\tStop using process\n");
logging_406110("\t--hide\t\t\tHide console window\n");
logging_406110("\t--kill\t\t\tKill processes/services by mask\n");
logging_406110("\t--debug\t\t\tEnable debug mode\n");
return logging_406110("\t--help\t\t\tDisplay this message\n");

[22! 5] INC 9o LA 2IX}
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A M sS4 49
--file EXN mig rfaoz AssiE
--dir EX ZEE MOE ATIIE ¥
--mode fast, medium, slow MHO=Z Qs 22 37| MH
--ens HE®IZ S/EH EHE 43t
--lhd HZAEX| g2 37 ECE dZd =3t
--sup ASSHE 2ol w8l M T2 52 2
--hide Azl MLl 2& stHE 52
--kill HYEQOl I2NA G MHIAE B&
--debug A= 3 YA CIHO HAIXIE £
--help dd FHE =Y
--safe-mode XHIg MHIAR SE5tn ¢ RER IHEE

QAXtof| mME HM M 2FHo| A=EH Y=ot FH

=
0z
njo
=

2

ABICE 24 kill &

Qrsst ot7| 9ol ABFQ MRNASH MHIAS Biolef SF 2XHH0| EE AHA W TINAS FIC,

[ =

pe.dwSize = 556;
hSnapshot = CreateToolhelp32Snapshot (0xFu, 0):
Process32FirstW(hSnapshot, &pe);
do
{
pTargetProcess = TargetProcess;
do

if ( wcsstr(pe.szExeFile, *pTargetProcess) )// "sql"
// "veeam"
// "backup"
// "exchange"
"% java”

vl =
v2 =
if(
{

TerminateProcess(vl, 9u);
CloseHandle(v2);

}

++pTargetProcess;

OpenProcess(lu, 0, pe.th32ProcessID);
vl;
vl )

}
while ( pTargetProcess < &NumbOfProcess );

}
while ( Process32NextW(hSnapshot, &pe) );

return CloseHandle(hSnapshot);

[D2 6] AHFO mIAA B

EfZl ZENA EXE

sql veeam backup
exchange java
EtZl MH|A EXHE
sql veeam backup
exchange

DEOMS oY A} =Y H, ZEMAM WSS Eelstn &
37|12 ZMsICt 0|5 CreateloCompletionPort 42 £ 1/0 22 EE(IOCP)E AMMstn,

7 a

=

£S5 St =3 =Y mzlS i)

GetQueuedCompletionStatus =

A0 HSHIE{(1600-7028)
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x 4" QtFo| {7 AYEE 0|2 Hdste] AE E
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StEl EGo| Mg #id EE CI3Y Bk text 2 html YEHS| #Md LE= IHYU L Base64 2 QR &[0 KEE[O
M, O|Z CIEY ot §l oo MEE ZEXe| ID & gl 2 MY Ho| Z=2 & Oo|Ee| FAE XMESHH, o| =3t
EGo| otz dstct
pchBinary = 8;
vE = lstrlenA{b6d_note);
CryptStr ngToBinaryA(b64_note, vO, lu, 8, &pcbBinary, 0, @),
vl = malloc{pcbBinary);
CryptStringToBinaryA(b64_note, v@, 1lu, vl, &pichBinary, 0, @);
1pstring2 = v1;
vi[pchBinary] = 0:
1p5String2 = ChangeUserID_4862CO(v1)
v2 = lstrlenA(b64_note_html);
CryptStr ngToBinaryA(b64_note_html, v2, 1lu, @, &pcbBinary, @, @);
'3 = malloc(pcbBinary);
CryptStr ngToBinaryA(b64_note_html, v2, 1lu, v3, &pcbBinary, @, @),
RansomNote = v3;
vS[p;Iu naryl] = @;
resul ChangeUserID 4062CO(v3);
RansomNote = resul :
return result;
[18 8] WY =E =58 Y LRt ID &7t
lhd SMo0| A3t & 732 AAHISl &AHZ HERI E20|HE 2E oS8t 87| fldl A ~ Z E2l0|EHE EtMstn,

Cafo|=E7t QUCHH Of

s

HANDLE Create_IO_Port_4056A0()

signed int v@; // edi
signed int i; // esi
HANDLE result; // eax

GetSystemInfo(&SystemInfo);

ExistingCompletionPort
return result;

CompletionPort;

t 4 % yv0):

t_ReadAndWriteFile_405DC0O, CompletionPort,

v = 4 * SystemInfo.dwNumberOfProcessors;
CompletionPort = CreateloCompletionPort (0xFFFFFFFF,
lpHandles = malloc(vO >> 30 !=0 ? -1
for (1 =0; 1 %< vy 4+¥i )

1pHandles[i] = CreateThread(0, O,
result = CompletionPort;

0, 6, 0);

0, 0);

[ ==

[:1E|

7] A=

AHA

IT
= oo

Ho r

if ( Get\f'mun\ef'atm\rresFor‘Jo umeNameWw ( v4
&B& 1strlenW(szVolume ames) == 3 ]

zVolumePathNames[@] = @;

v pszV tPoint [.U-
if ( betvmunneﬂourtFoth(

1T ( Tlag_dbg_4287B0 )
logging 484806 (L

}
else 1T ( flag_dbg_428780 )
{

zVolumePathNames

[+] Mounted %s\n",

, Bx78u, &cchReturnLength)

ve);

LastError = GetLastError();
logging_404800(L" [-] Failed to mount %s Error: %d\n", v6, LastError};
}
v5 = FirstvolumeWw;
}
}
while ( FindNextVolumeW(vs, v4, @x8000u) ),
A O E
[1 9] 77 Sejo| nt2E
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QBBHS PIst AFS B WANK| YRE|W oo} 2xlo| MHECH SF WY E= F2It NPEO| Aot Z2} ohLlzt

&l -3 H
oY ASIHE Qo 2H =2to|HE A Ol Z E2I0|E/HK| BHMsiH, EHMst= E2to|HIF EXE 2 E2fo|lHe| 518 9|
s 28 M= FHE AABCh  Lokmol HMYolE S8 A= 7 AXE 2o otejdlst wMl £ o|8d XMEE =8
H=2E AK|sHX|2H INC 2HM9)|0j= DeviceloControl APl Off IOCTL_VOLSNAP_SET_MAX_DIFF_AREA_SIZE o sliEtst=

&

0x53c028 S TN =2F M= 27IE FMetsts LAloz =25 A= 7IU|E AMNEHt.

else

if ( DeviceloControl(result, @x53C028u, InBuffer, @x18u, ©, ©, &BytesReturned, @) )

if ( dword_423780 )
print_log(L"[+] Successfully delete shadow copies from %c:/ \n", al);

[32! 10] DeviceloControl 2 0|8%t 2& #|x=2 7HI| 4|

AR|7E 2EE[H ZF E2lo|Ee] FAERE QIXE AZEE MMsf o2 AEL o] =EA mUS FHeet mIUSS gzl
CHAto 2 X|MBHo}.

Ofle mpd =HErxt

exe msi dil
inc INC
windows program files program files(x86)
$RECYCLE.BIN appdata

INC Meloj= Windows 2] 1/0 Completion Port(IOCP) 718t HIS7| & K| RS s ot ATsE £3lsHCH HA,
IOCP RE Mddtn, 4z3} Cf E20|EEE IMUS B M8 AZEE WM = el iy Y =E2 B
0|, =30 Eest MY A=, S, 2= 7| §)E 2 =Y FTEHME I0CP Fol| HEHCE 7 AEs
GetQueuedCompletionStatus £ S8l 70| SSE &Y TZHE 7tXe =3} =AS SAHTICL

Producer thread worker thread

» Perform file encryption
I0CP Queue () > . Write encrypted data (Overlapped 1/0)

+ Recursively scan directories
+ Enumerate target files (
+ Generate encryption metadata

[22 11] IOCP 7|t H|S7| oty 53}

et 7| MY U st B0l YN, ANTEL hY mAO| T o 0x23 HIOIE Tv|o| M| HAE

=
I =
gl M| Hge olPiCh IY My AIfSIE CiS thilE mel AQAS =D

= = E = T
ACL(Access Control List)2 83t M7| Hotg ZHZE SSTICt %57}7‘*0% sup SM0| EMolE F0l= =3} it
ods Me 3¢ DTEMAE ZHE B=3 F| CHA| AJ| 7ts R E Sielst 5| g3t FH| 2PES ARSI
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GetF11eAttr1butesW( )%
, | & OXFFFFF

SetF1leAttrwbutesW( ) EEE) &
if ( ChekeFileWrite 405800( : e)
|| f_sup_42927C &% Kill Related Process _4053E0( ectName) == 1 && ChekeFileWrite_405800(; )
[l ( = SetACL 407280( j : == HANDLE_FLAG_INHERIT)
&& (LOBYTE( W) = ChekeFileWrite 405890( Name), W) )
[3% 12] IOCP 7|4t H|IS7| mY =3}

HA, d&dIAE L0l Base64 2 Q13T E|0] XEE SZXe| Curve25519 S717|E CIZHelCt. 0|F, CryptGenRandom
APl £ 0|8 ot 32 HIO|E Zol|o| JHRIZ|E MAMBICE o] JHel7|et ZAXtel JIHIIE 7|HI2E Curve25519
ECDH(Elliptic Curve Diffie-Hellman) ¢14t2 st 3R] H|Z(shared secret)S WAMSICE I/ HIZ2 F 7H9| 7| H[0f
F otLiel 3ZH7Iet MOigtel H|UFTCRE FUSHAl AHME £ U7 WEo, AKX H|YIE LFSHK| fnE I
A3t 7HsSHH, msHAte] Z717|2k otCtH ZAXS| HIUT |2 St SRIIE WM 5537t JHsSICt

MEE S/ HIYEES SHA-512 sHA| g+E Sl HAIZIQE Hetk|H, 0| & X 16 HI0|EJ AES 2=}0l| AFZEICE sHE AES
7= Key Expansion 2tES HX & 176 HIO|E 27|9| 7| AHE HIO|EE EEE|H, 0| 7| HO|E2 IOCP F& Sl /A
220 MR ofY et ZH| AFREICH
7| Hgo| ELtH Yzste chyt ool HE %ﬂh A=3 i o 2ol =712 Footer 7 XEl #XNME 4% § RE
Sl 2zt YHZ MESICL YFAH0ME HEH2 PEAE Ty o Fl £ Lo i US VIELEZ1->2->0->3
202 Byl2e Sy},
0 Y=o} Cfah ool A7(of mr2t Y=t i S2S AL
1 AES-128 & SdH Hol| 2{0{2 mY HIO|KE Y=t BTt
2 oy Zof Mdet 3H71E Zet Footer £ F71SICE.
3 ool ots3t & MoveFile API S E8f 7|Z mile| SHEXIZ INC 2 #HZASI0] Ho&ct
switeh ( >flag ) case 1: // case 1: encrypt
case © /f case 9: get block . = ->szWriteBlock _4;
g = ->f1le_pubkey_F8.enc_process_init_flag_40; = ->sha_first16_expand_key 38;
if (! ) C = ->bufEncFile;
{ _ ->tilesize_high_24: ++“>‘f1 2pp Sfile _pubkey_F8.encBlockCount_4c;
= -»szTargetFile; - ag 2;
= ->file_pubkey F8.szBlock 44 >> 31;// check 2gigabyte encrypt_. 401300( X C if, sz )
° ->file_pubkey_F8.szBlock_44: WriteF lle( >hEncTarget 14 4->pbufEncFile, .8, va);
if ( + R ->next_block_offset_low_28 >= _ SPAIR6A_( = H
- : N o = ::ReadF wle
gctn LABEL Z
case 2: B // case 2: write footer case 3: // case 3: End
19 = CloseHandle( d->hEncTarget_14);
. - i - InterlockedD ment (&Addend) ;
e BNt i orees{name 10, -2, ncrmted e 20
= >hEncTarget 147 j__ free base(v4->p_EncryptedFileName_lc); '
->flag = 0; j__ free base(v4->bufEncFile);
WriteFile( , &v4->file_pubkey_F8, 0x56u, 0, 8Y: i frEEjbasE( )
[O2 13] S8 ¥ xj2| 25
INC o= OIS dzele of 7|2Xo= IMB thelel E52 AMZSHH ot 37|of w2t 22 LZIE ™oLt
: T 3707} 1MB Ofst ZS, HA| TS et
. 1MB X3} 6MB o[5le! Z<, me| 49| 1MB 2t 2f=s}
16
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Attacker

L)
«—é Public Key
--i Public Key 4— : — | Secret Key

Iy
Target Curve25519 l

0:16 | SHA512 |

AES-128
{ - S

» Shared Secret 1MB i 1MB i
FILE Under ! 6MB |
ndery

ENCRYPT shp | Blocki
I e e o o e e e e e e e e e e e e e e e e = e = e = - =»| Public Key : :
1 i I
. Footer _-_-I 1MB :
6MB |
O g g P{ Public Key Block|
: Footer E
! -l

_________________________________________________ > Public Key

Footer

[32! 14] Shared Secret £ 0|23t otY A3}

oY st R, Ao AME H|RUTIR WE o|F= J7H7|, O X “INCY, g=st 84, 88 37|, g=
25 M+ 52 FHE ZEdt= 0x50 HIO|E 3719 Footer w1 EM|7 THY 20| XMZEEICE

2"__/,&_ 00 01 02 03 04 05 06 07 068 09 GA OB OC 0D OE OF ASCII

0168B400: |AA DO A7 48 ' 9F 43 OF BA BF D2 4D 59 1D C7 81|( . H .C .. MY.

0168B410: |96 68 B5 D1 SC FE 46 4B 98 02 39 D2 75 CC DC 56| | h. \ FK. .9 u. V|

0168B420: |49 4E 43 00 00 0 00 0O 0O GO GO BO O INC. ... .. . . .

0168B430: |00 00 06 00 | 9 00 00 00 00 6O 00 O 00 N

0168B440: |01 00 00 00 40 42 GF 00 B5 00 B0 08 04 0 0 ...@B

[#] [=] 1[w]e B

OfE O|o| &

v. vE ==
o= M [A[Z} g= =7 S =
v inc_footer 0x0168B400 0x0168B44F 80 bytes struct inc_footer L0 F

» file_pubkey 0x0168B400 0x0168B41F 32 bytes u8[32] [Cses ]
» marker 0x0168B420 0x0168B423 4 bytes ug[4] |
» reserved 0x0168B424 0x0168B43F 28 bytes u8[28] [ ao]
enc_process_flag 0x0168B440 0x0168B443 4 bytes u32 1
szBlock 0x0168B444 0x0168B447 4 bytes u32 1000000
flag_5 I 0x0168B448 0x0168B44B 4 bytes 32 5
encBlockCount 0x0168B44C 0x0168B44F 4 bytes u32 4

[32 15] INC M0 Footer HE
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~~~=~ INC Ranson

5 => Your data is stolen and encrypted.
If you don’t pay the ransom, the data will be published on our TOR darknet sites.

The sooner you pay

/inchlogéquiyknalzewsnraue6gbyt

the ranson, the sooner your company will be safe.

Tor Browser Link:
Sxpw6b7ixzssud6tsaildoad.onion/

anttp://incblog7vnuq7rktic73rahakj757n3ptynd7tyviFzp2roedyyzzxid.onion/ (g

Link for normal browse
unttp://incapt.su/
]

--> What guarantees are that we won't fool you?
We are not a politically motivated group and we want nothing more than money.
If you pay, we will provide you with decryption software and destroy the stolen data.
After you pay the ransom, you will quickly restore your systens and make even more money.
Treat this situation sinply as a paid training for your system administrators, because it is due to your corporate network not being properly configured that we were able to attack you.
Our pentest services should be paid just like you pay the salaries of your system administrators. Get over it and pay for it.

If we don't give you a decryptor or

delete your data after you pay, no one will pay us in the future.

You can get more information about us on Twitter https://twitter.com/hashtag/incranson?f=live

----=> You need to contact us on TOR darknet sites with your personal 1D
Download and install Tor Browser https://www.torproject.org/
Urite to the chat room and wait for an answer, we'll gua a response fron you.

Sonetines you will have to wait some time For our reply,

this is because we have a lot of work and we attack tens of companies around the world.

Tor Browser Link for chat:

Whttp://incpaykabjqc2atdxqéc23nghlx6nsdkpss Frougdkgzpsnjssxeqkid.onion/

Your personal 10:
866b92Cedhb3 0850609 0cc3BF

-> Warning? Don't aou-u- or modify encrypted files, it will lead to problems with decryption of Fil
Don't go to the police or the FBI for help. They won't help you

The pnnce will try

to prohibit you from paying the ransom in any

The first thing they will tell you is that there's no guarantee to decrypt your files and remove stolen files.
This is not true, we can do a test decryption before paying and your data will be guaranteed to be remoued because it's a matter of our reputation.
Paying the ransom to us is much cheaper and more profitable than paying fines and legal fees.
The police and the FBI don't care what losses you suffer as a result of our attack, and we'll help you get rid of all your problems for a modest sum of money.
If you're worried that someone will trace your bank transfers, you can easily buy cryptocurrency for cash, thus leaving no digital trail that someone from your company paid our ransom.
The police and FBI won't be able to stop lawsuits from your customers for leaking personal and private information.

The police and

FBI won't protect you from repeated attacks.

-> Don‘t go to recovery companies?

They are essentially just middlemen who will make money off you and cheat you.
Ve are well aware of cases where recovery companies tell you that the ranson price is §5M dollars, but in fact they secretly negotiate with us for $1M.
If you approached us directly without intermediaries you would pay several times less.

> For those who have cyber insurance against ransomware attacks.
Insurance companies require you to keep your insurance information secret.
In most cases, we find this information and download it.

-> If you do not pay the ransom, we will attack your company again in the Future.

[22 16] INC 2%

S2A0foll ZBE A2 Hhstoh

Your data is stolen and encrypted.

if you don't pay the ransom, the data will be published on our TOR darknet sites
The ner you pay the ransom, the sooner your company will be safe

Blog Tor Browser Link:

http://incbloaBaudy4mmazvwSnmueBabwtaisxpwéh Tixzssu36tsalldoad, onion/

http://incbloa7vmuq 7rktic 73r4hadi 75 7m3ptym 3Ttyvifzp2roedyyzzxid, of

Blog Link for normal browser:
hittp://i

ot SU,

You need to contact us on TOR darknet sites with your personal 1D

Download and install Tor Browser httos://www.tormro

ject.ora/

Write to the chat room and wait for an answer, we'll guarantee a response from you.

Sometimes you will have to wait some time for our reply, this is because we have a lot of work and we
attack tens of companies around the world

Chat Tor Browser Link:

http://incpaykabigc2mtdxa

mSdkpsSfrBvadkazpSniss xBakid, onion/

Your personal ID:
6

Don't go to recovery companies!

They are essentially just middiemen who will make money off you and cheat

very companies tell you that the ransom price is $5M dollars, but
$1IM

We are well aware of cases where r
ct they secretly negotiate with us

If you approached us directly with

intermediaries you would pay several times less

For those who have cyber insurance against ransomware attacks.

Insurance companies require you to keep your insurance information secret,

In most cases, we find this information and download it

What guarantees are that we won't fool you?

We are not a politically motivated group and we want nothing more than money

If you pay, we will provide you with decryption ware and destroy the stolen data

After you pay the ransom, you will quickly restore your systems and make even more money,

becau: not

Treat this situation simply aid training for r system administrat

a itis due to your corporate ne
being properly configured that we were able to attack you

Our pentest services should be paid just like you pay the salaries of your system administrators. Get over it and pay for it.

If we don't give you a decryptor or delete your data after you pay, no one will pay us in the future.

You can get more information about us on Twitter httos://twitter.com/hashtag/incransom?f=live

Warning! Don't delete or modify encrypted files, it will lead to problems with decryption
of files!

Don't go to the police or the FBI for help. They won't help you.
The police will try to prohibit you from paying the ransom in any way.
The first thing they will tell you is that there's no guarantee to decrypt your files and remove stolen files

This is not true, we can do a test decrvption before paving and vour data will be guaranteed to be removed because it's a
matter of our reputation,
Paying the ransom to us is much
The police and the FBI don't care what losses you suffer as a result of our attack, and we'll help you get rid of all your
problems for a modest sum of money.

eaper and more profitable than paying fines and legal fees

If you're worried that someone will trace your bank transfers, you can easily buy cry
trail that someone from your company paid our ransom.

ocurrency for cash, thus leaving no digital

The police and FBI won't be able to stop lawsuits from your customers for leaking personal and private information

The police and FBI won't protect you from repeated attacks.

If you do not pay the ransom, we will attack your company again in the future.

[32 17] INC M0 HTML 3N = E

4.Rust 7|8t INC Mo

2025 A 5 &, 7|1E INC #HE¥0{e] CtE KT =Z FFE[= Rust 7[H2] INC %017} MEAH SEIICL Rust HE2
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74te2 ot oY st O ME, 25 el ¢St § A S5 WAL SUstA |X[stn UCt. Ciet
oo} U 5 UL ME SX2 HAEZ|QUCE

--file EXN mYs Aoz tsst 0

--dir EXN ZEE MCeR T3l o)

--mode fast, medium, slow MHOZ sl 22 37|12 MY 0

--ens HERIZE ZRE ZCHE A=l 0

--lhd HAEX 2 38 ECE AEN 4= 0

--sup ATIIE Qo MHYH U 2N TZTW 52 5= 0

--hide H¥F0l HAMo 2& sHE &2 o)

——kill ASEOl TRHA QU MHAS E2 o

--debug A=l oMl C|H HAIXIE &3 0

--def o Aol glo| #HY LEf & X

--help 4 ZHE = X

--version e ey =3 X

--proc QIXIZ HI2 mEMA FBE (7|Z —kill M E2l) X

--serv EX MHIA B2 OAF(ZIZE -kill 24 22]) X

SAGE:

noasly_new_inc.exe L[FLAGS]

—def
—=help
hide

——yersion

OPTIONS :

—dir {directory{iesl)>

——file

node
——proc

[OPTIONS 1

Don't encrypt files, just left notes everywhere
Prints help information

Hide console

Stop using process

Prints wersion information

Encryption directory

Encryption of Fileds) {e.g. 1.txt_.2

Encryption mode <fast, medium. slowd

Kill proc

——serv {sepw’

oE™

2 A elxtet

O/ 0O/0O/ 0 0O X X O 0O X X O0|l0Oo O

ies) {e.g. C:W.D:W.E:t
JtEwt .3 otxtd

Shackup.sgl?

ot ohdt ClaiEa] Lol S B0 U SUKE M DS TIUS AN | YSHE LU o) A iy AR
ol SFR URTL HAE|UON, OIS wiHsio FQIE FE U STXIS B CHMOIM TET T, WS NYSS R
A=E TSIt of2f EOIM F2Mo= HAIE =&} 8 == Rust MM MEA =7t ido|H, FAMOZ HEAE
=2 HelE XHEo|Ct.

exe st dlil

ine INC log

i 20] CHEAIE|(1600-7028)
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windows program files program files(x86)
$RECYCLE.BIN appdata programdata
all users sophos
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C++ H{F o} ORXIIEX|2 Curve25519
0| HARIRICE J|E HEOME SR HIZS SHA-512 2 s{AlS F|, O
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rE 02 wd

INC #42l0] 152 RaaS 2US J|Woz 29 zoz

Ags 4 UTE KUt YUCh Ol XL AfoH B HY IHS CIE W

Jl0fotm, wale] MH|ASiet MRiBtE JHSAlZ|T QAT 58] INC =

Ol J|HoZ QA HMUOIE HEBPLL MBS HES HAAZ
=

g30|et =ete|x] gkn, Crefet oy FA|9| Ede
x
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rot
o
9]
ox O
o

6.10Cs

508a644d552f237615d15042a1628566fe0e752a5bc0c882fa72b3155¢322cef
7f104a3dfda3a7fbdd9b910d00b0169328c5d2facc10dc17b4378612ffa82d51
463075274e328bd47d8092f4901e67f7fff6c5d972b5ffcf821d3c988797e8e3
502332b1b5a04ec85ef72e75535469f9e1aeb1febb1aabb55274626f320415¢c2
02472036db9ec498ae565b344f099263f3218ecb785282150e8565d5cac92461
b97417afbd789a21c3f4fe33bf7501bf2cf3f5¢c735¢cb4a1258ffd8a32b443e6a
33¢1f433dcd7dccchbd8bdd6d418f63285b42484a3022¢9ccfb88cc24be18cd5bd
€17¢601551dfded76ab99a233957c5c4acf0229b46cd7fc2175ead7fe1e3d261
b62c5c88f31f9c06ac7302fabla5d05aa7a46a302¢32a63ffa238f3b5b6aa3fb
5a8883ad96a944593103f2f7f3a692ea3cdelede71cf3de6750eb7a044a61486
864c¢1c803ef3b4cabab50482820d4dalc5¢cb23378ca52¢c689b32e205ae4clccf
a5925db043e3142e31f21bc18549eb7df289d7¢938d56dffe3f5905af11ab97a
909033ac13a6114191e0821fa49aee1bf5517d7849251b4d1c135f4cd7ffeect
4da86516bf85633f3db22c328825e5fe1e30ef4581179a3b886al1a2ed8ech401
26cca9c6d1c591761dd3c1cdbadc589f28bd87b7ddfe1961491396de09577fc8
1df4a74fbe8a9875a4386960f1006d29de7907af830b4c8a30a643e752299030
ee1d8ac9fef147f0751000c38cabd72feceeaae803049a2cd49dcce15223b720
d147b202e98ce73802d7501366a036€a8993c4c06cdfc6921899efdd22d159c6

b1815ef993b2649be791f0cf4249e502e7¢c3763fe69451b8b32508089e15d103
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61f70b9a0bde499d764807fe24517e64ea0130a3f6e493ead360058e59854776
e86487e21cde16fb15341fa7f9cee283944873c82bb06a4c25e32¢c0b16d08a85
fd0dbc6d941ff76e5204df4c644ba0d3241d05995f30e6b837618cd9dcc8b99c
17317ee3c9bd706ef2942a38f55c05176edabdf377a5b72250d89ebf2a795ca0
71a2¢df9d39c4ba7b7bc3091c38b0be1624b3171fb3a649ad2a6430f9ae30f82
5bcb8a717e160a88b7cfO95f0ad778ad7446041565356beb332676e33ff4f1829
c3d8c86844d7bb86dea31bcb0510542fb59bc3bc67a4e3df59f72da5¢c8509f54
56da934a117689fe0f26d0cf6cf7650f94e2f9d625d9ac066ae0096a3fc7eab4
be9elfd4dcf8a644aba70c8e92fa07a54d0ce96fb74217b48991700d281083bd

struct struct_enc // size = 0x148

{
int overlapped_status; [/ 10CP MEf i1 == Au 3=
int write_block_size; [l Sxf MI| 28 37|
int cur_block_offset_low; /| X 28 2OM (59l 32HE
int cur_block_offset_high; /[l EX E5 2OM (49| 32H|E)
int reserved; /[l o HE
int h_target_file; /] T4 O S
int p_original_filename_buf: // HE ol HI ZOIE
int p_encrypted_filename; /] &=2tE ohUH TOIE
int target_file_size_low; /] A I 37| (SH9l 32HIE)
int target_file_size_high; /] & o 37| (M9 32HIE)
int next_block_offset_low; /| CIS EE 2IAl (5l9] 32H|E)
int next_block_offset_high; /| T2 E8 M (4] 32H|E)
int p_encryption_buffer; /| ¥=3tE Hlo[E HIH EIE
int enc_flags; /] E2i3 (HA =3 o8 5)
char sha_first16_expand_key[176]; // SHA512 Z1}°| ¢ 16HI0|E 7|gt AES 7| &% Za}
int sha_second16; /] SHA512 ZAute| = il 16HIO|E 2}
char reserved_EC[12]; /] o HE
inc_footer footer; /] ¥=%tEl oY E0f F7I=|= INC footer
}
struct inc_footer // size = 0x50
{
char file_public_key[32]; /] g=3tof| AEE oHY ZIH7|
char footer_marker[4]; /I 1% OF7 "INC\0"
char reserved[28]; /] ot 32t
int init_flag; [l &=3%} HM2| R E LfEH—H X712t E2a (1 = L=3}E)
int encryption_block_size; // 28 tH¢l =3t 37| (e.g., 0x100000 = 1MB)
int reserved_flag; /] oef S2i
int encrypted_block_count; // &Z3tEl EE %
h
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o 27I|0l= Play &7t Cisco ASA ool FefEat CLFS ot #5 NZOI0[(CVE-2025-29824)E AA|SH
HEet Mt d452 UM, RansomHub?| 2IES S50t Aoz FFEE Qilin2 37 27t FHli 7hito] 716t =2
d3YS ECh Fo WHYO 2FSS| SASS HIERD Azmztel FAH 2F Olg AHE =2 7| HF =, Al2H
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| S AR E AN ofst Het xS M&5| HEstn, AFE vt 2F MAE UE ATLE Zsbsi= oHH, WR
Al2Hof e el 7Et BLIE-E Sl s4vt 2ot 451 O[] 0|SS BRIE & A= NAIE Orsior St
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} Microsoft CVE-2025-29824 {(Windows Common Log Flle System)

SAP CVE-2025-31324 (NetWeaver 7.50)
CVE-2025-42999

} SimpleHelp CVE-2024-57727 ( SimpleHelp {5.5.7)

Ransomware Shield One-Stop Service J

o Data 22 37 32 o 9% 2 A g 22 M 91 o WO OIS S5t MAsH AU~ FASt
o 20| TS S5 AL O o ALAIZHSIE JHISIE S8t 24 L OIS o YOI EME S5 AW WA O 43
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