2023.11.
RA 2




KARA ML ST HIA

B HHRO] ERIE et 2

Vo O RHERIO ERIE B e 2

Vo BT3TE TESE BMROL 25 s 6

1. S8 ZLGE N3 =823 KeyGroup MMM .o 7

1) B T e 8

2) BTBE BEOl oo 9

B) HOC e ettt bbbt bbbt b a et s nanes 13

2. Mgt RaaS, NoBit TR O] ... 14

1) B ettt e e e s eaeeeee 15

2) B Bl O e 16

B) JOC ettt bttt b a bbbttt snanes 19

B ERO] MItiGAtioNS ... 20
1

2HM Q0 CHESME{(1600-7028) KARA(Korean Anti Ransomware Alliance)

"P SI?‘ZEM /P, TREND. @) Genians ¥ AnDIANT

SK acin |
VERITAS Carrot o “itass 3 S52W



= 20| O N=E|ACE 227(0| ZEE = LUE Clop 1
£E|RSM, § L0}t Clop A& ClearNet'lt EHEE Edf 00|
= To =
I:_I!-

f ~

rot

o

or 222X H22E £k EXE 225} et ©
o

i
zloz 2 = QIC} H|zxdt HAloZ BlackCat 1

42 d3AZI7| et HEM 54 =4 EoF of TA ZERAUCE LockBit 1E2| AEAE Y

S HEAIZI7] ?I8H LockBit ZHHHOf #T OfL[2} 3AMRZ =2|= RaaSd UHAONE SAO

THISt= X2 HES MA2M, LockBit THH{YOI7E EoF A[ABRM0| Qs XHEESHA =H|o

3AM HYNE A0l SAS AT A7t =Rl UCE Bt BlackCat &2 Remcom?
o

&

It Impacket®0| LHEE Sphynx HHEYAHE EAISHRAL, Abyss 12[1 Monti 1E2 Linux T

HMHME EtANCZ St ZE¥s J|s
o

ThreeAM LEAKED DATA

Ransomedvc now offers pentesting services! share your targets with us on
@RansomedSupport on telegram. Guaranteed results!

October 16, 2023

RUBLISHEDI00%

! ClearNet: 374X o2 HMAF 4= e AHU

S|
2 Remcom: HHLE PCHOI7t 758t =T &2 PsExecl| @EAA HH
E MH

3 Impacket: HESQZ ZTEEZ MH|A0 IE HAEE 23t & B
2
2HM Q0 CHESME{(1600-7028) KARA(Korean Anti Ransomware Alliance)

W e
SK aga TREND.
SK acin - e

D
VERITAS Carrot o “itass 3 S52W

Genians ¥ aANDIANT



3&7|0l= CyClops, Knight, MetaEncryptor, LostTrust, UnderGround, Cactus, INC, Ransomed, Cloak,
3AM, CiphBit, CryptBBZ &£2|& 12719 0l AE0| HHERUACE O] F Cyclops A&

FH 252 AlMet OA82=, 73 o ASA o2 HEY0 YOO|EE oast F Knight 1

2 Ad

2l
=]
i =

Eoz glEag4ste] MYSEMCE £ LostTrust 1T MetaEncryptor 152 CFAY {F At
O|E0| sg¢t O|0[X|et 275 ArEota UL, 22 1=27(0] LAE Sfile2 POt 2E &
AHgO| =HQI=ICE Sfile2 TR FASH RE, LostTrust@ MetaEncryptor HAQIO IFQ| 4
N 277K A Hat AAE TRt 25 ChEChe 32 8o the 20| ofdES 2lolst
o LostTrust 1&2 MetaEncryptor 1E°| MO Z FHT 4 QUC}
U IEES Ef AEI ATNO| UIILF DELYS YD QU HOR AQIEUCL 53| s
LHAE Cloak 1&2 GoodDay 1&1to| A0l A 7|zl UCt Ol GoodDay 1&0| AHESt
= HHYEEONM Cloak AEO| AHESts CAE F27F 7IMEO A/UCHE 2HE EMZ StCf
H&0{, Ransomed J1&2 ClearNet? Ransomedvc 2¥2 FLtstn CIIYUCZE Mottt = &&
= 0|0{7t:1 RACL o IFFOA =H|a S QAEHFRE Sof Ct37 ZHQ BreachForums2t 244
YO AFQ Stormoust Everest 2to| LIEL S H=IYCL 0|24t =X|= i 1&S0| Hhe
o JHQIR ES0| OfL|EL, CH2 1ESH WS HOt BUH THS $uel7| o AMBY
2 JHRlD YE HoR 2 4 Utk
New ransomware variant o New ransomware variant
STOP : .wayn .wazp .gayn .gazp wagg .gaqq .miza .miqe .kiqu .kizu .kitu . STOP : .rzkd .rzml .rzew .hgml .hgkd .hgfu hgew .0oza .copl.ocohu .
WS3Z WSUU .WSpN pouu .poaz wwpl wwty wwza .azop .azhi .azgt .mzqt .mzre .mzop
Snatch : tcvjuo Jhgjzitlxe .mynvhefutrx Chaos : .sub_to_crypto_now .anontsugumi .spotifyxbiden .eldritch
Phobos:.Lucky .NURRI 2073 Phobos: .s&b .6y8dghklp .deep
Xorist: .PrO .rtg Snatch : .lgepjhgjczo
MedusaLoc_ker :.protect3 Medusalocker : .readtext5
Makop :.rajah Xorist : .Got
Chaos : .hackedbySnea575 Dharma : .DO0K
Conti_: LOCK2023 Medusa : .meduza2s
Monti: PUUUK
Dharama :.ZOV
New ransomware & group New ransomware & group
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Police_Records.exe 00d77230603c745c638c5de737d1593e
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https://blog.eclecticiq.com/decrypting-key-group-ransomware-emerging-financially-motivated-cyber-crime-gang

import pip
import os

import subprocess

print ("Download moudles for decrypt")
pip.main([ 'install’, 'requests’'])
pip.main([ 'install’, 'pycryptodome’])
pip.main([ 'install’, 'dnfile'])
pip.main([ 'install', 'dncil'])

import requests

from Crypto.Cipher import AES

from Crypto.Util.Padding import unpad

DownloadScript():

url =
"https://raw.githubusercontent.com/mandiant/dncil/main/scripts/print_cil from_dn_file.py'

res = requests.get(url)

with open('print_cil from_dn_file.py','w') as f:

f.write(res.text)

ExecuteScript (RansomwareFileName) :
result = subprocess.run(f'print cil from dn file.py {RansomwareFileName} >>

.txt',shell= )

GetRansomwareFileName () :
RansomwarefileName = input('Input the ransomware sample file name(Full path): ")

return RansomwarefileName

FindKey():

file path = "dis.txt"

target_string 1 = "Method: EncryptFile"
target_string 2 = "nop"

target_string 3 = "ldstr"

try:
with open(file path, "r") as file:
lines = file.readlines()
for i in range(len(lines)):
if target_string 1 lines[i]:
if target_string_2 lines[i+1] target_string_2 lines[i+2]:
if target_string 3 lines[i+3]:
keysource_line = lines[i+3].strip()
keysource = keysource line.split('""')[1]
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on

print("keysource is exist , keysource)

break

except FileNotFoundError:
print(f"Cannot found '{file_path}'.")
exit()
except Exception as e:
print(f"Error : {e}")
exit()

if len(keysource)==0:
print("Key not found")
exit()

elif len(keysource)!=8 & len(keysource)!=16 :
print("Key length is incorrect")
exit()

array = bytearray()

for 1 in keysource:
array.append(ord(i))
array.append(0x00)

key = array
iv = array

print(‘Key : 5 '%(key,iv))

return key,iv

DecryptFile(file path,key,iv):

try:
with open(file path, 'rb') as file:
ciphertext = file.read()
cipher = AES.new(key, AES.MODE_CBC, iv)
decrypted_data = unpad(cipher.decrypt(ciphertext), AES.block size)
with open(file_path, 'wb') as file:
file.write(decrypted data)
print (f'Decrypted: {file_path}')
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decrypted file path = os.path.splitext(file path)[9]

while os.path.exists(decrypted file path):
decrypted file_path += ' copy'

os.rename(file path, decrypted_file path)

print (f'Renamed to: {decrypted_file_path}")

except Exception as e:

print (f'Error decrypting {file_path

TravelDirectory(Directory, Extension, key,iv):
for foldername, subfolders, filenames in os.walk(Directory):
for filename in filenames:
if filename.endswith(Extension):
file path = os.path.join(foldername, filename)
if os.path.exists(file_path) os.path.getsize(file path)==
os.remove (file_path)
continue

DecryptFile(file_path, key, iv)

GetExtension():
Extension = input('Input the encrypted extension(without comma): ")

[

return + Extension

GetStartDirectory():

start_directory = input('Input the start directory(without :\\\\): ')
return start_directory+':\\'

" n

__name__ == "__main__":

DownloadScript()

ExecuteScript (GetRansomwareFileName())

key, iv = FindKey()

TravelDirectory(GetStartDirectory(),GetExtension(),key,iv)

238 E 1. 5§33 2A38E
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File name Police_Records.exe
RubberDucky.exe
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2. M1 RaaS, NoBit 2HA2]0f

NoBit.Builder 1.0

Ransomware Team | RaaS
9' NoBit.Builder

%
< by t.me/EOX4DSA
g«g N om _»0__ for t.me/RansomwareTeam
. Encryption Ransom

Ransomware for LELCECLREISEHE] Key: Ransom Note:

asdasdasda Select file (.rtf)

HMAC-SHA-128 Key: Ransom:
f)l/VgbgPhcz817RXGi3kw= $5000

NoBit Builder + Source Code AES-128 Key: E-mail:
4COBOF710169AES0 Recalc NoBit@yourcomput.er

Description:
Easy to use
Encrypts every file possible (including Recycle Bin, AppData) Select image Restricted Languages:
+60 file types supported ru,it fr

o noin
Wallpaper and blocked language support PR — Custom file types: |
New generation ransomware

Wallpaper Misc

Jni,Jog

Anti-emulation

Project: @RansomwareTeam -
[[] Enabled

Group: @RansomTeam
Private: @RansomwareBot
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import os

import pip

import winreg

pip.main([ 'install’', 'pycryptodome’])
from Crypto.Cipher import AES

from Crypto.Util.Padding import unpad

SetWallpaper():

regpath =

name = "Wallpaper"

value = \1i

try:
regkey = winreg.OpenKey(winreg.HKEY_CURRENT_USER, regpath, @,

winreg.KEY_SET_VALUE)

winreg.SetValueEx(regkey, name, @, winreg.REG_SZ, value)
winreg.CloseKey (regkey)
return True

except WindowsError:

return False

GetKey():
key = bytes(input('Input the AES Key(in text) : '),'utf-8")

return key

decrypt_aes(ciphertext, key):
cipher = AES.new(key, AES.MODE_ECB)
plaintext = unpad(cipher.decrypt(ciphertext), AES.block_size)

return plaintext

decrypt _bit files(directory, key):
for foldername, subfolders, filenames in os.walk(directory):
for filename in filenames:
if filename.endswith('.bit"):
file_path = os.path.join(foldername, filename)
with open(file_path, ‘rb') as file:
encrypted _data = file.read()
decrypted_data = decrypt_aes(encrypted_data, key)

new_filename = os.path.splitext(filename)[0]
new_file path = os.path.join(foldername, new_filename)

with open(new file path, 'wb') as file:
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file.write(decrypted_data)

os.remove(file_path)
print(f'Decrypted and renamed: {new_file path}"')

GetStartDirectory():
start_directory = input('Input the start directory(without :\\\\) : ')

return start_directory + ':\\'

n n

__name__ == " main_":
decrypt_bit files(GetStartDirectory(),GetKey())
SetWallpaper ()
print('decrypt done')
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