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Choose countries

P =
Revenue: $ 760M

Type: Electronics

Revenue: $1.858 billion

Type: Industry, Electr..

Country: South Korea
Date: 12/16/2024 12:32
Size: 745,1 GBytes

Country: Japan
Date: 10/09/2024 09:06
Size: 204.9 GBytes

Choose companies

&
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Revenue: $1.7 Billion

T [ o e
Revenue: $ 670M

Type: Pharmaceuticals

Type: Business Service...

Country: USA
Date: 10/25/2024 08:22
Size: 1,1 TBytes

Country: France
Date: 07/01/2024 08:22
Size: 875.4 GBytes
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[Sources of downloadsd information:

Total size of downloaded data about 500 GB.

company financial documents, password protected financial documents (passwords selected)

personal data on employeses (passports, SSN's, ID's, W9-forms, payrolls, medical information, contracts of employment, drivers
personal information on directors

sharsholder documents

insurance documents

documents and drawings marked confidential

NDA's and Confidentiality Undertaking

project documentation (project specifications, confidential drawings, contracts, customer correspondence, financial documents
information and correspondsnce on classified projects

data breach is a violation of the law and has serious legal and business ramifications. Personal data leakage is subject to:
the EU's General Data Protsction Regulation (GDER),

South Africa's Protection of Personal Information Act (POPIA),

State Data Breach Notification Laws and State Privacy Legislation in the USA (including California Consumer Priwvacy Act, Cali
other laws and regulations pertaining to the protection of confidential data.
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Underground Ransomware
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Tgrm BLE M40 27M ES2H)
The Underground team welcomes you!
We would like to inform that your network has been tested by us for vulnerabilities.
Poor network security could cause your data to be lost forever, including backups.

Attempting to recover data by your own efforts may result in data loss.

DO NOT reboot or turn off storage media.
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Sources of downloaded information:
- company financial documents, password protected financial documents (passwords selected)

- personal information on directors

- shareholder documents

- insurance documents

- documents and drawings marked confidential
- NDA's and Confidentiality Undertaking

Your files are currently encrypted, but don’t worry, they can be restored to their original state with a decryptor key that only we have. "

It is important not to change their current state. Each file additionally has a unique cipher, which you can restore only with our help.

If you do not contact us within 3 days, or we cannot reach an agreement, information about data leaks is bound to get into the media.

- personal data on employees (passports, SSN's, ID's, W3-forms, payrolls, medical information, contracts of employment, drivers licenses
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.ins, .inx, .isu, .job, .jse, .Ink, .msc, .msi, .mst, .paf, .pif, .ps1,
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*1DistanceToMove = Bi64;

*FileSize = v2@ - 4;

*DistanceToMoveHigh = @ibd;

SetFilePointer(Filel, v2@ - 4, &FileSize[1], @);

ReadFile(Filel, w15, 4u, &NumberOfBytesWritten, @ied);// read last 4Bytes

w2 = *FileSize + 4i64;

*Filesize += 4i64;

if { *vls == 8x31415926 ) // Check Last 4Bytes of the file
goto LABEL_63;
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FileW = CreateFileW(L"temp.cmd™, @x48080000u, lu, @i64, 2u, Ox86u, @i64);
if ( FileW != -1i64 )

strepy(
String,
"@Echo off\rin”
"irephrin”
"del ¥1hr\n™
"if not errorlevel @ goto rep\rin”
"for /F \"tokens=*\" X1 in (‘wevtutil.exe el') DO wevtutil.exe cl \"¥X¥1\"\rin"
"del Ze\rin");

NumberOfByteskWritten = @;

memset(Filename, @, sizeof(Filename});

memset(CommandLine, @, sizeof(Commandline)};

v7 = lstrlenA(String);

WriteFile(FilewW, S5tring, v7, &NumberOfBytesWritten, @ied);

CloseHandle(Filel);

ModuleHandleA = GetModuleHandleA(@ib4);

GetModuleFileNameA(ModuleHandleAd, Filename, @x4@0u);

wsprintfA(CommandLine, "temp.cmd ¥s™, Filename);

StartupInfo.cb = 184;

memset(&StartupInfo.cbhb + 1, @, 18@);

memset(&ProcessInformation, @, sizeof(ProcessInformaticon));

CreateProc

sA(@i64, CommandLine, @is4, @ie4, @, @, @ied4, Bied4, &StartupInfo, &ProcessInformation);// self delete
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« CyberPress (https://cyberpress.org/microsoft-office-zero-day-to-spread-ransomware/)

- BleepingComputer 34| SH|0|X| (https://www.bleepingcomputer.com/news/security/clop-ransomware-
is-now-extorting-66-cleo-data-theft-victims/)

- BleepingComputer 34| SH|0|X| (https://www.bleepingcomputer.com/news/security/clop-ransomware-
claims-responsibility-for-cleo-data-theft-attacks/)

- Qualys 9I& M E1M (https://threatprotect.qualys.com/2024/12/03/zyxel-firewall-directory-traversal-
vulnerability-exploited-in-ransomware-attack-cve-2024-11667/)

- Security Week (https://www.securityweek.com/hacker-leaks-cisco-data/)
+ KBS &2 (https://news.kbs.co.kr/news/pc/view/view.do?ncd=8133787)

- BleepingComputer 34 ZH|0|X| (https://www.bleepingcomputer.com/news/security/us-charges-russian-
israeli-as-suspected-lockbit-ransomware-coder/)

. HOM=A (https://www.boannews.com/media/view.asp?idx=135211)

. 52 XNE2|E (https://www.ngetnews.com/news/articleView.html?idxno=516169)
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