Keep up with Ransomware

St & H I MZYKE 2l Underground HA2l[0]

R
202412 11(669 9 673 .12
12 FunkSec 89 : Clop
Cleo 6 6
Clop Cleo Cleo Harmony, VLTrader, Le
(CVE02380623,-2CX¥ES5956) CVR 02380623 10
( CVEO 235956) . Clop
JAVA t“Malichus”
Clop 66 ,
25
LockBit Cronos , LockBitl2 19
LockBi't 4.0
LockBit 777 ( 110 ) )

Wi nd &EvBsXii nux
, LockBit 4.0

, 12 2
RansomHub ,

Underground

, 745 GB

t (Backdoor):

EQST insight | 1



, 10 Cisco 4. 5TB
BreachFor ums I ntel Broker
, ) DevHub
Il ntel Broker , ,
12 25 4. 84GB

EQST insight | 2



’ -) Clop 2, Cleo 2|2+ 283 |32 22

Q Cleo®| THY H& £&8M Cleo Harmony, VLTrader, LexiCome| /%3 (CVE-2024-50623, CVE-2024-55956) ¢4&

(Q 5 AP A Y7I/»7| 2AHOZ, 01 HEH JAVA T y2c Y

(Q & 667 71| ClOIEIS 234ckn 2%

27} oty W9l 28

’ -> LockBit 4.0 27H

(4 LockBit 150| AHAISCI DLSON LockBit 4.0 S Al

(Q 28 SsiM A7 HEHE 25t A0], 777 22| (818t 2 1102H0) 2 22512 490 W g Y2 Ibs

’ -> IntelBroker, Cisco Cl|O|E{ Y& 22 Z7Y

(Q Al 108 223t Cisco2 GIOJE] 4.5T8 & YR 4.84GB & 12% 25Y

FR2 SN

’ -> RansomHub, =L M2 A= A 34

(Q 12€ 3%, M3 ClO|E{9t Bl Clo|Ef S7H Fe3 AAl

(Q M2, 8H, 28 23 d2 50| ZaE|of Yt 3

(Q 12€ 102, 2 58GB A7|2| G0|€] | 27}

Q 2 ?H%E YHP M S 2

(Q 122 199, o 745GB 37|2] GIOIE| | S7H

(Q T3 2192 1190 32 SO, HSL X252 9D AlAY

SR90t0 28

EQST insight | 3



3 -> A5 LeakedData &, T{5Hzt 4074 HIA ]

(Q 22loHoj| tlo|H 32 U CHRZE AD|ES s 2

(Q TIsHAtel cijofEf S7H FMofl= 0|52 LE|YSH |, UH AZH0| ALK O|F 3t Z | C|O|EIS S7H

3 -> 477 Funksec 18, TisHR 8971 A |
(Q 12¥ 4

(Q 49101 U EI0[E 374 Q0T 2THHQI £ 7 U MEAS X

LU, CtAY 7E ALO|E0] F 89712] LISH AR Al

() DDoS 34, Gmail 23| =4, hVNC =7 222 Hj=

() $RO0IE ¥ M~ T 7|82 23

Y ) 4+ BlueBox 2E, T3t 37 AlA

(Q 12% 10% 2#sion], & 3240| LIS AA|

(Q 12% 25URF Ot Y |2 AMO|E0| M£0| 27458 AEY

EQST insight | 4



O New ransomware varant

Dharma : MAGA
68 Medusalocker : allciphered?0, luck_06
Prince : black

Chaos : .crynox
O=IN Beast | GURAM

Globelmposter: .novalock

o W New ransomware & group
FunkSec, BlueBox, LeakedData
.“I_: unk>ec, ueBox, a
1t it
-— —
\ F_'“l:'l f
65 77

(3) ewms ) (3)
(4) savmes o =
(s ) 5 (5 )

212.2024 A 12 8 Mo 9N sz
MEL 2
12 3 . Bl ueBolx2 10 ,
1 , 125

12l 3.FunkSec Ct3Y AO|E

FunkSel2 4
12 89

( ) . Funk AeECS

EQST insight | 5



2 FunkLocker

DDo S , Gmai | ,
hVNC

F0 BE ANNOUNCED

FAKED DATA:

DONHLOAD LI HE
T OBHLOADS
COKPRHY | HFC

12! 4. LeakedData R APO|E

il

LeakedDat a

2l MY

12 40

Top5 &ML

95%
10% 4%
q|
o A
2 K1 B
ES 2H A ES
FunkSec LeakedData

73%

3%

3%

LeakedData

2 (Reverse Shell)

EQST insight | 6



FunkSec 12

, , hVNC

FunkSec

23 ( MFT)
20234362)

Lexi Com
6 6

25

RansomHubl2 5

2020
420GB ,
RansomHub 3
, 12 23
11, 74
Akira
12 LeakedDatao
29 , /
8 (Deface):

89

MOVEi t

Cleo

FunkSec

TransCleoy dSIPOQVE t
Clop 2 4

MF T

Cleo

(CVE0230623,-2CY¥E5956)

200GB
RansomHub 12 12
TekBI ex
Akira 12 49
Luxor Capital

DDo S

(CVE

Har mony,

Group

EQST insight | 7

VLT



@ g0 TS EFHA

ALL DATA

Choose countries

el “eallla” B B L
Revenue: $ 760M

Type: Electronics

B o o —
Revenue: $1.858 billion

Type: Industry, Electr..

uﬂdz'ww q Data  Announcements

Choose companies
Country: South Korea %

Date: 12/16/2024 12:32
Size: 745,1 GBytes

Country: Japan
Date: 10/09/2024 09:06
Size: 204.9 GBytes
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Revenue: $1.7 Billion

Type: Business Service...
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Revenue: $ 670M

Type: Pharmaceuticals

Country: USA
Date: 10/25/2024 08:22
Size: 1,1 TBytes

Country: France
Date: 07/01/2024 08:22
Size: 875.4 GBytes
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[Sources of downloadsd information:

- company financial documents, password protected financial documents (passwords selected)
|- personal data on employees (passports, SSN's, ID's, W9-forms, payrolls, medical informat
- personal information on directors

- sharsholder documents

- insurance documents

- documents and drawings marked confidential

- NDA's and Confidentiality Undsrtaking

- project documentation (project specifications, confidential drawings, contracts, custome
- information and correspondsnce on classified projects

Total size of downloaded data about 500 GB.

I data breach is a violation of the law and has seriocus legal and business ramifications.
- the EU's General Data Protsction Regulation (GDPR),

|- South Africa's Protection of Personal Information Act (POPIZ),

- State Data Breach Notification Laws and State Privacy Legislation in the USA (including
- other laws and regulations pertaining to the protection of confidential data.

ion, contracts of employment, drivers

r correspondence, financial documents

Personal data leakage is subject to:

California Consumer Privacy Act, Cali

12l 8. Underground #MLE

Underground .

P W .

EQST insight | 9



Underground Ransomware
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Tgrm BLE M40 27M ES2H)
The Underground team welcomes you!
We would like to inform that your network has been tested by us for vulnerabilities.
Poor network security could cause your data to be lost forever, including backups.

Attempting to recover data by your own efforts may result in data loss.

DO NOT reboot or turn off storage media.

e
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Im

Sources of downloaded information:
- company financial documents, password protected financial documents (passwords selected)

- personal information on directors

- shareholder documents

- insurance documents

- documents and drawings marked confidential
- NDA's and Confidentiality Undertaking

Your files are currently encrypted, but don’t worry, they can be restored to their original state with a decryptor key that only we have. "

It is important not to change their current state. Each file additionally has a unique cipher, which you can restore only with our help.

If you do not contact us within 3 days, or we cannot reach an agreement, information about data leaks is bound to get into the media.

- personal data on employees (passports, SSN's, ID's, W3-forms, payrolls, medical information, contracts of employment, drivers licenses
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*Filesize +=
if ( *vls ==

*1DistanceToMove = Bi64;
*FileSize = v2@ - 4;
*DistanceToMoveHigh = @ibd;
SetFilePointer(FileW, v2@ - 4, &Filesize[l], @);
ReadFile(Filel, w15, 4u, &NumberOfByteskritten, @i64);// read last 4Bytes
v2E = *FileSize + 4i64;
4iG4d;
Bx31415926 )
goto LABEL_63;

// Check Last 4Bytes of the file
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FileW = CreateFileW(L"temp.cmd™, @x48080000u, lu, @i64, 2u, Ox86u, @i64);
if ( FileW != -1i64 )

strepy(
String,
"@Echo off\rin”
"irephrin”
"del ¥1hr\n™
"if not errorlevel @ goto rep\rin”
"for /F \"tokens=*\" X1 in (‘wevtutil.exe el') DO wevtutil.exe cl \"¥X¥1\"\rin"
"del Ze\rin");
Numberof sWritten = @3
memset(Filename, @, sizeof(Filename});
memset(CommandLine, @, sizeof(Commandline)};
v7 = lstrlenA(String);
WriteFile(FilewW, S5tring, v7, &NumberOfBytesWritten, @ied);
CloseHandle(
ModuleHandleA = GetModuleHandleA(@ib4);
GetModuleFileNameA(ModuleHandleAd, Filename, @x4@0u);
wsprintfA(CommandLine, "temp.cmd ¥s™, Filename);
StartupInfo.cb = 184;
memset(&StartupInfo.cbhb + 1, @, 18@);
memset(&ProcessInformation, @, sizeof(ProcessInformaticon));
CreateProcessA(®is4, CommandlLine, @ie4, @ied4, @, @, Bied4, @ied, &startupInfo, &ProcessInformaticon);// self delete
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“ASR (Attack Surface Reduction):

SEDR (Endpoint Detection apnd Response):
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