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New ransomware variant
0 RansomHub 74 “
Dharma : .cunt, .ior

Xorist : XiN
Stop : .hlas
Proton : .cipher
Makop : .pgp775

om Chaos : .escovinda, .tyson, .encrypted
Medusalocker : .foxtrot70

TeslaRVNG : .secles2

New ransomware & group

106 Soleenya, Valencia, Orca, Osyolorz, BlackLock, ContFR
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Gro] FlxA] 2ok, 9Y 25 dFHe v A /= dolAe A& 5 fl= dHTh

ContFR Expace abonné

RAAS - Ransomware intégré a un fichier PDF, a faire ouvrir a vos victimes ou a insérer vous-méme, Windows et Mac, ne fonctionne pas sur Linux.
Tableau de vitcimes et récupération de données possible depuis votre espace abonné.
Configuration de votre ransomware a votre premiére connexion, puis modification possible selon votre formule.

Contact :

Durée Fonctionnalités
30 jours Infection uniquement en ligne, modification 1 seule fois du ransomware Commander
6 mois Infection méme hors ligne, 10 modifications du ransomware Commander

Infection méme hors ligne, modification illimitée du ransomware, support chat Commander

a9 3. ContFR RaaS

WY AE Ar|~ Fej= FAufst= AlqF RaaS 7F @AY ContFR 1H2 PDF & &3
A3sl= Windows, MacOS #:AAAAE 7]57HA] FE3HA Fmistar AQvd. Windows, Linux
B Ao Hla] Az oz =5 YElt= MacOS B A9 @A o] & ALg3ltt= 53 o] ).
ohek Aol Ar) e [ o= ER1EA ekl dvsteE AH| &= F 3 Jth TEST
HAHe 30 o &9t AME, 1 3] o] vhed WAl R 400 FE (s °F 58 ®E gD)e
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CYBERVOLK

Dear visitors,

We are CyberVolk, hacktivists of elegance. We have taken control of this site
We do not seek to destroy, but to reveal. To show what is hidden. To bring light
In Shadows We Trust, In Silence We Strike,

CyberVolk.

TELEGRAM GROUP

All rights reserved 2024. Cyber Volk

% 6. CyberVolk 1§ &7 ¥ o)X

CyberVolk 718& 23] 3 € GLORIAMIST INDIA = o202 WA gy aalidr] 35S
Alztath, st o2 X GLORIAMIST #t= IEH|~E 180 Zd 12 YiE
dyais 53 FEdsd, dEURA SF5S AFT Aoew duxv. Ty iEdS
A A8F= GLORIAMIST INDIA & AXHoz dAad =719 719 thade® F2 DDoS

342 A Bae AT

o

CyberVolk. Group.
ed from . Solnts
Bra (Boss)

Choose our new name.

CRYPTOSHADOWS

CyberVolk v

CYBERVOLK
AURORAFLARE

' Greetings to citizens of the world . Now GLORIAMIST India is now
CyberVolk.

RS i CHTG FeE - GLORIAMIST India >> CyberVolk 2
. Group.

s we decided our new name will be: « CyberVolk

d1 g1

'ﬁ'ln Shadows We Trust, In Silence We Strike.

&2 g2 &

L O]

Q Leave a comment E:) Leave a comment

a3 7. CyberVolk IF °|F FEEF) R IF ol 93P
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6 ¥ %, GLORIAMIST ¢ A @z} DeathHack(Patcher)©] z%hﬂ%‘i% S Qo dy o
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17 4 5 Aol L} GLORIAMIST INDIA + MZ& 2FHS 98 FxE AA3Y. g
FRE &3 CyberVolk #h= o] Fo] Aty o d3] Ze| ~EQlES A Agt= CyberVolk +=
DDoS +45 AR 7|F9] U 2E &d5s oo Yl gk
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New officially update of our ransomwar erVolk Ransomware).
There Features are given below.

atails of our ransomware:
to our team. ® Developed wit
e e ® |t will encrypte all files with .CyberVolk extension.
with C/C+H
-Poly 5+ AES + jantum-resistant al
s are also encrypted by 096 algorithm)

® AV undetectable

® |t can decrypt and encrypt files without any servers.

Sa, victims must pay and take decryption for d»:crj.,ptlcn'u. : ) o ~

If decryption key is not correct, all files will be 0KB Without any ser an be d alone on victims PC.

-It continuously encrypts files until decrypt key is inputed. (SIS <e decryption key for decryption.
If decryption key is not correct, all files will be OKB.

% 8. CyberVolk @AdHo] #vl 2(F: 7] ¥A, $: A HA)

741 ANE A ades Aol vl AFHY. 27 Wl s AE 9
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agdolol G 4% Bl Z92 AH§H] AR, CyberVolk LFE o] W] U

el Hishe ol ks, $E At gERA g 2901 A $54 9%
Sol 36 47} YA Bow) RE Aol OKBE N Aolehn v,

9 ¥ 23 d, AH g3 =79 CyberVolk StealerV1 & #ujs}l7] A|zH3Ick, &g Stealer &
28, gais 5 AXEY AR HeeA dHeoly, 4& std X3} AR 28 A|2H
AR &3 7S 7hA] BHAgsta vk dld dHIZEE AAFE PEHE 1,000 (sl of
130 7+ D)ol o= 3 o)
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CyberVolk Ransomware

AES 212|Z02 ntY %S3}HE 31 RSA Y2 SO 7| ES

w.

b AES a

File A Encrypted
File

- K
=

o2t 7/

srand(time()

gz g4 | T 3717 1KBOI2E: TH 2SS
e 37|17k 1KB 0|4} 10KB O]9t X 1KBY L =3}
oY 37|7t 10KB 0|4 10KB ZHZAOtC} 1KB 2HE 453}

. T B}
HEQ Dialog Box
HE A3} g T
9 £
J —Q
H
AES&RSA 2 &3} HE|AZE *Eﬁa
—o
.
CyberVolk_ReadMe.txt - Windows 2%

DYF BEO AYO 2V S8¥H)
Greetings.
All your files have been encrypted by CyberVolk ransomware.

WM E Please never try to recover your files without decryption key which | give you after pay.
They could be disappeared?
You should follow my words.
Pay $1000 BTC to below address.
My telegram : @hacker7
Our Team : https://t.me/cubervolk
We always welcome you and your payment.

. CyberVolk_ReadMe.txt
LfEr3fe - = Pl ry aftything!
k-l A \\ N /" Just follow us!
1 3 Contacts on Telegram:
A A A0 p tame/CyberVolk_K
CYRERVNIN @hackerk7
4 @ghostdoor_maldev
@CyberVolk_bot
\

HE &}
)—c{ .CyberVolk
= 2lof
()——4 C/C++

1% 9. CyberVolk @A4o A&
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CyberVolk @A ¢o] A
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Initial Access

Discovery Ol HEotUS St MUY Of H=

o Za| X} ZRAA A
A|AE ST A|ZH EHQI
A|ARY B AJZH 2l Defense Evasion

) SEHMN | om o am
Execution afisfe Clt7] Ug of & x|
FIE PR R

2% 282 08 271 28 A8 | | T—
Impact
_/
glo|e| 53t
b=y P Z2HA B8
E
% 10. CyberVolk @ dlo] ¥4 A

CyberVolk @Adlol: st=xgs wEy shde o gs) whgshy wARE Ay
Azdel A4E BFAFE A Ede F2E #esty, Y F2el “tmpbmp i
oJF9] WEW TS AT AHgEHE MEY HA ofd) 1Y} Pt

Just follow us!

"'ont/aets on Telegram:
Pl /CyberVolk_K
VRER " - @hackerk7y |
GYBE OLK @ghostdoor_maldev
@CyberVolk_bot

ad 11 9A E-99 A%d HWERN 3L (tmp.bmp)

ek S WA 1 AREAE dEzkee € 4 = Windows #<{l & Dialog Box &

AAett, B9 Aol CyberVolk 180 et A7), AZhx, ¢tasis A3 F4AE HEd)
AREAFll Al 1,000 @ (33} oF 130 7k ¢HE FaFstes a9t & 5353 718 EE &
AE H2EMATE EA8tAL, 5 AI7F 7R ETHE BlolME 27]3) shhghs =715 whETh
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Hacked by CyberVolk

Time Remained:
I T

My BTC Address:
bclg3c9pt084caf hn8wvh7mqg04rgbnaew0Omk87

My USDT TRC20 Address: G
RS/ JLME/LYRETVOIL_ R 1xarMAbSLLMStn4RZi63cTH7tpbodGNGbZ IR IOStUDE _HaleeEy

a3 12. CyberVolk Dialog Box

veveloped Dy

H Foll F71E F2 A APPDATA% © 7429 time.dat o]t olgo= A3
AgTh @dglelh Ay dg shddel 18000 oleht @ A, 1 zuheh 9
Al 14 FobRA AGE sk ol wad A Ade Sdi de
AE AR T, Azke] AdTigE @dslelrt FREAY Axdel teRe B
MrE 49 gt Acw sl

Tlme Remalned

a9 138, &2 Az g9 WA

w, ARSI AANNE FHAA RHER 1 Zrid ¢ Bl TeAsst Y FA
A8 A FRANG i CyberVolk @AIsIoli Al %4 s Sero] EAlatA

10 %APPDATA% : Windows A|AEIO|AM ALEXL & HIOIHE &7|% 7| ot EHE 7I2|17|= AlAH stdfs dutyoz
"C:\Users\{A& X} EN\AppData\Roaming"2 2 HE|0 ULt
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7] wWZell PowerShell ¥@ojy PC & ZAAl® T8k d4ddo] s 9 5 vt
Y Ao Algke] E2% B CyberVolk #Aldlol= o ¢tsstsE FHjgth. BE
Setolug BAE olF4 Yxzs se drde EASE FE OdELdyE 45
WS BAsks] AR 7 Sefolne] H49 teEeldA Users tdEelt £A15H=A
gelstar, s Users sh9] HeEert 4538ts g3
wsprintfW({string2, L"%c:\NAs\\", v15, L"Users™};// C:\\Users
if ( wcsnomp(v9, String2, woslen{String2}} )
recursive search directories({String2, a2);
return;
¥
if { (GetFileAttributeskW{vo} & 2) == @ )
1
LABEL 16:
wsprintfW(FileName, L"%s*.*", v9};
FirstFileW = FindFirstFileW(FileName, &FindFileData);// C:\Users\*.*
IpFileName = FirstFilel;

% 14. Users U EF &9l
Users ¢ 3¢ HEEZQME e 29 2 LS £t £4& F280. E9d
CyberVolk_ReadMe.txt &+ 3H4& 313 v 3L, WA stemdd 9
&S Ao, 2 FAHAA on gsstE 9 «CyberVolk ¢ #A
CyberVolk_ReadMe.txt & A9+ & S a5 s},

KO o
mo|m <o

if ( wcslen(FindFileData.cFileName) > @xFF

|| FindFileData. -dwFilenttributes — 4/} check FILE_ATTRIBUTE_SYSTEM

|| FindFileData.dwFileAttributes == 8x10888 )// check FILE ATTRIBUTE WIRTUAL
goto LABEL_36; // FindNextFilel

if ( (FindFileData.dwFileAttributes & @x18) != @ }// check FILE_ATTRIBUTE_DIRECTORY (is directory?)
break;

FileName[®].m1281 ile[@] =

wcscat_s(FileName, 8x38Cu, v3);

wcscat_s(FileName, ©x38Cu, FindFileData.cFileName);

if ( !string_comparison(FileName, L"CyberVolk ReadMe.txt"} )

if ( 32 == 101 )

if ( !string_comparison{fFileName, L"CyberVolk™}) )
{
encryption(FileMame, &savedregs);
print_log(L"Encrypting File : ¥s\n", FileName);
¥

1

a3 15, ¢33} 49 dd FA
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3 dsst gL v|E FdHd gost A CyberVolk 7F F7Hd #de A=
Ash= Aoz AzZkett, o]F dAAl AlxHEl AIZES Al=E AT H O dsE A
32Bytes ZL7]¢] =3t 7]eF 16Bytes 719 X713 #HHAV)E Idvitt A s

Sow T FAvlel uwet dAAl dEste} HFE Jasts HIsch A Zr)E 4Est
Wl e ol Yy g

infosec

1KB 2%=3}

9KB H4 md

1KB ¢33}

9KB M4 md
e oy :
[ )
1KB L& 3}
e oy
1KB 0|3} 1KB X1} 10KB 0|} 10KB =1}

a3 16. 3 ¢33t By

A 3 F7)7F 1KB olatd A dA fdg dssettt 1KB 2% 10KB ©]8kel U
A 1KB 7 ¢z 3t} 10KB & Z3shd 10KB 4wl A 1KB vk o33k}, sl
WA o2 tsslel e tEst At FUbE AR U= Agsh Y GEstel =
AES &aEl5s ARgskal, ARES 7le @A dloldl st=3Yd ¥ RSA FUN7IE o] &3
Hostth 9 dmstel ARgd %718t WEHe= 98 adE dsstdE gdel W gk
Freta, BE® 453 e 9d ul Fol F3g. deafid s v o3 sl

ChaCha20 &alg]5& AHEETAL 8 Folu, £4 23 AHgshA] e Aoz Selilit.
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g =t M A A" dHRE HolHE &8 4 ZY-l
dH=ES AT

ransomnote_data db 47h

I aReetingsAllYou db ‘reetings.’,8Ah
db " All your files hawe been encrypted by CyberVolk ransomware, ',8Ah
db ' Please never try to recover your files without decryption key wh'
9 db "ich I give you after pay. ',8Ah

42 db 'They could be disappeared?’,8ah

F db. "You should follow my words.’,8Ah

db "Pay $1888 BTC to below address.’,8Ah

78 db "My telegram : {Ghacker?',@ah

db "Our Team : https://t.me/cubervolk’,8Ah

db ‘We always welcome you and your payment.’,@8

align 1s8h

ag 17, st=E9dE AH=E Y&

olr

Al AdFe nke} o] CyberVolk #ASole= 715 dEd vtz 53533 4 = 7150
o} AFE&AE 4EH3E 7= BAPPDATA% 74 %9 dec_key.dat ¢o]|& o= Xﬂ%}%q— g
3t 98 A4 d Eo AR dnst 71E HEior sta, dmst 7] HTtels
4096Bytes =719 RSA 7iQ1 7|7} Hesid. AW HAA 2= 36Bytes 4dol9 71E
QTeta, ¥ AAY & 4ol 7= ZEHS)

GetDlgItemTextA({hknd, 1881, String, 37);

if { strlen(String) != 36 )

1
MessageBoxA(@®, "Decryption Key is not correct!™, @, @);
return 8;

¥

Substitute Using Dec_key(String);

dec_key flag =

SHGetFolderPathA{®, 26, 8, 8, Arglist);

Fur‘matStrlngTDBuf'Fer(.-.J "%s\\dec_key.dat™, Arglist);
w21 = fupen( 30 W)

if ( :2; )

1

fwrite(String, lu, @x24u, v21);
fclose(v22};
return 8;

i

a¥ 18. £33 7] RS 2 AR

AL I 36Bytes o 71t AR wolE AgHTh WAool AT RSA A
A7F Aol um, AEAE 4R A HelR JFoR @ EA AF) RSA /Y
b BIA AF HelBe FYHoR JYPTE FARE FE3} /1§ 27 5 Qo
A9 237k A9k v, 71 b ggHoR BTYEA AFHE HYol flo R
ikl Bk ggHoR oFoiAA ¥m, AFH JE BIAE ALRY] G

s wdo] BT Eabe.

&0-1

o

i 1:2
}oll
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CyberVolk @A o] o5 et

infosec

Initial Access

AV EFH AR E B oy 22{@ Thel AH|

Discovery Email Threat Response & Detection S S% /¥ x| X xtc

EDR SRS S o4 B AT
\ "
i oY o Cly E2| A% Mg
Execution ASR 75 24818 B2 o4 W) K
EDR #7412 B oty WA e
_/

ASR 713 243t % EDR £RHS S 4 W AT

23 20. CyberVolk @A ¢l o-gH¢t

CyberVolk @A gloj= WL HEIHAS F3] dddoAE dasith. mepa gAxg1dAY
SAE A & Waxte] wd H HESHLAS deelA F FYrt 86t HESHdS
Uewoets AegdEA FES Anti-Virus 59 £FAE AMESIAY 71 S0l A wdol
A 247F A=A AFA A5l 2 dstE Email Thread Response & Detection 541
To ol&d AEES s Atk
wgk, WAl Ao Zask 7+ 2ol AAe] ARggE FH AA ST
CyberVolk #Adglol= Mo T2 A~ 5o EABHAl 7] wjol Abdel w3k
2 gEEg e AS A AY HAgoR FoAgeE 5 2A7F Basith. F7F2 ASR™M
T3S Aty EDR £F4& AFgEl s 4Ae 54 Z2AAE Ads] oY odsste}
olA 9= we 2 9t

mpAlg o 2 CyberVolk #Ao)E= At Hew dss)s)
2hA|EFA] k7] wio] Windows 7] 7|5 S £
E3E 4 Q) o] Qo F2 HolHE HEo UESY
Hass 4 Q.

H O R

Qb 0
e rlo

" ASR (Attack Surface Reduction): S4At7t ALESte EF ZEMNAQL AW Ittt ZEMAE KISt B3 J|s
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Indicator Of Compromise }1

CyberVolk : SHA256

de0b74917fe24c2b38e2d1172b7352f88bf8b3df64b6d44ca5f317db85aeb324
489e921e3f060b15e3825ca53205eddecbe65583b3de90bb3550049d2c278de8
6343bb6570bdea7f0e829312cf5829defa9eb69238fefabc272650e1e5219a86
102276ae1f518745695fe8f291bf669856091723244881561bb1a2338d54b12

&

File Name

CyberVolk_odz9rjs5efm3yat2vb7w40cq16nx8hkpilug.exe
ransom.exe
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H 1 AO|E
» BleepingComputer &2 &#o]#] (https://www.bleepingcomputer.com/news/security/linux-
version—of-new-cicada-ransomware—targets—vmware—esxi—-servers/)

* BleepingComputer 32 &3 o] %]
(https://www.bleepingcomputer.com/news/security/ransomware-gang-deploys—new-malware—to-
kill-security-software/)

» BleepingComputer 32 &9 o)A (https://www.bleepingcomputer.com/news/security/ransomhub-
ransomware—abuses—kaspersky-tdsskiller-to—disable-edr-software/)

*« TRUESEC &2 E21 (https://www.truesec.com/hub/blog/dissecting—the—cicada)

*» modePUSH &2 &= (https://www.modepush.com/blog/highway-blobbery-data-theft-using—
azure-storage-explorer)

» ArcticWolf &2 &3 o]A] (https://arcticwolf.com/resources/blog/arctic-wolf-observes—akira—
ransomware—campaign-targeting—sonicwall-sslvpn-accounts/)

o F3dolE¥H (https://www.data.go.kr/index.do)
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