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LEAKED DATA

W TWITTER
e PRESS ABOUT US

> B HOW TO BUY BITCOIN
> [ AFFILIATE RULES

> @ CONTACTUS
> &% MIRRORS

peaseinc.com

Based out of Lakewood, Washington, Pease
Construction has been delivering construction
services to public and private clients for over 35
vears. Our success relies on having a team of

yupousa.com

YUPO is the recyclable, waterproof, tree-free
Synthetic Paper with attributes and properties that
make it the perfect solution for a variety of
marketina, desian, packaaing and labeling needs.

concorr.com

cordish.com

6D 15h 16m 20s 6D 15h 17m 51s

CONCORR. Inc. was established in 1990 to develop
technologies and provide solutions for mitigating
corrosion of reinforcement, both conventional and
stressed, in reinforced concrete structures. It

The Cordish Companies' origins date back to 1910
and encompass four generations of privately-held,
family ownership. During the past ten decades, The
Cordish Companies has arown into a alobal leader

DARK\ZANS

LEAKED DATA

& LEAKS
e ABOUTUS

> @ HOWTO NEGOTIATE
> B HOW TO BUY BITCOIN

> B Fags
> @ CONTACTUS

sandipuniversity.edu.in

1D 06h 25m 38s

Sandip University is a thriving hub of 21st century

is set in a picturesque lush areen Wi-Fi enabled

higher education.It is a UGC-approwved University in
India, located in Nashik, Maharashtra. The University

atriline.by
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bzrastreador.com.br

bigtoe.yoga

[ PUBLISHED

)

[ PUBLISHED ]

A BZ Sistemas & uma empresa focada em solugbes
|para empresas, visando otimizagdo de recursos.

Book an in-home Massage or Private Yoga
appointment with a provider in seconds! Bigtoe is
the easiest way to book mabile massage
appointments with a 5-start massage therapist.
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A 8Base = 2019 @ ¥A® ZHA(Phobos) 7[HEe] @M olE ARESI @Itk Phobos
Aol o e Z2addor s Hujof sjz2E Aol §li= Dharma/Crysis A4 ¥o] 9]
Hzog I thE Phobos WEo] FE3] =461 Qth 8BRase = Phobos 2.9.1 HAE
837 "go] AAFEETE ofyet HAHLES Wgd HARQl, ofmet At ¢fe EzfolE
=% ID & 3479 oHdg FUlshs WAZA] FAFSHH. o]Qlok fe s} def o] HE
Phobos ®WEFES AL ETL of 9\1% At Phobos #dHolet FYt RSA F7W71E

T3t 8Base 7F Z|&Eo| ARESHE NET ' 7]¥be] shidglol Ent oz, 2023 W 11 4
SmokelLoader & ©o|&d]|4 wjxst= WEFo] WAL SmokelLoader + THEZTY IR
C2 AH 2ol H& 3 ©Pgol wet F7F =Y dAHIEE HREEE 4 Uty 8Base 9
SmokeLoader WE9] AL  SmokeLoader UHe] AAE  HolrEE %%-3}7414
C2 A (Command & Control Server)ofl A& dT3d o] Ho]2E(payload) P &
the=Ctof] 553t & Aok WAlE ARSIt HEH oz AiE= o] Ho|2=+= NET
7]6ke] 2 oot A5 Phobos ¥Wl1Z<] A ¢olt},

Welcome to the Ransom House

You are locked by

WHITE RABBIT

Knock, Knack. Follow the White Rabbit

| | Dear Management,

| by DARK ANGELS TEAM !

| | If you are reading this message, it means that

_ your network infrastructure has been compromised,
- critical data was leaked,

_files are encrypted

[
()
1)

The best and only thing you can do is to contact us The best and only thing you can do is to contact us
to settle the matter before any losses occurs. to settle the matter before any losses occurs
The best and only thing you can do is to contact Us
nion site to settle the matter before any losses occurs
nitp r 5 Syntissiojzvn246spahniugwkff2pad.onion,

Telegram Channel
ttps.//t mefeightbase

1. THE FOLLOWING IS STRICTLY FORBIDDEN 1. THE FOLLOWING IS STRICTLY FORBIDDEN

1. THE FOLLOWING IS STRICTLY FORBIDDEN

1.1 EDITING FILES ON HDD.

Renaming, copying or moving any files 1.1 EDITING FILES ON HDD. 1.1 DELETION THIS NOTE

Each note carries the encryption key

could DAMAGE the cipher and Renaming, copying or moving any files
decryption will be impossible could DAMAGE the cipher and needed to decrypt the data,
decryption will be impossible don't lose it
1.2 USING THIRD-PARTY SOFTWARE 1.2 USING THIRD-PARTY SOFTWARE
Trying to recover with any software Trying to recover with any software
can also break the cipher and can also break the cipher and 1.2 EDITING FILES OR HDD.
file recovery will become a problem fle recovery will become a problem. Renaming, copying or moving any files

could DAMAGE the cypher and
decryption will be impossible

a9 6. AHXE vl (3} DarkAngels, % 8Base, ¥ RansomHouse)

11 NET: MS oA 7|dst Windows 213 g @ Ag) s (Ly|dL )
12 C2 AH(Command & Control Server): FAZ7F 7] & 438 Fxe}t F4S FAIAY B3L dgsh= AH

B o] 25 (payload): AHFE ALW AR, WA B S BHOE £4S YSEs 4AY D
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8Base += Phobos #4l9lo] Qo thefet TIEE7He] Aol EIfith. dAl FA| AREStL
AR = FA|GE o]Eo] EAXHOZ SFotr] ARG 2023 W 5 97 WAE AL E+= DarkAngels
Aol #EF  Babuk HHE  ARESH RansomHouse(Mario/WhiteRabbit) 14 o] <]
AHEESF -go] mle FARSHHE. ESH 8Base 1E9 oA HlolH /& ARIEs
RansomHouse 59| Ate]ESQF Main H|o]Z], FAQ H|o]Z], Rules #o|z|2] Bt FALSHTE,

rob

FAQ

What are your current official news channels?

Official Telegram Channel:
Official Twitter account:

Can we cooperate with you?

We would be glad to find new contacts in this field. So if you want us to make your data available on our website or participate in negotiations, you need to contact us using our
Cooperation Telegram Channel, we are open to it. Please keep in mind that we reserve the right to reject data violating moral and ethical principles. Iif we find common ground, the
team will then contact the company and make negotiations for you. A further decision on data disclosure will be made following the negotiations, so you will be notified. Important: if
you are a member of an ultra-radical group forbidden in some country. involved in extremism or espionage, any cooperation between us is impossible. Your values are not the same
as ours: we appreciate life, liberty, equal access to information, democracy and non-violent methods of communication. Qur team does not provide data to any groups if we become
aware of their extremist activities. We are not involved in politics or religion.

a3 7, g43aYq {5 A°lE " (4 RansomHouse, 5} 8Base)

Mse deel WS WA A3 O3Y §2 AolEe] £} fAITE Wz
8Base 1F©] RansomHouse “LFolA A IAY 2lH3i ] (Rebranding) 3F T1Fo]2t= oA o]
EAH AR b 180 BE A8t 24d 192 Agdls A7 $29 wes
ARgSHE A2 B 9ol ofy”] "], o9 dWde BHstlole $A7E SRSkl ¢t

" glui) (Rebranding): &ZAFE0] 298 SUT & Y22 o]F0 2 thA] Y5t 54
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Al of your files are encrypted!!

To decrypt them send e-mail to this address: support@rexsdata.pro.

‘Write us to the Tox Messanger: 1167BDDAA32671D52932698FF508CFF194BFIE9BISEI1 BFBATADBOICOAS TEB41882388000595

All your files have been encrypted!

L ™
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sz FEA}
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8Base WMol &L WAYOE NET FHz2 A HEAY gLzrtdg o7
SmokeLoader & ©[-83 Wj2ESth SmokeLoader £ C2 AHZRE st WAl #Hol=
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HAFHoz AYHE WY Flo]2EE AES-256(CBC) ¥rElEoz ¢ssid AH
“cdata” ol AFE ] ek AA grole 71 HEo] AHgstE RSA A7, AT sl
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Aol S APA|Z|AL NET profiler DLL 24 Z2A|A D o] FoFyg o]gs] |z AT
Ao Hagh 59 A4S 235k UAC(User Account Control)® Bypass with .NET profiler

ot

rsh

5 NET profiler DLL 2% Z2A|2: o2 ofjZa]Ao]x ] AL RUE P57 Yt =<2 NET profiler DLL & 8] 2= T2 A~

16 UAC(User Account Control): ¥HE]z Hgto] W@t 9, A3 A ALEA7 2% Fo& 23sH= Windows HSt 7]
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R Fe e

L
[$)

_,_.
rH
o,

= 25 F ARgSth mpRete s 9ggE Qe o] A(Command-line
Interface) & FolA WY BAMEE AAlt IS v@/d3ole 715 E AUl ok
o sl i PC o] Erfo]BERE ofyeh YIEYA Ff Evk dodigitt, i o=
AES-256(CBC) ¥118]&-E& o|&ot, dasto] AHEEE AES 7= 933 AdE A4 oA
AEstA At 2 mduitt oiE 718 ARESke Aol ofyr] wiEel IV(Initialization
Vector) 5 mtduitt HEstHA Ao 71 55 ZAE i@t daste] AH8E AES 719 IV =
A4 el A= o] Sli= RSA F7N71E BolA Howw, oFaste mpelo] Zof Frdrt,

infosec

I
HH mtel 1/3 27|

256KB 4 1t

256KB ¥=3t

HH mel 1/3 27| —_

Y o

I
HH ntel 1/3 27|

HH mel 1/3 27| H3

1.5MB O]9t 1.5MB O| &
1% 10. 8Base Aol d5st vl

8Base ol el dookE flsiA HE A= But ofyet B oSt HAS ARgRl.
g A717F 1.5MB ulgkel A9 w1 HAAE SR sbetal, 1.5MB ol Agols e 22

A712 358 2 JAutrt 256KB 7 453t

7 % Qe Ho]A(Command-line Interface): AHEIS] LA} 45 Aol FAE AT 4 e HAE S| AEjHo]~

' [V(Initialization Vector): £% 58t WalolA AHgsE odS 3 shtz 9ust 2w} Mee 717 Qs o] Sis) e
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8Base ;o] -S4t

infosec

Execution

ASR 7H&| EdstE ot obd ¥el ket
Anti-Virus 28310] 2|4 A2 2 o9 Ha|

Persistence

[m

& 3YE 53 YX|2EL| WP HE

[ 71547.001 |

Privilege Escalation

Windows %4 HHH2E YHI0|E
2¢ ge|a 280l AHER HIA
I8 HHE EH ES 449 M

Defense Evasion

(Tis40.002]

ASR 1% Ed3} U EDR SR MAE B
ot #g| xict

GEZD

Exfiltration

[

[m

Impact DLP £2M U EDR ERME B3

HiolE R& YX|

ASR THE gdEIE B3 ot Y Kt
oiolE WY

o |

1% 11. 8Base WA o] off-gHet

8Base ©] NET 7|9t i Hole dwlo|zEF HE oA Hods] Mz ZrAA AR H9YsHH,
SmokeLoader H1F2 C2 oA Ho|2EF the WAY Smokeloader Wiof AAE mHo|2EE
E2o35te| M2 ZRAAR Adske HAlE ARgsta k. oEbs ASR(Attack  Surface
Reduction)” 712 @425 Fd oMY 0= M2 ZEAAE FoiA AdsHe 2Ae PAS
o Utk ESE YA AR e HREE stAY EAlstEete APAE ¢ glEE Anti-Virus E
g Helsjof B,

8Base Aol A&HN HAPS 9o Al HLs AlF ETo] FAllL #HAAE
= HE A AFoR AYPHER ok wEbd, I AR ALl AHA] g AER
HYE Aot HA 0 R Windows 1F AHS $A| A&H4E FHoA] Zotes & 4 ok
md o] qosht Wl Holy ALt F2 71eE FActy] oA wejar dgte] Fasith o]
918l 8Base WAHol= UAC Bypass 7I'H= %%‘3}741% o] e ZRAA

AgRITE Windows @AAE 3] 7|9 |

Sl AREAL thE ZRAIAY ESS EAlstAY AT 4 gleR sfof gttt

19 ASR(Attack Surface Reduction): 914 FEo] T4 ARE Adsts 7]&
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FESE 8Base s ololl= el e BEAS} st #Y HolEE AAsk: HEolEel Yot
Az g Aok AES ] Al Y FPolEe F28eiA AREsH7] wiEol| ASR 3]
43}, EDR(Endpoint Detection and Response)? &F4 53 AHgdl otA P& AP Aptafjo
it‘r ol¢Jo%= DLP(Data Loss Prevention)® &Fdolut EDR &£342 &8¢ toly f&=
A 4 qlon, i ol YEYIU AL HolHE 4t Wi Bejetozy g deelel
NAS &2 W 40| doly AAE AT o 3

l—‘ Indicator Of Compromise "1

$ 4

Play : SHA256

_l

ae0087b0e2f4292c64c5232368e562c30da4db998734b9b3dd5e27f456741f9c
4e4c154f0500990e897ca9650eafd3c6255baddf3b4bc620c6ba27b718278392
b4b89828380c4781c7beafabdce00ae38cd4adc13ad56792996e28c41def5¢53
454f9058a9fd9c266782389850d6142a0d04ce9d8042bc069ccd8d90d60bebd5
7€290b69efbd441e9f968dd21304c7685ddae17be0378113650fba822af08f69

File Name

rh111.exe
executable.exe

mtx111.exe

%0 EDR (Endpoint Detection and Response): ZFFEI9t Butd, Av] 5 whl7jox] WAst= o Y915 AAzte R st £4 ¢
of-g-ste] wof ik T &84

2l DLP(Data Loss Prevention): H0JE]2] 528 ZA|S] %$Q AH §&2 TA/A 5= Holg
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m zt1 AJO|E

o G FlAE A3 (https://news.leicester.gov.uk/news—articles/2024/april/cyber—incident—update—3-
april-2024/)

o = H2E A9 8] (https://news.leicester.gov.uk/news—articles/2024/april/more—data—published -

following—leicester—cyber—attack/)
« CISA E<F A F(https://www.cisa.gov/news—events/cybersecurity—advisories/aa24—-060a)

+ BleepingComputer &4 &5o]2] (https://www.bleepingcomputer.com/news/security/hellokitty -

ransomware-rebrands—releases—cd—projekt—and-cisco—data/#google_vignette)

+ BleepingComputer 54} Z#|°]Z] (https://www.bleepingcomputer.com/news/security/8base—

ransomware—gang—escalates—double—extortion—attacks—in-june/)

+ Cyble Research & Intelligence Labs (https://cyble.com/blog/lockbit—blacks-legacy—unraveling—the-

dragonforce-ransomware—connection/)
« SOCRadar &4] E5°]|A] (https://socradar.io/dark—web—profile-8base-ransomware/)

+ Cyberint 54 Zmo]2] (https://cyberint.com/blog/research/all-about—that—8base—ransomware—group—
the—details/)

+ DarkReading +2#¥ (https://www.darkreading.com/threat—intelligence/sexi-ransomware—
desires—vmware—hypervisors)

+ Trend Micro &4 & ©°]A] (https://www.trendmicro.com/vinfo/tr/security/news/ransomware—
spotlight/ransomware—spotlight—8base)

o w2 o] W A 98] (https://energycommerce.house.gov/events/oversight—and-

investigations—subcommittee—hearing—examining—the—change—healthcare—cyberattack)
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